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7) ABSTRACT

Novel tools and techniques are provided for implementing
Internet of Things (“IoT”) functionality. In some embodi-
ments, an loT-capable personal tracking device might
receive sensor data from each of a plurality of sensors, and
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Receive, with a processor of a
first Internet of Things ("loT") -
capable personal tracking
device, at least one first sensor
data from each of at least one
405 | first sensor of a plurality of first
sensors of the first loT-capable
personal tracking device

Analyze, with the processor of
the first loT-capable personal
tracking device, the at least one
410 first sensor data

!

|dentify one or more first external
loT-capable devices with which
to interact

!

Determine one or more first
tasks to be performed by the
identified one or more first
420 external loT-capable devices

Autonomously send, by the
processor of the first loT-capable
personal tracking device and via

machine-to-machine
communication, one or more first
control instructions to each of
425 | the identified one or more first
external loT-capable devices,
based on the determined one or
more first tasks

400 /4 Fig. 4A
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Receive, with at least one of the
processor of the first loT-capable
personal tracking device or a
processor of each of one or
more second loT-capable
personal tracking devices, at
least one fourth sensor data
from each of at least one fourth
sensor of a plurality of fourth
sensors of each of the one or
more second loT-capable
personal tracking devices that
are separate from the first loT-
capable personal tracking device

Determine one or more second
tasks to be performed by the
identified one or more second
external ioT-capable devices

v

v

Analyze, with the at least one of
the processor of the first loT-
capable personal tracking device
or the processor of each of the
one or more second loT-capable
personal fracking devices, a
combination of the at least one
first sensor data and the at least
one fourth sensor data

Autonomously send, by the at
feast one of the processor of the
first loT-capable personal
tracking device or the processor
of each of the one or more
second loT-capable personal
tracking devices and via
machine-to-machine
communication, one or more
second control instructions to
each of the identified one or
more second external loT-
capable devices, based on the
determined one or more second
tasks

v

Identify one or more second
external loT-capable devices
with which to interact

Fig. 4B
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INTERNET OF THINGS (I0T) PERSONAL
TRACKING APPARATUS, SYSTEM, AND
METHOD

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application may be related to each of U.S.
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Things (IOT)—Transparent Privacy Functionality” (attor-
ney docket number 020370-022200U8), which claims pri-
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U.S. Patent Application Ser. No. 62/342,710 (the 710
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and titled, “Internet of Things (IoT) Human Interface Appa-
ratus, System, and Method” (attorney docket no. 020370-
028401US). This application may also be related to U.S.
Patent Application Ser. No. 62/397,086 (the “*7086 appli-
cation”), filed Sep. 20, 2016 by Thomas Schwengler et al.
and titled, “Universal Wireless Station for Multiple Simul-
taneous Wireless Services” (attorney docket no. 020370-
030801US) and U.S. Patent Application Ser. No. 62/403,878
(the “’878 application”), filed Oct. 4, 2016 by Thomas
Schwengler et al. and titled, “Universal Wireless Station for
Multiple Simultaneous Wireless Services” (attorney docket
no. 020370-030802US).
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patent application Ser. No. 14/678,208 (the “*208 applica-
tion™), filed Apr. 3, 2015 by Michael J. Fargano et al. and
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“Network Functions Virtualization Interconnection Gate-
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“Remoting Application Servers” (attorney docket no.
020370-020000U8S), which claims priority to U.S. Patent
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[0005] The respective disclosures of these applications/
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COPYRIGHT STATEMENT

[0006] A portion of the disclosure of this patent document
contains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure as it appears in the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

FIELD

[0007] The present disclosure relates, in general, to meth-
ods, systems, apparatus, and computer software for imple-
menting Internet of Things functionality, and, in particular
embodiments, to methods, systems, apparatus, and computer
software for implementing Internet of Things (“IoT”) per-
sonal tracking functionality.

BACKGROUND

[0008] Although personal trackers or personal tracking
devices are currently available on the market in the form of
fitness trackers or activity trackers used by consumers, such
conventional personal trackers or personal tracking devices
do not appear to utilize full interconnectedness with other
devices (and/or with external sensors) to determine actions
to be taken and to identify external devices with which to
interact based on sensor data obtained by the personal
tracker. Such conventional personal tracking devices also do
not appear to autonomously send control instructions to the
identified external devices, based on the determined actions.
Further, there do not appear to be any current systems that
utilize multiple interconnected or interacting personal track-
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ers for monitoring a single user, much less that such devices
interact via machine-to-machine communications (e.g., [oT
or the like).

[0009] Hence, there is a need for more robust and scalable
solutions for implementing Internet of Things functionality,
and, in particular embodiments, to methods, systems, appa-
ratus, and computer software for implementing Internet of
Things (“IoT”) personal tracking functionality.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] A further understanding of the nature and advan-
tages of particular embodiments may be realized by refer-
ence to the remaining portions of the specification and the
drawings, in which like reference numerals are used to refer
to similar components. In some instances, a sub-label is
associated with a reference numeral to denote one of mul-
tiple similar components. When reference is made to a
reference numeral without specification to an existing sub-
label, it is intended to refer to all such multiple similar
components.

[0011] FIG. 1 is a schematic diagram illustrating a system
for implementing Internet of Things (“IoT”) personal track-
ing functionality, in accordance with various embodiments.
[0012] FIGS. 2A-2C are schematic diagrams illustrating
various systems for implementing loT personal tracking
functionality, in accordance with various embodiments.
[0013] FIG. 3 is a schematic diagram illustrating yet
another system for implementing IoT personal tracking
functionality, in accordance with various embodiments.
[0014] FIGS. 4A and 4B are flow diagrams illustrating a
method for implementing IoT personal tracking functional-
ity, in accordance with various embodiments.

[0015] FIG. 5 is a block diagram illustrating an exemplary
computer or system hardware architecture, in accordance
with various embodiments.

[0016] FIG. 6is a block diagram illustrating an example of
a networked system of computers, computing systems, or
system hardware architecture, which can be used in accor-
dance with various embodiments.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS

[0017] Overview

[0018] Various embodiments provide tools and techniques
for implementing Internet of Things functionality, and, in
particular embodiments, to methods, systems, apparatus,
and computer software for implementing Internet of Things
(“ToT”) personal tracking functionality.

[0019] In various embodiments, a processor of a first
loT-capable personal tracking device might receive at least
one first sensor data from each of at least one first sensor of
a plurality of first sensors of the first loT-capable personal
tracking device, and might analyze the at least one first
sensor data to identify one or more first external loT-capable
devices with which to interact and to determine one or more
first tasks to be performed by the identified one or more first
external IoT-capable devices, each based at least in part on
the at least one first sensor data from each of the at least one
first sensor. In some cases, the plurality of first sensors might
comprise at least one of one or more second sensors that
monitor physical conditions of a body of a user or one or
more third sensors that monitor environmental conditions
external to the body of the user. The processor of the first
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ToT-capable personal tracking device might subsequently
autonomously send, via machine-to-machine communica-
tion, one or more first control instructions to each of the
identified one or more first external IoT-capable devices,
based on the determined one or more first tasks.

[0020] According to some embodiments, the first ToT-
capable personal tracking device might be a wearable device
that can be removably affixed to at least one of a portion of
skin of the user, a limb of the user, an appendage of the user,
a torso of the user, a head of the user, or a piece of clothing
worn by the user, and/or the like. Alteratively, the first
ToT-capable personal tracking device might be an implant-
able device that can be at least one of implanted under one
or more layers of skin of the user, implanted within an organ
of the user, implanted within a torso of the user, implanted
within a head of the user, implanted within a spine of the
user, implanted in an internal cavity of the user, or implanted
in an external cavity of the user, and/or the like. In some
embodiments, multiple IoT-capable personal tracking
devices may be used to monitor the physiological conditions
of the user’s body and/or to monitor the environmental
conditions external to the user’s body, and can comprise
either a plurality of wearable personal trackers, a plurality of
implantable personal trackers, or a combination of at least
one wearable personal tracker and at least one implantable
personal tracker.

[0021] Herein, “personal tracker” or “personal tracking
device” might refer to at least one of a fitness tracker, an
activity tracker, a medical monitor, an environmental safety
monitor, and/or the like. The fitness tracker, activity tracker,
and medical monitor might be worn by, or implanted in, any
person or by a patient under the care of a physician or other
doctor. The environmental safety monitor might be worn by,
or implanted in, people entering or working in hazardous
environments, including, but not limited to, miners, astro-
nauts, test pilots, emergency responders, deep sea explorers,
oil rig workers, construction workers, volcanologists, onsite
meteorologists (e.g., stormchasers, etc.), nuclear facility
operators, nuclear clean-up crew members, submersible
crew members, military combatants, law enforcement offi-
cers, peacckeepers, mountain climbers, canyoneers, cavers,
and/or the like.

[0022] According to some embodiments, the one or more
second sensors might comprise at least one of a heart rate
monitor, a pulse oximeter, an oximeter, a blood glucose
monitor, a blood pressure monitor, a blood flow monitor, a
nitrogen monitor, a carbon dioxide monitor, a sleep monitor,
an activity monitor, a step counter, one or more limb
movement monitors, one or more thermometers, one or
more accelerometers, one or more gyroscopes, one or more
body fat monitors, one or more body muscle monitors, one
or more bone density monitors, one or more pH monitors, a
body fluid monitor, a brain wave monitor, a synaptic activity
monitor, an electroencephalograph, an electrocardiograph, a
respiratory rate monitor, a serotonin monitor, an epilepsy
monitor, a skin toxicity monitor, a blood toxicity monitor, an
organ toxicity monitor, a cancer monitor, a pathogen detec-
tor, a blood tester, one or more blood alcohol level detectors,
one or more drug testers, or one or more location monitors,
and/or the like.

[0023] In some embodiments, the one or more third sen-
sors might comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
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oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector. a gas toxicity monitor, a carcino-
gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor, and/or the like.

[0024] In some aspects, according to some embodiments,
the one or more first external IoT-capable devices might
comprise at least one of a wearable drug delivery device, an
implantable drug delivery device, a medical server, a medi-
cal database, a user device associated with a physician, a
user device associated with a healthcare provider, a user
device associated with the user, a user device associated with
a relative or guardian of the user, a user device associated
with a member of an organization with which the user is
affiliated (e.g., a club, a school, a company/employer, a
prison, a rewards club, etc.), a user device associated with an
emergency response team member, a smart medical alert
bracelet, an IoT management node, an [oT human interface
device, an IoT vehicle node, one or more household devices,
one or more office devices, one or more lighting systems,
one or more environmental control systems, one or more
speakers, one or more display devices, or one or more
communications systems, and/or the like.

[0025] In some embodiments, the user might interact with
the loT-capable personal tracking device via one or more of
the following interface functionalities (depending upon what
each particular tracking device possesses in terms of hard-
ware, software, virtual functionalities, etc.): voice interface
functionality: touch interface functionality; haptic feedback
interface functionality; wireless communication interface
functionality; gesture interface functionality; electrical/
chemical or synaptic-simulation interface functionality; and/
or the like,

[0026] According to some embodiments, a plurality of
application programming interfaces (“APIs”) may commu-
nicate with thousands of devices. In some cases, the IoT
personal tracking device might communicate with a remote
computing system that handles, coordinates, and/or manages
IoT communications and interactions amongst a plurality of
IoT devices (and in some instances, all IoT devices) that are
communicatively coupled to the service provider network
that is associated with the remote computing system and/or
to any network with which the remote computing system is
in communication. In some embodiments, quantum security
methods may be utilized to protect data and user privacy.
[0027] Insome embodiments, simple artificial intelligence
(“AI”) or full Al integration may be utilized within the IoT
personal tracking device to aid in interactions with humans,
machine-to-machine interactions, and/or other functional-
ities. In some instances, a set of thresholds in sensor levels
of the IoT personal tracking device and/or of one or more
other IoT devices to which the ToT personal tracking device
is communicatively coupled may be utilized to initiate
action (including, but not limited to, alerts, interpretation
triggers, specific network actions, specific software/hard-
ware actions, etc.). According to some embodiments, IPv6
identifiers may be used for each IoT device (including the
ToT personal tracking device), in some cases together with
other identifiers for the same device (in some cases, iden-
tification capability can simplify device registration and/or
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can be used for machine-to-machine communications,
machine-to-network communications, etc.). In some cases,
energy harvesting may be utilized to power IoT devices
(including the IoT personal tracking device), either in popu-
lated areas or in remote areas. In some embodiments, the IoT
personal tracking device (and/or other IoT devices commu-
nicatively coupled thereto) may be configured and/or
designed to be agnostic to hardware or network of devices
with which it is in communication.

[0028] The following detailed description illustrates a few
exemplary embodiments in further detail to enable one of
skill in the art to practice such embodiments. The described
examples are provided for illustrative purposes and are not
intended to limit the scope of the invention.

[0029] In the following description, for the purposes of
explanation, numerous specific details are set forth in order
to provide a thorough understanding of the described
embodiments. It will be apparent to one skilled in the art,
however, that other embodiments of the present invention
may be practiced without some of these specific details. In
other instances, certain structures and devices are shown in
block diagram form. Several embodiments are described
herein, and while various features are ascribed to different
embodiments, it should be appreciated that the features
described with respect to one embodiment may be incorpo-
rated with other embodiments as well. By the same token,
however, no single feature or features of any described
embodiment should be considered essential to every
embodiment of the invention, as other embodiments of the
invention may omit such features.

[0030] Unless otherwise indicated, all numbers used
herein to express quantities, dimensions, and so forth used
should be understood as being modified in all instances by
the term “about.” In this application, the use of the singular
includes the plural unless specifically stated otherwise, and
use of the terms “and” and “or” means “and/or” unless
otherwise indicated. Moreover, the use of the term “includ-
ing,” as well as other forms, such as “includes” and
“included,” should be considered non-exclusive, Also, terms
such as “element” or “component” encompass both elements
and components comprising one unit and elements and
components that comprise more than one unit, unless spe-
cifically stated otherwise.

[0031] The tools provided by various embodiments
include, without limitation, methods, systems, and/or soft-
ware products. Merely by way of example, a method might
comprise one or more procedures, any or all of which are
executed by a computer system. Correspondingly, an
embodiment might provide a computer system configured
with instructions to perform one or more procedures in
accordance with methods provided by various other embodi-
ments. Similarly, a computer program might comprise a set
of instructions that are executable by a computer system
(and/or a processor therein) to perform such operations. In
many cases, such software programs are encoded on physi-
cal, tangible, and/or non-transitory computer readable media
(such as, to name but a few examples, optical media,
magnetic media, and/or the like).

[0032] Various embodiments described herein, while
embodying (in some cases) software products, computer-
performed methods, and/or computer systems, represent
tangible, concrete improvements to existing technological
areas, including, without limitation, network virtualization
technology, network configuration technology, virtualized
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network function technology, Internet of Things (“IoT”)
technology, machine-to-machine communication, personal
tracking technologies, user monitoring technologies, envi-
ronmental monitoring technologies, and/or the like. In other
aspects, certain embodiments, can improve the functioning
of user equipment or systems themselves (e.g., [oT device
networks, IoT devices, IoT systems, human interface
devices, personal trackers, user monitoring devices, envi-
ronmental monitoring systems, etc.), for example, by ana-
lyzing sensor data from either built-in IoT sensors of a
personal tracking device and/or external IoT sensors, to
identify one or more external IoT-capable devices with
which to interact and to determine one or more tasks to be
performed by the identified one or more external IoT-
capable devices, by generating control instructions to the
identified one or more external IoT devices to perform
functions consistent with the determined tasks, and by
autonomously sending, via machine-to-machine communi-
cation, the control instructions to the identified one or more
external IoT devices, and/or the like. In particular, to the
extent any abstract concepts are present in the various
embodiments, those concepts can be implemented as
described herein by devices, software, systems, and methods
that involve specific novel functionality (e.g., steps or opera-
tions), such as analyzing the sensor data from the built-in
and/or external IoT sensors, to identify one or more external
loT-capable devices with which to interact and to determine
one or more tasks to be performed by the identified one or
more external IoT-capable devices, by generating control
instructions to the identified one or more external loT
devices to perform functions consistent with the determined
tasks, and by autonomously sending, via machine-to-ma-
chine communication, the control instructions to the iden-
tified one or more external IoT devices, and/or the like,
which improves the interaction between the user and the
personal tracking device and improves the interaction
between the personal tracking device and the various IoT
devices in the area (i.e., around the user), improves the
functionality of the personal tracking device, improves the
functionality of the network of IoT devices, and/or the like,
to name a few examples, that extend beyond mere conven-
tional computer processing operations. These functionalities
can produce tangible results outside of the implementing
computer system, including, merely by way of example,
improved functionality of the personal tracking device,
improved customer experience with IoT devices and with
the personal tracking device, improved lifestyle experience
of the user with respect to connected devices in the user’s
life particularly with respect to the user’s physiological
and/or environmental conditions as monitored by the pet-
sonal tracking device, and/or the like, at least some of which
may be observed or measured by customers and/or service
providers.

[0033] In an aspect, a method might comprise receiving,
with a processor of a first Internet of Things (“IoT”)-capable
personal tracking device, at least one first sensor data from
each of at least one first sensor of a plurality of first sensors
of the first IoT-capable personal tracking device. The plu-
rality of first sensors might comprise at least one of one or
more second sensors that monitor physical conditions of a
body of a user or one or more third sensors that monitor
environmental conditions external to the body of the user.
The method might also comprise analyzing, with the pro-
cessor of the first loT-capable personal tracking device, the
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at least one first sensor data to identify one or more first
external IoT-capable devices with which to interact and to
determine one or more first tasks to be performed by the
identified one or more first external IoT-capable devices,
each based at least in part on the at least one first sensor data
from each of the at least one first sensor. The method might
further comprise autonomously sending, by the processor of
the first loT-capable personal tracking device and via
machine-to-machine communication, one or more first con-
trol instructions to each of the identified one or more first
external IoT-capable devices, based on the determined one
or more first tasks.

[0034] In some embodiments, the first IoT-capable per-
sonal tracking device might be a wearable device. In some
instances, the wearable device might comprise at least one
of a wrist strap, a clip, a pin, a clasp, an ear-loop, a finger
ring, a toe ring, a bangle, a hook and loop-type strap,
eyewear stems, a head band, or a buckle, and/or the like that
allows the first IoT-capable personal tracking device to be
removably affixed to at least one of a portion of skin of the
user, a limb of the user, an appendage of the user, a torso of
the user, a head of the user, or a piece of clothing worn by
the user, and/or the like.

[0035] According to some embodiments, wherein the first
loT-capable personal tracking device might be an implant-
able device. In some cases, the implantable device might
comprise at least one of an encapsulation layer, a membrane,
a hypo-allergenic housing, a capsule, or casing, and/or the
like that allows the first loT-capable personal tracking device
to be at least one of implanted under one or more layers of
skin of the user, implanted within an organ of the user,
implanted within a torso of the user, implanted within a head
of the user, implanted within a spine of the user, implanted
in an internal cavity of the user, or implanted in an external
cavity of the user, and/or the like.

[0036] Merely by way of example, in some cases, the one
or more second sensors might comprise at least one of a
heart rate monitor, a pulse oximeter, an oximeter, a blood
glucose monitor, a blood pressure monitor, a blood flow
monitor, a nitrogen monitor, a carbon dioxide monitor, a
sleep monitor, an activity monitor, a step counter, one or
more limb movement monitors, one or more thermometers,
one or more accelerometers, one or more gyroscopes, one or
more body fat monitors, one or more body muscle monitors,
one or more bone density monitors, one or more pH moni-
tors, a body fluid monitor, a brain wave monitor, a synaptic
activity monitor, an electroencephalograph, an electrocar-
diograph, a respiratory rate monitor, a serotonin monitor, an
epilepsy monitor, a skin toxicity monitor, a blood toxicity
monitor, an organ toxicity monitor, a cancer monitor, a
pathogen detector, a blood tester, one or more blood alcchol
level detectors, one or more drug testers, or one or more
location monitors, and/or the like.

[0037] In some embodiments, the one or more third sen-
sors might comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector, a gas toxicity monitor, a carcino-
gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
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an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor, and/or the like.

[0038] According to some embodiments, the one or more
first external IoT-capable devices might comprise at least
one of a wearable drug delivery device, an implantable drug
delivery device, a medical server, a medical database, a user
device associated with a physician, a user device associated
with a healthcare provider, a user device associated with the
user, a user device associated with a relative or guardian of
the user, a user device associated with a member of an
organization with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an IoT management node, an
IoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
or one or more communications systems, and/or the like.

[0039] In some embodiments, the method might further
comprise receiving, with at least one of the processor of the
first IoT-capable personal tracking device, a processor of
each of one or more second loT-capable personal tracking
devices, or a processor of a remote computing system, at
least one fourth sensor data from each of at least one fourth
sensor of a plurality of fourth sensors of each of the one or
more second loT-capable personal tracking devices that are
separate from the first loT-capable personal tracking device.
In some cases, the plurality of fourth sensors might comprise
at least one of one or more fifth sensors that monitor physical
conditions of the body of the user or one or more sixth
sensors that monitor environmental conditions external to
the body of the user. The method might also comprise
analyzing, with the at least one of the processor of the first
loT-capable personal tracking device, the processor of each
of the one or more second IoT-capable personal tracking
devices, or the processor of the remote computing system, a
combination of the at least one first sensor data and the at
least one fourth sensor data to identify one or more second
external IoT-capable devices with which to interact and to
determine one or more second tasks to be performed by the
identified one or more second external loT-capable devices,
each based at least in part on the at least one first sensor data
from the at least one first sensor of the first IoT-capable
personal tracking device and the at least one fourth sensor
data from each of the at least one fourth sensor of each of the
one or more second IoT-capable personal tracking devices.
The method might further comprise autonomously sending,
by the at least one of the processor of the first IoT-capable
personal tracking device, the processor of each of the one or
more second loT-capable personal tracking devices, or the
processor of the remote computing system and via machine-
to-machine communication, one or more second control
instructions to each of the identified one or more second
external IoT-capable devices, based on the determined one
or more second tasks. In some instances, at least one of the
one or more first external loT-capable devices and at least
one of the one or more second external loT-capable devices
might be the same external IoT-capable device. In some
cases, the remote computing system might comprise at least
one of a gateway device, a cloud computing system, a server
in a network, a computing node in the network, or a remote
computing system at a customer premises associated with
the user, and/or the like.
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[0040] In another aspect, a personal tracking device might
comptise at least one processo, a transceiver, a plurality of
first sensors, and a non-transitory computer readable
medium communicatively coupled to the at least one pro-
cessor. The plurality of first sensors might comprise at least
one of one or more second sensors that monitor physical
conditions of a body of a user or one or more third sensors
that monitor environmental conditions external to the body
of the user. The non-transitory computer readable medium
might have stored thereon computer software comprising a
set of instructions that, when executed by the at least one
processor, causes the personal tracking device to: receive at
least one sensor data from each of at least one sensor of a
plurality of first sensors; analyze the at least one sensor data
to identify one or more external Internet of Things (“IoT”)-
capable devices with which to interact and to determine one
or more tasks to be performed by the identified one or more
external loT-capable devices, each based at least in part on
the at least one sensor data from each of the at least one
sensor; and autonomously send, via machine-to-machine
communication through the transceiver, one or more control
instructions to each of the identified one or more external
ToT-capable devices, based on the determined one or more
tasks.

[0041] Insomeembodiments, the personal tracking device
might be a wearable device. In some instances, the wearable
device might comprise at least one of a wrist strap, a clip, a
pin, a clasp, an ear-loop, a finger ring, a toe ring, a bangle,
a hook and loop -type strap, eyewear stems, a head band, or
a buckle, and/or the like that allows the personal tracking
device to be removably affixed to at least one of a portion of
skin of the user, a limb of the user, an appendage of the user,
a torso of the user, a head of the user, or a piece of clothing
worn by the user, and/or the like.

[0042] According to some embodiments, wherein the per-
sonal tracking device might be an implantable device. In
some cases, the implantable device might comprise at least
one of an encapsulation layer, a membrane, a hypo-aller-
genic housing, a capsule, or casing, and/or the like that
allows the personal tracking device to be at least one of
implanted under one or more layers of skin of the user,
implanted within an organ of the user, implanted within a
torso of the user, implanted within a head of the user,
implanted within a spine of the user, implanted in an internal
cavity of the user, or implanted in an external cavity of the
user, and/or the like.

[0043] Merely by way of example, in some cases, the one
or more second sensors might comprise at least one of a
heart rate monitor, a pulse oximeter, an oximeter, a blood
glucose monitor, a blood pressure monitor, a blood flow
monitor, a nitrogen mouitor, a carbon dioxide monitor, a
sleep monitor, an activity monitor, a step counter, one or
more limb movement monitors, one or more thermometers,
one or more accelerometers, one or more gyroscopes, one or
more body fat monitors, one or more body muscle monitors,
one or more bone density monitors, one or more pH moni-
tors, a body fluid monitor, a brain wave monitor, a synaptic
activity monitor, an electroencephalograph, an electrocar-
diograph, a respiratory rate monitor, a serotonin monitor, an
epilepsy monitor, a skin toxicity monitor, a blood toxicity
monitor, an organ toxicity monitor, a cancer monitor, a
pathogen detector, a blood tester, one or more blood alcchol
level detectors, one or more drug testers, or one or more
location monitors, and/or the like.
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[0044] In some embodiments, the one or more third sen-
sors might comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector. a gas toxicity monitor, a carcino-
gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor, and/or the like.

[0045] According to some embodiments, the one or more
first external IoT-capable devices might comprise at least
one of a wearable drug delivery device, an implantable drug
delivery device, a medical server, a medical database, a user
device associated with a physician, a user device associated
with a healthcare provider, a user device associated with the
user, a user device associated with a relative or guardian of
the user, a user device associated with a member of an
organization with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an IoT management node, an
IoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
or one or more communications systems, and/or the like.

[0046] In yet another aspect, a system might comprise a
first personal tracking device and one or more first external
loT-capable devices. The first personal tracking device
might comprise at least one first processor, a first transceiver,
a plurality of first sensors, and a first non-transitory com-
puter readable medium communicatively coupled to the at
least one first processor. The plurality of first sensors might
comprise at least one of one or more second sensors that
monitor physical conditions of a body of a user or one or
more third sensors that monitor environmental conditions
external to the body of the user. The first non-transitory
computer readable medium might have stored thereon com-
puter software comprising a first set of instructions that,
when executed by the at least one first processor, causes the
first personal tracking device to: receive at least one first
sensor data from each of at least one first sensor of the
plurality of first sensors; analyze the at least one first sensor
data to identify one or more first external Internet of Things
(“IoT”)-capable devices with which to interact and to deter-
mine one or more first tasks to be performed by the identified
one or more first external loT-capable devices, each based at
least in part on the at least one first sensor data from each of
the at least one first sensor; and autonomously send, via
machine-to-machine communication through the first trans-
ceiver, one or more first control instructions to each of the
identified the one or more first external loT-capable devices,
based on the determined one or more first tasks.

[0047] The one or more first external loT-capable devices
might each comprise a second transceiver, at least one
second processor, and a second non-transitory computer
readable medium communicatively coupled to the at least
one second processor. The second non-transitory computer
readable medium might have stored thereon computer soft-
ware comprising a second set of instructions that, when
executed by the at least one second processor, causes the first
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external ToT-capable devices to: receive, via the second
transceiver, the first control instructions from the first pet-
sonal tracking device and perform at least one first task of
the first external loT-capable device based on the first
control instructions.

[0048] In some embodiments, the first personal tracking
device might be a wearable device. In some instances, the
wearable device might comprise at least one of a wrist strap,
a clip, a pin, a clasp, an ear-loop, a finger ring, a toe ring, a
bangle, a hook and loop-type strap, eyewear stems, a head
band, or a buckle, and/or the like that allows the first
personal tracking device to be removably affixed to at least
one of a portion of skin of the user, a limb of the user, an
appendage of the user, a torso of the user, a head of the user,
or a piece of clothing worn by the user, and/or the like.
[0049] According to some embodiments, wherein the first
personal tracking device might be an implantable device. In
some cases, the implantable device might comprise at least
one of an encapsulation layer, a membrane, a hypo-aller-
genic housing, a capsule, or casing, and/or the like that
allows the first personal tracking device to be at least one of
implanted under one or more layers of skin of the user,
implanted within an organ of the user, implanted within a
torso of the user, implanted within a head of the user,
implanted within a spine of the user, implanted in an internal
cavity of the user, or implanted in an external cavity of the
user, and/or the like.

[0050] Merely by way of example, in some cases, the one
or more second sensors might comprise at least one of a
heart rate monitor, a pulse oximeter, an oximeter, a blood
glucose monitor, a blood pressure monitor, a blood flow
monitor, a nitrogen mouitor, a carbon dioxide monitor, a
sleep monitor, an activity monitor, a step counter, one or
more limb movement monitors, one or more thermometers,
one or more accelerometers, one or more gyroscopes, one or
more body fat monitors, one or more body muscle monitors,
one or more bone density monitors, one or more pH moni-
tors, a body fluid monitor, a brain wave monitor, a synaptic
activity monitor, an electroencephalograph, an electrocar-
diograph, a respiratory rate monitor, a serotonin monitor, an
epilepsy monitor, a skin toxicity monitor, a blood toxicity
monitor, an organ toxicity monitor, a cancer monitor, a
pathogen detector, a blood tester, one or more blood alcchol
level detectors, one or more drug testers, or one or more
location monitors, and/or the like.

[0051] In some embodiments, the one or more third sen-
sors might comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector, a gas toxicity monitor, a carcino-
gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor, and/or the like.

[0052] According to some embodiments, the one or more
first external IoT-capable devices might comprise at least
one of a wearable drug delivery device, an implantable drug
delivery device, a medical server, a medical database, a user
device associated with a physician, a user device associated
with a healthcare provider, a user device associated with the
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user, a user device associated with a relative or guardian of
the user, a user device associated with a member of an
organization with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an ToT management node, an
IoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
or one or more communications systems, and/or the like.

[0053] Merely by way of example, in some embodiments,
the system might further comprise one or more second
personal tracking devices that are separate from the IoT-
capable personal tracking device, each second personal
tracking device comprising at least one third processor, a
third transceiver, a plurality of fourth sensors, and a third
non-transitory computer readable medium communicatively
coupled to the at least one third processor. The plurality of
fourth sensors might comprise at least one of one or more
fifth sensors that monitor physical conditions of a body of a
user or one or more sixth sensors that monitor environmental
conditions external to the body of the user. The third
non-transitory computer readable medium might have stored
thereon computer software comprising a third set of instruc-
tions that, when executed by the at least one third processor,
causes the second personal tracking device to: receive at
least one fourth sensor data from each of at least one fourth
sensor of a plurality of fourth sensors; and send, via
machine-to-machine communication through the third trans-
ceiver, the at least one fourth sensor data to at least one of
the first personal tracking device or one or more other
second personal tracking devices. At least one of the first set
of instructions, when executed by the at least one first
processor, might further cause the first personal tracking
device or the third set of instructions, when executed by the
at least one third processor, might further cause one or more
of the second personal tracking devices to: receive the at
least one fourth sensor data from each of the at least one
fourth sensor of the plurality of fourth sensors of each of the
one or more second IoT-capable personal tracking devices;
analyze a combination of the at least one first sensor data and
the at least one fourth sensor data to identify one or more
second external IoT-capable devices with which to interact
and to determine one or more second tasks to be performed
by the identified one or more second external IoT-capable
devices, each based at least in part on the combination of the
at least one first sensor data from the at least one first sensor
of the first ToT-capable personal tracking device and the at
least one fourth sensor data from each of the at least one
fourth sensor of each of the one or more second ToT-capable
personal tracking devices; and autonomously send, via
machine-to-machine communication, one or more second
control instructions to each of the identified one or more
second external ToT-capable devices, based on the deter-
mined one or more second tasks.

[0054] In some embodiments, the system might further
comprise a remote computing system comprising at least
one fourth processor and a fourth non-transitory computer
readable medium communicatively coupled to the at least
one fourth processor, the fourth non-transitory computer
readable medium having stored thereon computer software
comprising a fourth set of instructions that, when executed
by the at least one fourth processor, causes the remote
computing system to: receive the at least one first sensor data
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from each of the at least one first sensor of the plurality of
first sensors of the first personal tracking device; analyze the
at least one first sensor data to identify one or more third
external IoT-capable devices with which to interact and to
determine one or more third tasks to be performed by the
identified one or more third external IoT-capable devices,
each based at least in part on the at least one first sensor data
from each of the at least one first sensor; and autonomously
send, via machine-to-machine communication, one or more
third control instructions to each of the identified one or
more third external loT-capable devices, based on the deter-
mined one or more third tasks. In some cases, the remote
computing system might comprise at least one of a gateway
device, a cloud computing system, a server in a network, a
computing node in the network, or a remote computing
system at a customer premises associated with the user,
and/or the like.

[0055] Various modifications and additions can be made to
the embodiments discussed without departing from the
scope of the invention. For example, while the embodiments
described above refer to particular features, the scope of this
invention also includes embodiments having different com-
bination of features and embodiments that do not include all
of the above described features.

Specific Exemplary Embodiments

[0056] We now turn to the embodiments as illustrated by
the drawings. FIGS. 1-6 illustrate some of the features of the
method, system, and apparatus for implementing Internet of
Things functionality, and, in particular embodiments, to
methods, systems, apparatus, and computer software for
implementing Internet of Things (“IoT”) personal tracking
functionality, as referred to above. The methods, systems,
and apparatuses illustrated by FIGS. 1-6 refer to examples of
different embodiments that include various components and
steps, which can be considered alternatives or which can be
used in conjunction with one another in the various embodi-
ments. The description of the illustrated methods, systems,
and apparatuses shown in FIGS. 1-6 is provided for purposes
of illustration and should not be considered to limit the scope
of the different embodiments.

[0057] With reference to the figures, FIG. 1 is a schematic
diagram illustrating a system 100 for implementing Internet
of Things (“IoT”) personal tracking functionality, in accor-
dance with various embodiments. In the non-limiting
embodiment of FIG. 1, system 100 might include, without
limitation, an loT personal tracker or personal tracking
device 105 that is either worn by or implanted in the body
of a user 110, one or more Built-In IoT-capable sensors
115a-115# (collectively, “Built-In IoT-capable sensors 115,”
“loT-capable sensors 115,” “IoT sensors 115,”or “sensors
115”), one or more External loT-capable sensors 120a-120%
(collectively, “External IoT-capable sensors 120,” “IoT-
capable sensors 120,” “IoT sensors 120,” or “sensors 120”),
and one or more IoT-capable devices 1254, 1255, through
125z (collectively, “loT-capable devices 125,” “IoT devices
125,” or “devices 125”), and/or the like.

[0058] According to some embodiments, the one or more
Built-In IoT sensors 115 (whether for an implantable or a
wearable personal tracker 105) might include, without limi-
tation, at least one of a heart rate monitor, a pulse oximeter,
an oximeter, a blood glucose monitor, a blood pressure
monitor, a blood flow monitor, a nitrogen monitor, a carbon
dioxide monitor, a sleep monitor, an activity monitor, a step

Jun. 21,2018

counter, one or more limb movement monitors, one or more
thermometers, one or more accelerometers, one or more
gyroscopes, one or more body fat monitors, one or more
body muscle monitors, one or more bone density monitors,
one or more pH monitors, a body fluid monitor, a brain wave
monitor, a synaptic activity monitor, an electroencephalo-
graph, an electrocardiograph, a respiratory rate monitor, a
serotonin monitor, an epilepsy monitor, a skin toxicity
monitor, a blood toxicity monitor, an organ toxicity monitor,
a cancer monitor, a pathogen detector, a blood tester, one or
more blood alcohol level detectors, one or more drug testers,
or one or more location monitors, and/or the like.

[0059] In some embodiments, the one or more Built-In
loT-capable sensors 115 or the one or more External IoT-
capable sensors 120 might include, but are not limited to, at
least one of an ambient temperature sensor, a flame detector,
a particulate sensor, a light sensor, a humidity sensor, an air
quality sensor, an atmospheric oxygen level monitor, an
atmospheric carbon dioxide level monitor, an atmospheric
nitrogen level monitor, an atmospheric pressure sensor, an
environmental carbon monoxide sensor, a smoke detector, a
gas toxicity monitor, a carcinogen detector, a radiation
sensor, a location sensor, a location beacon, an object
identifier beacon, a telecommunications signal sensor, a
sound amplitude sensor, a frequency sensor, one or more
accelerometers, one or more proximity sensors, a weather
sensor, or a seismic sensor, and/or the like. According to
some embodiments, rather than a sensor that senses location
or other information, and the like, beacons (e.g., location
beacons, object identifier beacons, and/or the like) might be
used to announce (broadcast or otherwise send) information
regarding a specific location, item/object, and/or the like.
The IoT personal tracking device 105 and/or computing
system 130 can then respond to the information sent by the
beacon and take the appropriate actions.

[0060] In some instances, the one or more IoT-capable
devices 125 might include, without limitation, at least one of
a wearable drug delivery device, an implantable drug deliv-
ery device, a medical server, a medical database, a user
device associated with a physician, a user device associated
with a healthcare provider, a user device associated with the
user, a user device associated with a relative or guardian of
the user, a user device associated with a member of an
organization with which the user is affiliated (e.g., a club, a
school, a company/employer, a prison, a rewards club, etc.),
a user device associated with an emergency response team
member, a smart medical alert bracelet, an IoT management
node, an IoT human interface device, an IoT vehicle node,
one or more household devices, one or more office devices,
one or more lighting systems, one or more environmental
control systems, one or more speakers, one or more display
devices, or one or more communications systems, and/or the
like. In some cases, the at least one of the one or more sensor
devices and at least one loT-capable sensor 120 might be the
same device. In some embodiments, a user device can be
associated with multiple people, objects, networks, organi-
zations, and/or the like, and the one or more IoT-capable
devices 125 might further include such user devices.

[0061] According to some embodiments, system 100
might further comprise a computing system 130 that may be
communicatively coupled to at least the IoT personal tracker
or personal tracking device 105 (and in some cases, one or
more of the sensors 115 or 120 or one or more of the devices
125) via network 135 (and in some instances, via one or
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more telecommunications relay systems 140). In some
embodiments, the IoT personal tracking device 105 might
communicate with the remote computing system 130 that
handles, coordinates, and/or manages IoT communications
and interactions amongst a plurality of IoT devices (and in
some instances, all IoT devices) that are communicatively
coupled to the service provider network that is associated
with the remote computing system 130 and/or to any net-
work with which the remote computing system 130 is in
communication. In some cases, the computing system 130
might include, but is not limited to, a server computer
remote from the IoT personal tracker or personal tracking
device, a cloud computing system, a distributed computing
system, and/or the like. In some instances, the network 135
might include, without limitation, one of a fiber network, an
Ethernet network, a Token-Ring™ network, a wide-area
network (“WAN”), a wireless wide area network
(“WWAN™), a virtual private network (“VPN”), the Internet,
an intranet, an extranet, a public switched telephone network
(“PSTN™), an infra-red network, a wireless network oper-
ating under any of the IEEE 802.11 suite of protocols, the
Bluetooth™ protocol known in the art, the Z-Wave protocol
known in the art, the ZigBee protocol or other IEEE 802.
15.4 suite of protocols known in the art, and/or any other
wireless protocol, and/or any combination of these and/or
other networks. In a particular embodiment, the network 135
might include an access network of the service provider
(e.g., an Internet service provider (“ISP™)), or the like. The
one or more telecommunications relay systems 140 might
include, without limitation, one or more wireless network
interfaces (e.g., wireless modems, wireless access points,
and the like), one or more towers, one or more satellites,
and/or the like. According to some embodiments, one or
more of the IoT personal tracker or personal tracking device
105, IoT-capable sensors 115 and/or 120, and/or the IoT-
capable devices 125 might each comprise a software-defined
multiple radio device or other multiple radio device (e.g.,
multiple radio devices that comprise multiple physical layer
chipsets or the like) that allows each of these devices to
simultaneously operate in several standards and frequencies,
including, but not limited to, Wi-Fi, LTE, IoT standards (like
6LowPAN, LoRa, etc.). In this manner, these devices might
each serve as an access point, small cell, and IoT base,
simultaneously, with the same RF transmit stage. The mul-
tiple radio device functionality and implementation are
described in detail in the *7086 and *878 applications, which
have already been incorporated herein by reference in their
entirety.

[0062] In some embodiments, the system 100 might fur-
ther comprise a data store or data lake 145 that stores
information regarding the IoT personal tracker or personal
tracking device 105, information regarding the IoT-capable
sensors 115 and/or 120, information regarding the IoT-
capable devices 125, information regarding communications
amongst these devices and sensors, information regarding
data exchanged between the user 110 and the IoT personal
tracker or personal tracking device 105, information regard-
ing the network, information regarding communications
between the computing system 130 and each of the loT
personal tracker or personal tracking 105, the IoT-capable
sensors 115 and/or 120, and the IoT-capable devices 125,
and/or the like. Any sensitive information, such as health-
related information, sensor data related to physiological
conditions of the user, personal information about the user,
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or other sensitive data might be encrypted prior to any
communications with other devices, and in some cases may
be encrypted prior to storing on the local data stores of the
devices. In some embodiments, quantum security methods
may be utilized to protect data and user privacy.

[0063] In some cases, the system 100 might further com-
prise an analytics engine 150 and an associated database 155
that together analyze and track (or record) non-sensitive
communications amongst the various components of system
100 (i.e., the ToT personal tracker or personal tracking 105,
the user 110, the IoT-capable sensors 115 and/or 120, the
loT-capable devices 125, the computing system 130, and/or
the like) to identify trends as well as to identify potential
issues with communications or efficiency of the system,
and/or the like, the results of which might cause the com-
puting system 130 to send software updates to affected or
applicable ones of the IoT personal tracker or personal
tracking 105, the IoT-capable sensors 115 and/or 120, the
loT-capable devices 125, and/or the like). In some embodi-
ments, the database 155 might also contain profiles regard-
ing how the IoT personal tracking device is to respond (or
how loT-capable devices are to respond) under certain
conditions communicated to the analytics engine 150 from
the IoT sensors 120, the IoT devices 125, and/or the IoT
personal tracker 105.

[0064] The machine-to-machine communications between
the IoT personal tracker or personal tracking device 105 and
each of the IoT-capable sensors 1154-115z and/or 120a-
1207, between the loT personal tracker or personal tracking
device 105 and each of the IoT-capable devices 125a-125n
are represented in FIG. 1 by the lightning bolt symbols,
which in some cases denotes wireless communications (al-
though, in some instances, need not be wireless, but can be
wired communications). In some instances, each IoT-ca-
pable device of the plurality of IoT-capable devices 125a-
1251 and each IoT-capable sensor of the plurality of IoT-
capable sensors 1154-115r and/or 120a-1207 might be
assigned a unique IPv6 identifier or the like that enables
secure and non-confused communications with particular
ToT-capable devices or sensors (as no two devices or sensors
will have the same identifier). In some cases, the IPv6
identifiers may be used together with other identifiers for the
same device. In some instances, such identification capabil-
ity can simplify device registration and/or can be used to
facilitate machine-to-machine communications, machine-
to-network communications, and/or the like.

[0065] According to some embodiments, one or more
application programming interfaces (“APIs”) might be
established between the IoT personal tracker or personal
tracking device 105 and each of the IoT-capable sensors
115a-115% and/or 120a-1207, and between the IoT personal
tracker or personal tracking device 105 and each of the
loT-capable devices 125a-1257. The APIs facilitate com-
munications with these IoT-capable devices, which could
number in the thousands or more. In some embodiments,
artificial intelligence (“AI”) may be utilized in the [oT
personal tracker or personal tracking device to improve
interactions with the user, as well as improving machine-
to-machine interactions between the 10T personal tracker or
personal tracking device 105 and each of the IoT-capable
sensors 115a-115z and/or 120a-120%, and between the loT
personal tracker or personal tracking device 105 and each of
the ToT-capable devices 125a-125#, and to improve utiliza-
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tion of the ToT-capable sensors 115 and/or 120 and the
plurality of IoT-capable devices 125, and/or the like.

[0066] In some embodiments, the IoT personal tracker or
personal tracking device 105 might include, without limita-
tion, at least one of a voice interface device (including one
or more speakers and one or more microphones; for both
wearable and implantable embodiments; in some cases with
voice and language recognition; perhaps assisted by any Al
functionality that is present in the device or the like), a
button interface (for wearable embodiments), a gesture
control interface (for wearable embodiments generally; with
some application for implantable embodiments (e.g., where
one or more sets of accelerometers, gyroscopes, location
sensors (that senses or determines location based on the
sensor readings), a location beacon (that sends location
information to other devices, in some cases, in a broadcast,
in a unicast, or in a directed transmission manner, or the
like), and/or the like might be implanted in limbs or append-
ages (e.g., fingers, hands, forearms, toes, feet, legs, head,
etc.) to record particular motions or gestures that can be
designated as command gestures; etc.)), a touchscreen user
interface (for wearable embodiments), a display interface
(for wearable embodiments), a haptic feedback interface (for
both wearable and implantable embodiments), an electrical/
chemical or synaptic-simulation interface (for implantable
embodiments), a wireless communications interface (for
both wearable and implantable embodiments; that can com-
municate with one or more user devices associated with the
user), and/or the like. In other words through one or more of
voice interactions, physical interactions, synaptic interac-
tions, gesture interactions, and/or user device interactions, or
the like, the user can communicate with and interact with the
personal tracker 105 to provide information to the personal
tracker, to provide commands to the personal tracker, to
receive sensor data or analyses of sensor data, to receive
alerts, to receive feedback or suggestions, and/or the like.

[0067] In operation, the IoT personal tracking device 105
might receive at least one sensor data from each of at least
one sensor of the one or more IoT-capable sensors 115a-
115z and/or 120a-120%. The personal tracking device 105
might analyze the at least one sensor data to identify at least
one loT-capable device 125 of the one or more IoT-capable
devices 1254-125» with which to interact and to determine
one or more tasks to be performed by the identified at least
one IoT-capable device 125, each based at least in part on the
at least one sensor data from each of the at least one sensor.
The personal tracking device 105 might subsequently
autonomously send, via machine-to-machine communica-
tion, one or more control instructions to each of the identi-
fied at least one loT-capable device 125, based on the
determined one or more tasks. In some cases, the one or
more loT-capable devices 125a-1257 might comprise one or
more user devices associated with the user, including, but
not limited to, a tablet computer, a smart phone, a smart
watch, a mobile phone, a personal digital assistant, a desktop
computer, a television, a set-top box, a gaming console, a
portable gaming device, a human interface device (such as
the IoT human interface device as described in detail in the
*028400US and *710 applications, which have already been
incorporated herein by reference in their entirety), and/or the
like. According to some embodiments, the IoT personal
tracking device 105 might interact with remote display
devices on or around the user (including, but not limited to,
a smart watch, a smart phone, a virtual reality display, an
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augmented reality display, a laptop computer, a tablet com-
puter, a computer monitor, a television, and/or the like) to
provide alerts, notifications, and/or the like to the user based
on the sensor data collected by the sensors of the [oT
personal tracking device 105. In some cases, such interac-
tions might utilize a local wireless interface, including,
without limitation, 2.4 GHz or 5 GHz WiFi, Bluetooth,
Z-wave, ZigBee, etc. In some instances, the processor of the
IoT personal tracking device 105 might enable proper
HTML formatted outputs or the like when sending the alerts,
notifications, etc. to the remote display devices for display.

[0068] Herein, “personal tracker” or “personal tracking
device” might refer to at least one of a fitness tracker, a smart
watch, an activity tracker, a medical monitor, an environ-
mental safety monitor, and/or the like. The fitness tracker,
activity tracker, and medical monitor might be worn by, or
implanted in, any person or by a patient under the care of a
physician or other doctor. The environmental safety monitor
might be worn by, or implanted in, people entering or
working in hazardous environments, including, but not
limited to, miners, astronauts, test pilots, emergency
responders, deep sea explorers, oil rig workers, construction
workers, volcanologists, onsite meteorologists (e.g., storm-
chasers, etc.), nuclear facility operators, nuclear clean-up
crew members, submersible crew members, military com-
batants, law enforcement officers, peacekeepers, mountain
climbers, canyoneers, cavers, and/or the like.

[0069] In some aspects, the personal tracking device 105
with its suite of sensors might provide further more accurate
and more interactive fitness or activity tracking. For
example, as a simplistic example, the personal tracking
device 105 might monitor at least one of the heart rate, the
blood pressure, the respiration, the movements of the user,
the posture of the user, the level of lactic acid buildup, the
level of pain felt by the user, and/or the like, using a heart
rate monitor, a blood pressure monitor, a respiration monitor,
accelerometers and/or gyroscopes, one or more location or
relative position sensors, one or more pH monitors, one or
more pain receptor simulators or sensors, and/or the like,
respectively. Based on the sensor data obtained, the personal
tracking device might determine that the user is overdoing a
particular physical activity, and might identify one or more
user devices (e.g., the user’s smart phone, the user’s smart
watch, tablet computer, mobile phone, television, speaker,
other display device, human interface device, etc.) to alert
the user of the over-activity, to suggest slowing down, to
suggest changing activities to allow the stressed muscles or
other portions of the body to recover, to change media
content (if user is viewing media content; e.g., from one
exercise video focusing on one set of muscle groups to
another exercise video focusing on another set of muscle
groups, etc.), to direct the user along a different (less
strenuous) path if the user is running, roller skating, roller
blading, or cycling along a particular strenuous path for a
prolonged period, and/or the like.

[0070] In another example, the personal tracker 105 might
monitor one or more of the heart rate, the blood pressure, the
movements of the user, the posture of the user, the blood
oxygen level, the blood glucose level, the blood flow level,
the nitrogen level, the carbon dioxide level, the sleep pat-
terns, the body temperature, the body fat levels, the body
muscle levels, the bone density, the pH, the body fluid
content and amount, the brain waves, the synaptic activity,
the electroencephalogram, the electrocardiogram, the respi-
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ratory rate, the serotonin levels, any signs of epilepsy, the
skin toxicity levels, the blood toxicity levels, the organ
toxicity levels, any signs of cancer, any signs of pathogens,
the content (as well as proportion and amounts) of the user’s
blood, the blood alcohol level, any presence (and levels) of
drugs in the user’s body, the level of pain felt by the user,
and/or the like, using a heart rate monitor, a blood pressure
monitor, accelerometers and/or gyroscopes, one or more
location or relative position sensors, an oximeter, a blood
glucose monitor, a blood flow monitor, a nitrogen monitor,
a carbon dioxide monitor, a sleep monitor, one or more
thermometers, one or more body fat monitors, one or more
body muscle monitors, one or more bone density monitors,
one or more pH monitors, a body fluid monitor, a brain wave
monitor, a synaptic activity monitor, an electroencephalo-
graph, an electrocardiograph, a respiratory rate monitor, a
serotonin monitor, an epilepsy monitor, a skin toxicity
monitor, a blood toxicity monitor, an organ toxicity monitor,
a cancer monitor, a pathogen detector, a blood tester, one or
more blood alcohol level detectors, one or more drug testers,
one or more pain receptor simulators or sensors, and/or the
like, respectively. Based on the sensor data obtained, the
personal tracking device might determine the user’s physi-
ological conditions and/or whether the user is in or entering
a state of medical emergency, and might identify one or
more user devices (e.g., the user’s smart phone, the user’s
smart watch, tablet computer, mobile phone, television,
speaker, other display device, human interface device, etc.)
that are associated with the user’s healthcare provider (e.g.,
doctor, physician, nurse, caretaker, hospital, HMO, efc.) to
alert the healthcare provider of the user’s physiological state
and/or of the user being in or entering the state of medical
emergency. In some cases, the personal tracking device
might summon an ambulance (and might provide the loca-
tion of the user as well as the state or condition of the user
to the emergency responders, in some cases, directly to the
user devices associated with the emergency responders or
the ambulance), and/or the like. In non-emergency situa-
tions, the user’s doctor (and thus the user) might be provided
with long-term monitoring of the physiological and/or envi-
ronmental conditions of the user, which might help the
doctor diagnose conditions that the user might be experi-
encing or suffering from, and might lead to a cure or to
mitigating activities/drugs that can help the user with the
conditions.

[0071] In yet another example, the personal tracker 105
might monitor at least one of ambient temperature, presence
of flame, presence of smoke, presence of other particulates,
light levels, humidity/moisture levels, air quality, oxygen
level, carbon dioxide level, nitrogen level, atmospheric
pressure, carbon monoxide level, presence of gas contami-
nants or toxins, presence of carcinogens, radiation levels,
seismic activity levels, and/or the like, using an ambient
temperature sensor, a flame detector, a smoke detector, a
particulate sensor, a light sensor, a humidity sensor, an air
quality sensor, an atmospheric oxygen level monitor, an
atmospheric carbon dioxide level monitor, an atmospheric
pressure sensor, an atmospheric nitrogen level monitor, an
environmental carbon monoxide sensor, a gas toxicity moni-
tor, a carcinogen detector, a radiation sensor, a seismic
sensor, and/or the like, respectively. Based on the sensor data
obtained, the personal tracking device might determine that
a user (e.g., a miner, a volcanologist, a nuclear facility
operator, a nuclear clean-up crew member, a submersible
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crew member, mountain climbers, canyoneers, cavers, and/
or the like) might be in or might be entering an unsafe area,
and might identify one or more devices (e.g., the user’s
smart phone, tablet computer, mobile phone, etc.) that are
associated with the user. The activity/fitness tracking and/or
medical sensors/monitors (as described above with respect
to the exercising user and/or the patient) might similarly be
used by the personal tracking device for these users. The
sensor data from the combination of physiological and
environmental sensors might be used by the personal track-
ing device to provide the user with guidance as to whether
or not to stay in a particular location, to move to some place
at least a bit safer, to navigate out of the dangerous envi-
ronment, to alert outside rescue/response teams as to the
location of the user, the physiological condition of the user,
and/or the environmental conditions that the user is experi-
ence, and/or the like. In some cases, such as in a mine or in
a nuclear facility of the like, the personal tracking device
might summon lifts, elevators, cars, carts, etc. and/or might
request that particular doors be opened to allow the user to
pass, and/or the like. The personal tracking device might
also communicate with the personal tracking devices of
other users in the area to coordinate escape paths or strate-
gies, to consolidate diminishing resources, to coordinate
skill sets (e.g., paramedics, doctors, electricians, mechanics,
nuclear specialists, climbing guides, engineers, etc.) by the
various users, to improve morale, and/or the like.

[0072] In a similar manner, other users, including, but not
limited to, astronauts, test pilots, emergency responders,
deep sea explorers, oil rig workers, construction workers,
military combatants, law enforcement officers, peacekeep-
ers, and/or the like, might benefit from use of personal
tracking devices that monitor the physiological conditions of
each user and/or the environmental conditions experienced
by each user, and autonomously interacts with other devices,
via machine-to-machine communications, to aid the users, to
facilitate work by the user, to help the user survive, to aid
other users, to respond to a developing situation or emet-
gency, and/or the like.

[0073] Merely by way of example, in some embodiments,
the personal tracking device, which might be worn by,
and/or implanted in the body, of a child or minor might
provide parental notifications, not only concerning accidents
or situations involving police, but also if the minor was in
danger (e.g., from falling, from being lost, from consuming
alcohol, from consuming drugs, from being in dangerous
locations (e.g., areas where the minor might fall or hurt
himself or herself, areas with reported or detected gun shots,
areas in which a natural or manmade disaster is present,
areas that lie in the path of a natural or manmade disaster,
areas near reported or detected terrorist activities, etc.)),
and/or the like. Children’s activities and/or medical states/
conditions may be monitored in a similar manner as
described above with respect to the exercising user and/or
the patient, except that the parents of the children might
additionally be notified or kept apprised of the children’s
physiological states/conditions and/or environmental states/
conditions.

[0074] According to some embodiments, location and/or
object identifier beacons might be disposed at potentially
dangerous locations (e.g., construction sites, demolition
sites, police/FBI investigation sites, potential/actual terrorist
sites, actual/predicted disaster zones, and/or the like). Such
beacons might announce or broadcast to all compatible
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devices (including the ToT personal tracking devices of users
or the like) warnings regarding the particular location and/or
objects within such locations, and the ToT personal tracking
devices might utilize such information in determining
courses of action to take (e.g., steering the user away from
such locations, sending notifications/warnings to the user,
etc.) in order to ensure the safety of the user.

[0075] In another aspect, the various embodiments might
utilize sense and respond IoT devices. For example, a sensor
might be used to monitor and report on brain activity and/or
synaptic activity throughout the body (such as brainwaves,
synaptic activity, etc.). In some cases, the sensor or other
implantable devices might have functionality to stimulate
nerves, muscles, or the like. Such sensors in conjunction
with other body sensors might transmit the sensed data to a
database. A processing unit (e.g., computing system 130 or
analytics engine 150, or the like) might then query the
database and might correlate the received data from the
multiple sensors (with pre-analyzed data) to determine activ-
ity patterns. Such patterns might correspond to associating
particular patterns in the brain to functions performed by the
body, by the limbs, by organs, by the mouth, by the ears, etc.
The process of correlation might enable the system to learn
how a person is able to control his or her body through
thoughts including, but not limited to, being able to recog-
nize through patterns associated with communications by
monitoring the brain. The 10T sensors may also have embed-
ded within them electrical and/or chemical stimuli-genera-
tors that can be used to stimulate nerves, muscles, or other
bodily functions. Once the system has learned the brain
patterns for an individual, portions of the body can be
externally controlled thus enabling a person who becomes
physically impaired to someday be able to use the system of
the sensors, stimulators, and processors to perform functions
that have been interrupted or disconnected due to injury to
the brain or to the spinal cord. (Of course, security and
encryption would have to be advanced enough to prevent
third parties from hijacking the user’s bodily functions by
hacking into the external control functionalities.) Ultimately,
the ToT system might become more than a sensing network,
and might become a sense and respond network.

[0076] Various other uses or implementations may be
made to the various embodiments and examples without
departing from the scope of the invention. For example,
while the embodiments described above refer to particular
features or particular uses, the scope of this invention also
includes embodiments having different combination of fea-
tures or uses, and the embodiments that do not include all of
the above described features.

[0077] FIGS.2A-2C (collectively, “FIG. 27) are schematic
diagrams illustrating various systems 200, 200", and 200" for
implementing IoT personal tracking functionality, in accor-
dance with various embodiments. FIG. 2A depicts an
embodiment directed to a wearable personal tracker, while
FIG. 2B depicts an embodiment directed to an implantable
personal tracker, and FIG. 2C depicts an embodiment
directed to a plurality of wearable personal trackers, a
plurality of implantable personal trackers, or a combination
of at least one wearable personal tracker and at least one
implantable personal tracker.

[0078] With reference to the non-limiting embodiment of
FIG. 2A, according to some embodiments, system 200
might comprise a [oT personal tracking device 1054 (which
in this case is a wearable personal tracker or at least one that
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is external to the body of the user) that might include,
without limitation, one or more processors 205 (which in
some cases might include an artificial intelligence (“AI”)
system or module 215 (optional)), one or more physical or
physiological condition monitors 210, an input/output (“1/
0”) device 220 (optional), one or more LED/display devices
225 (optional), one or more data stores or computer readable
storage media 230, one or more communications transceiv-
ers 235, one or more temperature sensors 240 (e.g., heat
sensors, infrared sensors, thermometers, ambient tempera-
ture sensors, skin temperature sensors, etc.) (optional), one
or more light sensors 245 (e.g., ambient light sensors,
luminosity sensors, illuminance sensors, solar light sensors,
etc.) (optional), one or more pressure sensors 250 (e.g.,
atmospheric pressure sensors, water pressure sensors (when
underwater), etc.) (optional), one or more air quality sensors
255 (e.g., CO sensors, toxic gas sensors, pollution sensors,
etc.) (optional), one or more humidity sensors 260 (op-
tional), one or more toxicity sensors 265 (e.g., skin toxicity
monitors, gas toxicity monitors, liquid toxicity monitors,
poison detectors, carcinogen detectors, etc.) (optional), one
or more location sensors 270 (e.g., global positioning system
(“GPS”) devices, global navigation satellite system
(“GNSS”) devices, relative position sensors, other location
sensors, etc.) (optional), one or more other sensors 275
(optional), and/or the like. In some instances, the one or
more other sensors 275 might include, but are not limited to,
a flame detector, a particulate sensor, an atmospheric oxygen
level monitor, an atmospheric carbon dioxide level monitor,
an atmospheric nitrogen level monitor, a smoke detector, a
radiation sensor, a telecommunications signal sensor, a
sound amplitude sensor, a frequency sensor, one or more
accelerometers (e.g., for fitness tracking, fall detection, etc.),
one or more proximity sensors (e.g., for sensing proximity
to user devices, to IoT-devices, to emergency response
devices, to safe zone transponders, to other locations, etc.),
a location beacon (that broadcasts or otherwise transmits
location information of the object within which the beacon
is disposed), an object identifier beacon (that broadcasts or
otherwise transmits object identification or identifier infor-
mation to requesting devices or the like), a weather sensor,
or a seismic sensor, and/or the like.

[0079] The I/O device 220, in some cases, might include,
without limitation, at least one of the following sets of
components: a combination of one or more microphones,
one or more speakers (which might be built-in speakers or
external speakers connected through an audio jack or the
like), one or more audio processors, and/or the like for voice
interface functionality; one or more of at least one button, at
least one touchscreen user interface, at least one display
interface, and/or the like for touch interface functionality;
one or more vibration, pressure, or force transducers and/or
one or more pressure sensors that enable haptic feedback
interface functionality; one or more wireless transceivers
that communicate with one or more user devices associated
with the user using any one or a combination of the wireless
protocols described herein (including, but not limited to, 2.4
GHz or 5 GHz WiFi, Bluetooth, Z-wave, ZigBee, etc.) for
wireless communication interface functionality; and/or the
like. In some cases, the communications transceivers 235
might provide communications (either wired or wireless)
between the IoT personal tracking device 105¢ and the
computing system 130 via network(s) 135, might provide
machine-to-machine communications (either wired or wire-
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less) between the ToT personal tracking device 1054 and
each of the IoT-capable sensors 115 and/or 120, might
provide machine-to-machine communications (either wired
or wireless) between the IoT personal tracking device 1054
and each of the ToT-capable devices 125, and/or the like.

[0080] In some embodiments, the user might speak with
the personal tracking device 105¢ to set particular modes, to
provide information to the personal tracker, to provide
commands to the personal tracker, to receive alerts as to the
physiological condition or state of the user and/or as to the
environmental conditions around the user, to receive sug-
gestions as to courses of action to take in response to sensor
data, to receive notifications as to what devices the personal
tracker is communicating with (or is about to communicate
with) and as to what actions are being performed (or will be
performed) as well as updates to the situation, and/or the
like. Alternatively, or additionally, the user might interact
with the personal tracking device 1054 via one or more of at
least one button, at least one touchscreen user interface, at
least one display interface to perform one or more of these
functions. In another alternative or additional embodiment,
the user might interact with the personal tracking device
1054 via haptic feedback interface, with one or more vibra-
tion, pressure, or force transducers providing haptic feed-
back to the user as a means of provide the user with the
alerts, suggestions, notifications, and updates, while one or
more pressure sensors might sense (and interpret) the user’s
response, commands, etc. In yet another alternative or
additional embodiment, the user might interact with the
personal tracking device 1054 via one or more user devices
(including, but not limited to, a tablet computer, a smart
phone, a mobile phone, a personal digital assistant, a desktop
computer, a television, a set-top box, a gaming console, a
portable gaming device, a human interface device (such as
the IoT human interface device as described in detail in the
*028400US and °710 applications, which have already been
incorporated herein by reference in their entirety), and/or the
like) that are associated with the user and that are in wireless
communication with the personal tracking device 105a.

[0081] The IoT personal tracker 105a, the user 110, the
ToT-capable sensors 115 and/or 120, the IoT-capable devices
125, the computing system 130, and the network 135 of
system 200 in FIG. 2A are otherwise similar, if not identical,
to the IoT personal tracker 105, the users 110, the IoT-
capable sensors 115 and/or 120, the IoT-capable devices
125, the computing system 130, and the network 135,
respectively, of system 100 in FIG. 1, and the descriptions
of these components of system 100 are applicable to the
corresponding components of system 200, respectively.

[0082] Turning to FIG. 2B, system 200" might be similar,
if not identical, to system 200 of FIG. 2A, except that the [oT
personal tracker 1054 of system 200' is an implantable
personal tracker rather than a wearable personal tracker.
Accordingly, the personal tracker 1055 of system 200" might
include components that are more suited to being implanted
within the human body (or animal body in some cases) and
might exclude components that are not suited to being
implanted within a body. For instance, with reference to
FIG. 2B, the personal tracker 1056 of system 200" might
include, without limitation, one or more processors 205
(which in some cases might include an artificial intelligence
(“AI”) system or module 215 (optional)), one or more
physical or physiological condition monitors 210, an input/
output (“1/0”) device 220 (optional), one or more data stores
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or computer readable storage media 230, one or more
communications transceivers 235, one or more location
sensors 270 (e.g., global positioning system (“GPS”)
devices, global navigation satellite system (“GNSS”)
devices, relative position sensors, other location sensors,
etc.) (optional), one or more accelerometers 280, one or
more gyroscopes 285, one or more other sensors 290 (op-
tional), and/or the like. There would be no need for any of
the one or more LED/display devices 225, one or more
(external) temperature sensors 240 (e.g., heat sensors, infra-
red sensors, thermometers, ambient temperature sensors,
skin temperature sensors, etc.), one or more light sensors
245 (e.g., ambient light sensors, luminosity sensors, illumi-
nance sensors, solar light sensors, etc.), one or more (exter-
nal) pressure sensors 250 (e.g., atmospheric pressure sen-
sors, water pressure sensors (when underwater), etc.), one or
more air quality sensors 255 (e.g., CO sensors, toxic gas
sensors, pollution sensors, etc.), one or more humidity
sensors 260, one or more (external) toxicity sensors 265
(e.g., skin toxicity monitors, gas toxicity monitors, liquid
toxicity monitors, poison detectors, carcinogen detectors,
etc.), and so on. In some instances, the one or more other
sensors 290 might include, but are not limited to, a radiation
sensor, a telecommunications signal sensor, a sound ampli-
tude sensor, a frequency sensor, one or more proximity
sensors (e.g., for sensing proximity to user devices, to
ToT-devices, to emergency response devices, to safe zone
transponders, to other locations, etc.), a location beacon, an
object identifier beacon, and/or the like.

[0083] The I/O device 220 of system 200", in some cases,
might include, without limitation, at least one of the follow-
ing sets of components: a combination of one or more
microphones, one or more speakers (which might be built-in
speakers or external speakers connected through an audio
jack or the like), one or more audio processors, and/or the
like for voice interface functionality; one or more sets of
accelerometers, gyroscopes, location sensors, a location
beacon, an object identifier beacon, and/or the like that
might be implanted in limbs or appendages (e.g., fingers,
hands, forearms, toes, feet, legs, head, etc.) to record par-
ticular motions or gestures that can be designated as com-
mand gestures for gesture interface functionality; one or
more vibration, pressure, or force transducers and/or one or
more pressure sensors that enable haptic feedback interface
functionality: one or more of electrical synaptic signal
simulation generators, electrical synapse monitors, chemical
synaptic signal simulation generators, chemical synapse
monitors, and/or the like for electrical/chemical or synaptic-
simulation interface functionality; one or more wireless
transceivers that communicate with one or more user
devices associated with the user using any one or a combi-
nation of the wireless protocols described herein (including,
but not limited to, 2.4 GHz or 5 GHz WiFi, Bluetooth,
Z-wave, ZigBee, etc.) for wireless communication interface
functionality: and/or the like.

[0084] In some cases, the communications transceivers
235 might provide communications (either wired or wire-
less) between the [oT personal tracking device 1054 and the
computing system 130 via network(s) 135, might provide
machine-to-machine communications (either wired or wire-
less) between the IoT personal tracking device 10556 and
each of the IoT-capable sensors 115 and/or 120, might
provide machine-to-machine communications (either wired
or wireless) between the IoT personal tracking device 1055
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and each of the ToT-capable devices 125, and/or the like. A
non-limiting example of machine-to-machine communica-
tions might include machine-to-machine communications
between the IoT personal tracking device 1056 and an
loT-capable/enabled vehicle such that an alcohol-impaired
(or drug-impaired) person would be prevented from driving
the vehicle if the physical condition monitors 205 of the [oT
personal tracking device 1055 detect that the person is under
the influence of alcohol (or other drugs). Alternatively, in the
case of a self-driving vehicle, the self-driving IoT-capable/
enabled vehicle might under similar conditions (ie., in
response to machine-to-machine communications with the
IoT personal tracking device 1055 indicating that the person
is under the influence of alcohol (or other drugs), etc.) take
over driving functions and autonomously drive the person to
a pre-designated location (e.g., the person’s home, a clinic
(if overly intoxicated), a home of the person’s friend or
relative, etc.). In a similar manner, if the physical condition
monitors 205 of the IoT personal tracking device 1055 detect
that the person is injured, and communicates such informa-
tion to the loT-capable vehicle (or at least information
regarding the need to go to a clinic, emergency room, or
other healthcare provider facility, etc.), the self-driving
vehicle might navigate and drive the person to the medical
facility for the person to receive treatment, and the [oT
personal tracking device 1055 might transmit the person’s
vital statistics or other physical condition information to the
medical staff in advance of arrival. Alternatively, or addi-
tionally, the IoT personal tracking device might communi-
cate directly with a nearby wireless transmitting device
(such as a mobile phone, a smart phone, or the like) and
might initiate a 911 call (or a call to other predetermined
number(s) depending on the sensor data) to report an emet-
gency and to transmit the person’s vital statistics or other
physical condition information, and/or the like.

[0085] In some embodiments, the user might speak with
the personal tracking device 1056 to set particular modes, to
provide information to the personal tracker, to provide
commands to the personal tracker, to receive alerts as to the
physiological condition or state of the user and/or as to the
environmental conditions around the user, to receive sug-
gestions as to courses of action to take in response to sensor
data, to receive notifications as to what devices the personal
tracker is communicating with (or is about to communicate
with) and as to what actions are being performed (or will be
performed) as well as updates to the situation, and/or the
like. Alternatively, or additionally, the user might interact
with the personal tracking device 1055 via gestures, by, for
example, using one or more sets of accelerometers, gyro-
scopes, location sensors, a location beacon, an object iden-
tifier beacon, and/or the like that might be implanted in
limbs or appendages (e.g., fingers, hands, forearms, toes,
feet, legs, head, etc.) to record particular motions or gestures
that can be designated as command gestures. In another
alternative or additional embodiment, the user might interact
with the personal tracking device 1056 via haptic feedback
interface, with one or more vibration, pressure, or force
transducers providing haptic feedback to the user as a means
of provide the user with the alerts, suggestions, notifications,
and updates, while one or more pressure sensors might sense
(and interpret) the user’s response, commands, etc. In yet
another alternative or additional embodiment, the user might
interact with the personal tracking device 105b via one or
more electrical/chemical or synaptic-simulation interfaces,
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by using one or more of electrical synaptic signal simulation
generators, electrical synapse monitors, chemical synaptic
signal simulation generators, chemical synapse monitors,
and/or the like to communicate with the personal tracking
device 1055 via synaptic (or pseudo-synaptic) interface. In
still another alternative or additional embodiment, the user
might interact with the personal tracking device 1055 via
one or more user devices (including, but not limited to, a
tablet computer, a smart phone, a mobile phone, a personal
digital assistant, a desktop computer. a television, a set-top
box, a gaming console, a portable gaming device, a human
interface device (such as the IoT human interface device as
described in detail in the *028400US and *710 applications,
which have already been incorporated herein by reference in
their entirety), and/or the like) that are associated with the
user and that are in wireless communication with the per-
sonal tracking device 105a.

[0086] The IoT personal tracker 1055, the user 110, the
loT-capable sensors 115 and/or 120, the loT-capable devices
125, the computing system 130, and the network 135 of
system 200" in FIG. 2B would otherwise be similar, if not
identical, to the IoT personal tracker 1054, the user 110, the
loT-capable sensors 115 and/or 120, the loT-capable devices
125, the computing system 130, and the network 135 of
system 200 in FIG. 2A, respectively, and to the IoT personal
tracker 105, the users 110, the loT-capable sensors 115
and/or 120, the IoT-capable devices 125, the computing
system 130, and the network 135, respectively, of system
100 in FIG. 1, respectively, and the descriptions of these
components of systems 100 and 200 are applicable to the
corresponding components of system 200'.

[0087] In the non-limiting embodiment of FIG. 2C, sys-
tem 200" might be similar, if not identical, to system 200 of
FIG. 2A and system 200' of FIG. 2B, except that system
200" either a plurality of wearable personal trackers 1054, a
plurality of implantable personal trackers 1055, or a com-
bination of at least one wearable personal tracker 105a and
at least one implantable personal tracker 1056. Each wear-
able personal tracker 105a might be similar, if not identical,
to personal tracker 105a of system 200 of FIG. 2A, while
each implantable personal tracker 1056 might be similar, if
not identical, to personal tracker 1055 of system 200" of FIG.
2B. In some cases, the communications transceivers 235 of
each personal tracker 105a or 10556 might further provide
wireless communications between the IoT personal tracking
device 1054/1050 and each of one or more personal tracking
devices 105a and/or 1055.

[0088] Each IoT personal tracker 105a and each IoT
personal tracker 1056 of system 200" in FIG. 2C would
otherwise be similar, if not identical, to the IoT personal
tracker 105 of system 100 of FIG. 1 or personal tracker 1054
of system 200 of FIG. 2A and the IoT personal tracker 105
of system 100 of FIG. 1 or personal tracker 1055 of system
200" of FIG. 2B, respectively, and the descriptions of these
components of systems 100, 200, and 200" are applicable to
the corresponding components of system 200". The user
110, the IoT-capable sensors 115 and/or 120, the IoT-capable
devices 125, the computing system 130, and the network
135 of system 200" in FIG. 2C would otherwise be similar,
if not identical, to the user 110, the loT-capable sensors 115
and/or 120, the IoT-capable devices 125, the computing
system 130, and the network 135, respectively, of system
100 in FIG. 1, of system 200 in FIG. 2A, or of system 200’
in FIG. 2B, and the descriptions of these components of
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systems 100, 200, and 200" are likewise applicable to the
corresponding components of system 200",

[0089] FIG. 3 is a schematic diagram illustrating yet
another system 300 for implementing ToT personal tracking
functionality, in accordance with various embodiments. In
particular, FIG. 3 depicts various examples of IoT-capable
sensors 310 and various examples of loT-capable devices
315 with which the ToT personal tracker or personal tracking
device 305 communicates. Some loT-capable sensors 310,
in some cases, also communicate with some IoT-capable
devices 315. Although lightning bolt symbols are used to
denote wireless communications between two or more of the
IoT personal tracker or personal tracking device 305, the
ToT-capable sensors 310, and the loT-capable devices 315,
the various embodiments are not so limited, and wired as
well as wireless communications may be used. In any event,
most communications would be autonomous machine-to-
machine communications.

[0090] In some embodiments, the IoT personal tracker or
personal tracking device 305 might comprise either a wear-
able tracker 305a¢ or an implantable tracker 305b. As
described with respect to FIG. 2C above, multiple personal
trackers 305 (whether wearable or implantable) may be
implemented in place of or complementary a single personal
tracker 305.

[0091] According to some embodiments, the IoT-capable
sensors 310 might include, without limitation, one or more
temperature sensors 310a (e.g., heat sensors, infrared sen-
sors, thermometers, etc.), one or more light sensors 3105
(e.g., ambient light sensors, luminosity sensors, illuminance
sensors, solar light sensors, etc.), one or more humidity
sensors 310¢, one or more air quality sensors 3104, one or
more physical condition monitors 310e, one or more toxicity
sensors 310/ (e.g., gas toxicity, liquid toxicity, poison detec-
tors, carcinogen detectors, etc.), one or more location sen-
sors 310g (e.g., global positioning system (“GPS”) devices,
global navigation satellite system (“GNSS”) devices, other
location sensors, etc.), one or more other sensors 3107,
and/or the like. In some instances, the one or more physical
condition monitors 310e might include, without limitation,
at least one of a heart rate monitor, a pulse oximeter, an
oximeter, a blood glucose monitor, a blood pressure monitor,
a blood flow monitor, a nitrogen monitor, a carbon dioxide
monitor, a sleep monitor, an activity monitor, a step counter,
one or more limb movement monitors, one or more ther-
mometers, one or more accelerometers, one or more gyro-
scopes, one or more body fat monitors, one or more body
muscle monitors, one or more bone density monitors, one or
more pH monitors, a body fluid monitor, a brain wave
monitor, a synaptic activity monitor, an electroencephalo-
graph, an electrocardiograph, a respiratory rate monitor, a
serotonin monitor, an epilepsy monitor, a skin toxicity
monitor, a blood toxicity monitor, an organ toxicity monitor,
a cancer monitor, a pathogen detector, a blood tester, one or
more blood alcohol level detectors, one or more drug testers,
or one or more location monitors, and/or the like. In some
cases, the one or more other sensors 310/ might include, but
are not limited to, a flame detector, a particulate sensor, an
atmospheric oxygen level monitor, an atmospheric carbon
dioxide level monitor, an atmospheric nitrogen level moni-
tor, an atmospheric pressure sensor, an environmental car-
bon monoxide sensor, a smoke detector, a radiation sensor,
a telecommunications signal sensor, a sound amplitude

Jun. 21,2018

sensor, a frequency sensor, a location beacon, an object
identifier beacon, or a seismic sensor, and/or the like.

[0092] Insomeembodiments, the IoT-capable devices 315
might include one or more IoT-capable sensors 310 and/or
might further include, without limitation, a wearable drug
delivery device 3154, an implantable drug delivery device
3155, a medical server 315¢, a medical database 3154, a user
device associated with a physician 315¢, a user device
associated with a healthcare provider 315/ a user device
associated with the user 315g, a user device associated with
a relative of the user 315/, a user device associated with a
guardian of the user 315/, a user device associated with an
emergency response team member 315/, a smart medical
alert bracelet 315k (i.e., a medical alert bracelet that has a
digital component that can be updated or the like), an [oT
management node 315/, an IoT human interface device
315m (such as an IoT human interface device as described
in detail in the *028400US and 710 applications, which
have already been incorporated herein by reference in their
entirety), an loT vehicle node 315#, one or more household
devices 3150 (including, but not limited to, a thermostat or
environmental control system, a kitchen appliance (includ-
ing, but not limited to, a microwave oven, a refrigerator, an
oven, a range, a stove, an induction cooktop, a pressure
cooker, a rice cooker, a bread maker, a coffee machine, a
kettle, a dishwasher, a food thermometer, and/or the like), a
medical device, a telephone system, a speaker, a media
recording and/or playback device, a lighting system, a
customer premises security control system, one or more
dedicated remote control devices, one or more universal
remote control devices, and/or the like), a speaker 315p, a
display device 315¢, and/or other loT-capable devices 315z
In some cases, the other IoT-capable devices 3157 might
include, without limitation, a personal digital assistant, a
printer, a scanner, an image projection device, a video
projection device, a household appliance, a vehicle, an audio
headset, earbuds, virtual reality goggles or headset, aug-
mented reality goggles or headset, a door locking system, an
automated door opening/closing system, a window locking
system, an automated window opening or closing system, a
window covering control system, a smart window, a solar
cell or solar cell array, an electrical outlet or smart node, a
powet strip or bar, a dimmer switch, a data port, a sprinkler
system, exercise equipment, one or more office devices, one
or more lighting systems, one or more communications
systems, a user device associated with a member of an
organization with which the user is affiliated (e.g., a club, a
school, a company/employer, a prison, a rewards club, etc.),
and/or the like. In some cases, each of the user device
associated with a physician 315e, the user device associated
with a healthcare provider 315/, the user device associated
with the user 315¢, the user device associated with a relative
of the user 3154, the user device associated with a guardian
of the user 315i, the user device associated with an emer-
gency response team member 315/, and the user device
associated with a member of an organization with which the
user is affiliated might comprise at least one of a desktop
computer, a laptop computer, a tablet computer, a smart
phone, a mobile phone, a portable gaming device, a televi-
sion or monitor, a set-top box (“STB”), a gaming console, an
image capture device, a video capture device, and/or the
like.

[0093] The IoT personal tracker or personal tracking
device 305, the IoT-capable sensors 310, and the IoT-
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capable devices 315 are otherwise similar, if not identical, to
the IoT personal tracker or personal tracking device 105, the
loT-capable sensors 115 or 120, and the loT-capable devices
125, respectively, as described above with respect to FIGS.
1 and 2.

[0094] FIGS. 4A and 4B (collectively, “FIG. 4”) are flow
diagrams illustrating a method 400 for implementing [oT
personal tracking functionality, in accordance with various
embodiments. While the techniques and procedures are
depicted and/or described in a certain order for purposes of
illustration, it should be appreciated that certain procedures
may be reordered and/or omitted within the scope of various
embodiments. Moreover, while the method 400 illustrated
by FIG. 4 can be implemented by or with (and, in some
cases, are described below with respect to) the systems 100,
200, 200", 200", and 300 of FIGS. 1, 2A, 2B, 2C, and 3
respectively (or components thereof), such methods may
also be implemented using any suitable hardware (or soft-
ware) implementation. Similarly, while each of the systems
100, 200, 200", 200", and 300 of FIGS. 1, 2A, 2B, 2C, and
3, respectively (or components thereof), can operate accord-
ing to the method 400 illustrated by FIG. 4 (e.g., by
executing instructions embodied on a computer readable
medium), the systems 100, 200, 200", 200", and 300 of
FIGS. 1, 24, 2B, 2C, and 3 can each also operate according
to other modes of operation and/or perform other suitable
procedures.

[0095] In FIG. 4A, method 400, at block 405, might
comprise receiving, with a processor of a first Internet of
Things (“loT”)-capable personal tracking device (which
might correspond to IoT-capable personal tracking device
105, 1054, 1055, 305, 3054, and 3055 of FIGS. 1-3, or the
like), at least one first sensor data from each of at least one
first sensor of a plurality of first sensors (which might
correspond to Built-In IoT-capable sensors 115a-1157, 205,
240-290, 310, and 31042-310%, External IoT-capable sensors
120a-1207, 310, and 310a-310/% of FIGS. 1-3, or the like) of
the first [oT-capable personal tracking device. The plurality
of first sensors might comprise at least one of one or more
second sensors that monitor physical conditions of a body of
a user or one or more third sensors that monitor environ-
mental conditions external to the body of the user. In some
embodiments, the first loT-capable personal tracking device
might be a wearable device, which might include, without
limitation, at least one of a wrist strap, a clip, a pin, a clasp,
an ear-loop, a finger ring, a toe ring, a bangle, a hook and
loop-type strap, eyewear stems, a head band, or a buckle,
and/or the like that allows the first loT-capable personal
tracking device to be removably affixed to at least one of a
portion of skin of the user, a limb of the user, an appendage
of the user, a torso of the user, a head of the user, or a piece
of clothing worn by the user, and/or the like. Alternatively,
the first IoT-capable personal tracking device might be an
implantable device, which might include, but is not limited
to, at least one of an encapsulation layer, a membrane, a
hypo-allergenic housing, a capsule, or casing, and/or the like
that allows the first loT-capable personal tracking device to
be at least one of implanted under one or more layers of skin
of the user, implanted within an organ of the user, implanted
within a torso of the user, implanted within a head of the
user, implanted within a spine of the user, implanted in an
internal cavity of the user, or implanted in an external cavity
of the user, and/or the like.
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[0096] According to some embodiments, the one or more
second sensors might include, without limitation, at least
one of a heart rate monitor, a pulse oximeter, an oximeter, a
blood glucose monitor, a blood pressure monitor, a blood
flow monitor, a nitrogen monitor, a carbon dioxide monitor,
a sleep monitor, an activity monitor, a step counter, one or
more limb movement monitors, one or more thermometers,
one or mote accelerometers, one or More gyroscopes, one or
more body fat monitors, one or more body muscle monitors,
one or more bone density monitors, one or more pH moni-
tors, a body fluid monitor, a brain wave monitor, a synaptic
activity monitor, an electroencephalograph, an electrocar-
diograph, a respiratory rate monitor, a serotonin monitor, an
epilepsy monitor, a skin toxicity monitor, a blood toxicity
monitor, an organ toxicity monitor, a cancer monitor, a
pathogen detector, a blood tester, one or more blood alechol
level detectors, one or more drug testers, or one or more
location monitors, and/or the like. In some instances, the one
or more third sensors comprise at least one of an ambient
temperature sensor, a flame detector, a particulate sensor, a
light sensor, a humidity sensor, an air quality sensor, an
atmospheric oxygen level monitor, an atmospheric carbon
dioxide level monitor, an atmospheric nitrogen level moni-
tor, an atmospheric pressure sensor, an environmental car-
bon monoxide sensor, a smoke detector, a gas toxicity
monitor, a carcinogen detector, a radiation sensor, a location
sensor, a location beacon, an object identifier beacon, a
telecommunications signal sensor, a sound amplitude sensor,
a frequency sensor, or a seismic sensor, and/or the like.

[0097] At block 410, method 400 might comprise analyz-
ing, with the processor of the first IoT-capable personal
tracking device, the at least one first sensor data to identify
one or more first external IoT-capable devices with which to
interact (block 415) and to determine one or more first tasks
to be performed by the identified one or more first external
ToT-capable devices (block 415), each based at least in part
on the at least one first sensor data from each of the at least
one first sensor. In some embodiments, the analysis at block
410 might be augmented or entirely performed by at least
one of a remote computing system or an analytics engine
(and corresponding databases) (which might correspond to
computing system 130 or analytics engine 150 (and corre-
sponding databases 145 and 155) of system 100 or the like).

[0098] Method 400 might further comprise autonomously
sending, by the processor of the first IoT-capable personal
tracking device and via machine-to-machine communica-
tion, one or more first control instructions to each of the
identified one or more first external IoT-capable devices,
based on the determined one or more first tasks (block 425).
In some embodiments, the one or more first external IoT-
capable devices (which might correspond to IoT-capable
devices 125a-125n, 315, and 315a-315r of FIGS. 1-3, or the
like) might include, but are not limited to, at least one of a
wearable drug delivery device, an implantable drug delivery
device, a medical server, a medical database, a user device
associated with a physician, a user device associated with a
healthcare provider, a user device associated with the user,
a user device associated with a relative or guardian of the
user, a user device associated with a member of an organi-
zation with which the user is affiliated (e.g., a club, a school,
a company/employer, a prison, a rewards club, etc.), a user
device associated with an emergency response team mem-
ber, a smart medical alert bracelet, an [oT management node,
an loT human interface device, an IoT vehicle node, one or
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more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
or one or more communications systems, and/or the like.
The process then proceeds to block 430 in FIG. 4B, follow-
ing the circular marker denoted, “A.”

[0099] With reference to FIG. 4B, method 400, at block
430, might comprise receiving, with at least one of the
processor of the first loT-capable personal tracking device or
a processor of each of one or more second IoT-capable
personal tracking devices, at least one fourth sensor data
from each of at least one fourth sensor of a plurality of fourth
sensors of each of the one or more second loT-capable
personal tracking devices, the one or more second IoT-
capable personal tracking devices being are separate from
the first [oT-capable personal tracking device. The plurality
of fourth sensors might comprise at least one of one or more
fifth sensors that monitor physical conditions of the body of
the user or one or more sixth sensors that monitor environ-
mental conditions external to the body of the user. In some
embodiments, each of the one or more second IoT-capable
personal tracking devices might be similar, if not identical,
in terms of structure, form factor, and/or functionality, etc. to
the first loT-capable personal tracking device. Likewise, the
one or more fifth sensors and the one or more sixth sensors
might be similar, if not identical, in terms of structure, form
factor, and/or functionality, etc. to the one or more second
sensors and the one or more third sensors, respectively.
[0100] At block 435, method 400 might comprise analyz-
ing, with the at least one of the processor of the first
loT-capable personal tracking device or the processor of
each of the one or more second loT-capable personal track-
ing devices, a combination of the at least one first sensor data
and the at least one fourth sensor data to identify one or more
second external IoT-capable devices with which to interact
(block 440) and to determine one or more second tasks to be
performed by the identified one or more second external
ToT-capable devices (block 445), each based at least in part
on the at least one first sensor data from the at least one first
sensor of the first ToT-capable personal tracking device and
the at least one fourth sensor data from each of the at least
one fourth sensor of each of the one or more second
loT-capable personal tracking devices

[0101] Method 400 might further comprise autonomously
sending, by the at least one of the processor of the first
loT-capable personal tracking device or the processor of
each of the one or more second loT-capable personal track-
ing devices and via machine-to-machine communication,
one or more second control instructions to each of the
identified one or more second external loT-capable devices,
based on the determined one or more second tasks (block
450). According to some embodiments, the one or more
second external IoT-capable devices might be similar, if not
identical, in terms of structure, form factor, and/or function-
ality, etc. to the one or more first external IoT-capable
devices. In some instances, at least one of the one or more
first external IoT-capable devices and at least one of the one
or more second external IoT-capable devices might be the
same external loT-capable device.

[0102] According to some embodiments, analyzing, with
the processor of the first IoT-capable personal tracking
device, the at least one first sensor data might comprise
analyzing, with the processor of the first IoT-capable per-
sonal tracking device, the at least one first sensor data to
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identify one or more first external IoT-capable devices with
which to interact and to determine one or more first tasks to
be performed by the identified one or more first external
loT-capable devices, each based at least in part on the at least
one first sensor data from each of the at least one first sensor,
utilizing artificial intelligence (“Al”) to improve identifica-
tion of external loT-capable devices and determination of the
one or more first tasks to be performed. The Al may be
further utilized to improve machine-to-machine interactions
and to improve utilization of the at least one first sensor and
the plurality of IoT-capable devices. In a similar manner and
to achieve similar results, Al may be used for analyzing
sensor data from multiple personal tracking devices rather
than from a single personal tracking device.

[0103] Exemplary System and Hardware Implementation
[0104] FIG. 5 is a block diagram illustrating an exemplary
computer or system hardware architecture, in accordance
with various embodiments. FIG. 5 provides a schematic
illustration of one embodiment of a computer system 500 of
the service provider system hardware that can perform the
methods provided by various other embodiments, as
described herein, and/or can perform the functions of com-
puter or hardware system (i.e., Internet of Things (“IoT”)
personal tracking devices 105, 1054, 1055, 305, 3054, and
305b, Built-In IoT-capable sensors 115a-1151, 205, 240-
290, 310, and 3104¢-310% External loT-capable sensors
1204-120%, 310, and 310a-310/%, IoT-capable devices 1254-
125n, 315, and 3154-315%, computing system 130, analytics
engine 150, etc.), as described above. It should be noted that
FIG. 5 is meant only to provide a generalized illustration of
various components, of which one or more (or none) of each
may be utilized as appropriate. FIG. 5, therefore, broadly
illustrates how individual system elements may be imple-
mented in a relatively separated or relatively more integrated
manner.

[0105] The computer or hardware system 500—which
might represent an embodiment of the computer or hardware
system (i.e., IoT personal tracking devices 105, 1054, 1055,
305, 305a¢, and 3055, Built-In IoT-capable sensors 115a-
1151, 205, 240-290, 310, and 310a-310/, External IoT-
capable sensors 120a-120%, 310, and 310a-310%, IoT-ca-
pable devices 1254-125n, 315, and 3154-3157, computing
system 130, analytics engine 150, etc.), described above
with respect to FIGS. 1-4—is shown comprising hardware
elements that can be electrically coupled via a bus 505 (or
may otherwise be in communication, as appropriate). The
hardware elements may include one or more processors 510,
including, without limitation, one or more general-purpose
processors and/or one or more special-purpose processors
(such as microprocessors, digital signal processing chips,
graphics acceleration processors, and/or the like); one or
more input devices 515, which can include, without limita-
tion, a mouse, a keyboard, and/or the like; and one or more
output devices 520, which can include, without limitation, a
display device, a printer, and/or the like.

[0106] The computer or hardware system 500 may further
include (and/or be in communication with) one or more
storage devices 525, which can comprise, without limitation,
local and/or network accessible storage, and/or can include,
without limitation, a disk drive, a drive array, an optical
storage device, solid-state storage device such as a random
access memory (“RAM”) and/or a read-only memory
(“ROM”), which can be programmable, flash-updateable,
and/or the like. Such storage devices may be configured to
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implement any appropriate data stores, including, without
limitation, various file systems, database structures, and/or
the like.

[0107] The computer or hardware system 500 might also
include a communications subsystem 530, which can
include, without limitation, a modem, a network card (wire-
less or wired), an infra-red communication device, a wire-
less communication device and/or chipset (such as a Blu-
etooth™ device, an 802.11 device, a WiFi device, a WiMax
device, a WWAN device, a Z-Wave device, a ZigBee device,
cellular communication facilities, etc.), and/or the like. The
communications subsystem 530 may permit data to be
exchanged with a network (such as the network described
below, to name one example), with other computer or
hardware systems, and/or with any other devices described
herein. In many embodiments, the computer or hardware
system 500 will further comprise a working memory 535,
which can include a RAM or ROM device, as described
above.

[0108] The computer or hardware system 500 also may
comprise software elements, shown as being currently
located within the working memory 535, including an oper-
ating system 540, device drivers, executable libraries, and/or
other code, such as one or more application programs 545,
which may comprise computer programs provided by vari-
ous embodiments (including, without limitation, hypervi-
sors, VMs, and the like), and/or may be designed to imple-
ment methods, and/or configure systems, provided by other
embodiments, as described herein. Merely by way of
example, one or more procedures described with respect to
the method(s) discussed above might be implemented as
code and/or instructions executable by a computer (and/or a
processor within a computer); in an aspect, then, such code
and/or instructions can be used to configure and/or adapt a
general purpose computer (or other device) to perform one
or more operations in accordance with the described meth-
ods.

[0109] A set of these instructions and/or code might be
encoded and/or stored on a non-transitory computer readable
storage medium, such as the storage device(s) 525 described
above. In some cases, the storage medium might be incor-
porated within a computer system, such as the system 500.
In other embodiments, the storage medium might be sepa-
rate from a computer system (i.e., a removable medium,
such as a compact disc, etc.), and/or provided in an instal-
lation package, such that the storage medium can be used to
program, configure, and/or adapt a general purpose com-
puter with the instructions/code stored thereon. These
instructions might take the form of executable code, which
is executable by the computer or hardware system 500
and/or might take the form of source and/or installable code,
which, upon compilation and/or installation on the computer
or hardware system 500 (e.g., using any of a variety of
generally available compilers, installation programs, com-
pression/decompression utilities, etc.) then takes the form of
executable code.

[0110] It will be apparent to those skilled in the art that
substantial variations may be made in accordance with
specific requirements. For example, customized hardware
(such as programmable logic controllers, field-program-
mable gate arrays, application-specific integrated circuits,
and/or the like) might also be used, and/or particular ele-
ments might be implemented in hardware, software (includ-
ing portable software, such as applets, etc.), or both. Further,
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connection to other computing devices such as network
input/output devices may be employed.

[0111] As mentioned above, in one aspect, some embodi-
ments may employ a computer or hardware system (such as
the computer or hardware system 500) to perform methods
in accordance with various embodiments of the invention.
According to a set of embodiments, some or all of the
procedures of such methods are performed by the computer
or hardware system 500 in response to processor 510
executing one or more sequences of one or more instructions
(which might be incorporated into the operating system 540
and/or other code, such as an application program 545)
contained in the working memory 535. Such instructions
may be read into the working memory 535 from another
computer readable medium, such as one or more of the
storage device(s) 525. Merely by way of example, execution
of the sequences of instructions contained in the working
memory 535 might cause the processor(s) 510 to perform
one or more procedures of the methods described herein.
[0112] The terms “machine readable medium” and “com-
puter readable medium,” as used herein, refer to any
medium that participates in providing data that causes a
machine to operate in a specific fashion. In an embodiment
implemented using the computer or hardware system 500,
various computer readable media might be involved in
providing instructions/code to processor(s) 510 for execu-
tion and/or might be used to store and/or carry such instruc-
tions/code (e.g., as signals). In many implementations, a
computer readable medium is a non-transitory, physical,
and/or tangible storage medium. In some embodiments, a
computer readable medium may take many forms, includ-
ing, but not limited to, non-volatile media, volatile media, or
the like. Non-volatile media includes, for example, optical
and/or magnetic disks, such as the storage device(s) 525.
Volatile media includes, without limitation, dynamic
memory, such as the working memory 535. In some alter-
native embodiments, a computer readable medium may take
the form of transmission media, which includes, without
limitation, coaxial cables, copper wire and fiber optics,
including the wires that comprise the bus 505, as well as the
various components of the communication subsystem 530
(and/or the media by which the communications subsystem
530 provides communication with other devices). In an
alternative set of embodiments, transmission media can also
take the form of waves (including, without limitation, radio,
acoustic, and/or light waves, such as those generated during
radio-wave and infra-red data communications).

[0113] Common forms of physical and/or tangible com-
puter readable media include, for example, a floppy disk, a
flexible disk, a hard disk, magnetic tape, or any other
magnetic medium, a CD-ROM, any other optical medium,
punch cards, paper tape, any other physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-
EPROM, any other memory chip or cartridge, a carrier wave
as described hereinafter, or any other medium from which a
computer can read instructions and/or code.

[0114] Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor(s) 510 for execution. Merely by
way of example, the instructions may initially be carried on
a magnetic disk and/or optical disc of a remote computer. A
remote computer might load the instructions into its
dynamic memory and send the instructions as signals over a
transmission medium to be received and/or executed by the
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computer or hardware system 500. These signals, which
might be in the form of electromagnetic signals, acoustic
signals, optical signals, and/or the like, are all examples of
carrier waves on which instructions can be encoded, in
accordance with various embodiments of the invention.

[0115] The communications subsystem 530 (and/or com-
ponents thereof) generally will receive the signals, and the
bus 505 then might carry the signals (and/or the data,
instructions, etc. carried by the signals) to the working
memory 535, from which the processor(s) 505 retrieves and
executes the instructions. The instructions received by the
working memory 535 may optionally be stored on a storage
device 525 either before or after execution by the processor
(s) 510.

[0116] As noted above, a set of embodiments comprises
methods and systems for implementing Internet of Things
functionality, and, in particular embodiments, to methods,
systems, apparatus, and computer software for implement-
ing Internet of Things (“loT”) personal tracking functional-
ity. FIG. 6 illustrates a schematic diagram of a system 600
that can be used in accordance with various embodiments.
The system 600 can each include one or more user com-
puters, user devices, or customer devices 605. A user com-
puter, user device, or customer device 605 can be a general
purpose personal computer (including, merely by way of
example, desktop computers, tablet computers, laptop com-
puters, handheld computers, and the like, running any appro-
priate operating system, several of which are available from
vendors such as Apple, Microsoft Corp., and the like), cloud
computing devices, a server(s), and/or a workstation com-
puter(s) running any of a variety of commercially-available
UNIX™ or UNIX-like operating systems. A user computer,
user device, or customer device 605 can also have any of a
variety of applications, including one or more applications
configured to perform methods provided by various embodi-
ments (as described above, for example), as well as one or
more office applications, database client and/or server appli-
cations, and/or web browser applications. Alteratively, a
user computer, user device, or customer device 605 can be
any other electronic device, such as a thin-client computer,
Internet-enabled mobile telephone, and/or personal digital
assistant, capable of communicating via a network (e.g., the
network(s) 610 described below) and/or of displaying and
navigating web pages or other types of electronic docu-
ments. Although the exemplary system 600 is shown with
two user computers, user devices, or customer devices 605,
any number of user computers, user devices, or customer
devices can be supported.

[0117] Certain embodiments operate in a networked envi-
ronment, which can include a network(s) 610. The network
(s) 610 can be any type of network familiar to those skilled
in the art that can support data communications using any of
a variety of commercially-available (and/or free or propri-
etary) protocols, including, without limitation, TCP/IP,
SNA™_ [PX™ AppleTalk™, and the like. Merely by way
of example, the network(s) 610 (similar to network 130 of
FIGS. 1 and 2, or the like) can each include a local area
network (“LAN”), including, without limitation, a fiber
network, an Ethernet network, a Token-Ring™ network,
and/or the like; a wide-area network (“WAN"); a wireless
wide area network (“WWAN"); a virtual network, such as a
virtual private network (“VPN”); the Internet; an intranet; an
extranet; a public switched telephone network (“PSTN™); an
infra-red network; a wireless network, including, without
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limitation, a network operating under any of the IEEE
802.11 suite of protocols, the Bluetooth™ protocol known in
the art, the Z-Wave protocol known in the art, the ZigBee
protocol or other IEEE 802.15.4 suite of protocols known in
the art, and/or any other wireless protocol; and/or any
combination of these and/or other networks. In a particular
embodiment, the network might include an access network
of the service provider (e.g., an Internet service provider
(“ISP™)). In another embodiment, the network might include
a core network of the service provider, and/or the Internet.

[0118] Embodiments can also include one or more server
computers 615. Each of the server computers 615 may be
configured with an operating system, including, without
limitation, any of those discussed above, as well as any
commercially (or freely) available server operating systems.
Each of the servers 615 may also be running one or more
applications, which can be configured to provide services to
one or more clients 605 and/or other servers 615.

[0119] Merely by way of example, one of the servers 615
might be a data server, a web server, a cloud computing
device(s), or the like, as described above. The data server
might include (or be in communication with) a web server,
which can be used, merely by way of example, to process
requests for web pages or other electronic documents from
user computers 605. The web server can also run a variety
of server applications, including HT'TP servers, FTP servers,
CGI servers, database servers, Java servers, and the like. In
some embodiments of the invention, the web server may be
configured to serve web pages that can be operated within a
web browser on one or more of the user computers 605 to
perform methods of the invention.

[0120] The server computers 615, in some embodiments,
might include one or more application servers, which can be
configured with one or more applications accessible by a
client running on one or more of the client computers 605
and/or other servers 615. Merely by way of example, the
server(s) 615 can be one or more general purpose computers
capable of executing programs or scripts in response to the
user computers 605 and/or other servers 615, including,
without limitation, web applications (which might, in some
cases, be configured to perform methods provided by vari-
ous embodiments). Merely by way of example, a web
application can be implemented as one or more scripts or
programs written in any suitable programming language,
such as Java™, C, C#™ or C++, and/or any scripting
language, such as Perl, Python, or TCL, as well as combi-
nations of any programming and/or scripting languages. The
application server(s) can also include database servers,
including, without limitation, those commercially available
from Oracle™, Microsoft™, Sybase™, IBM™, and the
like, which can process requests from clients (including,
depending on the configuration, dedicated database clients,
API clients, web browsers, etc.) running on a user computer,
user device, or customer device 605 and/or another server
615. In some embodiments, an application server can per-
form one or more of the processes for implementing Internet
of Things functionality, and, in particular embodiments, to
methods, systems, apparatus, and computer software for
implementing Internet of Things (“IoT”) personal tracking
functionality, or the like, as described in detail above. Data
provided by an application server may be formatted as one
or more web pages (comprising HTML, JavaScript, etc., for
example) and/or may be forwarded to a user computer 605
via a web server (as described above, for example). Simi-
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larly, a web server might receive web page requests and/or
input data from a user computer 605 and/or forward the web
page requests and/or input data to an application server. In
some cases, a web server may be integrated with an appli-
cation server.

[0121] In accordance with further embodiments, one or
more servers 615 can function as a file server and/or can
include one or more of the files (e.g., application code, data
files, etc.) necessary to implement various disclosed meth-
ods, incorporated by an application running on a user
computer 605 and/or another server 615. Alternatively, as
those skilled in the art will appreciate, a file server can
include all necessary files, allowing such an application to be
invoked remotely by a user computer, user device, or
customer device 605 and/or server 615.

[0122] It should be noted that the functions described with
respect to various servers herein (e.g., application server,
database server, web server, file server, etc.) can be per-
formed by a single server and/or a plurality of specialized
servers, depending on implementation-specific needs and
parameters.

[0123] In certain embodiments, the system can include
one or more databases 620a-620n (collectively, “databases
620”). The location of each of the databases 620 is discre-
tionary: merely by way of example, a database 620a might
reside on a storage medium local to (and/or resident in) a
server 615a (and/or a user computer, user device, or cus-
tomer device 605). Alternatively, a database 620n can be
remote from any or all of the computers 605, 615, so long
as it can be in communication (e.g., via the network 610)
with one or more of these. In a particular set of embodi-
ments, a database 620 can reside in a storage-area network
(“SAN”) familiar to those skilled in the art. (Likewise, any
necessary files for performing the functions attributed to the
computers 605, 615 can be stored locally on the respective
computer and/or remotely, as appropriate.) In one set of
embodiments, the database 620 can be a relational database,
such as an Oracle database, that is adapted to store, update,
and retrieve data in response to SQL-formatted commands.
The database might be controlled and/or maintained by a
database server, as described above, for example.

[0124] With reference to FIG. 6, according to some
embodiments, system 600 might further comprise an IoT
personal tracking device 630 (similar to IoT personal track-
ing device 105, 105a, 1054, 305, 3054, and 3055 of FIGS.
1-3, or the like) that is either worn by a user 625 or implanted
within the body of the user 625, one or more IoT-capable
sensors 635a-635n or 640a-6407 (similar to Built-In IoT-
capable sensors 115a-115x, 205, 240-290, 310, and 310a-
310/, External IoT-capable sensors 120a-120z, 310, and
310a-310% of FIGS. 1-3, or the like), and one or more
loT-capable devices 645¢-645n (similar to IoT-capable
devices 125a-125n, 315, and 3154-315r of FIGS. 1-3, or the
like).

[0125] In operation, the IoT personal tracking device 630
might receive at least one sensor data from each of at least
one sensor of the one or more loT-capable sensors 635a-
6351 or 640a-640n. The personal tracking device 630 might
analyze the at least one sensor data to identify at least one
ToT-capable device 645 of the one or more IoT-capable
devices 645a-645» with which to interact and to determine
one or more tasks to be performed by the identified at least
one IoT-capable device 645, each based at least in part on the
at least one sensor data from each of the at least one sensor.
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The personal tracking device 630 might subsequently
autonomously send, via machine-to-machine communica-
tion, one or more control instructions to each of the identi-
fied at least one loT-capable device 645, based on the
determined one or more tasks. In some cases, the one or
more loT-capable devices 6454-645n might comprise the
user computer, user device, or customer device 605. The
machine-to-machine communications between the IoT per-
sonal tracking device 630 and each of the user devices 605a
or 6055, the loT-capable sensors 640a-640n, and the IoT-
capable devices 645a-645n are represented in FIG. 6 by the
lightning bolt symbols, which in some cases denotes wire-
less communications (although, in some instances, need not
be wireless, but can be wired communications). These and
other functions of the system 600 (and its components) are
described in greater detail above with respect to FIGS. 1-4.
[0126] While certain features and aspects have been
described with respect to exemplary embodiments, one
skilled in the art will recognize that numerous modifications
are possible. For example, the methods and processes
described herein may be implemented using hardware com-
ponents, software components, and/or any combination
thereof. Further, while various methods and processes
described herein may be described with respect to particular
structural and/or functional components for ease of descrip-
tion, methods provided by various embodiments are not
limited to any particular structural and/or functional archi-
tecture but instead can be implemented on any suitable
hardware, firmware and/or software configuration. Simi-
larly, while certain functionality is ascribed to certain system
components, unless the context dictates otherwise, this func-
tionality can be distributed among various other system
components in accordance with the several embodiments.
[0127] Moreover, while the procedures of the methods and
processes described herein are described in a particular order
for ease of description, unless the context dictates otherwise,
various procedures may be reordered, added, and/or omitted
in accordance with various embodiments. Moreover, the
procedures described with respect to one method or process
may be incorporated within other described methods or
processes; likewise, system components described accord-
ing to a particular structural architecture and/or with respect
to one system may be organized in alternative structural
architectures and/or incorporated within other described
systems. Hence, while various embodiments are described
with—or without—certain features for ease of description
and to illustrate exemplary aspects of those embodiments,
the various components and/or features described herein
with respect to a particular embodiment can be substituted,
added and/or subtracted from among other described
embodiments, unless the context dictates otherwise. Conse-
quently, although several exemplary embodiments are
described above, it will be appreciated that the invention is
intended to cover all modifications and equivalents within
the scope of the following claims.
What is claimed is:
1. A method, comprising:
receiving, with a processor of a first Internet of Things
(“IoT”)-capable personal tracking device, at least one
first sensor data from each of at least one first sensor of
a plurality of first sensors of the first IoT-capable
personal tracking device, wherein the plurality of first
sensors comprises at least one of one or more second
sensors that monitor physical conditions of a body of a
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user or one or more third sensors that monitor envi-
ronmental conditions external to the body of the user;

analyzing, with the processor of the first IoT-capable
personal tracking device, the at least one first sensor
data to identify one or more first external IoT-capable
devices with which to interact and to determine one or
more first tasks to be performed by the identified one or
more first external loT-capable devices, each based at
least in part on the at least one first sensor data from
each of the at least one first sensor; and

autonomously sending, by the processor of the first IoT-
capable personal tracking device and via machine-to-
machine communication, one or more first control
instructions to each of the identified one or more first
external loT-capable devices, based on the determined
one or more first tasks.

2. The method of claim 1, wherein the first IoT-capable
personal tracking device is a wearable device.

3. The method of claim 2, wherein the wearable device
comprises at least one of a wrist strap, a clip, a pin, a clasp,
an ear-loop, a finger ring, a toe ring, a bangle, a hook and
loop-type strap, eyewear stems, a head band, or a buckle that
allows the first loT-capable personal tracking device to be
removably affixed to at least one of a portion of skin of the
user, a limb of the user, an appendage of the user, a torso of
the user, a head of the user, or a piece of clothing worn by
the user.

4. The method of claim 1, wherein the first IoT-capable
personal tracking device is an implantable device.

5. The method of claim 4, wherein the implantable device
comprises at least one of an encapsulation layer, a mem-
brane, a hypo-allergenic housing, a capsule, or casing that
allows the first loT-capable personal tracking device to be at
least one of implanted under one or more layers of skin of
the user, implanted within an organ of the user, implanted
within a torso of the user, implanted within a head of the
user, implanted within a spine of the user, implanted in an
internal cavity of the user, or implanted in an external cavity
of the user.

6. The method of ¢laim 1, wherein the one or more second
sensors comprise at least one of a heart rate monitor, a pulse
oximeter, an oximeter, a blood glucose monitor, a blood
pressure monitor, a blood flow monitor, a nitrogen monitor,
a carbon dioxide monitor, a sleep monitor, an activity
monitor, a step counter, one or more limb movement moni-
tors, one or more thermometers, one or more accelerometers,
one or more gyroscopes, one or more body fat monitors, one
or more body muscle monitors, one or more bone density
monitors, one or more pH monitors, a body fluid monitor, a
brain wave monitor, a synaptic activity monitor, an electro-
encephalograph, an electrocardiograph, a respiratory rate
monitor, a serotonin monitor, an epilepsy monitor, a skin
toxicity monitor, a blood toxicity monitor, an organ toxicity
monitor, a cancer monitor, a pathogen detector, a blood
tester, one or more blood alcohol level detectors, one or
more drug testers, or one or more location monitors.

7. The method of claim 1, wherein the one or more third
sensors comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector, a gas toxicity monitor, a carcino-
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gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor.

8. The method of claim 1, wherein the one or more first
external loT-capable devices comprise at least one of a
wearable drug delivery device, an implantable drug delivery
device, a medical server, a medical database, a user device
associated with a physician, a user device associated with a
healthcare provider, a user device associated with the user,
a user device associated with a relative or guardian of the
user, a user device associated with a member of an organi-
zation with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an IoT management node, an
IoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
or one or more communications systems.

9. The method of claim 1, further comprising;

receiving, with at least one of the processor of the first
IoT-capable personal tracking device, a processor of
each of one or more second IoT-capable personal
tracking devices, or a processor of a remote computing
system, at least one fourth sensor data from each of at
least one fourth sensor of a plurality of fourth sensors
of each of the one or more second IoT-capable personal
tracking devices that are separate from the first IoT-
capable personal tracking device, wherein the plurality
of fourth sensors comprises at least one of one or more
fifth sensors that monitor physical conditions of the
body of the user or one or more sixth sensors that
monitor environmental conditions external to the body
of the user;

analyzing, with the at least one of the processor of the first
IoT-capable personal tracking device, the processor of
each of the one or more second IoT-capable personal
tracking devices, or the processor of the remote com-
puting system, a combination of the at least one first
sensor data and the at least one fourth sensor data to
identify one or more second external IoT-capable
devices with which to interact and to determine one or
more second tasks to be performed by the identified one
or more second external IoT-capable devices, each
based at least in part on the at least one first sensor data
from the at least one first sensor of the first IoT-capable
personal tracking device and the at least one fourth
sensor data from each of the at least one fourth sensor
of each of the one or more second loT-capable personal
tracking devices; and

autonomously sending, by the at least one of the processor
of the first IoT-capable personal tracking device, the
processor of each of the one or more second IoT-
capable personal tracking devices, or the processor of
the remote computing system and via machine-to-
machine communication, one or more second control
instructions to each of the identified one or more
second external IoT-capable devices, based on the
determined one or more second tasks.

10. The method of claim 9, wherein at least one of the one
or more first external loT-capable devices and at least one of
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the one or more second external IoT-capable devices are the
same external IoT-capable device.
11. The method of claim 9, wherein the remote computing
system comprises at least one of a gateway device, a cloud
computing system, a server in a network, a computing node
in the network, or a remote computing system at a customer
premises associated with the user.
12. A personal tracking device, comprising:
at least one processor;
a transceiver,
a plurality of first sensors, the plurality of first sensors
comprising at least one of one or more second sensors
that monitor physical conditions of a body of a user or
one or more third sensors that monitor environmental
conditions external to the body of the user; and
a non-transitory computer readable medium communica-
tively coupled to the at least one processor, the non-
transitory computer readable medium having stored
thereon computer software comprising a set of instruc-
tions that, when executed by the at least one processor,
causes the personal tracking device to:
receive at least one sensor data from each of at least one
sensor of a plurality of first sensors;

analyze the at least one sensor data to identify one or
more external Internet of Things (“IoT”)-capable
devices with which to interact and to determine one
or more tasks to be performed by the identified one
or more external IoT-capable devices, each based at
least in part on the at least one sensor data from each
of the at least one sensor; and

autonomously send, via machine-to-machine commu-
nication through the transceiver, one or more control
instructions to each of the identified one or more
external IoT-capable devices, based on the deter-
mined one or more tasks.

13. The personal tracking device of claim 12, wherein the
personal tracking device is a wearable device.

14. The personal tracking device of claim 13, wherein the
wearable device comprises at least one of a wrist strap, a
clip, a pin, a clasp, an ear-loop, a finger ring, a toe ring, a
bangle, a hook and loop-type strap, eyewear stems, a head
band, or a buckle that allows the personal tracking device to
be removably affixed to at least one of a portion of skin of
the user, a limb of the user, an appendage of the user, a torso
of the user, a head of the user, or a piece of clothing worn
by the user.

15. The personal tracking device of claim 12, wherein the
personal tracking device is an implantable device.

16. The personal tracking device of claim 15, wherein the
implantable device comprises at least one of an encapsula-
tion layer, a membrane, a hypo-allergenic housing, a cap-
sule, or casing that allows the personal tracking device to be
at least one of implanted under one or more layers of skin of
the user, implanted within an organ of the user, implanted
within a torso of the user, implanted within a head of the
user, implanted within a spine of the user, implanted in an
internal cavity of the user, or implanted in an external cavity
of the user.

17. The personal tracking device of claim 12, wherein the
one or more second sensors comprise at least one of a heart
rate monitor, a pulse oximeter, an oximeter, a blood glucose
monitor, a blood pressure monitor, a blood flow monitor, a
nitrogen monitor, a carbon dioxide monitor, a sleep monitor,
an activity monitor, a step counter, one or more limb
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movement monitors, one or more thermometers, one or
more accelerometers, one or more gyroscopes, one ot more
body fat monitors, one or more body muscle monitors, one
or more bone density monitors, one or more pH monitors, a
body fluid monitor, a brain wave monitor, a synaptic activity
monitor, an electroencephalograph, an electrocardiograph, a
respiratory rate monitor, a serotonin monitor, an epilepsy
monitor, a skin toxicity monitor, a blood toxicity monitor, an
organ toxicity monitor, a cancer monitor, a pathogen detec-
tor, a blood tester, one or more blood alcohol level detectors,
one or more drug testers, or one or more location monitors.
18. The personal tracking device of claim 12, wherein the
one or more third sensors comprise at least one of an
ambient temperature sensor, a flame detector, a particulate
sensor, a light sensor, a humidity sensor, an air quality
sensor, an atmospheric oxygen level monitor, an atmo-
spheric carbon dioxide level monitor, an atmospheric nitro-
gen level monitor, an atmospheric pressure sensor, an envi-
ronmental carbon monoxide sensor, a smoke detector, a gas
toxicity monitor, a carcinogen detector, a radiation sensor, a
location sensor, a location beacon, an object identifier bea-
con, a telecommunications signal sensor, a sound amplitude
sensor, a frequency sensor, an accelerometer, a proximity
sensor, a weather sensor, or a seismic sensor.
19. The personal tracking device of claim 12, wherein the
one or more external IoT-capable devices comprise at least
one of a wearable drug delivery device, an implantable drug
delivery device, a medical server, a medical database, a user
device associated with a physician, a user device associated
with a healthcare provider, a user device associated with the
user, a user device associated with a relative or guardian of
the user, a user device associated with a member of an
organization with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an IoT management node, an
IoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
Or one or more communications systems.
20. A system, comprising:
a first personal tracking device, comprising;
at least one first processor;
a first transceiver;
a plurality of first sensors, the plurality of first sensors
comprising at least one of one or more second
sensors that monitor physical conditions of a body of
a user or one or more third sensors that monitor
environmental conditions external to the body of the
user; and
a first non-transitory computer readable medium com-
municatively coupled to the at least one first proces-
sor, the first non-transitory computer readable
medium having stored thereon computer software
comprising a first set of instructions that, when
executed by the at least one first processor, causes the
first personal tracking device to:
receive at least one first sensor data from each of at
least one first sensor of the plurality of first
Sensors;

analyze the at least one first sensor data to identify
one or more first external Internet of Things
(“IoT”)-capable devices with which to interact
and to determine one or more first tasks to be



US 2018/0168464 Al

performed by the identified one or more first
external JIoT-capable devices, each based at least
in part on the at least one first sensor data from
each of the at least one first sensor; and

autonomously send, via machine-to-machine com-
munication through the first transceiver, one or
more first control instructions to each of the iden-
tified one or more first external IoT-capable
devices, based on the determined one or more first
tasks; and

the one or more first external IoT-capable devices, each

comprising:
a second transceiver;
at least one second processor; and
a second non-transitory computer readable medium
communicatively coupled to the at least one second
processor, the second non-transitory computer read-
able medium having stored thereon computer soft-
ware comprising a second set of instructions that,
when executed by the at least one second processor,
causes the first external loT-capable devices to:
receive, via the second transceiver, the first control
instructions from the first personal tracking
device; and
perform at least one first task of the first external
IoT-capable device based on the first control
instructions.

21. The system of claim 20, wherein the first personal
tracking device is a wearable device, wherein the wearable
device comprises at least one of a wrist strap, a clip, a pin,
a clasp, an ear-loop, a finger ring, a toe ring, a bangle, a hook
and loop-type strap, eyewear stems, a head band, or a buckle
that allows the first personal tracking device to be removably
affixed to at least one of a portion of skin of the user, a limb
of the user, an appendage of the user, a torso of the user, a
head of the user, or a piece of clothing worn by the user.

22. The system of claim 20, wherein the first personal
tracking device is an implantable device, wherein the
implantable device comprises at least one of an encapsula-
tion layer, a membrane, a hypo-allergenic housing, a cap-
sule, or casing that allows the first personal tracking device
to be at least one of implanted under one or more layers of
skin of the user, implanted within an organ of the user,
implanted within a torso of the user, implanted within a head
of the user, implanted within a spine of the user, implanted
in an internal cavity of the user, or implanted in an external
cavity of the user.

23. The system of claim 20, wherein the one or more
second sensors comprise at least one of a heart rate monitor,
a pulse oximeter, an oximeter, a blood glucose monitor, a
blood pressure monitor, a blood flow monitor, a nitrogen
monitor, a carbon dioxide monitor, a sleep monitor, an
activity monitor, a step counter, one or more limb movement
monitors, one or more thermometers, one or more acceler-
ometers, one or more gyroscopes, one or more body fat
monitors, one or more body muscle monitors, one or more
bone density monitors, one or more pH monitors, a body
fluid monitor, a brain wave monitor, a synaptic activity
monitor, an electroencephalograph, an electrocardiograph, a
respiratory rate monitor, a serotonin monitor, an epilepsy
monitor, a skin toxicity monitor, a blood toxicity monitor, an
organ toxicity monitor, a cancer monitor, a pathogen detec-
tor, a blood tester, one or more blood alcohol level detectors,
one or more drug testers, or one or more location monitors.
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24. The system of claim 20, wherein the one or more third
sensors comprise at least one of an ambient temperature
sensor, a flame detector, a particulate sensor, a light sensor,
a humidity sensor, an air quality sensor, an atmospheric
oxygen level monitor, an atmospheric carbon dioxide level
monitor, an atmospheric nitrogen level monitor, an atmo-
spheric pressure sensor, an environmental carbon monoxide
sensor, a smoke detector. a gas toxicity monitor, a carcino-
gen detector, a radiation sensor, a location sensor, a location
beacon, an object identifier beacon, a telecommunications
signal sensor, a sound amplitude sensor, a frequency sensor,
an accelerometer, a proximity sensor, a weather sensor, or a
seismic sensor.

25. The system of claim 20, wherein the one or more first
external IoT-capable devices comprise at least one of a
wearable drug delivery device, an implantable drug delivery
device, a medical server, a medical database, a user device
associated with a physician, a user device associated with a
healthcare provider, a user device associated with the user,
a user device associated with a relative or guardian of the
user, a user device associated with a member of an organi-
zation with which the user is affiliated, a user device
associated with an emergency response team member, a
smart medical alert bracelet, an IoT management node, an
JoT human interface device, an IoT vehicle node, one or
more household devices, one or more office devices, one or
more lighting systems, one or more environmental control
systems, one or more speakers, one or more display devices,
Or one or more communications systems.

26. The system of claim 20, further comprising:

one or more second personal tracking devices that are

separate from the loT-capable personal tracking device,

each second personal tracking device comprising:
at least one third processor;
a third transceiver;
a plurality of fourth sensors, the plurality of fourth
sensors comprising at least one of one or more fifth
sensors that monitor physical conditions of a body of
a user or one or more sixth sensors that monitor
environmental conditions external to the body of the
user; and
a third non-transitory computer readable medium com-
municatively coupled to the at least one third pro-
cessor, the third non-transitory computer readable
medium having stored thereon computer software
comprising a third set of instructions that, when
executed by the at least one third processor, causes
the second personal tracking device to:
receive at least one fourth sensor data from each of
at least one fourth sensor of a plurality of fourth
sensors; and

send, via machine-to-machine communication
through the third transceiver, the at least one
fourth sensor data to at least one of the first
personal tracking device or one or more other
second personal tracking devices;

wherein at least one of the first set of instructions, when

executed by the at least one first processor, further
causes the first personal tracking device or the third set
of instructions, when executed by the at least one third
processor, further causes one or more of the second
personal tracking devices to:

receive the at least one fourth sensor data from each of
the at least one fourth sensor of the plurality of fourth
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sensors of each of the one or more second IoT-
capable personal tracking devices;

analyze a combination of the at least one first sensor
data and the at least one fourth sensor data to identify
one or more second external IoT-capable devices
with which to interact and fo determine one or more
second tasks to be performed by the identified one or
more second external loT-capable devices, each
based at least in part on the combination of the at
least one first sensor data from the at least one first
sensor of the first IoT-capable personal tracking
device and the at least one fourth sensor data from
each of the at least one fourth sensor of each of the
one or more second IoT-capable personal tracking
devices; and

autonomously send, via machine-to-machine commu-
nication, one or more second control instructions to
each of the identified one or more second external
IoT-capable devices, based on the determined one or
more second tasks.

27. The system of claim 20, further comprising:
a remote computing system, comprising:

at least one fourth processor; and

a fourth non-transitory computer readable medium
communicatively coupled to the at least one fourth
processor, the fourth non-transitory computer read-
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able medium having stored thereon computer soft-

ware comprising a fourth set of instructions that,

when executed by the at least one fourth processor,

causes the remote computing system to:

receive the at least one first sensor data from each of
the at least one first sensor of the plurality of first
sensors of the first personal tracking device;

analyze the at least one first sensor data to identify
one or more third external loT-capable devices
with which to interact and to determine one or
more third tasks to be performed by the identified
one or more third external loT-capable devices,
each based at least in part on the at least one first
sensor data from each of the at least one first
sensor; and

autonomously send, via machine-to-machine com-
munication, one or more third control instructions
to each of the identified one or more third external
loT-capable devices, based on the determined one
or more third tasks.

28. The system of claim 27, wherein the remote comput-
ing system comprises at least one of a gateway device, a
cloud computing system, a server in a network, a computing
node in the network, or a remote computing system at a
customer premises associated with the user.
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