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(7) ABSTRACT

An identification system includes a mobile computing
device having a memory and an establishing module estab-
lishing an identifying data set stored in the memory. The
identifying data set includes an accumulated data gathered at
the mobile computing device over an establishing period and
is capable of uniquely identifying a user corresponding to
the mobile computing device.
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WEARABLE ELECTRONIC DEVICE WITH
INTERFACE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation-in-part of U.S.
patent application Ser. No. 15/945,943, filed on Apr. 5, 2018,
which is a continuation of U.S. patent application Ser. No.
15/262,758, filed on Sep. 12, 2016, which is a continuation-
in-part of U.S. patent application Ser. No. 14/179,097, filed
on Feb. 12, 2014, which is a continuation-in-part of U.S.
patent application Ser. No. 13/827,341, filed on Mar. 14,
2013, which claims the benefit of U.S. Provisional Patent
Application No. 61/713,200, filed on Oct. 12, 2012.

FIELD OF THE INVENTION

[0002] The present invention relates to a wearable elec-
tronic device, and more particularly, to a wearable electronic
device having an interface for electronic communications.

BACKGROUND

[0003] Mobile computing devices, such as mobile phones,
are increasingly prevalent. As additional functions are devel-
oped for mobile computing devices, users spend more time
using the devices. Known mobile computing devices, how-
ever, require a user to look at and interact with a screen in
order to use the mobile computing device. Although mobile
computing devices are useful in a wide range of applica-
tions, the increasing amount of time spent looking at the
screen of mobile computing devices detracts from social
encounters and also diminishes other interactions of the user
with his environment. Mobile computing device users have
a need to easily and intuitively utilize the benefits of the
mobile computing device without spending large quantities
of time looking at the screen.

SUMMARY

[0004] An identification system includes a mobile com-
puting device having a memory and an establishing module
establishing an identifying data set stored in the memory.
The identifying data set includes an accumulated data gath-
ered at the mobile computing device over an establishing
period and is capable of uniquely identifying a user corre-
sponding to the mobile computing device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The invention will now be described by way of
example with reference to the accompanying figures, of
which:

[0006] FIG. 1 is a side view of a jewelry piece with an
interchangeable radio frequency identification tag in accor-
dance with some embodiments of the present disclosure;
[0007] FIG. 2 is a schematic exploded side view of a
jewelry piece with an interchangeable radio frequency iden-
tification tag in accordance with some embodiments of the
present disclosure;

[0008] FIG. 3 is a schematic top view, with components
again exploded as in FIG. 2, of a jewelry piece with an
interchangeable radio frequency identification tag in accor-
dance with some embodiments of the present disclosure;
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[0009] FIG. 4 is a schematic cross-section view of an
example of the command module in accordance with some
embodiments of the present disclosure;

[0010] FIG. 5 is a schematic cross-section view of an
example of a jewelry piece with an interchangeable radio
frequency identification tag in accordance with some
embodiments of the present disclosure;

[0011] FIG. 6 is a schematic cross-section view of an
example of a jewelry piece with an interchangeable radio
frequency identification tag in accordance with some
embodiments of the present disclosure;

[0012] FIG. 7 is a schematic cross-section view of an
example of a jewelry piece with an interchangeable radio
frequency identification tag in accordance with some
embodiments of the present disclosure;

[0013] FIGS. 8A and 8B are schematic cross-sectional
views of an example of a jewelry piece with an interchange-
able radio frequency identification tag in accordance with
some embodiments of the invention;

[0014] FIGS. 9A, 9B, 9C, and 9D are schematic cross-
sectional views of an example of a jewelry piece with an
interchangeable radio frequency identification tag in accor-
dance with some embodiments of the invention;

[0015] FIG. 10 is perspective view of a wearable elec-
tronic device according to an embodiment of the invention;
[0016] FIG. 11 is an exploded view of the wearable
electronic device of FI1G. 10;

[0017] FIG. 12 is a schematic view of a substrate of the
wearable electronic device of FIG. 10;

[0018] FIG. 13 is a schematic view of another substrate of
the wearable electronic device of FIG. 10;

[0019] FIG. 14 is a block diagram of components of the
substrate shown in FIG. 12;

[0020] FIG. 15 is an exploded view of the wearable
electronic device of FIG. 10;

[0021] FIG. 16 is a sectional view of the wearable elec-
tronic device of FIG. 10;

[0022] FIG. 17 is a schematic view of a wireless commu-
nication system according to the invention;

[0023] FIG. 18 is a perspective view of an earbud of the
wireless communication system of FIG. 17,

[0024] FIG. 19 is a sectional view of the earbud of FIG.
18;
[0025] FIG. 20 is a block diagram of the earbud of FIG.
18;
[0026] FIG. 21 is a schematic view of the wearable

electronic device of FIG. 10 and a user;

[0027] FIG. 22 is a schematic view of gestures of the
wearable electronic device of FIG. 10;

[0028] FIG. 23 is a schematic view of notifications of the
wearable electronic device of FIG. 10;

[0029] FIG. 24 is a schematic view of the gestures of FIG.
22 along with actions and states;

[0030] FIG. 25 is a schematic view of the notifications of
FIG. 23 along with conditions;

[0031] FIG. 26 is a schematic view of an identification
system according to the invention;

[0032] FIG. 27 is a flowchart of a process of establishing
an identifying data set using the identification system;
[0033] FIG. 28 is a flowchart of a process of updating the
identifying data set using the identification system; and
[0034] FIG. 29 is a flowchart of a process of accessing an
access point of the identification system.
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DETAILED DESCRIPTION OF THE
EMBODIMENT(S)

[0035] This description of the exemplary embodiments is
intended to be read in connection with the accompanying
drawings, which are to be considered part of the entire
written description. In the description, relative terms such as
“lower,” “upper.,” “horizontal,” ‘“vertical,”, “above,”
“below,” “up,” “down,” “top” and “bottom” as well as
derivative thereof (e.g., “horizontally,” “downwardly,”
“upwardly,” etc.) should be construed to refer to the orien-
tation as then described or as shown in the drawing under
discussion. These relative terms are for convenience of
description and do not require that the apparatus be con-
structed or operated in a particular orientation. Terms con-
cerning attachments, coupling and the like, such as “con-
nected” and “interconnected,” refer to a relationship wherein
structures are secured or attached to one another either
directly or indirectly through intervening structures, as well
as both movable or rigid attachments or relationships, unless
expressly described otherwise.

[0036] In FIGS. 1 through 6, like items are indicated by
like reference numerals and, for brevity, descriptions of a
component or structure are not repeated. Materials describ-
ing the manufacture of a component in one description can
be used to manufacture that component in each embodiment
unless specifically stated otherwise.

[0037] The present disclosure provides an apparatus com-
prising a piece of jewelry connected with an interchangeable
radio frequency identification (RFID) tag. The apparatus is
provided to enable a user to conveniently and unobtrusively
carry a RFID tag with a low probability of loss or damage
to the tag.

[0038] In some embodiments, the jewelry piece is a ring.
However, other jewelry pieces would be suitable for use in
accordance with the present disclosure. Specifically, the
present disclosure could be used to connect an interchange-
able RFID tag with watches, pendants, brooches, earrings
and other body piercing jewelry, necklaces, bracelets, amu-
lets, medallions, hairpins, and any suitable jewelry pieces.

[0039] There are generally three types of RFID tags:
active, passive, and battery-assisted passive. In some
embodiments of the present disclosure uses a passive tag,
which is generally cheaper and smaller than active or
battery-assisted passive tags because it requires no indepen-
dent power source. A passive tag uses the radio energy
transmitted by a RFID reader as its power source. However,
any type of RFID tag would be suitable for use with the
present disclosure. Use of an active or battery-assisted
passive RFID tag requires the addition of an independent
power source such as a battery to the disclosed apparatus.
The active RFID tags embodied in this disclosure are
additionally capable of low- or reduced-power modes. In
this disclosure, an RFID tag is not necessarily limited to any
specific operating frequency. An RFID tag useable with the
present invention may also operate with either regulated or
unregulated frequencies.

[0040] FIG. 1 is a side view of one example of a jewelry
piece 100 with an interchangeable RFID tag in accordance
with some embodiments of the present disclosure. FIG. 1
shows the exterior of the apparatus with all component
pieces assembled. Viewing the exterior, a user or viewer of
the apparatus sees a cap 2, a housing 14, and a ring 16, which
are described in further detail below.
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[0041] FIG. 2 is a schematic exploded side view of an
example of a jewelry piece 100 with an interchangeable
RFID tag in accordance with some embodiments of the
present disclosure. FIG. 2 illustrates how constituent pieces
of the apparatus are fitted together in the illustrated embodi-
ment.

[0042] Cap 2 is formed from a gemstone, a synthetic or
imitation gemstone, or like material including glass or
plastic. Cap 2 is often formed as a “cabochon” having a
convex, substantially hemispherical surface and a flat sur-
face. In the alternative, the cap can have a concave surface
and a flat surface. The shape of cap 2 can vary, employing
any suitable gemstone cutting techniques. Cap 2 is con-
nected to housing 14 by cement, glue, solder, or other
suitable adhesive.

[0043] Below cap 2 1s a RFID tag 6 which may be of any
suitable type and configuration but is illustrated as a RFID
wafer. RFID tag 6 is disposed within a buffer ring 8. In some
embodiments, buffer ring 8 is composed of a ferrite material.
Buffer ring 8 is disposed within housing 14. RFID tag 6,
buffer ring 8, and the inner diameter of housing 14 are sized
to minimize movement of the RFID tag 6 during use of the
apparatus.

[0044] In some embodiments, the jewelry piece 100
includes one or both of a top spacer 4 and bottom spacer 10
to further minimize movement of RFID tag 6 during use. In
some embodiments, top spacer 4 and bottom spacer 10 are
composed of a material that does not substantially inhibit
radio frequency transmission such as plastic or glass. A
material does not substantially inhibit radio frequency trans-
mission if the transmission range is not notably reduced by
using that material. Materials that do no substantially inhibit
radio frequency transmission, such as glass and plastic, are
substantially permissive materials.

[0045] In some embodiments, top spacer 4 and bottom
spacer 10 are composed of materials which inhibit radio
frequency transmission, such as most metal alloys, as a way
to limit the range of enclosed RFID tag 6. For example, if
RFID tag 6 is readable from a distance of three feet from a
jewelry piece 100 without top spacer 4 or bottom spacer 10,
but if it is desired that RFID tag 6 only be readable at a
distance of six inches from jewelry piece 100, then one or
both of top spacer 4 and bottom spacer 10 may comprise a
material which inhibits radio frequency transmission, which
may be added to jewelry piece 100 to reduce the effective
reading range of RFID tag 6. In some embodiments, the
range of RFID tag 6 may be limited by the structure of RFID
tag 6 or may be limited by programming. Also, spacers may
not be necessary to limit the range but may be desired
nonetheless to immobilize the contents of jewelry piece 100.

[0046] The unit formed by cap 2, RFID tag 6, buffer ring
8, and housing 14, when connected, is referred to as a
command module 20. In some embodiments of the present
disclosure, command module 20 is fully interchangeable,
meaning a first command module connected to ring 16 can
be removed and replaced with a second command module.

[0047] Housing 14 is formed from stainless steel, precious
metal (gold, silver, platinum, and the like), or any suitable
material for forming jewelry, such as carbon fiber or tita-
nium alloys. Housing 14 is sized to fit within a receiving area
18 of ring 16. Housing 14 is connected to ring 16 by a screw
post 12, which is a threaded member that is rotatably
inserted into a threaded slot 22 in ring 16.
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[0048] Ring 16 is formed from stainless steel, precious
metal (gold, silver, platinum, and the like), or any suitable
material for forming jewelry, such as carbon fiber or tita-
nium alloys. In some embodiments, ring 16 may be formed
from various insulating materials such as ceramic, nylon,
acrylic, Lexan, Lucite, or the like, which provide non-radio
wave interference properties, allow for low cost of produc-
tion, low weight, improve esthetics, and can be easy to
remove in an emergency.

[0049] In some embodiments, a ring formed from ceramic
or similar material is given the appearance of a precious
metal or other metal through chemical vapor deposition of a
metal coating on the exterior surface of the ring. In other
embodiments, a ring formed from ceramic or similar mate-
rial is given the appearance of a precious metal or other
metal through ionic beam subsurface deposition of metal
below the exterior surface of the ring. Such embodiments
have the advantage of appearing as metal rings while having
minimal RF interference due to their ceramic construction.
[0050] Ring 16 includes a receiving area 18 and threaded
slot 22 for receiving housing 14 and screw post 12, respec-
tively. Housing 14 and ring 16 can be formed from the same
material or different materials.

[0051] FIG. 3 is a schematic top view, with components
again exploded as in FIG. 2, of a jewelry piece with an
interchangeable radio frequency identification tag in accor-
dance with some embodiments of the present disclosure. As
in FIG. 2, FIG. 3 illustrates how the constituent components
of jewelry piece 100 are fitted together. In the illustrated
embodiment, RFID tag 6 is disposed within buffer ring 8,
which in turn is disposed within housing 14 along with top
spacer 4 and bottom spacer 10. Cap 2 is adhered to housing
14 to form command module 20. Command module 20 is
operatively connected to ring 16 via a screw post 12 (not
visible in FIG. 3) rotatably inserted into threaded slot 22.
[0052] Referring now to FIG. 4, in some embodiments,
cap 40 comprises a top 42 connected to a threaded member
44 which can be rotatably inserted into a threaded recess 46
on ring 48. Top 42 is formed from a gemstone, a synthetic
or imitation gemstone, or like material including glass or
plastic. Top 42 is adhered or mounted to threaded member
44. A RFID tag 6 is disposed within a buffer ring 8, which
is then disposed within threaded recess 46. Cap 40 seals
RFID tag 6 and buffer ring 8 within the threaded recess 46
when rotatably inserted into the threaded recess 46. In some
embodiments, one or more spacers can be included on either
side of RFID tag 6 disposed within buffer ring 8. The one or
more spacers can be either substantially permissive or
substantially inhibiting, as described above.

[0053] Inthe embodiment shown in FIG. 4, ease of access
to an enclosed RFID tag provides another means of inter-
changeability. In some embodiments, rather than changing
out the entire command module 20, a user can unscrew cap
40 from ring 48 to remove cap 40, permitting access to and
exchange of the enclosed RFID tag 6.

[0054] In some embodiments, shown in FIG. 5, the com-
mand module 20 is affixed to a modified ring 52 via a
retaining clip 50. Retaining clip 50 is shaped to fit about the
bottom of housing 14, and has a bulbous protrusion 56 on
one side. Retaining clip 50 can also be a standard “C” clip.
Once retaining clip 50 is connected to housing 14 using
adhesive or simple friction, the entire command module 20
is slid into position, mounted on modified ring 52. The
bulbous protrusion 56 is fitted into a groove 54 on modified
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ring 54, and command module 20 snaps into place on
modified ring 52 where it is held by the union of bulbous
protrusion 56 and groove 54. In some embodiments, one or
more spacers can be disposed within command module 20,
on either side of RFID tag 6 disposed within buffer ring 8.
The one or more spacers can be either substantially permis-
sive or substantially inhibiting, as described above.

[0055] In some embodiments, shown in FIG. 6, a hollow
cap 60 is used to hold the RFID tag instead of the previously-
described housing. As with previously-described cap 2,
hollow cap 60 is formed from a gemstone, a synthetic or
imitation gemstone. or like material including glass or
plastic. Also, hollow cap 60 has a convex, substantially
hemispherical surface and a flat surface. In the alternative,
the cap can have a concave surface and a flat surface. Hollow
cap 60 has a recess formed in the flat surface to hold an
RFID tag 6 and buffer ring 8. In the illustrated embodiment,
RFID tag 6 is disposed within buffer ring 8, which is then
disposed within hollow cap 60. Hollow cap 60 is then affixed
to a bezel setting 62 or similar plate, which has a screw post
66 that is rotatably insertable into a threated slot 68 in ring
64. In some embodiments, one or more spacers can be
included on either side of RFID tag 6 disposed within buffer
ring 8. The one or more spacers can be either substantially
permissive or substantially inhibiting, as described above.

[0056] In some embodiments, shown in FIG. 7, a ring 72
has a channel 74 through its top portion. In some embodi-
ments, the channel 74 is cylindrical and includes a notch 76
cut the full circumference of the channel 74. Channel 74 is
sized to hold RFID tag 6 disposed within buffer ring 8.
Notch 76 is sized to hold bottom retainer 78 in place. Bottom
retainer 78 is formed from a flexible material, such as
semi-rigid plastic, so it can be inserted and removed from
notch 76. The diameter of bottom retainer 78 is larger than
the diameter of channel 74 but smaller than the diameter of
notch 76, allowing bottom retainer 78 to be held in place
when inserted into notch 76. With bottom retainer 78
inserted into notch 76, buffer ring 8 and RFID tag 6 are
disposed within channel 74 and sealed in place by cap 79.
[0057] Cap 79 may be connected to ring 72 by cement,
glue, solder, or another adhesive.

[0058] As with cap 2, cap 79 is formed from a gemstone,
a synthetic or imitation gemstone, or like material including
glass or plastic. Also, cap 79 defines a convex, substantially
hemispherical surface and a flat surface. In an alternative
embodiment, cap 72 may define a concave surface and a flat
surface.

[0059] In some embodiments, bottom retainer 78 is
formed from a material that is substantially permissive of
radio frequency transmission and cap 79 is formed from a
material that substantially inhibits radio frequency transmis-
sions. In this embodiment, the effective transmission range
of RFID tag 6 is greatly limited.

[0060] Insome embodiments, shown in FIGS. 8A and 8B,
a jewelry piece 89 comprises an annular body 82 having a
channel 74 with a protruding edge 83 that retains elements
disposed within channel 74. When disposed within channel
74, cap 86 is prevented from exiting channel 74 by protrud-
ing edge 83. Cap 86, RFID tag 6, buffer ring 8, battery 84,
and bottom retainer 78 are loaded from inner side 87 of
channel 74 and retained on outer side 88 of channel 74 by
protruding edge 83. In some embodiments, channel 74 may
be cylindrical and include a notch 76 cut the full circum-
ference of channel 74. Channel 74 may be sized to hold
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RFID tag 6 disposed within buffer ring 8. Notch 76 is sized
to hold bottom retainer 78 in place. Bottom retainer 78 is
formed from a flexible material, such as a semi-rigid poly-
met, so it can be inserted and removed from notch 76. The
diameter of bottom retainer 78 is larger than the diameter of
channel 74, but smaller than the diameter of notch 76,
allowing bottom retainer 78 to be held in place when
inserted into notch 76. With bottom retainer 78 inserted into
notch 76, buffer ring 8 and RFID tag 6 are disposed within
channel 74 and held in place by cap 86. As with cap 2, cap
86 may be formed from a gemstone, a synthetic or imitation
gemstone, or like material including glass or plastic. Also,
cap 86 may define a convex, substantially hemispherical
surface and a flat surface. In alternative embodiments, cap
86 may define a concave surface and a flat surface. In some
embodiments, bottom retainer 78 may be replaced with a
retaining clip such as retainer clip 50 described above. In
some embodiments, battery 84 is omitted and RFID tag 6
may comprise a passive-type tag. In other embodiments,
spacers (not shown) are used to ensure RFID tag 6, buffer
ring 8, and battery 84 remain immobilized during use. In
some embodiments, additional RFID tags are disposed
within channel 74; multiple RFID strips are used to increase
functionality or security of jewelry piece 89.

[0061] Referring to FIGS. 9A, 9B, 9C, and 9D, a ring 90
comprises two raised edges 92 defining a channel 94. A
printed RFID strip 96 and decorative cover 104 are disposed
within channel 94. In some embodiments, a battery 102 may
also be disposed within the channel and operatively con-
nected to RFID strip 96. Ring 90 is formed from stainless
steel, precious metal (gold, silver, platinum, and the like), or
other materials suitable for forming jewelry, e.g., carbon
fiber or titanium alloys. In some embodiments, ring 90 may
be formed from various insulating materials such as ceramic,
nylon, acrylic, Lexan, or the like, which provide non-radio
wave interference properties, allow for low cost of produc-
tion, low weight, improve esthetics, and can be easy to
remove in an emergency.

[0062] Insome embodiments, a ring formed from ceramic
or similar material is given the appearance of a precious
metal or other metal through chemical vapor deposition of a
metal coating on the exterior surface of the ring. In other
embodiments, a ring formed from ceramic or similar mate-
rial is given the appearance of a precious metal or other
metal through ionic beam subsurface deposition of metal
below the exterior surface of the ring. Such embodiments
have the advantage of appearing as metal rings while having
minimal RF interference due to their ceramic construction.

[0063] Ring 90 comprises an inner surface 106, an outer
surface 108 defined by the top surfaces of raised edges 92,
and a channel bottom surface 110. In some embodiments,
ring 90 is annularly shaped. RFID strip 96 comprises a
flexible substrate or semiconductor which includes at least
one memory chip 98 and an antenna 100. In some embodi-
ments, RFID strip 96 includes at least one RFID tag which
may be of any suitable type and configuration such as a
RFID wafer. In some embodiments, RFID strip 96 includes
a printed, flexible CMOS integrated circuit. In some
embodiments, battery 102 may be constructed from flexible
materials, such as a flexible lithium or graphene battery. In
some embodiments, additional RFID strips are disposed
within channel 94; multiple RFID strips are used to increase
functionality or security of ring 90. Decorative cover 104 is
dimensioned to fit into channel 94, and formed from a
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gemstone, a synthetic or imitation gemstone, or like material
including glass or plastic. In some embodiments, decorative
cover may be formed from a thermo-reactive material which
changes color based on temperature. Decorative cover 104
may take many shape suitable for decorative and functional
purposes. In some embodiments, decorative cover 104 may
be connected to raised edges 92 by cement, glue, solder, or
other suitable adhesive. In other embodiments, decorative
cover 104 may be connected to raised edges 92 by friction
fitting. In further embodiments, an exterior surface 112 of
decorative cover 104 may be seated flush with outer surface
108 of ring 90. In yet further embodiments, decorative cover
104 may be formed over RFID strip 96 and battery 102. In
many embodiments, decorative cover 104 is operatively
connected to battery 102 and comprises solar power cells to
charge the batter 102 with solar-generated electricity. In
some embodiments, decorative cover 104 includes LED
panels which are configured to display information to a user.
For example, the panels may be configured to display
messages regarding the status of the system, such as “00S”
indicating the system is out of service or “Low Bat” indi-
cating the battery power is about to run out of power. As
another example, LED panels may be configured to display
various parameters to a user such as time, date, temperature,
or user’s pulse.

[0064] RFID strip 96 may be disposed on top of channel
bottom surface 110, with battery 102 disposed above and
operably connected to RFID strip 96. Decorative cover 104
is disposed above battery 102 and, in many embodiments
without a battery 102, above RFID strip 96. In some
embodiments, spacers (not shown) are used to ensure RFID
strip 96 and/or batter 102 remain immobilized during use.
Referring to FIG. 9D an assembled jewelry piece 91
includes an RFID strip 96 and battery 102 disposed between
raised edges 92, channel bottom surface 110, and decorative
cover 104. Exterior surface 112 of decorative cover 104 sits
flush with outer surface 108 of ring 90.

[0065] In some embodiments, a plurality of nanocapaci-
tors may be applied to the surface of or integrated with the
material forming ring 90. In some embodiments, the nano-
capacitors are graphene nanocapacitors. In some embodi-
ments, the nanocapacitors are formed as disclosed in U.S.
Patent Application Publication 2013/0224394, the entirety
of which is herein incorporated by reference. The nanoca-
pacitors are configured to absorb ambient energy, such as
solar energy or thermal energy from the user, and convert it
to electrical energy to be used by RFID strip 96.

[0066] In each of the embodiments presented above a
sealant may be used between components to create a sealed
chamber containing the RFID tag. For example, in the
jewelry piece 100 presented in FIG. 1, a sealant may be used
between cap 2 and housing 14. As another example, a sealant
may be used between the decorative cover 104 and ring 90
of jewelry piece 91 presented in FIGS. 9A, 9B, 9C, and 9D.
In some embodiments, the sealant may be silicon-based, in
other embodiments the sealant may be an epoxy sealer.

[0067] In some embodiments of the present disclosure, a
portion or all of the exterior surface of the jewelry piece is
finished with a scratch resistant coating such as certain
ceramics, diamond chemical vapor deposition, or the like.
Further, in some embodiments, each component disclosed
above which includes at least one exterior surface of the
jewelry piece is formed from ceramic, glass, gemstone,
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carbon fiber composite, solar cell, LED screen, diamond
chemical vapor deposition, or any combination thereof.

[0068] The use of RFID tags has spread to innumerable
applications, and embodiments of the present disclosure can
be applied in numerous ways. In general use, a RFID tag is
read by an RFID reader to transfer data on the tag to the
reader. The RFID reader is operatively connected to a
computer or other processing system and transfers data from
the tag to the computer or processing system for use.

[0069] By way of example, RFID tags can be used in a key
fob to provide keyless locking and unlocking of a vehicle
door. The RFID tag enclosed in the fob uniquely identifies
the key associated with a given vehicle. As a driver
approaches the vehicle door, a RFID reader located in the
door handle, door, or elsewhere in the vehicle reads the
identifying information contained on the RFID tag. A pro-
cessing system uses this identifying information to deter-
mine if the key fob is associated with the vehicle and should
thus be granted access to the vehicle. If the key fob is
positively associated with the vehicle, the processing system
sends a signal to the vehicle door to unlock.

[0070] Additional uses of the present disclosure are
included in Table 1. Table 1 assumes the implementation
device (i.e—vehicle) is equipped with a RFID reader and
associated circuitry. The examples in Table 1 are provided
for illustrative purposes and are in no way meant to be a full
list of potential applications of the present disclosure.

TABLE 1

Applications of the Present Disclosure

Keyless starting of a vehicle

Arming or disarming a security system

Opening, locking, or unlocking a residential or commercial door, gate, or
equivalent

Opening, locking, or unlocking a safe

Enabling operation of a firearm

Payment using credit or debit card information loaded into RFID tag
Opening, locking, unlocking, or starting a personal watercraft, motorcycle,
or machinery

Enabling use of a cellular telephone

Verifying identity at an airport or security checkpoint

Verifying identity, license, insurance status, and vehicle registration during
a traffic stop

[0071] The jewelry piece with interchangeable RFID tag
disclosed above has several advantages. A jewelry piece
provides a convenient and unobtrusive way to carry an RFID
tag and is less likely than a badge, key fob, or other RFID
tag carrier to be lost or damaged. By making the RFID tag
interchangeable through the various means disclosed above,
the jewelry piece provides a flexibility to the user to carry
with them a range of information. For example, a user can
have a jewelry piece with a command module containing an
RFID tag loaded with identifying information specific to
their professional life, i.e. containing login information for
their work computer, access information to their office, etc.
That same user could then switch command modules, out-
fitting the jewelry piece with a second command module
loaded with personal information such as identifying infor-
mation for specific use at a doctor’s office. In various
circumstances, a user could chose to limit the data they carry
within their jewelry piece so as to limit the potential for
fraud and identity or information theft. Command modules
could also be exchanged for purely aesthetic purposes.
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[0072] As yet another advantage of the invention, the
jewelry piece with interchangeable RFID tag may be an
entirely covert means of carrying information. As will be
known to those skilled in the art, RFID transceivers and their
associated circuitry are capable of securely storing a sub-
stantial amount of information. As disclosed above, this
circuitry may also monitor and provide real-time informa-
tion such as time, date, temperature, or uset’s pulse. The
information contained in the RFID tag may be carried within
the jewelry piece and is thus be concealed from public view.

[0073] In some embodiments, an apparatus for conve-
niently carrying a radio frequency identification tag com-
prises a jewelry piece including a threaded slot for receiving
a screw post; a cap with a convex, substantially hemispheri-
cal surface and a flat surface, the flat surface connected to a
housing including the screw post; a radio frequency identi-
fication tag, disposed within a buffer ring which is disposed
within the housing; and wherein the housing is operatively
connected to the jewelry piece by rotatably inserting the
screw post in the threaded slot.

[0074] In some embodiments, an apparatus for carrying a
radio frequency identification tag within a jewelry ring
comprises a jewelry ring including a threaded slot; a bezel
setting comprising a flat plate and a screw post, wherein the
bezel setting is operatively connected to the jewelry ring by
rotatably inserting the screw post into the threaded slot; a
cap comprising a convex, substantially hemispherical sur-
face and a flat surface including a recess, and wherein the flat
surface is connected to the bezel setting; and a radio fre-
quency identification tag, disposed within a buffer ring
which is disposed within the recess of said cap.

[0075] In some embodiments, an apparatus for carrying a
radio frequency identification tag within a jewelry ring
comprises a jewelry ring including a threaded recess; a cap
comprising a substantially hemispherical portion and a
threaded member portion; and a radio frequency identifica-
tion tag, disposed within a buffer ring, the buffer ring
disposed within the threaded recess wherein the threaded
recess encloses the radio frequency identification tag and the
buffer ring when the cap is rotatably inserted into the
threaded recess. A wearable electronic device 200 according
to another embodiment of the invention is shown in FIGS.
10-17 and 21. The wearable electronic device 200 has a ring
body 210, a substrate 240, a battery 270, an inductive layer
280, and a shielding layer 290. The major components of the
wearable electronic device 200 will now be described in
greater detail.

[0076] The ring body 210 is shown in FIGS. 10, 12, and
13, and includes an outer cover 212, an interface 214, a first
side cover 216, a second side cover 217, and a sizing insert
218.

[0077] The outer cover 212, as shown in FIGS. 10, 11, and
15 is an annular member. The outer cover 212 may be
formed from glass, a plastic material such as acrylic glass,
a gemstone, a synthetic or imitation gemstone, or a ceramic
material. In some embodiments, the material of the outer
cover 212 includes a plurality of nanocapacitors 213 applied
to the surface of or integrated with the material forming the
outer cover 212. The nanocapacitors 213 may be graphene
nanocapacitors. The nanocapacitors 213 are configured to
absorb ambient energy, such as solar energy or thermal
energy from the user, and convert it to electrical energy. The
interface 214 is disposed on an exterior of the outer cover
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212 and may be located toward one side of the outer cover
212, as shown in FIGS. 10 and 11.

[0078] As shown in FIG. 10, the interface 214 has a raised
portion 214¢ protruding from the exterior of the outer cover
212 to an interface surface 21454, In the shown embodiment,
the interface surface 214b is circular and the raised portion
214a is consequently cylindrical. One with ordinary skill in
the art would appreciate that the interface surface 2146 may
alternatively have a variety of shapes, including a square or
arectangle. The interface 214 may be formed from a plastic,
glass, or metal material.

[0079] The first side cover 216 and the second side cover
217, as shown in FIGS. 10 and 11, are annular members
formed from a plastic material. In the shown embodiment,
the first side cover 216 and the second side cover 217 are
identically shaped.

[0080] The sizing insert 218, as shown in FIGS. 10 and 11,
is an annular member which may be formed from a metal,
aplastic, or may be a plastic filled with carbon. In the shown
embodiment, the sizing insert 218 has a plurality of insert
passageways 219 extending through the sizing insert 218.
[0081] The substrate 240 is shown in FIGS. 11-14. In the
shown embodiment, the substrate 240 is a flexible printed
circuit board. As would be appreciated by one with ordinary
skill in the art, the substrate 240 may alternatively be a
shaped, rigid printed circuit board. The substrate 240 has
disposed thereon a processor 242, a memory 244, a plurality
of capacitive plates 246, a light emitting diode (LED) 248,
an accelerometer 250, a communication module 252, an
antenna 254, and a battery management module 256.
[0082] The processor 242 may be any form of processor
known to those with ordinary skill in the art. The memory
244 is connected to the processor 242 and is a non-transitory
computer readable medium storing software instructions
executable by the processor 242.

[0083] The plurality of capacitive plates 246 are flat
members disposed on the substrate 240 which store electri-
cal energy. The plurality of capacitive plates 246 are each
connected to the processor 242, and each send a signal to the
processor 242 indicating a change in a stored capacitance
value.

[0084] The LED 248 may be any form of LED known to
those with ordinary skill in the art, such as an RGB LED.
The LED 248 is connected to the processor 242 and con-
trolled by the processor 242 to illuminate in a range of colors
with various frequencies and various durations.

[0085] As shown in FIG. 12, the plurality of capacitive
plates 246 may be arranged linearly and equidistant from
one another along the substrate 240, with the LED 248
disposed centrally among the plurality of capacitive plates
246. In an alternative embodiment of a substrate 240' shown
in FIG. 13, the plurality of capacitive plates 246' may be
arranged equidistant from one another and encircling the
LED 248.

[0086] The accelerometer 250, in the shown embodiment,
is a three-axis micro electro-mechanical system (MEMS)
accelerometer, but as would be appreciated by one with
ordinary skill in the art, may be a single-axis or two-axis
accelerometer. The accelerometer 250 is connected to the
processor 242 and sends a signal to the processor 242
indicating acceleration along each of axes of the accelerom-
eter 250.

[0087] The communication module 252 is a device
capable of wirelessly communicating data over short dis-
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tances. The communication module 252 may, for instance,
be a device communicating using short-wavelength radio
waves, such as a Bluetooth device. In the shown embodi-
ment, the communication module 252 is a Bluetooth low
energy device having a communication range of at least ten
meters. The communication module 252 is connected to the
processor 242 and the antenna 254, and transmits and
receives data externally of the wearable electronic device
200 via the antenna 254. The antenna 254 may be any form
of antenna 254 known to those with ordinary skill in the art,
and may be printed on the substrate 240. The antenna 254
may be formed of a conductive material, such as copper,
gold, graphene, or other antenna materials known to those
with ordinary skill in the art.

[0088] The battery management module 256 is connected
to the processor 242 and the communication module 254.
The battery management module 256 receives power and
distributes power to the processor 242 and the communica-
tion module 252 within the substrate 240.

[0089] The battery 270 is shown in FIGS. 11, 14, 15, and
16. In the shown embodiment, the battery 270 is a flexible
lithium-ion battery. The battery 270 may alternatively be
rigid, and/or may be an aluminum-ion battery, an alkaline
battery, or other type of battery known to those with ordinary
skill in the art.

[0090] The inductive layer 280 and the shielding layer 290
disposed on the sizing insert 218 are shown in FIGS. 11 and
16. The inductive layer 280 is formed of a material capable
of receiving an inductive charge, such as copper, aluminum,
graphene, or other materials capable of receiving an induc-
tive charge known to those with ordinary skill in the art. In
the shown embodiment, the inductive layer 280 is formed as
a coil disposed on the sizing insert 218, but the inductive
layer 280 could alternatively be printed on the sizing insert
218. The shielding layer 290 comprises a magnetic shielding
material, such as a metal material.

[0091] The assembly of the wearable electronic device
200 will now be described in greater detail with reference to
FIGS. 11-16.

[0092] The battery 270 is electrically connected to the
substrate 240 at the battery management module 256, as
shown in FIGS. 11 and 14, and provides power to the
substrate 240. The connected battery 270 and substrate 240
are bent or otherwise positioned within the outer cover 212,
as shown in FIG. 15. The substrate 240 is positioned within
the outer cover 212 such that, as shown in FIGS. 12 and 13,
the interface 214 is aligned with the LED 248 and is
positioned proximate the plurality of capacitive plates 246,
aligned with a center of the plurality of capacitive plates
246. The interface 214 may overlap a portion of the plurality
of capacitive plates 246.

[0093] As shown in FIGS. 11 and 16, the inductive layer
280 is disposed circumferentially around an exterior of the
sizing insert 218, and the shielding layer 290 is disposed
circumferentially around the inductive layer 280. The sizing
insert 218 having the inductive layer 280 and the shielding
layer 290 disposed thereon is positioned within the battery
270 and substrate 240, as shown in FIG. 15.

[0094] The first side cover 216 and the second side cover
217 are attached to opposite ends of the outer cover 212 and
the sizing insert 218, as shown in FIGS. 10, 11, and 16, using
an adhesive, such as a silicone adhesive, an epoxy, or other
adhesives known to those with ordinary skill in the art. An
exterior edge of the first side cover 216 is attached to a first
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end of the outer cover 212, and an interior edge of the first
side cover 216 is attached to a first end of the sizing insert
218. An exterior edge of the second side cover 217 is
attached to an opposite second end of the outer cover 212,
and an interior edge of the second side cover 217 is attached
to an opposite second end of the sizing insert 218. The
assembly of the ring body 210 including the outer cover 212,
the sizing insert 218, the first side cover 216, and the second
side cover 217 thus defines an annular receiving space 220
within the ring body 210 in which the substrate 240, battery
270, inductive layer 280, and shielding layer 290 are dis-
posed.

[0095] The wearable electronic device 200 is charged by
a charger 258 shown in FIG. 14. The charger 258 forms an
electrical connection with the battery management module
256 and transfers power to the battery management module
256. The battery management module 256 transmits the
received power to charge the battery 270, and also distrib-
utes power from the battery 270 and charger 258 to the
processor 242 and communication module 252. The charger
258 may be a contact charger, with portions of the charger
258 mating with the plurality of insert passageways 219 to
contact the battery management module 256. The charger
258 may alternatively be an inductive charger, in which case
the charger 258 is inductively coupled to the battery man-
agement module 256 via the inductive layer 280 in order to
transfer power.

[0096] The wearable electronic device 200 is used within
a wireless communication system 400 which, as shown in
FIG. 17, may also include a plurality of earbuds 300, a
mobile computing device 500, and another device 600.
[0097] One of the plurality of earbuds 300 is shown in
FIGS. 17-20. The earbud 300 has a housing 310, a substrate
330, a battery 350, a speaker 360, a microphone 370, and a
plurality of sensors 380. The major components of the
earbud 300 will now be described in greater detail.

[0098] The housing 310 is shown in FIGS. 18 and 19. The
housing 310 has an upper cover 312, a lower cover 318, and
a dome portion 322.

[0099] The upper cover 312, as shown in FIGS. 18 and 19,
has a key 314 disposed approximately centrally within the
upper cover 312. The key 314 is movable with respect to the
rest of the upper cover 312, such as by depression from a
user. The key 314 has an indicator 316. In the shown
embodiment, the indicator 316 is a transparent circular
portion disposed biased from a center of the key 314. As
would be appreciated by those with ordinary skill in the art,
the indicator 316 may alternatively be translucent, and may
be a square, rectangle, or any other shape known to those
with ordinary skill in the art. The upper cover 312 is formed
of a plastic material.

[0100] The lower cover 318, as shown in FIGS. 18 and 19,
is formed to be removably positioned in a user’s ear. The
lower cover 318 is formed of a plastic material, and has a
lower cover passageway 320 formed at one end.

[0101] The dome portion 322 is shaped to fit in a user’s ear
canal and has a dome passageway 324 formed at one end.
The dome portion 322 is formed of a plastic material.
[0102] The substrate 330 is shown in FIGS. 19 and 20. In
the shown embodiment, the substrate 330 is a flexible
printed circuit board. As would be appreciated by one with
ordinary skill in the art, the substrate 330 may alternatively
be a shaped, rigid printed circuit board. The substrate 330
has disposed thereon a processor 332, a memory 334, a light
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emitting diode (LED) 336, a communication module 338, an
antenna 340, and a battery management module 342.
[0103] The processor 332 may be any form of processor
known to those with ordinary skill in the art. The memory
334 is connected to the processor 332 and is a non-transitory
computer readable medium storing software instructions
executable by the processor 332.

[0104] The LED 336 may be any form of LED known to
those with ordinary skill in the art, such as an RGB LED.
The LED 336 is connected to the processor 332 and con-
trolled by the processor 332 to illuminate in a range of colors
with various frequencies and various durations.

[0105] The communication module 338 is a device
capable of wirelessly communicating data over short dis-
tances. The communication module 338 may, for instance,
be a device communicating using short-wavelength radio
waves, such as a Bluetooth device. In the shown embodi-
ment, the communication module 338 is a Bluetooth low
energy device having a communication range of at least ten
meters. The communication module 338 is connected to the
processor 332 and the antenna 340, and transmits and
receives data externally of the earbud 300 via the antenna
340. The antenna 340 may be any form of antenna 340
known to those with ordinary skill in the art, and may be
printed on the substrate 310. The antenna 340 may be
formed of a conductive material, such as copper, gold,
graphene, or other antenna materials known to those with
ordinary skill in the art.

[0106] The battery management module 342 is connected
to the processor 332 and the communication module 338.
The battery management module 342 receives power and
distributes power to the processor 332 and the communica-
tion module 338 within the substrate 330.

[0107] Thebattery 350 is shown in FIGS. 19 and 20. In the
shown embodiment, the battery 350 is a flexible lithium-ion
battery. The battery 350 may alternatively be rigid, and/or
may be an aluminum-ion battery, an alkaline battery, or any
other type of battery known to those with ordinary skill in
the art. The battery 350 is electrically connected to the
substrate 310 at the battery management module 342, as
shown in FIG. 20, and provides power to the substrate 310.
[0108] The speaker 360 is shown in FIGS. 19 and 20. The
speaker 360 may be any type of audio speaker known to
those with ordinary skill in the art. The speaker 360 is
connected to the processor 332 and outputs audio based on
signals received from the processor 332.

[0109] The microphone 370 is shown in FIGS. 19 and 20.
The microphone 370 may by any type of microphone known
to those with ordinary skill in the art. The microphone 370
is connected to the processor 332 and transmits signals to the
processor 332 based on audio received at the microphone
370.

[0110] The plurality of sensors 380 are shown in FIGS. 19
and 20 and may include a heartrate sensor 382 and a body
temperature sensor 384. The heartrate sensor 382 detects a
heartrate of a user and transmits signals to the processor 332
indicative of the user’s heartrate. The body temperature
sensor 384 detects a body temperature of a user and trans-
mits signals to the processor 332 indicative of the user’s
body temperature.

[0111] The assembly of the earbud 300 will now be
described in greater detail with reference to FIGS. 18 and 19.
The substrate 330 is fixed to the upper cover 312 and is
positioned such that the LED 336 is aligned with the
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indicator 316. The substrate 330 is also connected to the key
314 such that movement of the key 314 transmits a signal to
the processor 332. As shown in FIG. 19, the battery 350,
speaker 360, microphone 370, and plurality of sensors 380
are disposed within the housing 310, and the lower cover
318 is attached to the upper cover 312. The dome portion
322 is disposed on the lower cover 318 and the dome
passageway 324 aligns with the lower cover passageway
320.

[0112] The earbud 300 is charged by a charger 390 shown
in FIG. 20. The charger 390 forms an electrical connection
with the battery management module 342 and transfers
power to the battery management module 342. The battery
management module 342 transmits the received power to
charge the battery 350, and also distributes power from the
battery 350 and charger 390 to the processor 332 and
communication module 338. The charger 390 may be a
contact charger, with portions of the charger 390 contacting
the battery management module 342 to electrically connect
with the battery management module 342. The charger 390
may alternatively be an inductive charger, in which case the
charger 390 is inductively coupled to the battery manage-
ment module 342 by an electromagnetic field in order to
transfer power.

[0113] Mobile computing device 500 shown in FIG. 17
may be any known mobile device executing applications and
capable of wireless communication, such as a mobile phone,
a tablet computer, or any other mobile devices known to
those with ordinary skill in the art.

[0114] Other device 600 shown in FIG. 17 may be any
other known device capable of wireless communication,
such as computers, vehicles, household items, and point of
sale (POS) systems.

[0115] The use of the wearable electronic device 200
within the wireless communication system 400 will now be
described in greater detail with reference to FIGS. 17 and
21-25.

[0116] The wearable electronic device 200 is shown posi-
tioned on a user’s finger in FIG. 21. The wearable electronic
device 200 is shown positioned such that a uset’s thumb can
access the interface 214, but the wearable electronic device
200 could be positioned on any finger and accessed by any
other finger.

[0117] The user inputs gestures 700 shown in FIG. 22 to
the wearable electronic device 200, which can be transmitted
throughout the wireless communication system 400. To
input a gesture 700, the user moves a finger in various
directions relative to the interface 214. As the user’s finger
moves over the interface 214, the user’s finger is also
moving relative to the plurality of capacitive plates 246
positioned within the outer cover 212 around the interface
214. As the user’s finger is positioned over or moves with
respect to each of the plurality of capacitive plates 246, a
stored electrical energy in each capacitive plate of the
plurality of capacitive plates 246 changes dependent on the
relative position and movement of the user’s finger. Each of
the plurality of capacitive plates 246 sends a signal indicat-
ing a change in the stored electrical energy to the processor
242. The processor 242, executing software stored on the
memory 244, compares the relative changes in stored elec-
trical energy of each of the plurality of capacitive plates 246,
and based on this information, determines the position and
movement of the user’s finger corresponding to a gesture
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700. The plurality of capacitive plates 246 thus act as a
capacitive touch sensor on the wearable electronic device
200.

[0118] The gestures 700 shown in FIG. 22 include tap
gestures 710 and swipe gestures 720, 720'.

[0119] For the tap gestures 710, the user moves his finger
only in a vertical direction and touches the interface 214.
Variations in the duration of the tap and the number of
consecutive taps determine the range of possible tap gestures
710. The tap gestures 710 are the same for both the substrate
240 shown in FIG. 12 and the substrate 240' shown in FIG.
13.

[0120] For the swipe gestures 720, 720', the user moves
his finger horizontally over the interface 214 in various
directions. First swipe gestures 720 are associated with the
substrate 240 shown in FIG. 12. In the substrate 240, the
plurality of capacitive plates 246 are arranged linearly, and
the user can input a swipe left or a swipe right gesture over
the interface 214. The number of consecutive swipes and
combinations of left and right swipe directions determine the
range of possible first swipe gestures 720. Second swipe
gestures 720" are associated with the substrate 240' shown in
FIG. 13. In the substrate 240", the plurality of capacitive
plates 246' are arranged in a circular pattern, and the user can
input a swipe left, a swipe right, a swipe up, a swipe down,
a swipe diagonal up-left, a swipe diagonal up-right, a swipe
diagonal down-right, and a swipe diagonal down-left over
the interface 214. The number of consecutive swipes and
combinations of swipe directions determine the range of
possible second swipe gestures 720'.

[0121] Once the processor 242 determines which gesture
700 the user has input, the processor 242 compares the
gesture 700 to a list of user-definable actions 900 for each
state 1000 of the wearable electronic device 200, as shown
in FIG. 24. The list of user-definable actions 900 correlated
with states 1000 of the wearable electronic device 200 and
gestures 700 is stored in the memory 244. The processor 242
retrieves the corresponding user-definable action 900, and
controls the relevant component to execute the user-defin-
able action 900 associated with the gesture 700 and state
1000. Exemplary user-definable actions 900 and states 1000
of the wearable electronic device 200 associated with ges-
tures 700 will be described in greater detail below.

[0122] The wearable electronic device 200 receives noti-
fications 800 shown in FIG. 23 from the wireless commu-
nication system 400. The notifications 800 occur at the LED
248 aligned with the interface 214. The notifications 800 can
vary in color 810, number of illuminated flashes 820, and
duration of each illuminated flash 830. Combinations of
colors 810, number of flashes 820, and duration of flashes
830 determine the range of possible notifications 800. The
notification 800 light emitted by the LED 248 illuminates at
least a portion of the outer cover 212 surrounding the
interface 214.

[0123] Based on signals received from the wireless com-
munication system 400, described in greater detail below,
the processor 242 compares a condition 1100 dictated by the
received signals to a list of notifications 800 correlated to
conditions 1100 stored in the memory 244 and shown in
FIG. 25. The processor 242 retrieves the notification 800
correlated to the condition 1100 and controls the LED 248
to emit the correlated notification 800.
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[0124] The use of the gestures 700 and notifications 800
within the wireless communication system 400 will now be
described in greater detail with reference to FIGS. 17 and
21-25.

[0125] A set of notifications 800 can be associated with a
state of charge condition 1100 of a state of charge of the
battery 270 of the wearable electronic device 200. Notifi-
cations 800 may, for example, illuminate the LED 248 to
flash 820, 830 a red color 810 when the processor 242 has
received a signal indicating that the battery 270 has a low
charge, may illuminate the LED 248 a solid red color 810
when the wearable electronic device 200 is connected to the
charger 258, and may illuminate the LED 248 a solid white
color 810 when the battery 270 is fully charged.

[0126] The wearable electronic device 200 is wirelessly
connected with the mobile computing device 500 and the
plurality of earbuds 300. The wearable electronic device 200
is paired with each of the mobile computing device 500 and
one of the plurality of earbuds 300 to initiate the wireless
connection.

[0127]  Aset of gestures 700 can be associated with pairing
actions 900 for a pairing state 1000. A user inputs a gesture
700 at the interface 214 to initiate wireless pairing, for
example, by inputting a single tap 710 of a predetermined
duration. Once available for pairing, the communication
module 252 of the wearable electronic device 200 connects
with the communication module 338 of the earbud 300 and
a similar communication module in the mobile computing
device 500. The communication module 338 of the earbud
300 and the communication module of the mobile comput-
ing device 500 are also connected. The user may input
another gesture 700 to initiate a pairing confirmation on a
paired device, and may input a further gesture 700 to
terminate the wireless pairing, for example, by inputting a
single tap 710 of a predetermined duration.

[0128] A set of notifications 800 can also be associated
with pairing conditions 1100 of the wearable electronic
device 200, the earbud 300, and the mobile computing
device 500. A notification 800 can indicate that pairing has
been initiated, and another notification 800 can indicate that
pairing has been completed.

[0129] Once connected, the wearable electronic device
200, the earbud 300, and the mobile computing device 500
can wirelessly exchange data via the communication mod-
ules 252, 338. The earbud 300 can, for example, transmit
data from the plurality of sensors 380 to the mobile com-
puting device 500 via the communication module 338. The
wearable electronic device 200 can transmit accelerometer
250 data to the mobile computing device 500 via the
communication module 252.

[0130] A set of notifications 800 can be associated with
correspondence conditions 1100 received at the mobile
computing device 500. For example, when the mobile
computing device 500 receives an incoming call, the mobile
computing device sends a signal to the wearable electronic
device 200, which is received by the communication module
252 and sent to the processor 242. The processor 242
compares the received call data to the list shown in FIG. 25
stored in the memory 244, and executes the notification 800
associated with the received call data, for example, by
controlling the LED 248 to flash 820, 830 a white color §10.
Another notification 800 can be associated with received
email correspondence, and a further notification 800 can be
associated with received text correspondence.
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[0131] A further set of notifications 800 can also be
associated with known application conditions 1100 executed
on the mobile computing device 500. For example, a sepa-
rate notification 800 can be associated with each of a
calendar application alert, a TWITTER alert, an INSTA-
GRAM alert, and a FACEBOOK alert, among conditions
1100 of other applications known to those with ordinary skill
in the art.

[0132] Gestures 700 input to the wearable electronic
device 200 are determined by the processor 242 and com-
pared to the list of actions 900 and states 1000 shown in FIG.
24, When the action 900 involves either the mobile com-
puting device 500 or the earbuds 300, the processor 242
sends a signal indicating the action 900 to the earbuds 300
and the mobile computing device 500 via the communica-
tion module 252. The processor 332 of the earbud 300 and
a processor of the mobile computing device 500 receive the
signal and control the corresponding components to execute
the action 900.

[0133] A set of gestures 700 can be associated with
notification actions 900 in a notification state 1000. A
gesture 700 can be used to toggle notifications 800 on and
off, and another gesture 700 can be used to recall previous
notifications 800; each of these gestures 700 is determined
by the processor 242 and used directly to control the LED
248.

[0134] A set of gestures 700 can be associated with phone
call actions 900 on the mobile computing device 500 in a
phone call state 1000. When a call is incoming, a gesture 700
can be used to reject the call, and another gesture 700 can be
used to answer the call. If the call is answered, the audio
received at the mobile computing device 500 may be trans-
mitted to the earbuds 300 and played via the speakers 360.
The microphone 370 receives audio and transmits the audio
back to the mobile computing device 500. During the call,
a gesture 700 can be used to increase the volume of the
speakers 360, another gesture 700 can be used to decrease
the volume of the speakers 360, a further gesture 700 can be
used to end the phone call, and an additional gesture 700 can
be used to toggle the audio between the earbud 300 and the
mobile computing device 500.

[0135] A set of gestures 700 can be associated with text
message actions 900 on the mobile computing device 500 in
a text message state 1000. A gesture 700 can be used to
initiate a text message, various gestures 700 can be used to
input text into the text message, and a gesture 700 can be
used to send the text message.

[0136] A set of gestures 700 can be associated with email
actions 900 on the mobile computing device 500 in an email
state 1000. A gesture 700 can be used to initiate an email
message, various gestures 700 can be used to input text into
the email message, and a gesture 700 can be used to send the
email message.

[0137] A set of gestures 700 can be associated music
output actions 900 on either the mobile computing device
500 or the earbuds 300 in a music output state 1000. A
gesture 700 can be used to play and pause the music, another
gesture 700 can be used to increase the volume, another
gesture 700 can be used to decrease the volume, another
gesture 700 can be used to skip to the next song, and another
gesture 700 can be used to skip to the previous song.
[0138] A set of gestures 700 can be associated with music
input actions 900 on either the mobile computing device 500
or the earbuds 300 in a music input state 100. A plurality of
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gestures 700 could individually correspond to musical notes
output at the mobile computing device 500 or the earbuds
300.

[0139] The lists of gestures 700 and notifications 800
described above and shown in FIGS. 24 and 25 are merely
exemplary. One with ordinary skill in the art would under-
stand that many other applications and combinations of
gestures 700 and notifications 800 are possible.

[0140] The wearable electronic device 200 can also com-
municate other information stored in the memory 242 to
external devices.

[0141] The wearable electronic device 200 can automati-
cally communicate identification information stored in the
memory 242 to external devices. For example, a passcode
for the mobile computing device 500 may be stored in the
memory 242, and when the communication module 252 is
within a communication range of the mobile computing
device 500, the processor 242 automatically executes soft-
ware stored in the memory 242 to transmit the passcode to
the mobile computing device 500 via the communication
module 252. Whenever the user of the wearable electronic
device 200 is within a communication range of his mobile
computing device 500, the mobile computing device 500
receives the passcode, compares the passcode to a stored
passcode, and automatically unlocks if the passcodes match.
The wearable electronic device 200 could similarly unlock
other devices 600 shown in FIG. 17 such as computers,
vehicles, and household items.

[0142] The wearable electronic device 200 can also com-
municate payment information to external devices. For
example, when the communication module 252 is within
communication range of a point of sale (POS) system 600,
the user can input a gesture 700 to make payment.

[0143] An identification system according to an embodi-
ment, as shown in FIG. 26, comprises the wearable elec-
tronic device 200, the earbuds 300, the mobile computing
device 500, an identification server 1300 communicating
with the mobile computing device 500, and a plurality of
access points 1400 communicating with the mobile com-
puting device 500 and the identification server 1300. The
mobile computing device 500, the wearable electronic
device 200 connected to the mobile computing device 500,
and earbuds 300 connected to the wearable electronic device
200 and the mobile computing device 500 all correspond to
a particular user 1200.

[0144] The mobile computing device 500, as shown in
FIG. 26, includes a processor 510 and a memory 520
connected to the processor 510. The processor 510 may be
any form of processor known to those with ordinary skill in
the art. The memory 520 is a non-transitory computer
readable medium storing software instructions executable
by the processor 510.

[0145] The mobile computing device 500, as shown in
FIG. 26, includes a communication module 530 connected
to the processor 510. The communication module 530 is a
device capable of wirelessly communicating data over short
distances and long distances. In an embodiment, the com-
munication module 530 includes a Bluetooth low energy
device having a communication range of at least ten meters
and a wi-fi antenna capable of communicating over the
internet.

[0146] The mobile computing device 500, as shown in
FIG. 26, includes an establishing module 540, an updating
module 550, and a plurality of applications 560. Each of the
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modules 540, 550 and applications 560 are software stored
on the memory 520 that are executable by the processor 510;
the functions and features of the modules 540, 550 and
applications 560 described in greater detail below are pet-
formed by execution of the processor 510. In an embodi-
ment, the applications 560 can include a music playing
application, a phone application, an Internet browser appli-
cation, a social media application, a mapping application,
and any other types of applications commonly used on
mobile computing devices.

[0147] As shown in FIG. 26, an identifying data set 522
and a user indicator 524 are stored on the memory 520 of the
mobile computing device 500. The user indicator 524 is
entered by the user 1200 into the memory 520, for example
using a known interface of the mobile computing device
500. In various embodiments, the user indicator 524 may be
a user name, an account number, an email address, or any
other piece of data used to indicate a particular account or
user. The establishment and storing of the identifying data
set 522 in the memory 520 in association with the user
indicator 524 will now be described in greater detail.
[0148] A process 1500 of establishing the identifying data
set 522 is shown in FIG. 27.

[0149] In a step 1510, shown in FIG. 27, the mobile
computing device 500 communicates with the wearable
electronic device 200 and the earbuds 300 through the
communication module 530. The mobile computing device
500 receives a plurality of wearable data from the wearable
electronic device 200 and the earbuds 300. The wearable
data can include, for example, accelerometer 250 data, data
from the plurality of capacitive plates 246, data from the
battery management module 256, data from the sensors 380,
data from the microphone 370, data from the speaker 360,
and/or any other data that is capable of being gathered and
transmitted by the wearable electronic device 200 and
earbuds 300.

[0150] In a step 1520, as shown in FIG. 27, the mobile
computing device 500 receives a plurality of application
data from the applications 560 for the establishing period.
The application data can include data on, for example,
location, navigation, music, use of credit cards, web
accounts held, devices connected to the mobile computing
device 500, and any other data associated with how the
particular user 1200 uses the mobile computing device 500
and applications 560.

[0151] In the steps 1510 and 1520, the mobile computing
device 500 continues to receive the plurality of wearable
data and the plurality of application data for an establishing
period. The establishing period is determined to be suffi-
ciently long to gather enough accumulated data, including
both the wearable data and the application data, that the
quantity and range of data is unique to the particular user
1200. For example, the accelerometer 250 data, data from
the plurality of capacitive plates 246, data from the battery
management module 256, data from the sensors 380, data
from the microphone 370, data from the speaker 360, and
location data, navigation data, and music data from the
applications 560 gathered for the establishing period and
considered as a whole is sufficiently different in measure-
ment type, value, and frequency from other users that only
the particular user 1200 corresponds to the accumulated
data. In an embodiment, the establishing period is one week.
[0152] In astep 1530, as shown in FIG. 27, the processor
510 cxecutes the establishing module 540 to store the
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gathered accumulated data as the identifying data set 522 in
the memory 520. The identifying data set 522, after the
establishing period, includes all of the wearable data and the
application data gathered for the particular user 1200 in the
establishing period. The identifying data set 522 is stored in
association with the user indicator 524 in the memory 520
and is capable of uniquely identifying the user 1200 corre-
sponding to the mobile computing device 500.

[0153] 1In a step 1540, as shown in FIG. 27, the processor
510 executes the establishing module 540 to transmit the
identifying data set 522 and the user indicator 524 through
the communication module 530 to the identification server
1300.

[0154] The identification server 1300, as shown in FIG.
26, includes a processor 1310 and a memory 1320 connected
to the processor 1310. The processor 1310 may be any form
of processor known to those with ordinary skill in the art.
The memory 1320 is a non-transitory computer readable
medium storing software instructions executable by the
processor 1310. The identification server 1300 includes a
communication module 1330 connected to the processor
1310. The communication module 1330 is a device capable
of wirelessly communicating data over long distances. In an
embodiment, the communication module 1330 includes a
wi-fl antenna capable of communicating over the internet.
The identification server 1300 includes an identification
database 1340 connected to the processor 1310. In an
embodiment, the identification server 1300 functions as
cloud storage.

[0155] In a step 1550, as shown in FIG. 27, the identifi-
cation server 1300 receives the identifying data set 522 and
the user indicator 524 at the communication module 1330.
The processor 1310 stores the received identifying data set
522 and user indicator 524 in the identification database
1340. The identification server 1300 is used with a plurality
of different users 1200; as shown in FIG. 26, the plurality of
different identifying data sets 522, 522' are stored in the
identification database 1340 in association with the corre-
sponding user indicator 524, 524' of a plurality of different
users 1200.

[0156] A process 1600 of updating the identifying data set
522 of the user 1200 is shown in FIG. 28 and will now be
described in greater detail. The process 1600 loops continu-
ously as long as an identifying data set 522 is stored in the
memory 520.

[0157] In a step 1610 shown in FIG. 28, with the identi-
fying data set 522 stored in the memory 520, the mobile
computing device 500 continues to receive the wearable data
from the wearable electronic device 200 and the earbuds 300
for an updating period. In a step 1620, the mobile computing
device 500 continues to receive the application data from the
applications 560 for the updating period. The updating
period is shorter than the establishing period. The updating
period is long enough to include changes in the accumulated
data that includes the wearable data and the application data.
In various embodiments, the updating period may be less
than an hour, may be one hour, or may be a number of hours.
[0158] In a step 1630, the processor 510 executes the
updating module 550 to compare the accumulated data from
the updating period to the data in the identifying data set 522
stored in the memory 520.

[0159] As shown in a step 1640 in FIG. 28, a threshold that
is part of the updating module 550 is compared to a
difference between the accumulated data from the updating
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period and the data in the identifying data set 522. The
updating module 550 executed by the processor 510 con-
siders each of the various elements of data in the identifying
data set 522 and in the accumulated data from the updating
period, including a change in type, value, and frequency of
the elements of data. The algorithm of the updating module
550, when executed by the processor 510, determines
whether the accumulated data in the updating period, as a
whole, is more different or less different than a threshold in
comparison with the identifying data set 522. For example,
if the data from the sensors 380 in the wearable data
indicates that the user’s heart rate is sustained at a different
level than in the identifying data set 522, the application data
indicates that the user is in a new country, and the mobile
computing device 500 is connected with multiple different
devices, the updating module 550 may determine that the
changes exceed the threshold. Conversely, for example, if
the data from the sensors 380 in the wearable data indicates
that the user’s heart rate was only temporarily different than
in the identifving data set 522, the user’s location is new but
nearby previous locations, and the mobile computing device
500 is connected with one new device, the updating module
550 may determine that the changes are below the threshold.
[0160] As shown in a step 1650 in FIG. 28, if the differ-
ences between the accumulated data from the updating
period and the identifying data set 522 are less than the
threshold, the processor 510 executes the updating module
552 to update the identifying data set 522 with the accumu-
lated data from the updating period. The identifying data set
522 would then include the accumulated data from the
establishing period and the accumulated data from the
updating period.

[0161] In a step 1660 shown in FIG. 28, the mobile
computing device 500 transmits the updated identifying data
set 522 and the user indicator 524 through the communica-
tion module 530 to the identification server 1300. The
identification server 1300 receives the updated identifying
data set 522 and the user indicator 524 and stores the
updated identifving data set 522 in association with the user
indicator 524 in the identification database 1340.

[0162] If the differences between the accumulated data
from the updating period and the identifying data set 522 are
greater than the threshold, as shown in a step 1670 in FIG.
28, the updating module 550 determines that a new user
1200 is using the mobile computing device 500, the wear-
able computing device 200, and the earbuds 300. The
updating module 550 prompts the user for a new user
indicator 524 and, as shown in a step 1680, the process 1500
shown in FIG. 27 is executed for the new user.

[0163] A process 1700 of accessing one of the plurality of
the access points 1400 is shown in FIG. 29 and will now be
described in greater detail.

[0164] Each of the access points 1400, shown in FIG. 26,
may be any type of node on the Internet of Things (IoT) that
requires a validation or password to access. In various
embodiments, the access point 1400 may be a physical
access point such as a lock for a building or a car, a digital
access point such as an online account accessed through a
computer terminal, or any other type of IoT node that could
require a validation or password.

[0165] The access point 1400, as shown in FIG. 26,
includes a processor 1410 and a memory 1420 connected to
the processor 1410. The processor 1410 may be any form of
processor known to those with ordinary skill in the art. The
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memory 1420 is a non-transitory computer readable medium
storing software instructions executable by the processor
1410. The access point 1400 includes an access module
1440. The access module 1440 is software stored on the
memory 1420 that is executable by the processor 1410; the
functions and features of the access module 1440 described
in greater detail with reference to the process 1700 shown in
FIG. 29 are performed by execution of the processor 1410.
[0166] The access point 1400, as shown in FIG. 26,
includes a communication module 1430 connected to the
processor 1410. The communication module 1430 is a
device capable of wirelessly communicating data over long
distances. In an embodiment, the communication module
1430 includes a wi-fi antenna capable of communicating
over the internet.

[0167] The process 1700 begins when the user 1200
attempts to access the access point 1400. As shown in FIG.
29, in a step 1710, the mobile computing device 500
transmits the user indicator 524 and the identifying data set
522 to the access point 1400 through the communication
module 530. The access point 1400 receives the user indi-
cator 524 and the identifying data set 522 at the communi-
cation module 1430.

[0168] In a step 1720 shown in FIG. 29, the processor
1410 executes the access module 1440 to communicate with
the identification server 1300 through the communication
module 1430. The access module 1440 requests the identi-
fying data set 522 from the identification database 1340 that
corresponds to the user indicator 524 received from the user
1200 in the step 1710. The processor 1310 of the identifi-
cation server 1300 retrieves the identifying data set 522 from
the identification database 1340 corresponding to the
received user indicator 524 and transmits the identifying
data set 522 to the access point 1400.

[0169] Inastep 1730 shownin FIG. 29, the access module
1440 compares the identifying data set 522 received from
the identification server 1300 to the identifying data set 522
received from the user 1200 in the step 1710. If the identi-
fying data sets 522 match, as shown in a step 1740, the
access module 1440 determines that the user 1200 is vali-
dated and grants entry to the access point 1400. In various
embodiments, for example, granting entry to the access
point 1400 may include unlocking a physical lock or grant-
ing access to a secure section of a website. If the identifying
data sets 522 do not match, as shown in a step 1750, the
access module determines that the user 1200 is not validated
and denies entry to the access point 1400. In the information
system, the established identifying data set 522 associated
with the user indicator 524 can thereby function as an
automatically generated and updated password for a variety
of access points 1400.

What is claimed is:

1. An identification system, comprising:

a mobile computing device having a memory and an
establishing module establishing an identifying data set
stored in the memory, the identifying data set includes
an accumulated data gathered at the mobile computing
device over an establishing period and is capable of
uniquely identifying a user corresponding to the mobile
computing device.

2. The identification system of claim 1, wherein the
mobile computing device includes a plurality of applications
and the identifying data set includes a plurality of applica-
tion data from the plurality of applications.
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3. The identification system of claim 2, further comprising
awearable electronic device communicating with the mobile
computing device, the identifying data set includes a plu-
rality of wearable data from the wearable electronic device.

4. The identification system of claim 3, wherein the
wearable electronic device includes:

aring body defining an annular receiving space within the
ring body and having an interface disposed on an
exterior of the ring body; and

a substrate disposed in the annular receiving space and
having a plurality of capacitive plates positioned proxi-
mate the interface.

5. The identification system of claim 4, wherein the

wearable electronic device includes an accelerometer dis-
posed on the substrate.

6. The identification system of claim 3, further comprising
an earbud wirelessly connected with the wearable electronic
device and the mobile computing device, the plurality of
wearable data includes data from the earbud.

7. The identification system of claim 6, wherein the
earbud has a heartrate sensor and a body temperature sensor.

8. The identification system of claim 3, further comprising
an identification server communicating with the mobile
computing device, the identification server having an iden-
tification database storing the identifying data set in asso-
ciation with a user indicator corresponding to the user.

9. The identification system of claim 8, further comprising
an access point communicating with the mobile computing
device and the identification server.

10. The identification system of claim 9, wherein the
access point has an access module determining whether to
grant the user entry to the access point based on the
identifying data set.

11. The identification system of claim 3, wherein the
mobile computing device has an updating module updating
the identifying data set based on the accumulated data
gathered at the mobile computing device over an updating
period after the establishing period.

12. The identification system of claim 11, wherein the
updating period is shorter than the establishing period.

13. The identification system of claim 11, wherein the
updating module determines whether a new user is using the
mobile computing device.

14. A process of establishing and updating an identifying
data set of a user, comprising:

providing a mobile computing device having a memory;
receiving an accumulated data at the mobile computing
device over an establishing period; and

storing the accumulated data gathered over the establish-
ing period as the identifying data set in a memory of the
mobile computing device, the identifying data set is
capable of uniquely identifying the user corresponding
to the mobile computing device.

15. The process of claim 14, further comprising providing
awearable electronic device communicating with the mobile
computing device, the identifying data set includes a plu-
rality of wearable data from the wearable electronic device.

16. The process of claim 15, wherein the mobile com-
puting device includes a plurality of applications and the
identifying data set includes a plurality of application data
from the plurality of applications.



US 2020/0004415 Al

17. The process of claim 14, further comprising;

transmitting the identifying data set and a user indicator
corresponding to the user to an identification server;
and

storing the identifying data set in association with the user
indicator on an identification database of the identifi-
cation server.

18. The process of claim 14, further comprising;

receiving the accumulated data at the mobile computing
device over an updating period after the establishing
period;

comparing a difference between the identifying data set
and the accumulated data from the updating period to
a threshold;

updating the identifying data set with the accumulated
data from the updating period if the difference is less
than the threshold; and

determining a new user if the difference is greater than the
threshold.

19. A process of accessing an access point using an

identifying data set of a user, comprising:
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providing a mobile computing device having a memory
with an identifying data set stored in the memory, the
identifying data set includes an accumulated data gath-
ered at the mobile computing device over an establish-
ing period and is capable of uniquely identifying a user
corresponding to the mobile computing device; and

granting the user entry to the access point based on the
identifying data set.

20. The process of claim 19, further comprising;

receiving the identifying data set and a user indicator
corresponding to the user from the mobile computing
device at the access point; and

retrieving the identifying data set corresponding to the
user indicator from an identification server, the granting
step is based on an evaluation of an equivalence of the
identifying data set received from the identification
server and the identifying data set received from the
mobile computing device.
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https://worldwide.espacenet.com/patent/search/family/069007579/publication/US2020004415A1?q=US2020004415A1
http://appft.uspto.gov/netacgi/nph-Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&p=1&u=%2Fnetahtml%2FPTO%2Fsrchnum.html&r=1&f=G&l=50&s1=%2220200004415%22.PGNR.&OS=DN/20200004415&RS=DN/20200004415

