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(57) ABSTRACT

An interactive implantable medical device system includes
an implantable medical device and a network-enabled exter-
nal device capable of bi-directional communication and
interaction with the implantable medical device. The exter-
nal device is programmed to interact with other similarly-
enabled devices. The system facilitates improved patient
care by eliminating unnecessary geographic limitations on
implantable medical device interrogation and programming,
and by allowing patients, physicians, and other users to
access medical records, history, and information and to
receive status and care-related alerts and messages anywhere
there is access to a communications network.
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SYSTEMS AND METHODS FOR
INTERACTING WITH AN IMPLANTABLE
MEDICAL DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/937,725, filed on Nov. 10, 2015, now
U.S. Pat. No. , which is a continuation of U.S. patent
application Ser. No. 14/324,486, filed on July 7, 2014, now
U.S. Pat. No. 9,232,903, which is a continuation of U.S.
patent application Ser. No. 13/783,143, filed on Mar. 1,
2013, now U.S. Pat. No. 8,805,514, which is a continuation
of U.S. patent application Ser. No. 12/554,959, filed on Sep.
7, 2009, now U.S. Pat. No. 8,543,208, which is a divisional
of U.S. patent application Ser. No. 10/060,045, filed Jan. 29,
2002, now abandoned, each of which is assigned to the
owner of the present application and is incorporated by
reference herein in its entirety.

BACKGROUND

[0002] Field

[0003] The invention relates to implantable medical
device systems, and more particularly to implantable medi-
cal device systems having the ability to communicate with
devices outside of a patient for programming, interrogation,
data retrieval, and other purposes.

[0004] Background

[0005] Epilepsy, a neurological disorder characterized by
the occurrence of seizures (specifically episodic impairment
or loss of consciousness, abnormal motor phenomena, psy-
chic or sensory disturbances, or the perturbation of the
autonomic nervous system), is debilitating to a great number
of people. It is believed that as many as two to four million
Americans may suffer from various forms of epilepsy.
Research has found that its prevalence may be even greater
worldwide, particularly in less economically developed
nations, suggesting that the worldwide figure for epilepsy
sufferers may be in excess of one hundred million.

[0006] Because epilepsy is characterized by seizures, its
sufferers are frequently limited in the kinds of activities they
may participate in. Epilepsy can prevent people from driv-
ing, working, or otherwise participating in much of what
society has to offer. Some epilepsy sufferers have serious
seizures so frequently that they are effectively incapacitated.
[0007] Furthermore, epilepsy is often progressive and can
be associated with degenerative disorders and conditions.
Over time, epileptic seizures often become more frequent
and more serious, and in particularly severe cases, are likely
to lead to deterioration of other brain functions (including
cognitive function) as well as physical impairments.
[0008] The current state of the art in treating neurological
disorders, particularly epilepsy, typically involves drug
therapy and surgery. The first approach is usually drug
therapy.

[0009] A number of drugs are approved and available for
treating epilepsy, such as sodium valproate, phenobarbital/
primidone, ethosuximide, gabapentin, phenytoin, and car-
bamazepine, as well as a number of others. Unfortunately,
those drugs typically have serious side effects, especially
toxicity, and it is extremely important in most cases to
maintain a precise therapeutic serum level to avoid break-
through seizures (if the dosage is too low) or toxic effects (if
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the dosage is too high). The need for patient discipline is
high, especially when a patient’s drug regimen causes
unpleasant side effects the patient may wish to avoid.
[0010] Moreover, while many patients respond well to
drug therapy alone, a significant number (at least 20-30%)
do not. For those patients, surgery is presently the best-
established and most viable alternative course of treatment.
[0011] Currently practiced surgical approaches include
radical surgical resection such as hemispherectomy, corti-
cectomy, lobectomy and partial lobectomy, and less-radical
lesionectomy, transection, and stereotactic ablation. Besides
being less than fully successful, these surgical approaches
generally have a high risk of complications, and can often
result in damage to eloquent (i.e., functionally important)
brain regions and the consequent long-term impairment of
various cognitive and other neurological functions. Further-
more, for a variety of reasons, such surgical treatments are
contraindicated in a substantial number of patients. And
unfortunately, even after radical brain surgery, many epi-
lepsy patients are still not seizure-free.

[0012] Electrical stimulation is an emerging therapy for
treating epilepsy. However, currently approved and avail-
able electrical stimulation devices apply continuous electri-
cal stimulation to neural tissue surrounding or near
implanted electrodes, and do not perform any detection—
they are not responsive to relevant neurological conditions.
[0013] The NeuroCybernetic Prosthesis (NCP) from
Cyberonics, for example, applies continuous electrical
stimulation to the patient’s vagus nerve. This approach has
been found to reduce seizures by about 50% in about 50%
of patients. Unfortunately, a much greater reduction in the
incidence of seizures is needed to provide clinical benefit.
The Activa device from Medtronic is a pectorally implanted
continuous deep brain stimulator intended primarily to treat
Parkinson’s disease. In operation, it supplies a continuous
electrical pulse stream to a selected deep brain structure
where an electrode has been implanted.

[0014] Continuous stimulation of deep brain structures for
the treatment of epilepsy has not met with consistent suc-
cess. To be effective in terminating seizures, it is believed
that one effective site where stimulation should be per-
formed is near the focus of the epileptogenic region. The
focus is often in the neocortex, where continuous stimula-
tion may cause significant neurological deficit with clinical
symptoms including loss of speech, sensory disorders, or
involuntary motion. Accordingly, research has been directed
toward automatic responsive epilepsy treatment based on a
detection of imminent seizure.

[0015] A typical epilepsy patient experiences episodic
attacks or seizures, which are generally electrographically
defined as periods of abnormal neurological activity. As is
traditional in the art, such periods shall be referred to herein
as “ictal.”

[0016] Most prior work on the detection and responsive
treatment of seizures via electrical stimulation has focused
on analysis of electroencephalogram (EEG) and electrocor-
ticogram (ECoG) waveforms. In general, EEG signals rep-
resent aggregate neuronal activity potentials detectable via
electrodes applied to a patient’s scalp. ECoG signals, deep-
brain counterparts to EEG signals, are detectable via elec-
trodes implanted on or under the dura mater, and usually
within the patient’s brain. Unless the context clearly and
expressly indicates otherwise, the term “EEG” shall be used
generically herein to refer to both EEG and ECoG signals.
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[0017] As is well known, it has been suggested that it is
possible to treat and terminate seizures by applying electri-
cal stimulation to the brain. See, e.g., U.S. Pat. No. 6,016,
449 to Fischell et al., and H. R. Wagpner. et al., “Suppression
of cortical epileptiform activity by generalized and localized
ECoG desynchronization,” Electroencephalogr. Clin. Neu-
rophysiol, 1975; 39(5): 499-506. And as stated above, it is
believed to be beneficial to petform this stimulation only
when a seizure (or other undesired neurological event) is
occurring or about to occur, as inappropriate stimulation
may result in the initiation of seizures.

[0018] It is especially beneficial to be able to tailor the
operation of a neurostimulator (i.e., a device, preferably
implantable, that delivers responsive electrical stimulation
therapy as described above) to the specific needs of the
patient. Accordingly, many neurostimulators and other
implantable medical devices available and in development
(in particular cardiac devices, such as pacemakers and
implantable cardioverter-defibrillators, or ICDs) are pro-
grammable to some extent. Typically, however, program-
ming and interrogation are performed with an expensive
custom piece of equipment kept by the patient’s hospital or
clinic. To the extent a handheld or portable programmer is
available to a patient, it is generally a standalone umt
provided with a limited number of features and functions to
avoid undesirable interference with the implantable device’s
clinical objectives.

[0019] With traditional solutions, device interrogation and
programming can generally only be accomplished locally,
i.e., in close proximity to the device being interrogated or
programmed. Programmers and handheld control devices
are relatively commonplace, but generally are not very
sophisticated. Handheld devices are generally restricted to
controlling a relatively small number of device parameters.
Even other types of programmers typically are not sophis-
ticated enough to be tied into multiple other devices or to
have any ability to update or examine a patient’s compre-
hensive treatment history, especially if the patient has not
used that programmer before. Interaction with implantable
medical devices has traditionally been limited by geographi-
cal considerations in the past.

[0020] It will be appreciated that it is desirable to have
improved flexibility in managing patient care by enabling
remote interrogation, programming, and interaction with
implanted medical devices.

[0021] Modern implantable medical devices, such as neu-
rostimulators, pacemakers, and ICDs, are capable of not
only monitoring patient condition and delivering therapy,
but also can store detailed data and diagnostics relating to a
patient’s condition for later retrieval. Analysis of this data
can improve patient care dramatically, and allow fine-tuning
the performance of the implantable devices by programming
them with new operational parameters. Interrogation of an
implantable medical device allows data stored in the device
to be retrieved by an external device (which, presumably, is
better equipped to analyze the data in great detail). After
analysis, reprogramming the device allows its performance
to be optimized based on the interrogated data.

[0022] In addition to the clinical utility provided by flex-
ible interrogation and programming capabilities as described
above, it is also desirable to be able to provide additional
communications features to keep patients involved,
informed, and invested in their own care. Traditional
implantable medical devices, even those using programmers
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or hand-held control devices, are not well suited for this.
Long-term care of epilepsy and cardiac patients. among
others, requires a serious commitment from not only medi-
cal and clinical personnel, but also from patients. As
described above, anti-epileptic drugs often have unpleasant
side effects, so patients taking them should be made to feel
like they have the information and control they need to
effectively manage their disease, or they may become com-
placent and non-compliant. The same is true for patients
with implantable medical devices—there is a danger that
patients will take their devices for granted unless they are
sufficiently involved.

[0023] Finally, it should be recognized that several tasks
involved in the long-term care and management of neuro-
logical and cardiac patients are either labor-intensive or
require inconvenient periodic office (or hospital) visits, even
when the patient is being managed very well. It would be
desirable to provide a mechanism for remote welfare-checks
on patients with implantable devices, to allow their progress
to be checked and data analyzed without the need for
frequent office visits. Such a capability would preferably
allow the user to store logs and notes regarding his or her
condition, and would also facilitate the remote administra-
tion of examinations or surveys. as desired by the patient’s
treating medical team or physician.

[0024] Several others have attempted to leverage modern
communications capabilities in the context of an implantable
medical device system.

[0025] Medtronic, Inc. has tested an implantable diagnos-
tic monitor for use in treating high-risk cardiac patients. See
D. Sherman, “High-Tech Heart Devices Deliver Data Over
the Web,” Reuters News Service (Aug. 8, 2001). However,
the Medtronic devices used in the “Chronicle Study” appear
to be monitors only and do not appear to provide therapy. It
would be preferable to have a device that is not only a
continuous monitor, but is also a closed-loop treatment
system that can be programmed and optimized with infor-
mation obtained via the monitoring function.

[0026] Medtronic also has available a programmable
implantable pulse generator for treating neurological disor-
ders, particularly tremor. The “Activa” device has several
programmable settings, but is not enabled for diagnostic
data storage and upload, and generally provides only con-
tinuous (or semi-continuous) pulse streams, not closed-loop
therapy responsive to the detection of a relevant event. It is
not adapted for remote control or administration.

[0027] Another company has developed a PDA-based
system for monitoring patient status. See “MedSearch Tech-
nologies, Inc. Develops a Revolutionary Home-Care Wire-
less Technology Using PDAs—Personal Organizers—as
Patient Monitors,” Business Wire (Sep. 25, 2000). However,
the MedSearch system uses disposable sensors, and does not
appear to tie into an implantable device system. Although a
system such as the one from MedSearch might provide some
additional convenience in the form of reduced office visits,
it is not directly involved in a closed-loop treatment system
and hence would not facilitate comprehensive remote patient
care and management, only monitoring.

[0028] St. Jude Medical, Inc. developed the Housecall
trans-telephonic data link system for implantable cardiac
care devices. This device enabled the transmission of stored
data and diagnostics from the implantable device to a remote
location. However, the apparatus was relatively cumber-
some, and it took a relatively long time to complete a single
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session of data transmission, leading to patient non-compli-
ance. Like the systems described above, the Housecall
system was intended to provide a remote monitoring func-
tion only, and did not serve as part of a closed-loop treatment
system providing remote patient care.

[0029] Cyberonics, Inc. markets an implantable device for
treating epilepsy; it is now also being tested for treating
other disorders. The Cyberonics “NCP” (Neurocybemetic
Prosthesis) is, in essence, an implantable pulse generator
adapted, in this case, to apply electrical stimulation to the
patient’s vagus nerve Like the Medtronic Activa, it applies
a continuous or semi-continuous pulse stream, and only a
few basic settings are programmable. It is not adapted to
collect data or to provide responsive therapy, and no inte-
grated system for network communications is available.
[0030] Clearly, an interactive implantable medical device
system with enhanced network communications capabili-
ties, geographic independence, and closed-loop treatment
functionality would be desirable as it would greatly improve
patient care and management for numerous diseases and
disorders now treated with implantable devices that have
only limited communications capabilities.

SUMMARY

[0031] An interactive implantable medical device system
according to the invention avoids the shortcomings of the
systems described above by enabling great flexibility and
control over patient management and care in a closed-loop
treatment system centering around the implantable device.
[0032] More specifically, an interactive implantable medi-
cal device system according to the invention generally
includes, in addition to the implantable medical device, at
least one external device capable of bi-direction communi-
cation and interaction with the implantable medical device.
Preferably, the external device, which takes the form of a
handheld computing device, a base unit used in the patient’s
home, or a physician-operated programmer, is also enabled
to access a communications network and interact with other
similarly-enabled devices, such as other programmers and a
database.

[0033] The capabilities of an interactive implantable
medical device system according to the invention facilitate
improved patient care by eliminating unnecessary geo-
graphic limitations on device interrogation and program-
ming—anywhere there is access to a communications net-
work a patient’s medical device can be queried and updated
as necessary. A physician at a remote location can easily
retrieve data not only from the implantable device but also
from the patient’s handheld computing device (which may
include notes, annotations, seizure logs, and the results of
any surveys or examinations requested by the physician or
the system), analyze it in whatever manner is most conve-
nient and effective, derive new device settings from the data,
and program the device remotely to accept the new param-
eters. The kind of detailed analysis allowed by a system such
as the one described herein, which allows the consideration
of a far greater amount of diagnostic information than
traditionally available, further facilitates a greater under-
standing of the patient’s condition and, ideally, any immi-
nent risks. This is especially true because the remote data
collection and update capabilities allow data to be collected
more frequently, allowing a patient’s status and progress to
be tracked in greater detail, even if the patient is not nearby.
If a risk or some other urgent circumstance 1s observed, the
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system permits messages and alerts to be provided to the
individuals who might need them—the patient, the patient’s
physician, and even field clinical support personnel if a
device malfunction is suspected.

[0034] The system also permits a patient to have a much
greater involvement and investment in his or her course of
treatment, if such involvement is clinically desirable.
Through the use of the handheld computing device, the
patient can receive information, alerts, and messages about
his or her condition, from the implanted device itself or from
the communications network. If the patient has concerns
about how the device is operating, a message can be sent to
a physician or a note can be stored for later retrieval. This
facilitates improved follow-up, even when the patient’s
physician is not easily reached.

BRIEF DESCRIPTION OF THE DRAWINGS

[0035] These and other objects, features, and advantages
of the invention will become apparent from the detailed
description below and the accompanying drawings, in
which:

[0036] FIG. 1 is a diagram illustrating an exemplary basic
exemplary personal control unit (PCU) for use with an
implantable device and a communications network accord-
ing to the invention;

[0037] FIG. 2 is a block diagram illustrating an exemplary
implantable device in communication with several illustra-
tive network unit types according to the invention;

[0038] FIG. 3 is a block diagram of an embodiment of an
implantable device according to the invention;

[0039] FIG. 4 is a block diagram of an embodiment of a
generic network unit according to the invention;

[0040] FIG. 5 is a block diagram of an exemplary 1/0O
subsystem of the network unit illustrated in FIG. 4;

[0041] FIG. 6 is a block diagram of the functional struc-
ture of an exemplary database according to the invention:
[0042] FIG. 7 is a flow chart illustrating an overall func-
tion and command chart with command sources and vali-
dation steps required to process commands;

[0043] FIG. 81isa flow chart illustrating an exemplary data
upload functional process performed according to the inven-
tion;

[0044] FIG. 9 is a flow chart illustrating an exemplary
software download functional process performed according
to the invention;

[0045] FIG. 10 is a flow chart illustrating an exemplary
parameter download functional process performed accord-
ing to the invention;

[0046] FIG. 11 is a flow chart illustrating an exemplary
seizure log entry functional process performed according to
the invention;

[0047] FIG. 12 is a flow chart illustrating an exemplary
quality of life survey response functional process performed
according to the invention;

[0048] FIG. 13 is a flow chart illustrating an exemplary
generic command entry functional process performed
according to the invention;

[0049] FIG. 14 is a flow chart illustrating an exemplary
user alert functional process performed according to the
invention;

[0050] FIG. 15 is a flow chart illustrating an exemplary
text note entry functional process performed according to
the invention;
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[0051] FIG. 16 is a flow chart illustrating an exemplary
message sending functional process performed according to
the invention;

[0052] FIG. 17 is a flow chart illustrating an exemplary
message receiving functional process performed according
to the invention;

[0053] FIG. 18 is a flow chart illustrating an exemplary
continuous monitoring functional process performed
according to the invention;

[0054] FIG. 19 is a flow chart illustrating an exemplary
system diagnostics functional process performed according
to the invention;

[0055] FIG. 20 is a flow chart illustrating an exemplary
database query functional process performed according to
the invention;

[0056] FIG. 21 is a flow chart illustrating an exemplary
storage management and housekeeping functional process
performed according to the invention;

[0057] FIG. 22 is a flow chart illustrating an exemplary
user authentication functional process performed according
to the invention; and

[0058] FIG. 23 is a flow chart illustrating an exemplary
compulsive use rejection functional process performed
according to the invention.

DETAILED DESCRIPTION

[0059] The invention is described below, with reference to
detailed illustrative embodiments.

[0060] It will be apparent that a system according to the
invention may be embodied in a wide variety of forms.
Consequently, the specific structural and functional details
disclosed herein are representative and do not limit the scope
of the invention.

[0061] Referring initially to FIG. 1, an implantable device
110 is illustrated. In the disclosed embodiment of the inven-
tion, the implantable device is a programmable neurostimu-
lator for the treatment of epilepsy and other neurological
disorders. See U.S. application Ser. No. 09/896,092, filed on
Jun. 28, 2001, for a description of an exemplary neurostimu-
lator; U.S. Pat. No. 6,016,449 to Fischell et al. contains
illustrative details of an alternative embodiment.

[0062] The present invention enables communication
between the implantable device 110 and a communications
network 112 (such as the Internet) by way of a personal
control unit (PCU) 114 or a similar device (various embodi-
ments of which will be described in greater detail below).
The PCU 114 is adapted to receive user input 116 and to pass
it along to the communications network 112 or the implant-
able device 110, as appropriate, and also to receive infor-
mation from the communications network 112 and the
implantable device 110 and pass that information as user
output 118. It should be noted that the term “PCU” is used
herein for any apparatus of the sort used to interact with an
implantable medical device system according to the inven-
tion, even if control is not specifically possible and the
device is used only for monitoring purposes.

[0063] The PCU 114 communicates with the implantable
device 110 via a wireless link 120 (typically inductive or
RF), which in an embodiment of the invention is accom-
plished through a special-purpose expansion module 122
adapted to couple to an expansion connector of the PCU 114.
In this embodiment, the PCU 114 need not include a
substantial amount of custom hardware; it can be little more
than a standard personal digital assistant (PDA), such as a
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Palm Pilot®, PocketPC®, or other portable (and preferably
handheld) computing device, programmed and interfaced to
accomplish the objectives described herein.

[0064] The PCU 114 typically also includes at least one
data link 124 to the communications network 112. If the
PCU 114 includes a built-in wireless communication capa-
bility (operating under any of several known protocols, such
as IEEE 802.11b, Bluetooth, or digital cellular), an antenna
126 might be built into the PCU 114 to facilitate the data link
124. Alternative versions of the data link 124 are also
possible, including part-time wired links (such as USB and
Ethernet) from either the PCU 114 or a docking station 128
to the communications network 112. Even if a wireless
version of the data link 124 is available, it may be desirable
in some circumstances to also have a secondary link 130
from the docking station 128 to serve as a backup or
alternative, operating only when the PCU 114 is docked in
the docking station 128, in case the wireless data link 124 is
either unavailable or undesired (e.g., in a hospital, airplane,
or other electromagnetic interference-sensitive environ-
ment). Some of all of the data links described above can be
accomplished either directly or through intermediate nodes
and interfaces, such as remote access servers.

[0065] The PCU 114 is operated in a manner similar to
PDAs and other PDA-like devices.

[0066] Generally, a touch-sensitive screen is provided for
user input and output 116 and 118. A touch-sensitive input
portion 134 is reserved for writing with a stylus 136. In an
alternative embodiment of the PCU 114, a keyboard might
be provided. Audio input and output, uses of which will be
described in further detail below, are accomplished with a
microphone 138 and a speaker 140. For navigation and
command purposes, several buttons 142 are provided on the
PCU 114. These buttons can be used to command the PCU
114 to initiate special actions in a system according to the
invention, or can have the usual function assigned to such
buttons in a standard PDA. A docking station button 144 is
also available to indicate when it is desired to “synchronize”
(i.e., send and receive) data between the PCU 114 and the
commuuications network 112.

[0067] While the PCU 114 illustrated in FIG. 1 greatly
resembles a traditional PDA in form and operation, special-
ized peripherals and programming enable operation of the
PCU 114 according to the invention. It should also be noted
that alternative embodiments of the PCU 114 might take
very different physical forms. For example, instead of a
handheld PDA-like design, a relatively stationary home base
unit with a display, input provisions (such as a keyboard),
and interfaces might also be used. A personal computer with
the necessary interface peripherals (along the lines of the
expansion module 122 and the antenna 126) and software
might also be used. These and other possible embodiments
will be described in further detail below.

[0068] FIG. 2 illustrates an exemplary network configu-
ration according to the invention. Accordingly, the network
units illustrated in FIG. 2 are intended to depict a wide
variety of different devices and configurations according to
the invention, and likely do not reflect a real-world network
topology or configuration.

[0069] The implantable device 110 is capable of commu-
nication with a wide variety of external devices. In addition
to the PCU 114, the implantable device 110 is adapted for
communication with a base unit 210 (which is in turn
adapted for communication with the communications net-
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work 112 either directly or through a remote access server
212), a mobile base unit 214, a programmer 216, and a
properly equipped personal computer 218.

[0070] As described above, the PCU 114 is generally a
handheld computer with enhanced communications capa-
bilities and special-purpose programming for use in a system
according to the invention. The base unit 210 is similar, but
typically is a larger device not intended for mobile use.
Accordingly, because of the different physical configuration,
some changes in equipment are possible and desirable. For
example, a base unit according to the invention would
typically include a data entry keyboard, a relatively larger
display screen, and in most cases a wired network connec-
tion (analog modem, ISDN, telephone line DSL, or DOCSIS
on coaxial cable), Ethernet, and other connectivity schemes
are among the possibilities).

[0071] In an embodiment of the invention, since the base
unit is not mobile or portable, a hand-held “wand” coupled
to the base unit 210 is included to establish a short-distance
communication link between the implantable device 110 and
the base unit 210. A similar apparatus may be used with the
programmer 216 or the personal computer 218 to enable
communications with the implantable device. Details of an
exemplary wand will be described in further detail below. It
should be noted, however, that no separate wand may be
necessary if a longer-distance (e.g., at least several meters)
communications link is possible between the implantable
device 110 and the base unit 210, or if the base unit 210
communicates with the implantable device 110 exclusively
through the PCU 114.

[0072] The base unit 210 is suitable for use by patients
(and caregivers) who either cannot or prefer not to carry the
PCU 114. It can also be used in connection with the PCU
114, enabling a patient, caregiver, or other user to take
advantage of the potentially larger form factor and other
features (such as a full-sized keyboard and/or display
screen) to more easily read and enter data and commands.
[0073] As referenced above, in one embodiment of the
invention, the base unit 210 serves as an intermediary
between the PCU 114 and the communications network 112.
In this embodiment, the PCU 114 is provided with a rela-
tively short-range network data link 124 (FIG. 1), such as
one that uses the IEEE 802.11b wireless networking proto-
col. The range of such a network data link 124 should be
sufficient for convenient use. Alternatively, to give one
example, the docking station 128 for the PCU 114 can be
connected via a wired link to the base unit 210, which would
then complete the network data link 124 to the communi-
cations network 112 by periodically establishing a trans-
telephonic connection to the remote access server 212.
[0074] The remote access server 212 is an apparatus that
allows communications between any of the network units
114, 210, 214, 216, and 218 of the invention and the
communications network 112. It is not necessary in all
circumstances (for example, when one or more of the
network units have a direct interface to the communications
network), but frequently is employed to translate between
the protocols used for short-range and point-to-point net-
working (typically used on the “local” side 226 of the system
illustrated in FIG. 2—i.e., relatively near the patient with the
implantable device 110) and the backbone technologies used
by the carriers and providers that provide access to the
communications network 112 (on the “remote” side 228 of
the system—i.e., relatively far from the patient with the
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implantable device 110), for example via T1, T3, OC3,
0C12, 0C48, or OC192 lines. Accordingly, to accommodate
geographically distributed users of a system according to the
invention, multiple remote access servers would generally
be used, and to accommodate different local and remote
communications protocols, multiple different types of
remote access servers (such as modem pools, wireless
network base units, LAN-to-WAN bridges and routers, and
other network interfaces and points of presence) can be
employed. The single remote access server 212 illustrated in
FIG. 2 is intended to be illustrative in nature, and as shown,
allows the base unit 210 and the mobile base unit 214 to
connect to the communications network 112. Other network
configurations are of course possible and consistent with the
invention described herein.

[0075] The programmer 216 is a device that is typically
operated by medical personnel (such as the patient’s treating
physician) to control the operation of the implantable device
110. In general terms, the programmer 216 functions as a
clinical interface to the implantable device 110, allowing its
parameters to be modified, and for data and/or program code
to be uploaded from and downloaded to the implantable
device 110. For a more detailed explanation of an exemplary
programmer, see U.S. patent application Ser. No. 09/977,
052, filed on Oct. 12, 2001. Any given programmer may be
located near the patient (as is the local programmer 216) or
at a remote location (as are the remote programmers 220).
Unless it is desired to directly interrogate or program the
implantable device 110 using the local programmer 216, any
of the programmers available in a system according to the
invention can be used to perform various programming
functions. This will be explained in further detail below.
[0076] A system according to the invention includes a
database 222 and a network server 224. The database serves
as a centralized data repository for all data relevant to the
operation of the system, and may include clinical data,
program code, and more. The centralized nature facilitates
the use of remote programmers 220 and any other remote
equipment enabled in a system according to the invention, as
none of the programmers, base units, computers, or PCUs
are necessarily 100% reliant on locally stored data. One or
more of these devices is preferably configured to obtain data
from and store data in the database 222. Accordingly, even
if one of the remote programmers 220 has had no experience
with a particular patient or implantable device 110, the
database 222 is accessible to retrieve all of the information
that would otherwise have been located only in the local
programmer 216.

[0077] The network server 224 acts as the primary inter-
face between the database 222 and other devices attached to
the communications network 112. Although it might be
possible and advantageous in certain circumstances to com-
municate directly with the database 222, it is generally
preferable to configure the network server 224 to receive
queries, perform necessary authentication, access the data-
base 222, and respond as necessary, thereby reducing the
processing load on the database 222 and also reducing the
exposure of the database 222 to network traffic (thereby
improving security).

[0078] It should be noted that although a single database
222 and a single network server 224 are depicted in FIG. 2,
this configuration is only an exemplary functional depiction
of network structure. It is possible to achieve the goals of the
present invention with multiple databases and/or network
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servers, and it may be advantageous in certain circumstances
to use a distributed data repository rather than a centralized
one, to facilitate load balancing and to increase reliability in
the event of network and equipment outages.

[0079] Itwill be recognized that the network configuration
illustrated in FIG. 2 (like similar network configurations also
within the scope of the invention) enables continuity of
treatment during travel by patient, clinician, or both. The
multiple remote programmers 220 (or even a single pro-
grammer attached to the communications network 112
remotely) allow a treating clinician or other authorized
individual to monitor and treat patients, adapt or change
settings on the implantable device 110, or administer various
aspects of the system from afar. And in addition to the
remote programmers 220 illustrated in FIG. 2, it is possible
to have remote base units and PCUs, operated by the patient,
a caregiver, or a clinician, capable of interaction with the
system.

[0080] An overall block diagram of the implantable device
110 used for measurement, detection, and treatment accord-
ing to the invention is illustrated in FIG. 3. Inside the
housing of the device 110 are several subsystems making up
a control module 310. The control module 310 is capable of
being coupled to a plurality of electrodes 312, 314, 316, and
318 for sensing and stimulation. Although four electrodes
are shown in FIG. 3, it should be recognized that any number
is possible, and in the embodiment described in detail below,
eight electrodes are used. In fact, it is possible to employ an
embodiment of the invention that uses a single lead with at
least two electrodes, or two leads each with a single elec-
trode (or with a second electrode provided by a conductive
exterior portion of the housing in one embodiment),
although bipolar sensing between two closely spaced elec-
trodes on a lead is preferred to minimize common mode
signals including noise.

[0081] The electrodes 312-318 are connected to an elec-
trode interface 320. Preferably, the electrode interface is
capable of selecting each electrode as required for sensing
and stimulation; accordingly the electrode interface is
coupled to a detection subsystem 322 and a stimulation
subsystem 324. The electrode interface also may provide
any other features, capabilities, or aspects, including but not
limited to amplification, isolation, and charge-balancing
functions, that are required for a proper interface with
neurological tissue and not provided by any other subsystem
of the implantable device 110.

[0082] The detection subsystem 322 includes an EEG
analyzer function. The EEG analyzer function is adapted to
receive EEG signals from the electrodes 312-318, through
the electrode interface 320, and to process those EEG signals
to identify neurological activity indicative of a seizure, an
onset of a seizure, or a precursor to a seizure. One way to
implement such EEG analysis functionality is disclosed in
detail in U.S. Pat. No. 6,016,449 to Fischell et al., incorpo-
rated by reference above; additional inventive methods are
described in detail below. The detection subsystem may
optionally also contain further sensing and detection capa-
bilities, including but not limited to parameters derived from
other physiological conditions (such as electrophysiological
parameters, temperature, blood pressure, etc.).

[0083] The stimulation subsystem 324 is capable of apply-
ing electrical stimulation to neurological tissue through the
electrodes 312-318. This can be accomplished in any of a
number of different manners. For example, it may be advan-
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tageous in some circumstances to provide stimulation in the
form of a substantially continuous stream of pulses, or on a
scheduled basis. Preferably, therapeutic stimulation is pro-
vided in response to abnormal events detected by the EEG
analyzer function of the detection subsystem 322. As illus-
trated in FIG. 3, the stimulation subsystem 324 and the EEG
analyzer function of the detection subsystem 322 are in
communication; this facilitates the ability of stimulation
subsystem 324 to provide responsive stimulation as well as
an ability of the detection subsystem 322 to blank the
amplifiers while stimulation is being performed to minimize
stimulation artifacts. It is contemplated that the parameters
of the stimulation signal (e.g., frequency, duration, wave-
form) provided by the stimulation subsystem 324 would be
specified by other subsystems in the control module 310, as
will be described in further detail below.

[0084] Also in the control module 310 is a memory
subsystem 326 and a central processing unit (CPU) 328,
which can take the form of a microcontroller. The memory
subsystem is coupled to the detection subsystem 322 (e.g,,
for receiving and storing data representative of sensed EEG
signals and evoked responses), the stimulation subsystem
324 (e.g., for providing stimulation waveform parameters to
the stimulation subsystem), and the CPU 328, which can
control the operation of the memory subsystem 326. In
addition to the memory subsystem 326, the CPU 328 is also
connected to the detection subsystem 322 and the stimula-
tion subsystem 324 for direct control of those subsystems.

[0085] Also provided in the control module 310, and
coupled to the memory subsystem 326 and the CPU 328, is
a communication subsystem 330. The communication sub-
system 330 enables communication between the implantable
device 110 (FIG. 1) and the outside world, particularly an
external PCU 114 (FIG. 1), programmer 216 (FIG. 2), or
other apparatus according to the invention. As set forth
above, the disclosed embodiment of the communication
subsystem 330 includes a telemetry coil (which may be
situated outside of the housing) enabling transmission and
reception of signals, to or from an external apparatus, via
inductive coupling. Alternative embodiments of the com-
munication subsystem 330 could use an antenna for an RF
link or an audio transducer for an audio link.

[0086] Rounding out the subsystems in the control module
310 are a power supply 332 and a clock supply 334. The
power supply 332 supplies the voltages and currents neces-
sary for each of the other subsystems. The clock supply 334
supplies substantially all of the other subsystems with any
clock and timing signals necessary for their operation.

[0087] It should be observed that while the memory sub-
system 326 is illustrated in FIG. 3 as a separate functional
subsystem, the other subsystems may also require various
amounts of memory to perform the functions described
above and others. Furthermore, while the control module
310 is preferably a single physical unit contained within a
single physical enclosure, namely the housing, it may com-
prise a plurality of spatially separate units each performing
a subset of the capabilities described above. Also, it should
be noted that the various functions and capabilities of the
subsystems described above may be performed by electronic
hardware, computer software (or firmware), or a combina-
tion thereof. The division of work between the CPU 328 and
the other functional subsystems may also vary—the func-
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tional distinctions illustrated in FIG. 3 may not reflect the
integration of functions in a real-world system or method
according to the invention.

[0088] Referring now to FIG. 4, a block diagram repre-
senting a generic network unit 410 (of which the PCU 114,
base unit 210, mobile base unit 214, programmer 216, and
personal computer 218 of FIGS. 1-2 are all species) is set
forth in detail.

[0089] The network unit 410 is a general-purpose or
special-purpose computer programmed or adapted for use
according to the invention. Accordingly, it includes a wide
area communications interface 412 for communications
with the communications network 112 (FIG. 1), and if it will
be used to connect to other nearby devices (such as the
implantable device 110, the PCU 114, or the base unit 210),
it also includes a local area communications interface 414.
Preferably, both the wide area communications interface 412
and the local area communications interface 414 are capable
of bi-directional communications.

[0090] The network unit is controlled by a CPU 416. The
CPU is coupled (either directly or through a bus controller,
as is typical in the art of computer design) to the wide area
communications interface 412, the local area communica-
tions interface 414, a memory subsystem 418 (which might
include ROM, DRAM, and other random-access memory)
for programming and short-term storage, a storage subsys-
tem 420 (which might include a hard drive, flash memory,
and other non-volatile storage), and an input/output subsys-
tem 422 used to pass information to and receive information
from a user. The input/output subsystem 422 will be
described in further detail below with reference to FIG. 5.
[0091] The operation of the network unit is controlled by
a power supply 424 and a clock supply 426. The power
supply 424, in the case of a handheld unit such as the PCU
114, typically includes batteries, while other types of net-
work units might receive power from AC outlets. A combi-
nation of the two sources (as is common with laptop
computers) might also be used. The clock supply 426
supplies substantially all of the other subsystems of the
network unit with any clock and timing signals necessary for
their operation.

[0092] As with the implantable device 110, described
above, it should be observed that while the memory sub-
system 418 is illustrated in FIG. 4 as a separate functional
subsystem, the other subsystems may also require various
amounts of memory to perform the functions described
herein and others. Furthermore, while the network unit 410
(excluding the wand 428, if any) is preferably a single
physical unit contained within a single physical enclosure,
namely the housing, it may comprise a plurality of spatially
separate units each performing a subset of the capabilities
described herein. Some of the functions or subsystems of the
network unit 410 might be resident in a removable module,
such as the expansion module 122 (FIG. 1). In particular, if
a standard commercially available computing device is used
for the network unit 410 (such as a laptop or desktop
computer for the base unit 210 or the programmer 216), then
certain features (such as the local area communications
interface 414, to give one example) might be added via
insertion of a commercial or custom peripheral, e.g., a PC
Card. If a commercial handheld computer is used for the
PCU 114, then other possibilities will be evident (e.g., a
Springboard® module for the Handspring Visor® line of
PDAs).
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[0093] It should be noted that the various functions and
capabilities of the subsystems of the network unit 410
described above may be performed by electronic hardware,
computer software (or firmware), or a combination thereof.
The illustration of FIG. 4 illustrates several of the major
functional subsystems present in a network unit consistent
with the invention. However, it should be noted that in many
computing systems, other functional subsystems and mod-
ules are present that are not necessarily reflected in FIG. 4.
Moreover, an actual network unit 410 according to the
invention might integrate two or more of the above-refer-
enced subsystems. For example, the wide area communica-
tions interface 412 and the local area communications
interface 414 might be adapted into a single subsystem if
efficiencies result therefrom. Accordingly, FIG. 4 is for
purposes of illustration only, and does not necessarily reflect
the actual configuration of the PCU 114, the base unit 210,
the mobile base unit 214, the programmer 216, or the
personal computer 218. It is, however, considered to be
representative.

[0094] As described above, certain network units (such as
the base unit 210, the programmer 216, or the personal
computer 218) might include a connected but separate wand
428 to enable a short-range, e.g., inductive, wireless link to
the implantable device. In such a network unit 410, the local
area communications interface 414 is generally separate
from the remainder of the network unit 410 and is coupled
thereto via a wire or other connection.

[0095] An exemplary embodiment of the Input/Output
Subsystem 422 of FIG. 4 is illustrated in greater detail in
FIG. 5. As shown, the Input/Output Subsystem 422 includes
an 1/O Controller 510 capable of coordinating the actions of
various portions of the subsystem. One or more of the
portions 512-528 of the Input/Output Subsystem 422 illus-
trated in FIG. 5 are optional; it should be noted that various
embodiments of a network unit 410 according to the inven-
tion will generally include only a subset of the capabilities
described herein. It would be unusual (though possible) for
a network unit to include all illustrated input and output
facilities.

[0096] Some input possibilities are as follows. A keyboard
512, such as a traditional computer keyboard, can be used in
connection with larger network units (such as base units and
programmers). On smaller units, a smaller keyboard 512 can
be made available (such as that provided on the Blackberry®
handheld device by Research In Motion), or a “soft key-
board” can be provided in conjunction with a touch screen,
suich as on the Palms handheld devices. It will be recognized
that other data input paradigms are also possible (that may
be considered analogous to a keyboard, in that alphanumeric
and other data can be entered thereby) and known in the art;
such alternatives might take the place of the keyboard 512
in a system according to the invention.

[0097] A microphone 514 (such as the microphone 138)
can be used to receive audio input.

[0098] This might be useful for several purposes, includ-
ing recording audio messages for storage or transmission to
remote locations, for data input via speech recognition, or
for biometric authentication via voice recognition. Audio
processing is relatively storage and computationally inten-
sive, so a network unit 410 having speech recognition or
voice recognition capabilities according to the invention
would generally require a more powerful CPU 416 and more
memory 418 and storage 420 than otherwise.
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[0099] A pressure pad 516 (such as the input portion 134)
can be used to receive tactile and gestural input in a system
according to the invention. The pressure pad 516 can be used
for data entry, for example handwriting recognition (either
conventional handwriting or a special-purpose symbol set
adapted for improved recognition accuracy, such as the
Graffiti scheme used in Palm® handhelds). Tt can also be
used as a pointing and selection device analogous to a
“mouse” on a desktop computer system of the pressure pad
found on many laptop computers. Other gestural sensors in
addition to the pressure pad 516 are also possible; for
example, position and orientation detectors might be used
advantageously in a system according to the invention for
data entry or pointing and selection.

[0100] A navigation control 518 (such as one or more of
the buttons 142 or the jog wheel 143 of FIG. 1) is usable to
effect pointing, selection, and navigation through numerous
menus provided by the software of the network unit 410. In
an embodiment of the PCU 114, for example, one or more
of the buttons 142 might be adapted to interpret pushes in
different directions as different navigational controls. Simi-
larly the jog wheel 143 might be used to navigate upward or
downward within a menu displayed on the PCU 114. In a
desktop system, a mouse or trackball might be used instead
of buttons or a jog wheel. Various other navigation controls
are, of course, possible and consistent with the invention
described herein.

[0101] A biometric sensor 520 is available in an embodi-
ment of the invention to authenticate the user of the network
unit 410. Exemplary biometric sensors include thumbprint,
face, and retina scanners, keystroke timing recognition
devices, and chemical signature detectors. Numerous other
approaches are possible. Although the biometric sensor 520
might be provided in a network unit according to the
invention, actual processing and authentication of biometric
input need not be performed at the network unit 410 receiv-
ing the input. Instead, data representative of the biometric
input would be sent to a remote location, such as the
database 222, and processed there.

[0102] On a typical network unit 410, a display 522 is
furnished to provide information to the user. On a handheld
device, a liquid crystal display (LCD) is typically used, as
the power and space requirements are relatively small. On
larger systems, such as the base unit 210, a cathode ray tube
(CRT) or other display mechanism might be feasible,
although LCD technology is well suited for this application
as well.

[0103] Aside from the display 522, a visual indicator 524
might also be provided. It is common for commercially
available handheld devices to have one or more light-
emitting diode (LED) visual indicators separate from the
display, providing instant information regarding alerts and
alarms, operational status, power supply, whether messages
are waiting, and the like. It is contemplated that the visual
indicator 524 in a system according to the information
would similarly provide readily understood alert and status
information.

[0104] A speaker 526 or other audio output device is
furnished to provide for the possibility of alarms, data output
(via, e.g., tones, tone sequences, music, arbitrary sounds, or
even recorded or simulated speech). The speaker 526 can
also be used to accomplish a data link via acoustic modu-
lation (as in a traditional analog modem used for trans-
telephonic data communications). It is envisioned that in a
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system according to the invention, the speaker 526 would
generally be used to provide alerts and alarms to the user,
though other uses are certainly possible and might prove
advantageous in certain circumstances.

[0105] Finally, in the illustrative input/output subsystem
illustrated in FIG. 5, a tactile output 528 is provided. The
tactile output 528 might provide one or more of several
possible tactile experiences to the user—a “nudge” sensa-
tion, a simulated texture, or (most probably) vibration to
name but a few examples. The tactile output 528 can be used
to provide information to the user, and a vocabulary of
tactile sensations might be established to facilitate relatively
complex outputs, but it is presently envisioned that a simple
vibration alarm (as is often found on mobile telephones) is
the most probable embodiment of the tactile output 528.

[0106] Consistent with the invention described herein (and
with the illustration of FIG. 1), an embodiment of the PCU
114 would typically include a small LCD display, a pressure
pad for navigation and data entry, buttons and controls for
navigation control, a visual indicator for power and/or
message status, and a speaker or other small audio trans-
ducer. Various embodiments of the PCU 114 might include
a vibrating alert. The base unit 210, the programmer 216, or
the personal computer 218 might include a relatively larger
CRT or LCD display, a substantially full-sized keyboard, a
microphone, a mouse or other pointing device for a navi-
gation control, and sound reproduction capability. Likewise,
the mobile base unit 214, though likely similar, might
include a smaller display and keyboard. These configura-
tions are intended for illustration only, and it should be noted
that any aspect of the present invention might be alterna-
tively configured if a different particular arrangement of
capabilities is advantageous in any given context.

[0107] FIG. 6 is an exemplary block diagram of the
database 222 and its network server 224 employed in an
implantable device system according to the invention. The
database 222 and the network server 224 (which acts as an
interface to the database 222) jointly serve as a widely
accessible storage repository 610 for various data types,
including program code, patient information, and other data,
as will be described in detail below.

[0108] As illustrated, the database 222 performs query
processing, storage management, application processing,
and security management functions. These functions are
performed by modules 612, including a query processing
module 614, a storage management module 616, an appli-
cation processing module 618, and a security management
module 620, respectively. Each of the foregoing modules
614-620 is generally implemented as software on a database
server computing system (represented herein by the database
610), although it should be noted that various modules may
be combined in an implementation and that other modules
might also be present. Furthermore, the modules described
herein can be implemented in hardware, software, or a
combination thereof.

[0109] The query processing module 614 is enabled to
receive a query message from the communications network
112 (and hence any network unit 410 in a system according
to the invention), process the query message and identify
responsive data in the database 222, and respond to the
originating device. Accordingly, the query processing mod-
ule 614 performs a task that is fairly standard and common
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in database systems, though it should be noted that it is
performed in a manner consistent with the invention
described herein.

[0110] The storage management module 616 is pro-
grammed to track the various items of data stored in the
storage 610 of the database 222, manage the allocation of
space, perform backups, and the like. The functions per-
formed by the storage management module 616 are also
generally consistent with those performed by known data-
bases, though there may be some differences suggested in
the practice of the invention.

[0111] The application processing module 618 is adapted
to execute computer programs (such as “servlets”) intended
for use at the database 222. For example, any data process-
ing required to accomplish authentication (of users and
devices), encryption, compression, and data management is
generally performed by the application processing module
618 illustrated in FIG. 6.

[0112] The security management module 620 handles any
data involved in user and device authorization and authen-
tication, password management, and account management.
Although the functions performed by the security manage-
ment module 620 are similar in some ways to the functions
performed by the query processing module and other capa-
bilities of the database 222, the security functions are
separated from other functions to increase reliability and
resistance to attack.

[0113] Itwill be appreciated, as is indicated above, that the
database 222 stores several types of information in its
storage 610. In particular, the storage 610 includes two
general categories of data: system data and operating data.
The first category, system data (essentially the static content
of the database 222, providing context for its operation),
includes forms and graphics 622 used in collecting data from
and reporting to the network units present in a system
according to the invention; any HyperText Markup Lan-
guage (HTML) code 624 and the like used to generate Web
pages to be served to the system; a catalog of messages 626
in text, visual, audio, or other formats to be delivered to
users of devices in the system (which can be provided in
multiple languages for users who need non-English access);
an access log 628 providing a detailed accounting of
accesses (and attempted accesses) to the database 222 for
audit purposes; and the operative program code 630 used by
the database 222 (and particularly the application processing
module 618). The second category, operating data (essen-
tially the dynamic content of the database 222), includes
patient information 632 (vital data of the patients enrolled in
the system who have the implantable device 110), site
information 634 (the facilities, such as hospitals, clinics, and
assisted living homes, that are authorized and enabled to
participate in the system), clinician information 636 (vital
data of the physicians, nurses, and other personnel respon-
sible for clinical patient management), and system informa-
tion 638 (e.g., current information on the state of the devices
in the system, authorization lists, password lists, storage and
security policies, and other low-level information generally
invisible and inaccessible to users).

[0114] Several exemplary relationships among the mod-
ules 612 and the various types of data in the storage 610 are
set forth below.

[0115] The query processing module 614 uses the forms
and graphics 622 to present a meaningful query context to a
user, receives a query and stores it in the access log 628, and
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responds to the query using additional forms and graphics
622, the HTML 624, messages 626, program code 630, and
any patient, site, clinician, or patient information 632-638
identified in processing the query. The query processing
module 614 provides the response to the originating device,
which may be the PCU 114, the base unit 210, the mobile
base unit 214, the programmer 216 (or a remote programmer
220), the personal computer 218, or any other authorized
network unit 410.

[0116] The storage management module 616 manages the
dynamic content of the storage 610, particularly the patient,
site, clinician, and system information 632-638.

[0117] The application processing module 618 is generally
responsive to the program code 630. However, it should be
recognized that the program code 630 may be written to
require access to various other data in the storage 610, such
as the patient, site, clinician, or system information 632-638.
[0118] The security management module 620 is operative
to access the access log 628, the patient, site, and clinician
information 632-636, and the system information 638
involved in data and system security (such as user names and
passwords). If data processing is necessary in performing
authorization or authentication checks, the program code
630 (and hence the application processing module 618)
might also become involved in certain circumstances.
[0119] Other function-data relationships should be evi-
dent, and may vary according to the specific application.
Additional details of the role of the database 222 in con-
nection with the operation of the present invention will be
further described below.

[0120] As generally described above, the database 222
communicates with the communications network 112 (FIG.
2) through the network server 224. Generally, accesses to the
database 222 will occur through a web server 640 (one
example of which is the Apache open-source web server)
resident on the network server 224. The web server 640
includes an HTTP server 642 in communication with the
storage 610 of the database 222. The HTTP server 642
processes and responds to any HTTP requests received by
the web server 640. If any server-level programs are
required to be run, an application processing capability 644
resident on the web server 640 is available to handle such
needs. For example, tasks related to authentication 646 may
be necessary before passing a request on to the security
management module 620 of the database 222; the applica-
tion processing capability 644 is operative to perform such
tasks.

[0121] Although it is generally understood that most
accesses to the database 222 will occur as HTTP requests
arriving through the web server 640, it should be recognized
that other access techniques are possible. For example,
instant-messaging protocols might also be used to pass data
to and from the database 222. A messaging server 648 is also
resident on the network server 224; it is programmed to
handle instant-messaging-type transactions. Other protocols
are also possible, and a server program adapted to handle
other protocols 650 might also be necessary or advanta-
geous.

[0122] FIG. 7 illustrates a number of possibilities repre-
senting procedures for initiating an action in an interactive
system according to the invention.

[0123] A system according to the invention begins to
perform an action upon receipt of one or more of a large
number of possible initiating events 710. Although an action
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can be initiated at and performed by the same device in the
system, that is not always or necessarily the case. Accord-
ingly, it is instructive to consider the system in terms of an
initiating device, where the chain of events leading to
performance of an action begins, and an acting device,
where the action is ultimately carried out. One or more
additional network units may also participate in the process
as supporting devices, acting as intermediaries, data sources,
or simply as parts of the communications network 112.
[0124] In general, when an action is to be performed, a
communication link is established (step 712) among the
initiating device, the acting device and any supporting
devices. To give one simple example, a physician at a remote
location might command the interactive system to adminis-
ter a quality of life survey to a patient. The process per-
formed in doing so, and some details of quality of life
surveys in general, will be described in greater detail below.
In this case, one of the remote programmers 220, used by the
physician, is the initiating device. The patient’s PCU 114,
used to administer the survey, is the acting device. There are
several supporting devices: any intermediate communica-
tions nodes, such as the base unit 210 (between the com-
munications network 112 and the PCU 114) used to relay
information between the remote programmer 220 and the
PCU 114; the database 222, where survey results are ulti-
mately stored; and the network server 224, which is gener-
ally interposed between the communications network 112
and the database 222.

[0125] It should be noted that the communication link
established in step 712 need not be real-time in all cases. To
enable a system according to the invention when one or
more network units are either disabled or disconnected from
the network, certain data messages between network units
can be deferred or queued by the transmitting device. Where
a message has high urgency or importance, the deferral or
queuing may be accompanied by a message to the user to
establish a link (e.g., by docking the PCU 114, moving into
range of the base unit 210, or connecting to a telephone line).
[0126] The user of the initiating device is then authenti-
cated (step 714). Preferably, this is performed according to
the method described below and illustrated in FIG. 22. In
general terms, user authentication involves confirming with
an authentication server, either locally or remotely, that the
individual using the initiating device is who he or she claims
she is. This can be accomplished through login names and
passwords, biometrics, or any of a number of other known
techniques.

[0127] The source, the initiating device itself, is then also
optionally authenticated (step 716). This operation can be
performed in a manner similar to the user authentication
method set forth above. This is done to ensure that the
interactive system of the invention is not being accessed by
an unauthorized device, which might lead to problems
(especially if the access attempts are malicious). The type of
authentication data used to authenticate the source would
generally be a numeric code or other unique identifier either
preset or programmed into each network unit used in accor-
dance with the system.

[0128] Like other transactions in a system according to the
invention, user or source authentication can be deferred or
queued if communication is not immediately possible. In
this case, a system according to the invention would pref-
erably conditionally allow the desired transaction (or at least
any data entry related to the transaction), but not store it in
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the database 222 or elsewhere until authentication is suc-
cessfully completed. In other cases, for example when
potentially confidential patient records are requested, trans-
actions may be disallowed if authentication cannot be com-
pleted in real time.

[0129] The nature of the action to be performed is then
analyzed and verified against one or more allowability rules
(step 718). The timeliness of the action (i.e., whether the
action is being performed at an appropriate time, given the
user’s history) is considered according to the method
described below and illustrated in FIG. 23, and if the user is
attempting to perform certain actions too often or at
improper times, the action may be denied. Other desired
criteria might also be applied. For example, certain users
might be locked out from certain functions.

[0130] If user authentication, source authentication, and
action verification all complete successfully, then the desired
action is performed (step 720). As will be described in detail
below, there are numerous possibilities for the action to be
performed. In particular, it is possible to upload data from
the implantable device 110 or any other network unit (see
FIG. 8), to download software to the implantable device 110
or another network unit (FIG. 9), to download detection
parameter sets to the implantable device 110 (FIG. 10), to
handle the entry and storage of seizure logs (FIG. 11), to
handle the administration and storage of quality of life
surveys, neurophysiological exams, and the like (FIG. 12),
to allow a command to be entered and processed (FIG. 13),
to alert a device user to an urgent condition (FIG. 14), to
enter a note or annotation pertaining to data (FIG. 15), to
send a message (FIG. 16), to receive a message (F1G. 17),
to monitor EEG or other data in real time (FIG. 18), to
perform system diagnostics (FIG. 19), or to query a database
(FIG. 20). Other actions are also possible and will be
apparent to a practitioner of skill in the art.

[0131] As set forth above, a number of possible initiating
events 710 can be used to cause one or more of the
above-referenced actions to be performed. For example, a
neurological event detection 730 (typically observed by the
implantable device 110 of FIG. 1) can be used to initiate the
transmission of a message to a physician, alert one or more
device users (such as the patient), or both. A detection by the
implantable device 110 or the PCU 114 that EEG storage is
full or nearly full might also cause an alert and/or a message
requesting that a data upload be performed.

[0132] Similarly, a command 732 entered at the implant-
able device 110 (e.g., by audio command, tapping, or magnet
use), the PCU 114 (e.g., via any of its input capabilities), the
base unit 210, or the programmer 216, can initiate nearly any
of the possible actions performable by a system according
the invention. It is anticipated that each of the foregoing
devices might be able to accept different types of commands.
For example, the implantable device 110 might receive
commands by moving a magnet into and away from the
vicinity of the device; the PCU 114 might receive commands
via button presses, handwriting recognition, or voice recog-
nition; and the base unit 210, mobile base unit 214, pro-
grammer 216, and personal computer 218 might all receive
commands from a keyboard or pointing device.

[0133] For example, pressing a button on the PCU 114 (or
entering a command into the handwriting input portion 134)
might initiate a data upload, a software download, a seizure
log entry, a note entry, a message transmission, real-time
EEG monitoring, or a database query, to name but a few
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likely actions. Pressing a GUT button on the programmer 216
might initiate a data upload, a parameter download, real-
time monitoring, or numerous other options. There are too
many possibilities to list them all; they would be apparent to
a practitioner of ordinary skill in the art.

[0134] Various actions might be performed as a result of
an entry in a programmed time schedule 734. For example,
a scheduled event might cause the implantable device 110 to
alert the patient to upload data. Other possibilities will be
apparent with regard to the PCU 114, the base unit 210, the
programmer 216, or the database 222. In particular, routine
scheduled entry of a quality of life survey might be sched-
uled at the PCU 114, the base unit 210, or the programmer
216. The database 222 might perform maintenance or stor-
age management tasks on a particular schedule. Any of the
devices according to the invention might perform diagnos-
tics at certain scheduled times. There are, of course, numet-
ous other possibilities.

[0135] An action might be performed in response to a
message 736 received by the implantable device 110, the
PCU 114, the base unit 210, the programmer 216, or the
database 222. This feature, in an embodiment of the inven-
tion, can be considered a “remote command” capability--one
of the network units is commanded to perform an action via
the communications network 112 or some other communi-
cation link. For example, a command entry at the PCU 114
might cause the implantable device 110 to perform a certain
action, such as store a record of EEG data or switch
modes--this would be accomplished via a message trans-
mitted from the PCU 114 to the implantable device 110 (and
also possibly to the database 222 for record keeping pur-
poses). Many other possibilities will be apparent.

[0136] One or more actions can be performed as a result
of a calculation 738 performed by the implantable device
110, the PCU 114, the base unit 210, the programmer 216,
or the database 222. For example, an evaluation of recently-
uploaded EEG data at the programmer 216 or the database
222 might indicate that a patient is particularly susceptible
to seizures over a time period in the near future; that
calculation in an embodiment of the invention might cause
an alert to the patient and/or a message to the patient’s
physician to be generated automatically. Similarly, a calcu-
lation based on patient data uploads or other use of the
system might be made at the PCU 114, the base unit 210, or
the programmer 216 to determine whether a message should
be sent or a physician office visit should be scheduled.
[0137] While it is observed above that a number of the
communications operations performed in a system accord-
ing to the invention can be deferred or queued if the
communications network 112 is unavailable or should not be
used (e.g., wireless communications in a hospital environ-
ment), the remaining portion of this specification will
assume real-time communications. Numerous possible alter-
nate methods involving deferred or queuned communications
will be apparent to the reader.

[0138] FIG. 8 illustrates the process performed in upload-
ing data stored by the implantable device 110 to another
device according to the system accessible via the commu-
nications network 112, such as the PCU 114, the base unit
210, or the programmer 216.

[0139] Initially, the implantable device 110 identifies any
new data to be uploaded (step 810). If there is any new data
for upload (step 812), the new data is transferred (step 814)
over a link (such as the wireless link 120) to a target device,
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such as the PCU 114, the base unit 210, or the programmer
216. Any suitable communications protocol can be used for
the link. The new data is then cleared (step 816) after it has
been transferred. Optionally, before the data is cleared, a
handshaking or confirmation operation between the implant-
able device 110 and the target device can be used to confirm
that the data transfer completed successfully. Alternatively,
the new data is not cleared upon every transfer operation
according to FIG. 8, but is cleared only upon command from
the target device (e.g., after the new data has been success-
fully stored and reconciled) or upon certain additional
operations being performed such as programming (see FIG.
10). The recently transferred new data is then sent on (step
818) to the database 222 for long-term storage. At this stage,
optionally, the new data can also be sent to other network
units, such as the programmer 216 or a remote programmer
220 to allow it to be analyzed or otherwise used.

[0140] Ifthere is no new data for the device 110 to transfer
(step 812), then no transfer operation is performed. How-
ever, it should be noted that a message to that effect (i.e., no
new data) can optionally be sent to one or more network
units. See the description of FIG. 16, below.

[0141] The same process illustrated in FIG. 8 can also be
used to upload information from the PCU 114 or another
device on the network 112 that periodically transfers infor-
mation to the database 222 or elsewhere. In such an embodi-
ment, the operation of clearing data (step 816) might be
performed differently under different circumstances—for
example, the PCU 214 and the programmer 216 are prefer-
ably programmed to retain some information even after a
synchronization or transfer operation is performed, such as
a summary and log of the transferred data. Accordingly, the
specific devices (e.g., the device 110, the PCU 114, and the
database 222) are used as exemplary data sources and
targets, and others are certainly possible within a system
according to the invention.

[0142] FIG. 9 illustrates the process used in a system
according to the invention to download new software and
software updates from one device to another. For example,
it is contemplated that software updates for the implantable
device 110 will reside in the database 222, but typically will
be transferred from the database 222 to another network unit
(such as the PCU 114 or the programmer 216, to name two)
prior to programming the implantable device 110.

[0143] The process begins by examining the revision level
of the software at the source device, for example the PCU
114 or the programmer 216 (step 910). The revision level of
the software at the target device, for example the implant-
able device 110, is then also checked (step 912). If the target
device has an older version of the software, then an update
is performed (step 914). The software program is transferred
from the source device to the target device (step 916) and
installed. The source device’s records are then updated to
reflect the transfer and installation of the new software (step
918), and the target device’s records are also updated
accordingly (step 920). The originating updater, for example
the database 222, is then notified that the implantable device
110 (or other network unit) has received and is running the
latest software update (step 922).

[0144] Ifthe target device already has the newest software
revision, then no update is performed (step 914) and the
originating updater is informed that no update was per-
formed (step 922).
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[0145] When the upgrade is complete, the target device
verifies the integrity of the newly received code (for
example, by comparing checksums or performing other
diagnostics). In an embodiment of the invention, if the
upgrade failed, the old software remains operative, and if the
upgrade succeeded, the new software replaces the old. The
updating device is notified accordingly (as in step 922), or
alternatively, awaits a query from the database 222 or other
updating device.

[0146] Besides the implantable device 110, it might be
desirable to enable other network units according to the
invention to receive and accept software updates according
to the method set forth in FIG. 9. For example, improved
versions of the software operating on the PCU 114 might be
provided by the same mechanism. Additional functionality
or reliability can also be provided this way for other network
units, including the base unit 210 and the programmer 216.
[0147] When a new software version is deployed, it is
frequently desired to update as many devices as possible
within a short period of time. Accordingly, in an embodi-
ment of the invention, the database 222 (or other network
unit storing the software update) is enabled to perform a
network broadcast or multicast of the software update to
many network units (such as PCUs or programmers) simul-
taneously or substantially simultaneously, with the network
units enabled to update the software in their respective
implantable devices (i.e., those implantable devices that are
directly or indirectly connected) or other target devices. This
procedure is preferably performed as automatically as pos-
sible. If certain target devices are unaccounted for after time
has elapsed, and those devices have not connected to any
network unit for an upgrade of the sort described above, then
messages can be sent to the patients or caregivers respon-
sible for the not-yet-upgraded target devices. Sending mes-
sages will be described in additional detail below with
reference to FIG. 16.

[0148] As is described in greater detail in U.S. patent
application Ser. No. 09/977,052 (referenced above), opti-
mum performance of the implantable device 110 is depen-
dent on the use of patient-specific parameters and other
device settings that are generally developed and calculated
outside of the device 110. Such sets of parameters and
settings are generally referred to, herein and elsewhere, as
“templates.” In particular, it is contemplated that templates
are developed by receiving raw patient-specific data from
the implantable device 110 (or other data recording appara-
tus), by the method illustrated in connection with FIG. 8,
above, processing the patient-specific data at the program-
mer 216 or the database 222, developing a suitable patient-
specific parameter set, and then updating the parameter set
used by the implantable device 110 by transferring it to the
device 110.

[0149] An advantageous method for updating templates
and parameters in the implantable device is illustrated by the
flow chart set forth in FIG. 10. To start the process, the old
parameter set is uploaded from the device 110 if necessary
or desired (step 1010). This possibility is provided to allow
the programmer 216, if it was not the source of the old
parameter set (and if it is not possible to access the database
222 to otherwise obtain the old parameter set) to receive the
old parameter set and use it as a starting point for modifi-
cations. Once modifications are complete or a new param-
eter set has otherwise been obtained (step 1012), the new
parameter step is time-stamped for reference purposes (step
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1014) and it is determined whether an update is necessary or
desired (step 1016). The decision to update is preferably left
to the discretion of the treating clinician.

[0150] If an update is desired, the new parameter set is
downloaded (step 1018) to the device 110, and if successful,
records in the source device (e.g., the programmer 216) and
the target device (e.g., the device 110) are updated accord-
ingly (steps 1020 and 1022, respectively). The updating
device or other data repository, such as the database 222, is
then notified (step 1024) that a new parameter set is in place,
or alternatively failure or success messages are sent upon
query from the data repository.

[0151] Also important to effective seizure and other neu-
rological event detection according to the invention is the
ability to annotate data received from the implantable device
110, that is, to correlate the raw data with clinical observa-
tions. Such correlated clinical observations can be a tremen-
dous assistance in the development of patient-specific detec-
tion parameter sets. Accordingly, as one of the goals of
implantable medical devices is to facilitate patient indepen-
dence, patients having such devices will not always be under
direct medical observation. The patients themselves, how-
ever, can be a source of information.

[0152] In traditional epilepsy care, for example, patients
are often provided with a seizure log, essentially a notebook
in which to record dates, times, and symptoms of episodes
they experience. Although entries made by epilepsy patients
are not definitively reliable, such entries can be useful to
clinicians in diagnosis, ongoing treatment, medication man-
agement, and other applications. And for purposes of param-
eter set development for the implantable device, seizure log
entries serve a more direct purpose. They enable the anno-
tation of EEG data to indicate where seizures occur and
where automated detections should be occurring. Although
EEG data will still typically be reviewed by a trained
epileptologist, seizure log information from the patient can
improve the process dramatically by pointing out specific
time periods of interest and reducing the (often tremendous)
amount of raw data the clinician must examine. See U.S.
patent application Ser. No. 09/977,052, referenced above,
for additional details.

[0153] A system according to the invention is particularly
well suited for functionality resembling that of a traditional
paper seizure log. A PDA (such as the PCU 114) can be
programmed to accept seizure-log-type data from the patient
upon command. This kind of functionality is particularly
convenient in a portable device, such as the PCU 114,
whether implemented in a PDA, mobile telephone, wrist-
watch, or other form factor.

[0154] The flow chart of FIG. 11 sets forth a method for
entering and processing a seizure log according to the
invention. Initially, after the patient has indicated a desire to
enter seizure log information to the PCU 114 (for example,
by entering a command 732), the seizure log input is
received by the PCU 114 or other apparatus (step 1110). The
input is then processed (step 1112) to determine whether any
action is necessary (for example, if the entry indicates or
suggests that an emergency is occurring or imminent). If an
action is required (step 1114), some respondent such as the
patient’s treating physician is alerted (step 1116, described
in greater detail with reference to FIG. 16), and if the desired
action can be performed locally (step 1118) by the device
receiving the seizure log entry, then the action is performed
(step 1120). The desired action can be pre-programmed into
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the PCU 114, received from a remote location such as the
database 222, or directed by a physician or other individual
at a remote location (e.g., operating a remote programmer
220 or other device connected to the communications net-
work 112). Examples of possible local actions include
providing an audio or visual alert to the patient, providing
instructions to the patient, or requesting the input of further
information.

[0155] If the action cannot be performed locally (step
1118), a command representative of the action is relayed
(step 1122) via the communications network 112 to another
network unit capable of carrying out the command. For
example, the implantable device 110 might be commanded
to switch into a different detection mode, apply different
types of therapy, delivery an audio or somatosensory warn-
ing to the patient, or go inactive. Other devices, such as the
programmer 216 or a remote programmer 220 might provide
an alert to a physician. Many other options are possible and
will be apparent to the reader hereof.

[0156] In any event, regardless of whether an action is
required (step 1114), the input is stored (step 1124) for later
retrieval. If there is more information to be received (step
1126). the PCU 114 will receive and process whatever else
is provided by the patient or operator (starting again at step
1110). Otherwise, the records of the PCU 114 are updated
(step 1128), and the input is acknowledged (step 1130) to the
patient or user.

[0157] While the PCU 114 is described above as the
apparatus best suited for seizure log entry, it should be noted
that the base unit 210, the programmer 216, or any other
network unit according to the invention can be provided
with the same functionality, for use by the patient, a care-
giver, or a clinical professional. In any event, upon upload
(FIG. 8), the seizure log and associated information will be
transferred to the database 222 and analyzed if necessary.
[0158] Itis also desirable in some circumstances to be able
to administer surveys and examinations to patients and their
caregivers. Traditionally, this has required an office visit to
allow the survey or exam to be administered under con-
trolled conditions. However, it will be recognized that a
system according to the invention affords on opportunity for
automated and remote administration of surveys and exami-
nations.

[0159] One clinically useful tool is a quality of life
(“QOL”) survey, which in general is used to determine how
well a patient is doing. Several specific QOL surveys are
common in epilepsy treatment, including the QOLIE series
(Quality Of Life In Epilepsy), which has a short version
(QOLIE-10), a medium-length version (QOLIE-31), and a
long version (QOLIE-89). For more information on QOLIE-
10, see J. A. Cramer et al., “A Brief Questionnaire to Screen
for Quality of Life in Epilepsy: The QOLIE-10,” Epilepsia
37(6): 577-582 (1996). For details on QOLIE-31, see J. A.
Cramer et al., “Development and Cross-Cultural Transla-
tions of a 31-Item Quality of Life in Epilepsy Inventory,”
Epilepsia 39(1): 81-88 (1998); and B. G. Vickrey et al.,
Quality of Life in Epilepsy QOLIE-31 (version 1.0): Scoring
Manual and Patient Inventory, Santa Monica, Calif.: RAND
(1993). For more information on QOLIE-89, see O.
Devinsky et al., “Development of the Quality of Life in
Epilepsy Inventory,” Epilepsia 36(11): 1089-1104 (1995);
and B. G. Vickrey et al., Quality of Life in Epilepsy
QOLIE-89 (version 1.0): Scoring Manual and Patient Inven-
tory, Santa Monica, Calif.: RAND (1993). Other surveys are
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also available, both epilepsy-specific (e.g., the ESI-55, see
B. G. Vickrey et al., “A Health-Related Quality of Life
Instrument for Patients Evaluated for Epilepsy Surgery,”
Med. Care 30: 299-319 (1992) and the Washington Psycho-
social Seizure Inventory (WPSI)) and general (e.g., the
SF-36 and SF-12 short forms), and ad hoc surveys and
questionnaires might be employed to advantage.

[0160] It is also advantageous to be able to administer
various neuropsychiatric examinations automatically,
remotely, or through a system according to the invention.
Neuropsychiatric examinations might be useful for epilepsy
patients and others being treated with an implantable medi-
cal device according to the invention. See, e.g., T. Onuma,
“Classification of Psychiatric Symptoms in Patients with
Epilepsy,” Epilepsia 41(Suppl. 9): 43-48 (2000); F. Lopez-
Rodriguez et al., “Personality Disorders Among Medically
Refractory Epileptic Patients,” J. Neuropsychiatry Clin.
Neurosci. 11(4): 464-69 (Fall 1999); and V. M. Neppe et al.,
“Modern Perspectives on Epilepsy in Relation to Psychiatry:
Behavioral Disturbances of Epilepsy,” Hosp. Community
Psychiatry 39(4): 389-96 (April 1998). One example of a
neuropsychiatric examination that might be administered
through a system according to the invention 1s the Screening
Cerebral Assessment of Neppe (the “BROCAS SCAN”).
See V. Neppe et al., “The Application of the Screening
Cerebral Assessment of Neppe (BROCAS SCAN) to a
Neuropsychiatric Population,” J. Neuropsychiatry Clin.
Neurosci. 4(1): 85-94 (Winter 1992). It should be under-
stood that the BROCAS SCAN would advantageously be
modified to reduce its reliance on direct clinician-to-patient
interactions and subjective analysis of responses; or alter-
natively, a real-time or deferred link between the patient’s
PCU 114 and a clinician (at a remote programmer, for
example) can be established to permit such interactions and
analysis.

[0161] An advantageous method for administering a sur-
vey or examination is detailed in

[0162] FIG. 12. Initially, if a survey or exam is adminis-
tered on a certain schedule 734 (FIG. 7), the patient or user
is notified that it is time to respond to the desired survey or
examination (step 1210). A quality of life survey might be
administered every three months, for example, but other
surveys and exams might be sought either more or less
frequently. The schedule used may depend on clinical cit-
cumstances, for example the nature of the patient’s seizure
log entries.

[0163] If the patient responds to the notification (step
1212), the survey or examination is administered (step 1214)
and the results are stored (step 1216) for later retrieval.
Optionally, the results can immediately be transmitted to
another location, such as one of the remote programmers
220 or the database 222. If the patient does not respond (step
1212), a deadline for response is checked (step 1218), and a
patient reminder is scheduled (step 1220) if the deadline has
not yet passed. If the deadline has passed or is imminent
(step 1218), a message is sent (step 1222) to an appropriate
individual or location (such as the treating physician or
clinic) and records are updated (step 1224). In response, the
treating physician can take whatever action is clinically
indicated, such as rescheduling the survey or examination,
or alternatively summoning the patient in for an office visit
(e.g., via the message mechanism of the invention described



US 2017/0203111 Al

with reference to FIG. 17). Upon upload (FIG. 8), the survey
or examination results will be transferred to the database 222
and analyzed if necessary.

[0164] Many of the operations performed by an interactive
system according to the invention are initiated by way of a
command 732 (FIG. 7) entered at one of the network units.
As the term is used herein, a command can refer to a specific
directive to perform an action, or can be a direct or indirect
consequence of any user-initiated action, such as entering
data, pushing a button, speaking a phrase into the micro-
phone 138 (FIG. 1), docking the PCU 114 into the docking
station 128, etc. A command can be initiated or received at
any of the network units described herein, including the
implantable device 110 (e.g., by using a magnet or other
interaction device), the PCU 114, the base unit 210 or the
mobile base unit 214, the programmer 216, the personal
computer 218, or one of the remote programmers 220. There
are numerous other possibilities, any of which can constitute
a command according to the invention.

[0165] A command can be processed according to the
method illustrated in FIG. 13. Initially, the command is
received by a device (step 1310), which for the illustrative
example provided here shall be the PCU 114. If the com-
mand can be executed locally (step 1312), the corresponding
action is performed (step 1314). As described herein, there
are many possible and desirable actions, including sending
messages, storing information, changing modes, etc. If the
command cannot be executed locally (step 1312), it is
relayed to the network unit capable of performing the
desired action (step 1316). The system’s records are then
updated (step 1318) to reflect the command and any action
performed, and the command is acknowledged to the user
(step 1320).

[0166] It may be necessary in the operation of a system
according to the invention to alert a user (such as a patient,
caregiver, or physician) to a condition or event that requires
urgent attention. The flow chart of FIG. 14 provides an
exemplary method for receiving and handling such alerts.

[0167] When an alert is received (step 1410) at any
network unit, typically from the communications network
112, the implantable device 110, or some other communi-
cations channel, it is immediately processed (step 1412) to
determine what actions are required. If the alert can be
delivered locally (step 1414) to the user, the alert is imme-
diately delivered (step 1416). In general, an alert can be an
audio, visual, or somatosensory warning, a message, or
some other form of communications. If the alert cannot be
delivered locally (step 1414), it is relayed (step 1418) to the
destination network unit.

[0168] If the alert requires a response (step 1420), the
response is awaited (step 1422) for a desired period of time,
either preset or programmed. If a response is received (step
1424), it is stored (step 1426) for later retrieval or immediate
transmission as a message (see FIG. 16). The system’s
records are then updated (step 1432) to reflect successful
delivery of the alert, regardless of whether a response was
required. If no response is received (step 1424), a message
is sent (step 1428; see F1G. 16) to a physician, caregiver or
other individual capable of following up on the alert. The
destination of the message may depend on the nature of the
alert. The system’s records are then updated (step 1430) to
reflect the successful delivery of the alert and the user’s
failure to respond.

Jul. 20, 2017

[0169] An alert provided according to the method illus-
trated in FIG. 14 can be provided to the patient (preferably
via the implantable device 110 or the PCU 114) if the patient
is in the best situation to respond to the alert, or to a
caregiver (preferably via the PCU 114 or the base unit 210)
if the caregiver is best situated. It is also contemplated that
in certain circumstances an alert can be provided to both the
patient and a caregiver. Depending on the recipient’s role,
the information provided by the alert may differ. For
example, a patient might be instructed simply to seek
immediate care, while a caregiver might be given more
detailed instructions on how to handle the urgent condition
the alert pertains to. The different levels of information may
be preset and dependent only on the recipient’s general role,
patient or caregiver, or may be individually programmed
depending on the circumstances and the clinical needs of
different patients.

[0170] FIG. 15 illustrates an exemplary method used to
associate notes and other data entries with data recorded by
the implantable device. This functionality can be used by the
patient to enter notes that correspond to stored EEG data
(although the seizure log of FIG. 11 can be used similarly),
or simply to explain circumstances that might correspond to
other measurements or data items stored by the implantable
device 110, PCU 114, or other apparatus according to the
invention. Initially, the patient or other user enters a notation
(step 1510), which is received by the device being used
(typically the PCU 114). The notation is then processed (step
1512), e.g., by compressing it if necessary and assigning it
a date and time stamp. The notation is then associated and
stored with any desired data (step 1514), for example stored
EEG records, diagnostic information, seizure log entries,
QOL survey entries, etc.—the data to associate the notation
with can preferably be selected by the user, or by default, can
be given a date and time stamp and simply stored with all
data. The system’s records are then updated to reflect the
notation (step 1516), and the entry of the notation is
acknowledged to the user (step 1518). In an embodiment of
the invention, any notations entered via the method specified
in FIG. 15 are uploaded with other data according to the flow
chart of FIG. 8.

[0171] As referenced above, FIG. 16 depicts an illustrative
method for sending messages from one apparatus to another
in a system according to the invention. A message (text,
audio, image, or any other format) is input by a user (step
1610) and received by the sending device. Typically, in a
system according to the invention, the sending device will be
the PCU 114, the base unit 210 or mobile base unit 214, the
programmer 216, or the personal computer 218. The mes-
sage is then processed (step 1612) to identify its urgency and
destination and to package the message for transmission.

[0172] In an embodiment of the invention, the sending
device is adapted to encrypt the message while processing it
(step 1612), thereby enabling commercial transactions
involving financial data and the like. For example, if the
patient is alerted that a certain medication change is neces-
sary, the user would be able to send an encrypted message
(with credit card or insurance coverage information) to a
nearby pharmacy to have the prescription filled and paid for.
It should be noted that encryption is useful in a broad array
of contexts within a system according to the invention, and
in an embodiment of the invention, essentially all commu-
nications across the communications network 112 or via
wireless links will be encrypted to preserve the patient’s
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privacy and security. It should be noted that certain com-
munications protocols, such as the IEEE 802.11b protocol
for wireless communications, include encryption; a system
according to the invention can either employ the provided
encryption or alternatively specifically encrypt the data
(potentially enabling even greater security), depending on
the needs of the system.

[0173] The message is transmitted to its destination (step
1614), either directly or indirectly, typically via the com-
munications network 112, although shorter-range commu-
nications links may be used for local devices.

[0174] If necessary, the message is associated with any
data it might be relevant to (step 1616; see also FIG. 15), and
system records are updated accordingly to reflect the trans-
mitted message (step 1618). Successful transmission of the
message is then acknowledged to the user (step 1620).

[0175] Ifareply to the message was requested (step 1622),
a reply is awaited for a time period that can be either preset
or programmed (step 1624). When a reply is received, it is
associated in device storage with the original message (step
1626) and displayed to the user (step 1628).

[0176] It should be noted that in an embodiment of the
invention, traditional Internet e-mail can also be used to send
messages (FIG. 16) and alerts (FIG. 14) to patients and other
individuals; such communications need not be transmitted
over the infrastructure established by the invention.

[0177] The technique used to process received messages is
illustrated by the flow chart of FIG. 17. When a message is
received (step 1710) from the communications network 112
or some other source, such as a local device, the recipient is
immediately notified (step 1712). If a reply was requested
(step 1714), entry of the reply is awaited (step 1716) for a
preset or programmable time period. If a reply is entered
(step 1718), it is transmitted back to the original message
sender (step 1720), and system records are updated to reflect
the message and the reply (step 1722). If no reply was
requested, the records are updated (step 1722) to reflect only
the original message.

[0178] If a reply was requested (step 1714) and no reply
was entered (step 1718), it is determined whether a deadline
has passed (step 1724). If the deadline has passed, an
automatic reply is sent (step 1726) and the system’s records
are updated accordingly (step 1728). The original message
sender may then decide how to follow up on the failure to
reply. If the deadline has not passed (step 1724), a reply
reminder is simply scheduled (step 1730). It should be noted
that the reply reminder, like other scheduled events handled
according to the invention, causes an action to be performed
at a certain time according to the specified schedule 734
(FIG. 7). Accordingly, at the proper time, the scheduled
event is treated essentially as a command according to the
method of FIG. 13, and can be performed locally or
remotely, depending on the circumstances.

[0179] Particularly in initial patient care for the treatment
of epilepsy and other neurological disorders, it is useful to
be able to monitor a patient’s condition in substantially real
time. This can be performed by an invasive surgical process
to implant monitoring electrodes within the patient’s cra-
nium, and can also be performed non-invasively with scalp
electrodes (which tend to have some disadvantages in com-
parison to implanted electrodes). However, it will be rec-
ognized that if an implantable device 110 is already
implanted in the patient and receiving data from implanted
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electrodes, it is far preferable to be able to monitor that data
instead of using either of the alternate approaches.

[0180] Accordingly, FIG. 18 represents a method for per-
forming real-time monitoring of patient condition (including
real-time EEG monitoring) according to the invention. As
described above, the implantable device includes a number
of electrodes, an electronics package capable of translating
the EEG signals received by the electrodes into digital data,
and a communications capability. The method of FIG. 18
uses those capabilities for real-time monitoring.

[0181] Initially, a data link is established between the
implantable device 110 and the apparatus being used for
monitoring (step 1810). Generally, the monitoring apparatus
will be the programmer 216 or one of the remote program-
mers 220. If a remote device is used, an indirect communi-
cations link may be necessary through a local device (such
as the PCU 114 or the base unit 210) and the communica-
tions network 112; other aspects of the method operate in the
same way.

[0182] Upon a specified, programmed, or commanded
start time (step 1812), the implantable device 110 collects
some data (step 1814) and transmits it in a relatively small
packet or short stream to the monitoring apparatus (step
1816). The monitoring apparatus then acts on the data, e.g,,
by decompressing it, displaying it as a real-time EEG
waveform, and storing it. If the real-time monitoring is
finished (step 1820), then the data link is closed (step 1822)
and the end of monitoring is acknowledged (step 1824) to
the patient and the user of the monitoring apparatus (e.g., by
a message handled according to FIG. 16 or by some other
mechanism). If the monitoring is to continue (step 1820),
then the data collection, transmission, and action steps
(1814-1818) are repeated as long as desired. It should be
observed, of course, that real-time monitoring can be per-
formed only while a communications link is open between
the implantable device 110 and other devices. Accordingly,
when short-range wireless links are employed, it may be
necessary to keep the wand 428 in close proximity to the
implantable device 110 for a substantial amount of time.
[0183] To ensure a system according to the invention is
operating properly, it is necessary to be able to perform
diagnostics. And in an interactive system according to the
invention, it is advantageous to be able to ensure abnormal
diagnostic results are sent to and reviewed by the individuals
who most need to see them. A method for accomplishing this
is illustrated in FIG. 19.

[0184] To start the method, a diagnostic test is performed
(step 1910) upon command, schedule, or automatically
identified need. If the outcome of the test is abnormal (step
1912), and the user needs to be alerted (step 1914), then an
alert is provided to the user (step 1916) according to the
method described above with reference to FIG. 14. Even if
the user does not need to be alerted (step 1914), there may
be a need to alert others (step 1918), such as a caregiver,
physician, and in the case of a malfunction, the device’s
responsible technical and clinical personnel. If so, an alert is
sent to an appropriate one of these individuals (step 1920),
and if still others need to be alerted (step 1922), additional
alerts are sent (step 1920) as necessary. These third-party
alerts can be sent as urgent messages according to the
method of FIG. 16, for example.

[0185] Once the user and any others have been alerted, the
device failing diagnostics attempts to respond (step 1924)
and correct the situation. Various actions can be taken here
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that would depend on the clinical and technical circum-
stances; however, as a fail-safe, the implantable device 110
(or other apparatus failing diagnostic testing) can be put into
an inactive or passive monitoring state until further testing,
possibly at a physician’s office or other medical facility, can
be performed. In any event, system records are updated (step
1926) to reflect the failed diagnostic test, any alerts sent, and
any actions performed to attempt to rectify the situation.
[0186] In an alternative embodiment of the invention, the
device performing diagnostics need not “know” that a
diagnostic test has failed. In this embodiment of the inven-
tion, diagnostics results are transmitted to a processing
device (such as the programmer 216 or the database 222) via
a message (see FIG. 16) or data upload (FIG. 8); the
processing device then evaluates the results and initiates any
alerts or corrective measures necessary.

[0187] It should be noted that the method described above
for performing diagnostics applies equally to any of the
devices used in a system according to the invention, includ-
ing the implantable device 110, the PCU 114, the base unit
210, the mobile base unit 214, the programmer 216 (or one
of the remote programmers 220), the personal computer 218,
or the database 222.

[0188] A patient or user having access to the PCU 114 or
other network units according to the invention may have a
need to access certain informational records from time to
time. For example, a patient while traveling might have an
urgent need to identify a nearby physician who has one of
the remote programmers 220. The patient might also desire
to review a user’s guide or other documentation relevant to
the implantable device 110 or the system. The volume of
information preferably made available to a patient or other
user might exceed the amount of storage practically avail-
able on the PCU 114 or other accessible device, or may be
updated from time to time. Accordingly, there is a need for
functionality enabling access to a wide variety of informa-
tional materials, regardless of where they may be located in
a system according to the invention.

[0189] It should further be observed that a physician or
other clinical professional using the programmer 216 or
another apparatus may have analogous needs—e.g., to iden-
tify other nearby clinical professionals and facilities, to
access instructions or updated documentation, or to access a
new patient’s medical history. A query processing capability
is provided by a system according to the invention and will
be described with reference to FIG. 20.

[0190] Initially, query input is accepted from the user (step
2010). This can be accomplished via a navigable menu tree
presented on a display, various drop-down lists of preset
query choices, or free-form text entry, as desired. If the
query can be handled locally (step 2012), e.g., if a physician
query is entered into the PCU 114, and a list of physicians
is maintained on the PCU 114, then the query is processed
(step 2014) and interpreted, and the local data repository is
accessed (step 2016) to find a response. A report represent-
ing the results (e.g., one or more matching records from the
repository) is then generated (step 2018). It will be recog-
nized that it may be necessary to update the contents of the
local data repository from time to time; this can be accom-
plished by a method analogous to the software download
described with reference to FIG. 9—the contents of the data
repository can be considered a type of software module that
needs to be updated periodically, and such an update can be
scheduled or commanded as desired.
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[0191] Ifthe query cannot be handled locally (step 2012),
the query is transmitted (step 2020) to the database 222 or
another location where it can be handled. Results are gen-
erated at the remote location while the queried apparatus
awaits receipt of the results (step 2022).

[0192] Upon receipt from a remote location (step 2022), or
upon local generation (step 2018), the results are presented
to the user (step 2024) by visual display, audio code or
speech synthesis, or any other suitable means (including the
message transmission operation of FIG. 16).

[0193] A basic device housekeeping method consistent
with the invention is illustrated by the flow chart of FIG. 21.
Because a substantial amount of data is stored, transferred,
processed, and manipulated in a system according to the
invention, there may be, from time to time, old or super-
seded data that should be discarded or backed up to keep the
system operating at maximum efficiency. The process
described herein can be applied to one or more network units
(such as the implantable device 110, the PCU 114, the base
unit 210, the mobile base unit 214, the programmer 216 or
remote programmers 220, the personal computer 218, or the
database 222), individually or in a coordinated effort.
[0194] The process begins by identifying any unnecessary
data (step 2110) in a device according to the invention. The
unnecessary data, which is typically described as that data
which is not necessary for any purpose whatsoever, is
deleted (step 2112). Any old data, not referenced recently or
unlikely to be used, is then identified (step 2114) and backed
up (step 2116), typically on the database 222. The original
copy of the old data is then deleted (step 2118). The backup
copy of the old data is still available if it is needed. Storage,
including both short-term memory and long-term archival, is
consolidated and organized (step 2120), preferably keeping
like data together and maximizing contiguous free space.
[0195] As illustrated in FIG. 7, the performance of certain
actions according to the invention first requires authentica-
tion of a user (step 716) or a device serving as the action’s
source (step 718). Such user authentication is preferably
performed in accordance with the methods described below
and with reference to FIG. 22; device authentication is
analogous and will be described in further detail below.
[0196] The process begins by identifying a user (step
2210). In general, this is accomplished by providing an
identification data item to an authentication server, which
may be on the local device, the database 222, or elsewhere
connected to the communications network 112. Examples of
identification data items include user login names, numeric
codes representative of the user’s identity, and biometric
information; there are numerous other possibilities.

[0197] If the user has already authenticated to the system
(step 2212), and too much time has not yet elapsed (step
2214), the desired transaction is allowed (step 2216). The
preset or programmable time limit exists to allow consecu-
tive (and nearly consecutive) transactions to be performed
without the need to perform detailed authentication for each
one, relieving some burden on the system. This approach is
well known.

[0198] If the user has not yet authenticated (step 2212) or
if too much time has elapsed (step 2214), then an authen-
tication input is awaited from the user (step 2218). An
authentication input according to the invention can be a
password, a device-generated code, one or more items of
biometric information, or any of various other known items.
Once received, the authentication input is tested (step 2220)
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by the authentication server. If it is good (step 2222), and the
user identification and user authentication information
match properly, then the transaction is allowed (step 2216).
If not, and one or more retries are allowed (step 2224), then
authentication input is again awaited (step 2218) and the
process continues. If no retries are available (step 2224),
then a failure message is sent (step 2226) to one or more
responsible individuals (for example, the patient, the
patient’s physician, and a system administrator) or a failed
access attempt is simply logged, and the transaction is
denied (step 2228).

[0199] Finally, a method for ensuring patients and other
users do not overuse the interactive functionality of a system
according to the invention is presented in FIG. 23. It has
been observed that certain patients with programmable
implantable medical devices tend to use interaction devices
more often than recommended. This may lead to accelerated
battery depletion, inefficient system usage, and may make
other unnecessary demands on the system. The control
method provided by the system and illustrated in FIG. 23
will reduce this tendency by limiting access to reasonable
intervals.

[0200] To start, the system identifies the user making a
request (step 2310) and further identifies the nature of the
action being requested (step 2312). For example, a given
user may tend to try to upload stored data very frequently,
e.g., approximately every half hour while awake. Accord-
ingly, after the user and the desired action have been
identified, the system identifies a time restriction that cor-
responds to both the user and the desired action (step 2314).
Some users who use the system appropriately might have no
time restrictions, while others might have multiple restric-
tions applying to multiple actions. The time restrictions used
by the system can be preset, programmed, commanded (e.g.,
by a physician), or dynamically and automatically generated
and updated by the system based on past behavior.

[0201] Once the appropriate time restriction has been
identified, the user’s history of interaction with the system,
including the most recent action of the same type requested
by the user, is accessed (step 2316) and its time is deter-
mined. The current time is checked (step 2316) and com-
pared to the time of the most recent action of the same type.
If the time restriction is met (step 2320), the action is
permitted (step 2322) and recorded by the system. Other-
wise, permission to perform the action is denied (step 2324).
[0202] It should be recognized. of course, that certain
actions performed by the system should never be restricted--
for example, patients should always be allowed to send
urgent messages (see FIG. 16) or make a seizure log entry
(see FIG. 11), and if an urgent message is to be sent, it should
be possible for the patient to upload and transmit a corre-
sponding EEG record for analysis (see FIG. 8). The system
(and the PCU 114 or the implantable device 110) may not
always be able to automatically identify an urgent patient
care situation or an emergency, so the patient must be given
an opportunity to react to perceived emergencies and seek
appropriate care through the use of the system.

[0203] It should be observed that while the foregoing
detailed description of various embodiments of the present
invention is set forth in some detail, the invention is not
limited to those details and a system according to the
invention incorporating an implantable medical device can
differ from the disclosed embodiments in numerous ways. In
particular, it will be appreciated that embodiments of the
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present invention may be employed in many different appli-
cations to monitor, communicate with, or control a medical
device system. It will be appreciated that the functions
disclosed herein as being performed by hardware and soft-
ware, respectively, may be performed differently in an
alternative embodiment. It should be further noted that
functional distinctions are made above for purposes of
explanation and clarity; structural distinctions in a system or
method according to the invention may not be drawn along
the same boundaries. Hence, the appropriate scope hereof is
deemed to be in accordance with the claims as set forth
below.

1. An interactive medical device system for monitoring
and treating a patient, the system comprising:

an implantable medical device configured to be implanted

in the patient; and

an external device;

wherein the external device and the implantable medical

device are adapted for communication with each other,
and

wherein the external device is further adapted to:

receive and store a data record from the implantable
medical device, the data record corresponding to
physiological information obtained by the implant-
able medical device,

receive a data item corresponding to medical informa-
tion obtained from the patient,

associate the data item with the data record,

process the data item and its associated data record to
determine an action, if any, to be initiated, and

initiate the action.

2. The interactive medical device system of claim 1,
wherein:

the data record comprises an EEG record, and

the data item comprises one or more of an entry in a

seizure log, and a response to a query.

3. The interactive medical device system of claim 2,
wherein each of the data record and the data item comprises
a time stamp, and the data item and the data record are
associated based on their respective time stamps.

4. The interactive medical device system of claim 1,
wherein:

the action is directed to the patient, and

the external device is configured to initiate the action by

being further configured to at least one of: output an
alert to the patient, provide instructions to the patient,
and request an input from the patient.

5. The interactive medical device system of claim 1,
wherein:

the action is directed to the implantable medical device,

and

the external device is configured to initiate the action by

being further configured to output a command to the
implantable medical device, which command causes
the implantable medical device to at least one of:
switch an operation mode, switch a therapy type,
change a therapy parameter, deliver a warning to the
patient, and enter an inactive state.

6. The interactive medical device system of claim 1,
further comprising a personal control unit adapted for com-
munication with the external device, wherein the data item
corresponding to medical information obtained from the
patient is received by the external device from the personal
control unit.
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7. The interactive medical device system of claim 6,
wherein:

the action is directed to the patient, and

the external device is configured to initiate the action by
being further configured to output a command to the
personal control unit, which command causes the per-
sonal control unit to at least one of: output an alert to
the patient, provide instructions to the patient, and
request an input from the patient.

8. A method of monitoring and treating a patient, the

method comprising:

receiving and storing at an external device, a data record
from an implantable medical device implanted in a
patient, the data record corresponding to physiological
information obtained by the implantable medical
device;

receiving at the external device, a data item corresponding
to medical information obtained from the patient;

associating at the external device, the data item with the
data record;

processing at the external device, the data item and its
associated data record to determine an action, if any, to
be initiated; and

initiating the action from the external device.

9. The method of claim 8, wherein:

the data record comprises an EEG record, and

the data item comprises one or more of an entry in a
seizure log, and a response to a query.
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10. The method of claim 9, wherein each of the data
record and the data item comprises a time stamp, and the
data itern and the data record are associated based on their
respective time stamps.

11. The method of claim 8, wherein:

the action is directed to the patient, and

initiating the action comprises at least one of: outputting

an alert to the patient, providing instructions to the
patient, and requesting an input from the patient.

12. The method of claim 8, wherein:

the action is directed to the implantable medical device,

and

initiating the action comprises outputting a command to

the implantable medical device, which command
causes the implantable medical device to at least one
of: switch an operation mode, switch a therapy type,
change a therapy parameter, deliver a warning to the
patient, and enter an inactive state.

13. The method of claim 8, wherein the data item corre-
sponding to medical information obtained from the patient is
received by the external device from a personal control unit.

14. The method of claim 13, wherein:

the action is directed to the patient, and

initiating the action comprises outputting a command to

the personal control unit, which command causes the
personal control unit to at least one of: output an alert
to the patient, provide instructions to the patient, and
request an input from the patient.
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