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ABSTRACT

A heart monitoring system for a person includes one or more
wireless nodes; and a wearable appliance in communication
with the one or more wireless nodes, the appliance monitor-
ing vital signs.
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HEALTH MONITORING APPLIANCE

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 13/676,138 filed Nov. 14, 2012 which is a
continuation of Ser. No. 13/488,351 filed Jun. 4, 2012, which
in turn is a continuation-in-part of U.S. application Ser. No.
13/337,217 filed Dec. 6, 2011, which is a continuation of U.S.
application Ser. No. 11/433,900 filed May 12, 2006, and U.S.
application Ser. No. 12/426,232 filed Apr. 18, 2009, the con-
tents of which are incorporated by reference.

BACKGROUND

[0002] This invention relates generally to methods and
apparatus for monitoring patients.

[0003] Conventionally, the monitoring of a patient such as
in an intensive care unit of a hospital has required vigilant
surveillance by one or more nurses. More recently, monitor-
ing means have been utilized in the form of electrical moni-
toring and recording devices which are connected to the
patient by suitable electrical wires. During surgical opera-
tions and during their stay in the ICU (Intensive Care Unit),
patients are attached by cables to the monitoring or treatment
equipment. Cabling, however, complicates the treatment pro-
cess in many ways; for instance, cables obstruct nursing pro-
cedures and complicate transfers, as they have to be attached
and detached. Such conventional devices have required that
the patient’s bed be made electrically shockproof. The use of
such wiring limits the mobility of the patient and convention-
ally has required that the patient remain in the shockproof
bed. Because of the high cost of the equipment and the instal-
lation, the use thereof has been primarily limited to intensive
care units of hospitals and, thus, such monitoring has not been
readily available in connection with less serious patient prob-
lems.

[0004] U.S. Pat. No. 3,212,496 discloses a molecular
physiological monitoring system wherein the voltage pro-
duced by the heart in the functioning thereof in sensed and
transmitted to an EKG receiver and recording or display
device. In Preston, the transducer system is implanted subcu-
taneously or externally.

[0005] U.S. Pat. No. 3,943,918 discloses a throwaway, one-
time use signal sensing and telemetric transmitting device for
use such as in the care of medical patients requiring a moni-
toring of a physiological function such as the cardiac function
of the patient. The device includes one-time use self-power-
ing battery means, adhesive means for attachment of the
device to the patient and electrodes for sensing the physi-
ological functioning. A disposable cover is removed to
expose the adhesive means and the battery means are actuated
to power the device at the time of use. The radio frequency
transmitted signal is received on a suitable radio telemetry
receiver for monitoring and recording as desired.

SUMMARY

[0006] In one aspect, a monitoring system includes one or
more wireless nodes communicating over an aeronautical
mobile telemetry (AMT) band; and a wearable appliance in
communication with the one or more wireless nodes to cap-
ture a patient vital sign.

[0007] In another aspect, a monitoring system for a person
includes one or more wireless nodes; and a wearable appli-
ance in communication with the one or more wireless nodes,
the appliance continuously monitoring vital sign. Other
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implementations can monitor heart rate, heart rate variability,
respiratory rate, fluid status, posture and activity.

[0008] In yet another aspect, a monitoring system for a
person includes one or more wireless nodes forming a wire-
less network and a wearable appliance having a sound trans-
ducer coupled to the wireless transceiver; and a heart disease
recognizer coupled to the sound transducer to determine car-
diovascular health and to transmit heart sound over the wire-
less network to a remote listener if the recognizer identifies a
cardiovascular problem. The heart sound being transmitted
may be compressed to save transmission bandwidth.

[0009] Ina further aspect, a monitoring system fora person
includes one or more wireless nodes; and a wristwatch having
awireless transceiver adapted to communicate with the one or
more wireless nodes; and an accelerometer to detect a dan-
gerous condition and to generate a warning when the danger-
ous condition is detected.

[0010] In another aspect, a monitoring system for a person
includes one or more wireless nodes forming a wireless net-
work; and a wearable appliance having a wireless transceiver
adapted to communicate with the one or more wireless nodes;
and a heartbeat detector coupled to the wireless transceiver.
The system may also include an accelerometer to detect a
dangerous condition such as a falling condition and to gen-
erate a warning when the dangerous condition is detected.
[0011] In another aspect, a monitoring system for a person
includes one or more wireless bases; and a cellular telephone
having a wireless transceiver adapted to communicate with
the one or more wireless bases; and an accelerometer to detect
a dangerous condition and to generate a warning when the
dangerous condition is detected.

[0012] Inyetanother aspect, a monitoring system includes
one or more cameras to determine a three dimensional (3D)
model of a person; means to detect a dangerous condition
based on the 3D model; and means to generate a warning
when the dangerous condition is detected.

[0013] In another aspect, a method to detect a dangerous
condition for an infant includes placing a pad with one or
more sensors in the infant’s diaper; collecting infant vital
parameters; processing the vital parameter to detect SIDS
onset; and generating a warning.

[0014] Implementations of the above aspect may include
one or more of the following. The system wirelessly monitors
parameters such as RR (respiratory rate), SpO2 (oxygen satu-
ration), ECG (electrocardiogram), HR (heart rate), core tem-
perature (inside the heart) and peripheral temperature (on top
of the instep), CI (cardiac output index, CO/m2), systematic
pressures (SSAP, systematic systolic arterial pressure; SDAP,
systematic diastolic arterial pressure; SMAP, systematic
mean arterial pressure), CVP (central venous pressure), pul-
monary pressures (PSAP, pulmonary systolic arterial pres-
sure; PDAP, pulmonary diastolic arterial pressure; PMAP,
pulmonary mean arterial pressure), svO2 (oxygen saturation
in the lung artery), ETCO2 (outcoming carbon dioxide), FIO
(ingoing oxygen), diuretics, the patient’s weight, fluid bal-
ance (ingoing and outcoming fluids) and EEG. The device can
be a wristwatch that determines position based on triangula-
tion. The wristwatch determines position based on RF signal
strength and RF signal angle. A switch detects a confirmatory
signal from the person. The confirmatory signal includes a
head movement, a hand movement, or a mouth movement.
The confirmatory signal includes the person’s voice. A pro-
cessor in the system executes computer readable code to
transmit a help request to a remote computer. The code can



US 2013/0178718 Al

encrypt or scramble data for privacy. The processor can
execute voice over [P (VOIP) code to allow a user and a
remote person to audibly communicate with each other. The
voice communication system can include Zigbee VOIP or
Bluetooth VOIP or 802.XX VOIP. The remote person can be
a doctor, a nurse, a medical assistant, or a caregiver. The
system includes code to store and analyze patient informa-
tion. The patient information includes medicine taking habits,
eating and drinking habits, sleeping habits, or excise habits. A
patient interface is provided on a user computer for accessing
information and the patient interface includes in one imple-
mentation a touch screen; voice-activated text reading; and
one touch telephone dialing. The processor can execute code
to store and analyze information relating to the person’s
ambulation. A global positioning system (GPS) receiver can
be used to detect movement and where the person falls. The
system can include code to map the person’s location onto an
area for viewing. The system can include one or more cam-
eras positioned to capture three dimensional (3D) video of the
patient; and a server coupled to the one or more cameras, the
server executing code to detect a dangerous condition for the
patient based on the 3D video and allow a remote third party
to view images of the patient when the dangerous condition is
detected.

[0015] Advantages of the invention may include one or
more of the following. The system eliminates cables attach-
ing patient monitoring sensors to monitoring devices without
disturbing and obstructing nursing staff. Vital parameters,
such as blood pressure, electrocardiography (ECG), respira-
tion rate, heart rate and temperature, from patient who is in
critical condition are measured all the time. Wireless connec-
tions enable free redeployment of patient between separate
units and allow free movement of the patient. Wireless con-
nections will offer quick and easy way to redeploy the patient,
e.g., from an operating room to an intensive care unit (ICU)
and make the movement of patient more easier.

[0016] The system is highly reliable and is at least as reli-
able as wired techniques. Interference is reduced by operating
atadifferent frequency than Bluetoothand 2.45 GHz WL AN.
The system avoids interference from surgical knives, mobile
phones and even microwave ovens through error correction
and redundant transmission within a hospital. The absence of
cables around patients will improve the working conditions of
nursing staff, and enhance their efficiency. When patients
arrive at the hospital, sensors will be attached to them and
removed as they check out. All patient information, including
personal data, laboratory test results, patient monitor signals
etc., will be transferred to one single database. During their
stay, patients remain connected to the hospital network and
can either move freely or be transferred anywhere in the
hospital. Relevant nursing staff will be able to examine
patient information via a PDA, for example, anywhere in the
hospital. Additional information can be sent outside the hos-
pital to a consulting doctor through a mobile phone, PDA or
via e-mail.

[0017] The device can be applied in the manner of a con-
ventional bandage to the patient’s body without complicated
or extensive preparation of the patient. As the device is
extremely simple and economical of construction, it may be
utilized as a one-time use, throwaway device which permits
high mobility of the patient while yet providing continuous
monitoring of the sensed physiological function. The system
for non-invasively and continually monitors a subject’s arte-
rial blood pressure, with reduced susceptibility to noise and
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subject movement, and relative insensitivity to placement of
the apparatus on the subject. The system does not need fre-
quent recalibration of the system while in use on the subject.
[0018] In particular, it allows patients to conduct a low-
cost, comprehensive, real-time monitoring of their blood
pressure. Using the web services software interface, the
invention then avails this information to hospitals, home-
health care organizations, insurance companies, pharmaceu-
tical agencies conducting clinical trials and other organiza-
tions. Information can be viewed using an Internet-based
website, a personal computer, or simply by viewing a display
on the monitor. Data measured several times each day provide
a relatively comprehensive data set compared to that mea-
sured during medical appointments separated by several
weeks or even months. This allows both the patient and medi-
cal professional to observe trends in the data, such as a
gradual increase or decrease in blood pressure, which may
indicate a medical condition. The invention also minimizes
effects of white coat syndrome since the monitor automati-
cally makes measurements with basically no discomfort;
measurements are made at the patient’s home or work, rather
than in a medical office.

[0019] The wearable appliance is small, easily worn by the
patient during periods of exercise or day-to-day activities, and
non-invasively measures blood pressure can be done in a
matter of seconds without affecting the patient. An on-board
or remote processor can analyze the time-dependent mea-
surements to generate statistics on a patient’s blood pressure
(e.g., average pressures, standard deviation, beat-to-beat
pressure variations) that are not available with conventional
devices that only measure systolic and diastolic blood pres-
sure at isolated times.

[0020] The wearable appliance provides an in-depth, cost-
effective mechanism to evaluate a patient’s cardiac condition.
Certain cardiac conditions can be controlled, and in some
cases predicted, before they actually occur. Moreover, data
from the patient can be collected and analyzed while the
patient participates in their normal, day-to-day activities.
[0021] In cases where the device has fall detection in addi-
tion to blood pressure measurement, other advantages of the
invention may include one or more of the following. The
system provides timely assistance and enables elderly and
disabled individuals to live relatively independent lives. The
system monitors physical activity patterns, detects the occur-
rence of falls, and recognizes body motion patterns leading to
falls. Continuous monitoring of patients is done in an accu-
rate, convenient, unobtrusive, private and socially acceptable
manner since a computer monitors the images and human
involvement is allowed only under pre-designated events.
The patient’s privacy is preserved since human access to
videos of the patient is restricted: the system only allows
human viewing under emergency or other highly controlled
conditions designated in advance by the user. When the
patient is healthy, people cannot view the patient’s video
without the patient’s consent. Only when the patient’s safety
is threatened would the system provide patient information to
authorized medical providers to assist the patient. When an
emergency occurs, images of the patient and related medical
data can be compiled and sent to paramedics or hospital for
proper preparation for pick up and check into emergency
room.

[0022] Thesystemallows certain designated people such as
a family member, a friend, or a neighbor to informally check
on the well-being of the patient. The system is also effective
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in containing the spiraling cost of healthcare and outpatient
care as a treatment modality by providing remote diagnostic
capability so that a remote healthcare provider (such as a
doctor, nurse, therapist or caregiver) can visually communi-
cate with the patient in performing remote diagnosis. The
system allows skilled doctors, nurses, physical therapists, and
other scarce resources to assist patients in a highly efficient
manner since they can do the majority of their functions
remotely.

[0023] Additionally, a sudden change of activity (or inac-
tivity) can indicate a problem. The remote healthcare provider
may receive alerts over the Internet or urgent notifications
over the phone in case of such sudden accident indicating
changes. Reports of health/activity indicators and the overall
well-being of the individual can be compiled for the remote
healthcare provider. Feedback reports can be sent to moni-
tored subjects, their designated informal caregiver and their
remote healthcare provider. Feedback to the individual can
encourage the individual to remain active. The content of the
report may be tailored to the target recipient’s needs, and can
present the information in a format understandable by an
elder person unfamiliar with computers, via an appealing
patient interface. The remote healthcare provider will have
access to the health and well-being status of their patients
without being intrusive, having to call or visit to get such
information interrogatively. Additionally, remote healthcare
provider can receive a report on the health of the monitored
subjects that will help them evaluate these individuals better
during the short routine check-up visits. For example, the
system can perform patient behavior analysis such as eating/
drinking/smoke habits and medication compliance, among
others.

[0024] The patient’s home equipment is simple to use and
modular to allow for the accommodation of the monitoring
device to the specific needs of each patient. Moreover, the
system is simple to install. Regular monitoring of the basic
wellness parameters provides significant benefits in helping
to capture adverse events sooner, reduce hospital admissions,
and improve the effectiveness of medications, hence, lower-
ing patient care costs and improving the overall quality of
care. Suitable users for such systems are disease management
companies, health insurance companies, self-insured
employers, medical device manufacturers and pharmaceuti-
cal firms.

[0025] The system reduces costs by automating data col-
lection and compliance monitoring, and hence reduce the cost
of nurses for hospital and nursing home applications. At-
home vital signs monitoring enables reduced hospital admis-
sions and lower emergency room visits of chronic patients.
Operators in the call centers or emergency response units get
high quality information to identify patients that need urgent
care so that they can be treated quickly, safely, and cost
effectively. The Web based tools allow easy access to patient
information for authorized parties such as family members,
neighbors, physicians, nurses, pharmacists, caregivers, and
other affiliated parties to improve the Quality of Care for the
patient.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1A illustrates an exemplary system for moni-
toring a person.
[0027] FIG. 1B a schematic representation of a patient pro-

vided with a signal sensing and telemetric transmitting device
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embodying the invention in connection with the transmitting
of physiologic signals to a suitable receiver, monitor, and
recorder.

[0028] FIG. 1C is a perspective view of a monitoring patch,
pad or band-aid ready to be worn by a patient for transmitting
vital signs.

[0029] FIG. 1D shows an exemplary module with redun-
dant transceivers and redundant antennas.

[0030] FIG. 1E shows another exemplary module with
redundant transceivers and redundant antennas.

[0031] FIG. 1F shows a multi-band frequency hopping
embodiment.

[0032] FIG. 1G shows a wideband bed antenna embodi-
ment.

[0033] FIG. 1H shows a bed receiver with large antenna

where the receiver is wired to hospital monitoring equipment.
[0034] FIG. 11 shows a multi-band system that transmits
over RF and optical bands.

[0035] FIG. 1] shows a multi-band system that transmits
over ultra-wideban, Zigbee, WiFi and optical bands.

[0036] FIG. 1K shows mesh networking that transmits over
various wireless and optical protocols in a node to node basis
to avoid a jammed node for enhanced reliability.

[0037] FIG. 1L shows exemplary low power cells for
patient telemetry.

[0038] FIG. 1M shows an embodiment with scheduled
transmissions.

[0039] FIG. 1IN shows an exemplary high gain parabolic
bed antenna.

[0040] FIG. 2A illustrates a process for determining three
dimensional (3D) detection.

[0041] FIG. 2B shows an exemplary calibration sheet.
[0042] FIG. 3 illustrates a process for detecting falls.
[0043] FIG. 4 illustrates a process for detecting facial
expressions.

[0044] FIG. 5 illustrates an exemplary process for deter-

mining and getting assistance for a patient or user.

[0045] FIG. 6A shows an exemplary wrist-watch based
assistance device.

[0046] FIG. 6B shows an exemplary mesh network work-
ing with the wearable appliance of FIG. 6A.

[0047] FIG. 7 shows an exemplary mesh network in com-
munication with the wrist-watch device of FIG. 6.

[0048] FIGS. 8-14 show various exemplary wearable appli-
ances to monitor a patient.

[0049] FIGS. 15A-15B show exemplary systems for per-
forming patient monitoring.

[0050] FIG. 15C shows an exemplary interface to monitor a
plurality of persons.

[0051] FIG. 15D shows an exemplary dash-board that pro-
vides summary information on the status of a plurality of
persons.

[0052] FIG. 15E shows an exemplary multi-station vital
parameter user interface for a professional embodiment.

[0053] FIG. 15F shows an exemplary trending pattern dis-
play.
[0054] FIGS. 16A-16B show exemplary blood pressure

determination processes.

DESCRIPTION

[0055] FIG. 1A shows an exemplary patient monitoring
system. The system can operate in a home, a nursing home, or
a hospital. In this system, one or more mesh network appli-
ances 8 are provided to enable wireless communication in the
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home monitoring system. Appliances 8 in the mesh network
can include home security monitoring devices, door alarm,
window alarm, home temperature control devices, fire alarm
devices, among others. Appliances 8 in the mesh network can
be one of multiple portable physiological transducer, such as
a blood pressure monitor, heart rate monitor, weight scale,
thermometer, spirometer, single or multiple lead electrocar-
diograph (ECG), a pulse oxymeter, a body fat monitor, a
cholesterol monitor, a signal from a medicine cabinet, a signal
from a drug container, a signal from a commonly used appli-
ance such as a refrigerator/stove/oven/washer, or a signal
from an exercise machine, such as a heart rate. As will be
discussed in more detail below, one appliance is a patient
monitoring device that can be womn by the patient and
includes a single or bi-directional wireless communication
link, generally identified by the bolt symbol in FIG. 1, for
transmitting data from the appliances 8 to the local hub or
receiving station or base station server 20 by way of a wireless
radio frequency (RF) link using a proprietary or non-propri-
etary protocol. For example, within a house, a user may have
mesh network appliances that detect window and door con-
tacts, smoke detectors and motion sensors, video cameras,
key chain control, temperature monitors, CO and other gas
detectors, vibration sensors, and others. A user may have
flood sensors and other detectors on a boat. An individual,
such as an ill or elderly grandparent. may have access to a
panic transmitter or other alarm transmitter. Other sensors
and/or detectors may also be included. The user may register
these appliances on a central security network by entering the
identification code for each registered appliance/device and/
or system. The mesh network can be Zigbee network or
802.15 network. More details of the mesh network is shown
in FIG. 7 and discussed in more detail below.

[0056] A plurality of monitoring cameras 10 may be placed
in various predetermined positions in a home of a patient 30.
The cameras 10 can be wired or wireless. For example, the
cameras can communicate over infrared links or over radio
links conforming to the 802X (e.g. 802.11A, 802.11B, 802.
11G, 802.15) standard or the Bluetooth standard to a base
station/server 20 may communicate over various communi-
cation links, such as a direct connection, such a serial con-
nection, USB connection, Firewire connection or may be
optically based, such as infrared or wireless based, for
example, home RF, IEEE standard 802.11a/b, Bluetooth or
the like. In one embodiment, appliances 8 monitor the patient
and activates the camera 10 to capture and transmit video to
an authorized third party for providing assistance should the
appliance 8 detects that the user needs assistance or that an
emergency had occurred.

[0057] Thebase station/server 20 stores the patient’s ambu-
lation pattern and vital parameters and can be accessed by the
patient’s family members (sons/daughters), physicians, care-
takers, nurses, hospitals, and elderly community. The base
station/server 20 may communicate with the remote server
200 by DSL, T-1 connection over a private communication
network or a public information network, such as the Internet
100, among others.

[0058] The patient 30 may wear one or more wearable
patient monitoring appliances such as wrist-watches or clip
on devices or electronic jewelry to monitor the patient. One
wearable appliance such as awrist-watch includes sensors 40,
for example devices for sensing ECG, EKG, blood pressure,
sugar level, among others. In one embodiment, the sensors 40
are mounted on the patient’s wrist (such as a wristwatch
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sensor) and other convenient anatomical locations. Exem-
plary sensors 40 include standard medical diagnostics for
detecting the body’s electrical signals emanating from
muscles (EMG and EOG) and brain (EEG) and cardiovascu-
lar system (ECG). Leg sensors can include piezoelectric
accelerometers designed to give qualitative assessment of
limb movement. Additionally, thoracic and abdominal bands
used to measure expansion and contraction of the thorax and
abdomen respectively. A small sensor can be mounted on the
subject’s finger in order to detect blood-oxygen levels and
pulse rate. Additionally, a microphone can be attached to
throat and used in sleep diagnostic recordings for detecting
breathing and other noise. One or more position sensors can
be used for detecting orientation of body (lying on left side,
right side or back) during sleep diagnostic recordings. Fach of
sensors 40 can individually transmit data to the server 20
using wired or wireless transmission. Alternatively, all sen-
sors 40 can be fed through a common bus into a single trans-
ceiver for wired or wireless transmission. The transmission
canbe done using a magnetic medium such as a floppy disk or
a flash memory card, or can be done using infrared or radio
network link, among others. The sensor 40 can also include an
indoor positioning system or alternatively a global position
system (GPS) receiver that relays the position and ambulatory
patterns of the patient to the server 20 for mobility tracking.

[0059] In one embodiment, the sensors 40 for monitoring
vital signs are enclosed in a wrist-watch sized case supported
on a wrist band. The sensors can be attached to the back of the
case. For example, in one embodiment, Cygnus’ AutoSensor
(Redwood City, Calif) is used as a glucose sensor. A low
electric current pulls glucose through the skin. Glucose is
accumulated in two gel collection discs in the AutoSensor.
The AutoSensor measures the glucose and a reading is dis-
played by the watch.

[0060] In another embodiment, EKG/ECG contact points
are positioned on the back of the wrist-watch case. In yet
another embodiment that provides continuous, beat-to-beat
wrist arterial pulse rate measurements, a pressure sensor is
housed in a casing with a ‘free-floating’ plunger as the sensor
applanates the radial artery. A strap provides a constant force
for effective applanation and ensuring the position of the
sensor housing to remain constant after any wrist movements.
The change in the electrical signals due to change in pressure
is detected as a result of the piezoresistive nature of the sensor
are then analyzed to arrive at various arterial pressure, sys-
tolic pressure, diastolic pressure, time indices, and other
blood pressure parameters.

[0061] The case may be of a number of variations of shape
but can be conveniently made a rectangular, approaching a
box-like configuration. The wrist-band can be an expansion
band or a wristwatch strap of plastic, leather or woven mate-
rial. The wrist-band further contains an antenna for transmit-
ting or receiving radio frequency signals. The wristband and
the antenna inside the band are mechanically coupled to the
top and bottom sides of the wrist-watch housing. Further, the
antenna is electrically coupled to a radio frequency transmit-
ter and receiver for wireless communications with another
computer or another user. Although a wrist-band is disclosed,
a number of substitutes may be used, including a belt, a ring
holder, a brace, or a bracelet, among other suitable substitutes
known to one skilled in the art. The housing contains the
processor and associated peripherals to provide the human-
machine interface. A display is located on the front section of
the housing. A speaker, a microphone, and a plurality of
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push-button switches and are also located on the front section
ofhousing. An infrared LED transmitter and an infrared LED
receiver are positioned on the right side of housing to enable
the watch to communicate with another computer using infra-
red transmission.

[0062] Inanother embodiment, the sensors 40 are mounted
on the patient’s clothing. For example, sensors can be woven
into a single-piece garment (an undershirt) on a weaving
machine. A plastic optical fiber can be integrated into the
structure during the fabric production process without any
discontinuities at the armhole or the seams. An interconnec-
tion technology transmits information from (and to) sensors
mounted at any location on the body thus creating a flexible
“bus” structure. T-Connectors—similar to “button clips” used
in clothing—are attached to the fibers that serve as a data bus
to carry the information from the sensors (e.g., EKG sensors)
on the body. The sensors will plug into these connectors and
at the other end similar T-Connectors will be used to transmit
the information to monitoring equipment or personal status
monitor. Since shapes and sizes of humans will be different,
sensors can be positioned onthe right locations for all patients
and without any constraints being imposed by the clothing.
Moreover, the clothing can be laundered without any damage
to the sensors themselves. In addition to the fiber optic and
specialty fibers that serve as sensors and data bus to carry
sensory information from the wearer to the monitoring
devices, sensors for monitoring the respiration rate can be
integrated into the structure.

[0063] In another embodiment, instead of being mounted
on the patient, the sensors can be mounted on fixed surfaces
such as walls or tables, for example. One such sensor is a
motion detector. Another sensor is a proximity sensor. The
fixed sensors can operate alone or in conjunction with the
cameras 10. In one embodiment where the motion detector
operates with the cameras 10, the motion detector can be used
to trigger camera recording. Thus, as long as motion is sensed,
images from the cameras 10 are not saved. However, when
motion is not detected, the images are stored and an alarm
may be generated. In another embodiment where the motion
detector operates stand alone, when no motion is sensed, the
system generates an alarm.

[0064] The server 20 also executes one or more software
modules to analyze data from the patient. A module 50 moni-
tors the patient’s vital signs such as ECG/EKG and generates
warnings should problems occur. In this module, vital signs
can be collected and communicated to the server 20 using
wired or wireless transmitters. In one embodiment, the server
20 feeds the data to a statistical analyzer such as a neural
network which has been trained to flag potentially dangerous
conditions. The neural network can be a back-propagation
neural network, for example. In this embodiment, the statis-
tical analyzer is trained with training data where certain sig-
nals are determined to be undesirable for the patient, given his
age, weight, and physical limitations, among others. For
example, the patient’s glucose level should be within a well-
established range, and any value outside of this range is
flagged by the statistical analyzer as a dangerous condition.
As used herein, the dangerous condition can be specified as an
event or a pattern that can cause physiological or psychologi-
cal damage to the patient. Moreover, interactions between
different vital signals can be accounted for so that the statis-
tical analyzer can take into consideration instances where
individually the vital signs are acceptable, but in certain com-
binations, the vital signs can indicate potentially dangerous
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conditions. Once trained, the data received by the server 20
can be appropriately scaled and processed by the statistical
analyzer. In addition to statistical analyzers, the server 20 can
process vital signs using rule-based inference engines, fuzzy
logic, as well as conventional if-then logic. Additionally, the
server can process vital signs using Hidden Markov Models
(HMMs), dynamic time warping, or template matching,
among others.

[0065] Through various software modules, the system
reads video sequence and generates a 3D anatomy file out of
the sequence. The proper bone and muscle scene structure are
created for head and face. A based profile stock phase shape
will be created by this scene structure. Every scene will then
be normalized to a standardized viewport.

[0066] A module 52 monitors the patient ambulatory pat-
tern and generates warnings should the patient’s patterns
indicate that the patient has fallen or is likely to fall.

[0067] FIG. 1B shows one exemplary embodiment hospital
wireless monitoring system that forms a “medical body area
network” (MBAN). In this embodiment, a physiologic signal
sensing and transmitting telemetric device generally desig-
nated 10 is shown to comprise a device adapted to be affixed
to the chest C of a patient for sensing a physiological function
of the patient such as a cardiac function and transmitting
suitable radio signals R corresponding thereto to a receiver 11
and a suitable monitor and recording device 12. The receiver
11 may be provided with a suitable antenna 13 for receiving
the radio signals R at a location remote from the patient. The
receiver may be installed in the same room with the patient, or
atacentral surveillance area as desired within the range of the
transmitting device 10. The patient may utilize a conventional
hospital bed B which need not be electrically shockproofed
and is free to move about within the range of the transmitter
with the device 10 remaining attached to the patient’s body in
the manner of a small adhesive bandage which may prefer-
ably be of the nonallergenic type.

[0068] As shown in FIG. 1C, device 10 may comprise a
block 14 of suitable nonallergenic foam plastic having a non-
allergenic adhesive coated front surface 15 normally covered
by a suitable protective sheet 16. Nonallergenic electrodes 17
project outwardly from the surface 15 and an optional body of
suitable electrically conductive nonallergenic jelly of conven-
tional form 18 is provided in association with each electrode
also suitably covered by the sheet 16 prior to use of the device.
Each electrode illustratively may be formed of silver-silver
chloride and comprise a circular electrode of approximately
% inch diameter with the electrodes being spaced apart
approximately 1 inch on center from the block 14. The device
may be stored in a sterile pack for extended periods of time
within the normal shelflife of the batteries and made available
substantially instantaneously for use by the simple removal
from the sterile pack and removal of the protective cover sheet
16 and manipulation of the battery actuator 20. An electronic
unit 77 contains electronic conditioning circuits and wireless
telemetry circuits and rechargeable battery. In one embodi-
ment, the electronic unit 77 is inserted through slots 22 and
then slides on rails 20 to make secure electrical contacts with
the electrodes 17. In this manner, the electronic unit 77 can be
securely coupled to the electrodes 17 to make good electrical
contacts thereto. In one embodiment, the electronic unit 77
includes an analog front end chip that can sense bio-potential
signals in; digitized signals out; acquisition (ECG) chan-
nels+1 driven lead; AC and DC Leads Off Detection; Internal
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Pace Detection Algorithm on 3 leads; and Thoracic Imped-
ance Measurement (internal/external path).

[0069] The package cover device 10 is for one time use and
is disposed of after use. To aid in recycling, the electronic umt
77 is removed prior to disposal of device 10 and is disinfected
and recharged for a subsequent use. In this manner, the system
is environmentally friendly while keeping cost down at a high
level of performance. In one embodiment, prior to use, a
protective tape electrically isolating the battery is removed,
and the electronic module 77 is inserted into disposable
device 10. The electronic module 77 cooperates with rails 20
that connect the unit 77 with body contacts 17-18 that make
electrical contact with the patient.

[0070] Therecyclable transceiver with the disposable shell
can monitor an array of physiological data, such as tempera-
ture, pulse, blood glucose level, blood pressure, and respira-
tory function. One embodiment can use existing transceivers
such as Zigbee, Bluetooth, or WiFi. The frequencies for the
MBAN network (2360-2400 MHz) can be aeronautical
mobile telemetry (AMT) frequency, for federal radio location
tasks, and by amateur radio operators. The bandwidths cover
2360-2400 MHz; 2300-2305 MHz and 2395-2400 MHz;
2400-2483.5 MHz; or 5150-5250 MHz—and reside next
those now used by Bluetooth devices. In addition, the modi-
fications proposed by the industry representatives would use
the 2390-2400 MHz range as a secondary MBAN network
when the primary frequencies interfere with aeronautical
industry communications. By allocating spectrum for medi-
cal sensors, patients will avoid having wireless dead zones
interrupt their transmission of vital data to doctors. This spec-
trum, previously reserved for commercial test pilots, could be
used in hospitals, clinics and doctors’ offices. Before a health
care facility could use the 2,360 to 2,390 MHz band, they go
through a coordination process that considers its actual geo-
graphic location in the context of actual aeronautical telem-
etry receiver locations and actual existing use of the band.
Since there are relatively few aeronautical receive locations
and they tend to be clustered-around certain military bases,
for example—the majority of hospitals-around 96 percent-
would have access to the entire band.

[0071] In one implementation, the 2360-2400 MHz for
Medical Body Area Networks (MBAN) can be divided into
two subbands:

[0072] In 2360-2390 MHz, devices would be limited to
use inside hospitals, contain electronic means to prevent
operation outside the hospital and be excluded from
zones around AMT facilities using the band unless spe-
cifically coordinated with the AMT facility. Hospitals
would be required to register with a coordinator when
MBAN devices are first deployed.

[0073] In 2390-2400 MHz, devices would be permitted
anywhere, such as in ambulances for monitoring on way
to hospitals, in homes to permit remote monitoring, and
anywhere else that electronic monitoring of patients’
vital signs may be desired.

[0074] These short-range networks comprise small, low-
power sensors that can be placed on the body to pick up vital
data, such as body temperature and respiratory function. Sen-
sors attach to the body and a local wireless hub. Hospitals will
receive a unique key to activate their portion of the band. This
key is automatically distributed to MBAN devices in the
hospital by the beacon signal, which ensures that the MBAN
devices operating according to the key are actually located in
the hospital at the time.
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[0075] One embodiment provides for an 11.5 mile radius
exclusion zone to protect AMT sites. Frequency coordination
are used to register all locations where devices are operating
within hospitals in the 2360-2390 MHz sub-band. Operation
of medical devices within an exclusion zone must be pre-
coordinated. Conversely, new AMT requirements and mobile
AMT operations would have access to accurate information
on the location of hospitals with deployed MBAN devices so
that coordination can be accomplished without any potential
for harmful interference.

[0076] Inoneimplementation, compliance with in-hospital
and exclusion zone limits can be assured a software key with
the controller. The controller could operate in the 2360-2390
MHz band only if loaded with the software key assigned it by
the spectrum coordinator. The individual body-worn devices
would be operable only as “slaves” and transmit only if they
detect an authorized controller. Since controllers are profes-
sionally installed and configured, individual body-worn
devices could not operate outside the immediate vicinity of a
properly authorized controller.

[0077] Without the proper coding, both the controller and
the body worn devices would default to the 2390-2400 MHz
band where operation would be permitted anywhere. Specifi-
cally, MBAN devices operating in the 2360-2390 MHz sub-
band worn outside the hospital setting would be automati-
cally disabled or could revett to the generally available 2390-
2400 MHz sub-band if within range of a controller operating
within the same available sub-band. In another embodiment,
cognitive technologies including listen-before-talk (LBT),
DFS, etc. would permit devices to avoid channels already in
use. This embodiment prevents interference to others and also
prevents interference to the device itself from others. A hub
device can control MBAN sensors and seamlessly move
devices to another frequency when interference is encoun-
tered, protecting both the other user and the integrity of the
MBAN communication. Automatic Power Control (APC)
also is likely to be utilized to preserve and extend battery
power for these small devices. Another advantage of APC is
that the transmitted signal will decrease automatically to the
minimum required to maintain the communications link. This
capability will further reduce the interference potential of
MBAN devices wherever they are deployed.

[0078] Next, security issues will be addressed. In one
embodiment, the system uses 64 as well as 128-bit AES
encryption. The system implements multiple layers of secu-
rity measures to control access to mission-critical systems
and networks. These are often the targets that an attacker
attempts to gain unauthorized access to by compromising a
wireless network and using it as an attack path or vector in to
an organizational network such as a hospital network where
the target systems reside. In order to defend the target envi-
ronment, multiple security measures are implemented so that
if one measure is defeated by an attacker, additional measures
and layers of security remain to protect the target environ-
ment. Measures such as separation of wireless and wired
network segments, strong device and user authentication
methods, filtering of traffic based on addresses and protocols,
securing end-points/stations from unauthorized access, and
monitoring and intrusion detection on the wireless and wired
segments are examples of multiple layers of defense that can
be employed to achieve a defense-in-depth design. The wire-
less networks and wired networks should not be directly
connected if possible. For example, a wireless environmental
sensing LR-WPAN or equipment monitoring LR-WPAN net-
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work should not have direct connectivity to the wired health-
care network, but instead be separated by a device such as a
firewall, bastion host, or security gateway to establish a secu-
rity perimeter that can more effectively isolate, segment, and
control traffic flows between them. Security features at the
upper layer standards and the IEEE lower layer standards are
enabled. Both standards have security services defined in
their specifications. Having security defined at both the
higher and lower layers of the protocol stack creates a stron-
ger security solution.

[0079] Source node authentication is implemented in order
to cryptographically verify the identity of a transmitting node.
Although a shared Network Key will provide a security check
for packets utilizing the network, source node authentication
can be used by the destination device to verify the identity of
the source device. In order to authenticate a source device, a
Link Key (end-to-end crypto key) must be generated and
used. This key is unique to a pair of devices that are commu-
nicating with each other and is derived from their respective
Master Keys. (This is equivalent to the concept of a shared
secret or unique session key that is derived between two
entities in order secure data transmitted between them.)
[0080] One implementation of the security architecture
includes security mechanisms at three layers of the protocol
stack—MAC, Network, and Application. Each layer has ser-
vices defined for the secure transport of their respective
frames. The MAC layer is responsible for its own security
processing, but the upper layers determine which security
level to use. When MAC layer integrity protection is
employed, the entire MAC frame is protected, including the
MAC header that contains the hardware source and destina-
tion addresses. By enabling MAC frame integrity, the MAC
layer source address can be authenticated. This measure can
counter address spoofing attacks and allow a device to more
effectively process and compare a received MAC frame
against an Access Control List (ACL). Cryptography is based
on the use of 128-bit keys and the AES encryption standard.
Encryption, integrity, and authentication can be applied at the
Application, Network, and MAC layers to secure the frames
ateach of those levels. Master, Link, and Network keys secure
transmitted frames. A Network Key is a common key shared
among all nodes in a network. The standard also specifies an
Alternate Network Key as a form of key rotation that may be
employed for key update purposes. At a minimum, a network
should be secured with the use of a Network Key used by all
the devices to protect all network frames (routing messages,
network join requests, etc.) and prevent the unauthorized
joining and use of the network by illegitimate devices. Link
Keys, on the other hand, are secret session keys used between
two communicating devices and are unique to those devices.
Devices use their Master Key to generate the Link Key. The
manner in which Master, Link and Network Keys are gener-
ated, stored, processed, and delivered to devices determines
the effectiveness and degree of security of the overall network
implementation.

[0081] All devices within a network recognize and trust
exactly one Trust Center (TC). The TC stores and distributes
keys to devices, but it is preferred to pre-load the keys into the
devices directly.) The functions performed by the TC are trust
management, network management, and configuration man-
agement.

[0082] In addition to configuring a dedicated Coordinator
for the network, a predetermined PAN Identifier is used by the
Coordinator. The nodes are limited to joining only the net-
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work with the pre-assigned PAN Identifier. Also, the network
policy is configured to use the permit join access control to
restrict device connectivity. Preferably, an out-of-band
method is used for loading the cryptographic key(s) onto the
devices. The methods for key management (generation, dis-
tribution, updating, revoking, etc.) will vary. Generally, the
initial generation and loading of cryptographic keys (e.g. the
Master key) will be possible in three ways. One way is out-
of-band: This method entails loading the key into the device
using a mechanism other than through the normal wireless
communication channels used for network operation. An
example would be a serial port on the device through which a
key could be loaded with a cable attachment to the key gen-
eration device (such as a laptop or the Trust Center host).
Alternatively, in-band method can be used which delivers
keys over-the-air through the normal wireless communica-
tion channels used for network operation. This is a less secure
method of key delivery because the transmission of the key to
a device joining the network that has not been pre-configured
is unprotected (creating a potential short period of vulnerabil-
ity). The least preferred is factory pre-loaded: This method of
key deliver consists of the vendor generating and loading the
key(s) into the devices at the manufacturing location prior to
deliver to the customer. Key values must subsequently be
conveyed to the customer when they receive the equipment.
This approach is the least secure because the vendor has
knowledge of the key values and must also successfully con-
vey the information to the customer in a secure manner. Also,
as there is exactly one TC in a network, if possible, the address
of the TC should be pre-loaded into the node which can be
combined with pre-loading of the crypto keys.

[0083] In an embodiment, the communication of health
related information between sensors in a MBAN may be
subjected to the security requirements such as data confiden-
tiality, data authenticity, data integrity, and data freshness.
The data confidentiality described herein may enable the
access to the transmitted information by authorized persons
(such as the doctor attending the patient). In an embodiment,
the data confidentiality can be achieved by encrypting the
information before sending it using a secret key and can be
both symmetrically and asymmetrically. The data authentic-
ity described herein may provide a means for making sure that
the information is sent by the claimed sender (such as a doctor
or a patient). In an embodiment, a Message Authentication
Code (MAC3) may be calculated using a shared secret key.
The data integrity described herein may enable to determine
that the information received has not been tampered with any
other intermediate sources. In an embodiment, the system
may implement security protocols such as by verifying the
MAC. The data freshness described herein may guarantee
most recent data can be accessed.

[0084] One implementation of the security architecture
includes security mechanism that provides secure communi-
cation such as by encrypting data using one or more encryp-
tion keys. A configuration security server in communication
with a security manager of the network may provide a tem-
porary secure communication path between the security man-
ager and a wireless device of the MBAN network. The cryp-
tographic material and other configuration data can then be
transferred between the security manager and the wireless
devices in the MBAN network via the configuration security
server.

[0085] One implementation of the security architecture
includes techniques for secure communications among



US 2013/0178718 Al

MBAN. Inresponse to a packet received at a first access point
of the wireless MBAN from a local end-user destined to
another end-user associated, the packet can be routed via a
tunnelling protocol such as to provide secure communication
in the MBAN.

[0086] Next, reliable transmission of critical patient data is
discussed. As discussed above, hospital environments can
produce a significant amount of electromagnetic noise from
surgical knives, mobile phones, microwave ovens, and vari-
ous actuator devices. The resulting EMI (Electro Magnetic
Interference) can interfere with the operation of LR-WPAN
networks by increasing the white noise floor and reducing the
signal-to-noise quality of transmissions. In one implementa-
tion, the MAC layer is based on the CSMA/CA (Carrier Sense
Multiple Access with Collision Avoidance) channel access
method in which a station will first listen for an open channel
before transmitting. This is done by sensing the energy level
in the frequency band corresponding to the channel. In an
environment with significant levels of EMI, the noise floor in
the operating frequency ranges of networks can prevent sta-
tions from transmitting because the RF energy threshold level
for an open channel has been exceeded.

[0087] To address this issue, in one embodiment, a Guar-
anteed Time Slot (GTS) transmission mode accesses the
wireless medium based on regular time slots assigned to
devices by the LR-WPAN Coordinator. GTS mode can be
employed to ensure that devices with critical data to transmit
are guaranteed the opportunity to send during a specified time
interval without risking a collision with other devices trans-
mitting at the same time.

[0088] Another embodiment uses Frequency Hopping
(FH) radio with configurable hopping channels and patterns
to avoid RFI from surgical knives and similar devices. This
type of temporal and frequency diversity approach can
improve EMI immunity in an industrial environment as well
as provide an additional measure of security if a non-default
hopping pattern is used and also changed on a periodic basis.

[0089] In another embodiment, reliable multicast provides
reliability for information multicast. Usually it is done by
negative acknowledgements or repair requests. As one
example, SRM (Scalable Reliable Multicast) lets each mul-
ticast recipient be responsible for information loss or error by
requesting a repair from the whole multicast group (not nec-
essarily from the sender) or by initiating a local recovery.

[0090] Inyetanotherembodiment, broadcasting and flood-
ing are used to reach multiple destinations with a best effortin
just one session transmission. A recipient may receive more
than one copy of exactly the same information, which inad-
vertently gives rise to some level of redundancy by heavy use
of bandwidth. The broadcast and flooding methods assume
that all members are following the rules, and that delivery on
a link level is assured.

[0091] In a further embodiment, a dynamic redundant
transmission policy, with Markov decision theory, is used to
find the optimal policy numerically. By relaxing the integer
requirement on the number of packets transmitted, the system
explicitly finds a real-time recursion for the optimal transmis-
sion function. The properties of this recursion are then ana-
lyzed to propose a simple numerical procedure for finding the
minimum over all real valued transmission functions, by
searching over a one-dimensional parameter space. This then
yields an implementable, suboptimal policy when discretized
to integer values.
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[0092] 1In addition to software, the system uses redundant
transceivers and antennas to improve reliability. One embodi-
ment increases node density in order to reduce required trans-
mitter power and enable shorter link distances. A mesh topol-
ogy allows a device to have multiple next-hop neighbors to
communicate with and therefore spatial diversity in terms of
multiple transmission paths. Higher node density will also
permit shorter distances between devices and can result in
increased received signal strength and improved signal-to-
noise ratios.

[0093] FIG. 1D describes generally, an example of trans-
ceiver for receiving data over the wireless network. One
embodiment can use existing transceivers such as Zigbee,
Bluetooth, WiFi, or the like. The frequencies for the MBAN
network (2360-2400 MHz) can be aeronautical mobile telem-
etry (AMT) frequency. In an embodiment, the central station
or base stations may be equipped with the different spatially
separated antennas and switch the antennas in a round-robin
fashion such as while receiving or transmitting data over the
MBAN network. In an embodiment, the antennas described
herein may directional antennas that may be employed on the
wireless devices. In an example, Microstrip antennas may be
used by the system that may have a patcharea of 3.2x3.2 cm2,
which may allow the placement of these antennas on front,
back, or any other sides of the wireless devices. Unlike digital
beamforming, the passive directional antennas described
herein may produce a directional radiation pattern without
extra circuitry or power. In an embodiment, with a directional
radiation pattern pointed at the right direction, a wireless
client (such as a doctor or a patient) may use reduced transmit
power such as to deliver a required receiver signal strength
(RSS), or it may increase the RSS with the same transmit
power. Further, the client’s interference to its peers may also
be reduced. In an embodiment, the term “antenna” may refer
to the passive antenna without the RF chain.

[0094] Inanembodiment,the multiple directional antennas
(such as antenna 1 to n) may be placed on the surface of the
wireless devices such as to select one for directional trans-
mission without adding RF circuitry, in contrast to the simul-
taneous use of multiple RF chains by beamforming. In an
embodiment, the antennas and hospital wireless monitoring
system may allow communication to and from the wireless
devices in the MBAN. In an embodiment, the wireless
devices receive communications covers bandwidth of 2360-
2400 MHz, 2300-2305 MHz and 2395-2400 MHz, 2400-
2483.5 MHz, 5150-5250 MHz, and the like. In an embodi-
ment, the system may include one or more transceivers
configured to transmit and receive communications using
different frequency band.

[0095] In an embodiment, a challenge for the system is the
rotation of the wireless devices during the wireless access. In
an embodiment, the device orientation may be critical during
the use of the directional antenna because a wireless device
can rotate and the rotation may change the device direction
much faster than mobility does. The system may be config-
ured to collect accelerometer and compass readings along
with network usage information from different wireless
devices in the field. From such field-collected traces, the
system may be configured to estimate the orientation and
rotation of the wireless devices during the wireless usage.
[0096] Inanembodiment, the orientation and rotation may
impact the directional channels. In an implementation, the
system may uses a computerized motor platform such as to
measure the Received Signal Strength Indicator (RSSI) of
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directional antennas for indoor and non-line-of-sight (NLOS)
environments, with not only con-trolled orientations, but also
rotation according to the field collected traces. In an embodi-
ment, the system may present the directional antennas out-
perform omni-directional ones for a considerable range of
orientations even in NLOS indoor environments. In an
embodiment, the directional channels may be highly recipro-
cal for 802.11 like frequency bands, and their performance
may be predictable in short intervals even under realistic
rotations.

[0097] Inanembodiment, another challenge is to allow the
wireless devices to dynamically select the best antenna. The
system may use a multi-antenna system that may consist of an
omni directional antenna, one or more directional antennas,
and an antenna switch. In an embodiment, the system works
with existing mobile devices that may include a single RF
chain and may use only one antenna at a time. In an embodi-
ment, two antenna selection methods such as a packet-based
method and a symbol-based method are disclosed herein. The
packet-based method may use one packet to assess an antenna
without any changes to the network infrastructure. The sym-
bol-based method may use the PHY training symbols such
that all antennas are assessed with a single packet. In an
embodiment, the use of antenna selection methods, the direc-
tional antennas may be effectively employed to improve the
transmission gain of wireless devices by almost 3 dB under
various propagation environments and realistic rotation. Such
gain may be achieved without any change to the deployed
network infrastructure such as MBAN.

[0098] In another embodiment, antenna redundancy is
applied to a central station (base station, access point) with a
number K of spatially separated antennas, and to switch the
antennas in a round-robin fashion when performing retrans-
missions for frames directed from the base station to a wire-
less station. As an example, the first packet is transmitted on
antenna 1, the first retransmission on antenna 2, the second
retransmission on antenna 3 and so forth.

[0099] Alternatively, a number K of tightly synchronized
and coupled base stations can be used to achieve the same
effect. The system could also use different center frequencies
to obtain different channels, but using multiple antennas and
spatially diverse channels is more advantageous if obstacles
move from time to time in the path between transmission.
This approach leverages transmit diversity (and of receiver
diversity in the case of packets sent from the wireless station
to the access point) while keeping the complexity of the
receiver low, as compared to true transmit diversity/MIMO
systems. This makes antenna redundancy attractive for sce-
narios where the wireless stations are small and cheap field
devices. For the case of independent (and rather bad) channels
between the antennas and a wireless station the antenna
redundancy approach decreases the failure probability (i.e.
the probability of a request to miss its deadline) exponentially
in the number of antennas. For the investigated scenario the
difference is approximately one order of magnitude per addi-
tional antenna. In addition, already for the second antenna,
the system achieves a significant reduction in the mean num-
ber of packets needed to transmit a request. This saves an
enormous amount of bandwidth, which can be used to serve
other wireless stations. When additionally the antenna reuse
strategy is used, then for scenarios with low request inter-
arrival periods (as often found in hospital applications) fur-
ther bandwidth savings can be achieved. This approach is
highly effective with antenna redundancy for cases where the
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channels are not independent but correlated, e.g. for the case
where the wireless station is located close to an interferer
(surgical knives). In these situations, the best antenna is pref-
erentially used for the cluster of transmission nodes.

[0100] In an embodiment, the MBAN can facilitate data
redundancy and retransmission techniques such as to high
availability data storage, file replication, and some fault tol-
erant techniques. The security mechanisms can have different
characteristics that require different approaches to redun-
dancy. The MBAN can use redundancy to increase assurance
of security and data delivery. In an embodiment, different
transmission mechanism can be used such as to wirelessly
transfer the data among the devices of the system.

[0101] In an embodiment, the devices may transmit mes-
sages among each in the MBAN. However, in the face of
interference such as surgical knives, the message may not be
successfully received by the receivers. In an embodiment, the
communications may be acknowledged to ensure the reliable
delivery of data among the devices. In an embodiment, each
device may be configured to include a brief time window in
which it is required to send back a short message acknowl-
edging the receipt of the data. In an embodiment, the trans-
mitter or the transmitting device may be configured to wait for
the acknowledgement receipt or response message from the
receivers such as to ensure the reliable delivery of the data. In
an embodiment, if the acknowledgement is received within
brief time window then the transmitting device or the trans-
mitter may assume that the message or the data is not received
by the receiver and resend the message again. In an embodi-
ment, the process may repeats until the message and acknowl-
edgement are both received. In an embodiment, if even after
a few tries the data is not acknowledged by the receiver then
the transmitter may be configured to reports a failure notifi-
cation to the system.

[0102] Inanimplementation, the module 77 may use mesh
networking to make the wireless lirks as reliable as possible.
In an embodiment, the devices of interest may configured to
be placed close together to each other such that a robust
network can be formed such as by simply allowing some of
them to route messages on each other’s behalf. In an embodi-
ment, the better use of the channel may be made if devices
limit their transmit power and communicate only with their
near neighbours. Once a mesh network is in place, a number
of possible paths may exist between the devices in the MBAN
network. In an embodiment, the module 77 may exploit the
path diversity such as by using a form of dynamic routing
techniques. In an embodiment, the module 77 may allow the
system to determine a path failure, as a result of interference
or some other change in the environment, the network may
pick a different path for the system to transfer the data. In an
embodiment, a single-hop transmissions may acknowledged
and retried if they fail, multi-hop transmissions through the
mesh may also be acknowledged and retried.

[0103] Inan embodiment, a robust rate adaptation scheme
that can be resilient to jamming from surgical knives and
other interference sources is disclosed. In an embodiment, the
network devices jamming may be detected such as by mea-
suring PDR (Packet Delivery Ratio) with SS (Signal
Strength). In an embodiment, the rate adaptation scheme
described herein may detect jamming from surgical knives or
other equipment and select the data transmission mode,
which may include the expected maximum throughput.
Through the performance evaluations, the rate adaptation
scheme may improve the packet delivery ratio and the wire-
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less link utilization in the MBAN network. In an embodiment,
it may also improve the wireless lirk utilization by detecting
jamming interference and adapting the data transmission
mode (modulation and coding levels) to the successful trans-
mission probability.

[0104] In another embodiment, an effective approach to
diminish the impact of a statistical jammer on TDMA-based
MAC protocols is to eliminate the possibility to extract pat-
terns in the wireless network (such as MBAN). In an embodi-
ment, the system may be configured to use these patterns
appear as a result of the use of fixed schedules, which may be
set when one or more nodes joins the wireless network and
may be assumed to repeat till the network is disbanded. In an
embodiment, such simple and repetitive patterns may be
maintained with tight time synchronization and may result in
minimal energy consumption, deterministic end-to-end delay
and perhaps maximal transmission concurrency. In an
embodiment, the system may be configured to maintain the
time synchronization and change the schedule, transmission
duration and routes in a randomized yet coordinated manner
along small time scales such that impact of the jamming may
be reduced in the wireless network.

[0105] Transfer Control Protocol (TCP) can provide reli-
able one-to-one information transmission on top of the IP
layer, at which an IP packet is routed to the destination
devices along a dynamically determined physical path. If a
TCP packet is lost according to acknowledgement informa-
tion from the receiver, or if its own retransmission timer times
out, a TCP sender retransmits the TCP packet. In an embodi-
ment if the data packet is blocked by one or more path inter-
ruption threats then the packet can be retransmitted by the
system, since the system may get a report that the packet is
missing. Further, the system can implement time out tech-
niques before hearing any acknowledgement such that the
system can retransmit the data packets if dropping or damag-
ing of acknowledgement.

[0106] In an implementation, reliable multicast technique
can provide reliability for information multicast. This can be
done by negative acknowledgemerts or repair requests. For
example Scalable Reliable Multicast (SRM) can let each
multicast device be responsible for information loss or error
by requesting a repair from the whole multicast group (not
necessarily from the sender) or by initiating a local recovery.
[0107] Inan embodiment, broadcasting and flooding tech-
niques can be used such as to reach multiple destinations in
one session transmission. In MBAN network the receiver
may receive more than one copy of exactly the same infor-
mation, which inadvertently gives rise to some level of redun-
dancy of data. The standard broadcast and flooding tech-
niques assume that all receivers are following the rules, and
that delivery on a link level is assured.

[0108] Inanimplementation, high availability data storage
techniques can be used that can include one or more one disks
to store a copy of the data or the data is dispersed to more than
one disk with built-in redundancy such as to deal with disk
crashes and provide lower latency for data access.

[0109] In an implementation, file replication techniques
can be used to make replicas to support easier access to the
data among the devices. Establishing mirror web sites for
lower latency is one such example. The data backup can be
done periodically such as to help restore damaged or lost files
from backed-up copies.

[0110] In hospital wireless monitoring system, replicated
execution may be employed to run a program concurrently at
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multiple places. The computation can smoothly continue if
one execution succeeds. Mapping one transceiver to several
different server machines, in a round robin fashion or other
more sophisticated way, can prevent one single server from
being overloaded and ensure that the data can be accessible
even if some server machines have crashed.

[0111] Inanembodiment, redundancy may be improved by
simply increasing the number of the sources or database of
same information or the number of transmission paths, par-
ticularly when information corruption is detected.

[0112] Inanembodiment, the system may suffer from data
packet drops, transmitting multiple, redundant packets during
each sampling interval can improve estimation performance,
but at the expense of a higher communication rate. To avoid
this, the system can implement techniques such as by relaxing
the integer requirement on the number of packets transmitted
and identifying real-time recursion for the optimal transmis-
sion function.

[0113] The technique may implement redundant transmis-
sion policies for state estimation of unstable stochastic linear
systems over packet dropping channels such as by relaxing
the integer requirement on the number of packets transmitted
during each sampling interval. The system can determine a
real-time recursion for the optimal transmission function. The
system can analyze the properties of this recursion such as to
propose a simple numerical procedure for finding the mini-
mum over all real-valued transmission functions, which may
vield an implementable policy when discretized.

[0114] In an embodiment, the system can implement
antenna redundancy techniques, which can use different
transmitter antennas for performing the data retransmissions.
The antenna redundancy technique can equip the system
(such as central station, base station, access point, and the
like) with a number K of spatially separated antennas capable
of switching the antennas in a round-robin fashion when
performing retransmissions for frames directed in the MBAN
network. For example, the first packet can be transmitted on
antenna 1, the first retransmission on antenna 2, the second
retransmission on antenna 3 and so forth. In an embodiment,
different frequencies can be used to obtain different channels.
The use of multiple antennas and spatially diverse channels
can be advantageous if obstacles move from time to time in
the path between transmitter and receiver, which may happen
due to mobility.

[0115] Inanembodiment, anexample ofthe antenna redun-
dancy technique with K antennas is disclosed. A packet
directed from or to the MBAN network can be first transmit-
ted over antenna 1. If there is need for a retransmission, then
antenna 2 can be used. If another retransmission is needed,
antenna 3 can be used and so forth, until the packet is suc-
cessfully received or a prescribed deadline for transmitting
the request expires. The antennas described herein can be
used in round-robin fashion.

[0116] FIG. 1E shows another exemplary module with
redundant transceivers and redundant antennas. The module
includes a plurality of transceivers, for example transceivers
that can be selectively operated between 860 MHz to 2.4
GHz, UWB transceiver, and optical transceivers. In this
embodiment, the system may employ a simple “listen before
you talk” strategy such that the device may be configured to
listen such as to check if the channel is busy, and if it is, then
the device may wait before checking again. In an embodi-
ment, if the channel is busy and the device keeps on failing to
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find a clear channel then module 77 can perform exception
handling during the jamming period in a number of ways,
such as:

[0117] 1) perform frequency hopping between major
bands such as AMT 2.4 GHz with 16 channels, 915 MHz
and 868 MHz. This can be done by providing program-
mable/selectable crystals as inputs to the RF transceiver
to periodically alter the frequency. The frequency hop-
ping can be done at preprogrammed intervals or the
mesh transceivers can tell each other to flock to new
frequency if jamming is detected. In an embodiment,
various spreading methods may be commonly used, but
the essential idea behind all of them may be to use a
bandwidth that may be several orders of magnitude
greater than strictly required by the information that is
sent. In an embodiment, the signal may be spread over a
large bandwidth that may coexist with narrow-band sig-
nals, which generally appear to the spread-spectrum
receiver as a slight reduction in the signal-to-noise ratio
over the spectrum being used;

[0118] 2) place directional antenna on patient bed or
directly under patient so that the antenna is very close to
transceivers worn by patient and can wirelessly receive
data and transfer data back to monitoring devices using
power-line transceiver networks;

[0119] 3)place directional antenna on patient bed (oruse
patient bed as antenna) so that it is very close to trans-
ceivers worn by patient to wirelessly receive data and
have a wired connection back to monitoring devices to
minimize risk of jamming;

[0120] 4) transmit through slower optical transceivers
(infrared transceivers such as those on TV remote con-
trols) to transmit data during period where the RF trans-
ceivers could not transmit due to jamming;

[0121] 5)useultrawideband (UWB) transceivers in short
duration to transmit data during period where the trans-
ceivers could not transmit due to jamming.

[0122] FIG. 1F shows a multi-band frequency hopping
embodiment. In this embodiment, technique for robust trans-
mission of data in the MBAN network is disclosed. The
traditional defenses against jamming may frequency hopping
at the physical layer. In an embodiment, the frequency hop-
ping technique may be implemented between major bands
such as AMT 2.4 GHz with 16 channels, 915 MHz and 868
MHz, and the like. In an embodiment, the technique may
allow the signal hops from channel to channel such as by
transmitting short bursts of data at each channel for a set
period of time. This may be implemented by providing pro-
grammable or selectable crystals as inputs to the RF trans-
ceiver to periodically alter the frequency. This may be done at
preprogrammed intervals such that the meshed transceivers
may inform each other to flock to new frequency if jamming
is detected.

[0123] FIG. 1G shows a bed antenna embodiment. In this
embodiment, distance may have a strong influence on the
signal loss or jamming in the MBAN network. In an embodi-
ment, the directional antenna may be placed on the patient
bed or directly under the patient such that it may be very close
to the transceivers worn by the patient. In an embodiment, the
transceivers can wirelessly receive data and transfer data back
to the monitoring devices (such as devices of the hospital
monitoring system) using power line transceiver networks,
there by substantially reducing the risk of jamming in the
MBAN network.
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[0124] FIG. 1H shows a bed receiver with large antenna
where the receiver is wired to hospital monitoring equipment.
In this embodiment, the directional antenna may be placed on
the patient bed (or may use patient bed as antenna) such that
it may be very close to transceivers worn by the patient. In an
embodiment, the transceivers can wirelessly receive data and
may include a wired connection back to the monitoring
devices such as to minimize risk of jamming.

[0125] FIG. 11 shows a multi-band system that transmits
over RF and optical bands. In this embodiment, one technique
by which the system may reduce or avoid the jamming is by
using slower optical transceivers. In an embodiment, the
slower optical transceivers described herein may include for
example, infrared transceivers such as those on TV remote
controls. In an embodiment, the system may be configured to
detect the jamming such as by determining the RF energy
threshold level for an open channel. For example, if the RF
energy threshold level for an open is such that no data may be
transmitted by the transceivers for a long time, then in an
embodiment, slower optical infrared (IR ) transceivers may be
configured to transmit the data during such period where the
wireless transceivers may not transmit the data due to RF
interference or jamming. At the end of interference, the sys-
tem switches back to the regular transceiver for speed and
power optimization.

[0126] FIG. 1] shows a multi-band system that transmits
over ultra-wideban, Zigbee, WiFi and optical bands. In an
embodiment, power hungry ultra wideband transceivers may
be used to for reliable transfer of data in the MBAN network.
In an embodiment, the system may be configured to detect the
jamming such as by determining the RF energy threshold
level for an open channel. For example, if the RF energy
threshold level for an open channel indicates that transmis-
sion cannot be done for an extended period (due to interfer-
ence), where no data may be transmitted by the transceivers,
then power hungry ultra wideband transceivers may be con-
figured to transmit data during the short period where the
transceivers may not transmit due to jamming. At the end of
interference, the system switches back to the regular trans-
ceiver for speed and power optimization.

[0127] FIG. 1K shows mesh networking that transmits over
various wireless and optical protocols in a node to node basis
to avoid a jammed node for enhanced reliability. In an imple-
mentation, the system may uses mesh networking technology
such as to make the wireless links as reliable as possible. In
one implementation, the use of ultrawideband, Zigbee, WiFi,
AMT, and optical transceivers, each of which connected to
corresponding mesh network for ultrawideband, Zigbee,
WiFi, AMT, and optical transceivers, renders the system
super reliable for patient telemetry. In an embodiment, the
devices of interest may be configured to be placed close
together to each other such that a robust network can be
formed such as by simply allowing some of them to route
messages on each other’s behalf. In an embodiment, the bet-
ter use of the channel may be made if devices limit their
transmit power and communicate only with their near neigh-
bors. In an embodiment, the mesh network may include a
number of possible paths between the devices in the network
(such as MBAN). In an embodiment, if the path chosen by the
transceivers may is failed, as a result of interference or some
other change in the environment, the network may pick a
different path for the system to transfer the data. Thus, the
system avoids interference or jamming by allowing the mesh
transceivers’ to immediate switch to another path.
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[0128] FIG. 1L shows exemplary low power cells for
patient telemetry. In an embodiment, the effects of jamming
may be reduced such by reducing the transmission range for
each wireless node (cell size) in the network. In an embodi-
ment, the cell sizes may be as small as possible such as to
make full use of the limited maximum output power of the
monitoring devices and to increase the number of possible
call re-establishment cells. In an embodiment, the small cell
size avoids or reduces the risk of jamming such as by han-
dover to another cell for data transmission.

[0129] In an embodiment, the resistance to the jamming
may be increased by slowing down the data rate of transmis-
sions. In an embodiment, as the data transmission rate
decreases, the signal-to-noise ratio increases, thereby mini-
mizing jamming in the MBAN network.

[0130] FIG. 1M shows an embodiment with scheduled
transmissions. In an embodiment, the impact of jamming is
diminished by using scheduled transmission techniques. In
an embodiment, the system may implement tight time syn-
chronization techniques and may result in minimal energy
consumption, deterministic end-to-end delay and perhaps
maximal transmission concurrency. In an embodiment, the
systems may synchronization signal to be transmitted
between the transceivers and the monitoring devices. In an
embodiment, the system may be configured to maintain the
time synchronization and change the schedule periods and
transmission route in randomly on small time periods such
that impact of the jamming may be reduced in the MBAN.
[0131] FIG. 1IN shows an exemplary high gain parabolic
bed antenna. In this embodiment, the parabolic antenna is
positioned under the patient and the focus of the antenna is
aimed at the RF transceiver on a wearable appliance mounted
on the patient. The parabolic antenna captures signals from
the RF transceiver or signals that bounce off objects such as
wall or furniture, for example. The radiation pattern of the
feed antenna has to be tailored to the shape of the dish,
because it has a strong influence on the aperture efficiency,
which determines the antenna gain. Radiation from the feed
that falls outside the edge of the dish is called “spillover” and
is wasted, reducing the gain and increasing the backlobes,
possibly causing interference or (in receiving antennas)
increasing susceptibility to ground noise. However, maxi-
mum gain is only achieved when the dish is uniformly “illu-
minated” with a constant field strength to its edges. So the
ideal radiation pattern of a feed antenna would be a constant
field strength throughout the solid angle of the dish, dropping
abruptly to zero at the edges.

[0132] Inoneembodiment, a technique called “dual reflec-
tor shaping” may be used. This involves changing the shape of
the sub-reflector (usually in a Cassegrain configuration) to
map the known pattern of the feed into a uniform illumination
of the primary, to maximize the gain. However, this results in
a secondary that is no longer precisely hyperbolic (though it
is still very close), so the constant phase property is lost. This
phase error, however, can be compensated for by slightly
tweaking the shape of the primary mirror. The result is a
higher gain, or gain/spillover ratio.

[0133] Parabolic antennas can use the following type of
feed, that is, how the radio waves are supplied to the antenna.
One embodiment is an axial or front feed—This is the most
common type of feed, with the feed antenna located in front of
the dish at the focus, on the beam axis. A disadvantage of this
type is that the feed and its supports block some of the beam,
which limits the aperture efficiency. Another embodiment is
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an off-axis or offset feed—The reflector is an asymmetrical
segment of a paraboloid, so the focus, and the feed antenna,
are located to one side of the dish. The purpose of this design
is to move the feed structure out of the beam path, so it doesn’t
block the beam. Offset feed is also used in multiple reflector
designs such as the Cassegrain and Gregorian. Ina Cassegrain
embodiment, the Cassegrain antenna the feed is located on or
behind the dish, and radiates forward, illuminating a convex
hyperboloidal secondary reflector at the focus ofthe dish. The
radio waves from the feed reflect back off the secondary
reflector to the dish, which forms the outgoing beam. An
advantage of this configuration is that the feed, with its
waveguides and “front end” electronics does not have to be
suspended in front of the dish, so it is used for antennas with
complicated or bulky feeds, such as large satellite communi-
cation antennas and radio telescopes. In another embodiment,
a Gregorian design is used which is similar to the Cassegrain
design except that the secondary reflector is concave, (ellip-
soidal) in shape. Aperture efficiency over 70% can be
achieved.

[0134] Advantages of the wireless monitoring system can
include one or more of the following. Patients will enjoy
greater mobility when wires can be dispensed with. Immobi-
lized patients are at higher risk for emboli, wasting, bed sores,
pneumonias, and other problems. Since cables must be ster-
ilized after use by one patient and before use by another, a
wireless approach may decrease the risk of cross-infection.
The system presents opportunities for cost savings as well.
Earlier intervention is often cheaper, more effective interven-
tion. Wireless monitoring requires fewer staff than more con-
ventional approaches. Sometimes, patients are admitted to
ICUs not so much for specialized nursing care as because they
need monitoring. If the same monitoring could be carried out
in less costly settings, the savings could be appreciable. While
as presently envisioned wireless monitoring is intended for
hospital use, these devices could also help protect soldiers in
combat, and eventually the technology may become suitable
for home use. The system can be used for remotely monitor-
ing critically and chronically ill people via small wireless
devices so that medical workers can track the person’s health
status as well as take swift action in emergencies.

[0135] By using the system, doctors and nurses in hospitals
can avoid having to disconnect patients multiple times,
whether it’s in an ambulance or various areas of a hospital.
The system can also speed up diagnoses, reduce readmissions
and allow patients to remain in their homes.

[0136] Inone embodiment, cameras with 3D detection are
used to monitor the patient’s ambulation. In the 3D detection
process, by putting 3 or more known coordinate objects in a
scene, camera origin, view direction and up vector can be
calculated and the 3D space that each camera views can be
defined.

[0137] Inoneembodiment with two or more cameras, cam-
era parameters (e.g. field of view) are preset to fixed numbers.
Each pixel from each camera maps to a cone space. The
system identifies one or more 3D feature points (such as a
birthmark or an identifiable body landmark) on the patient.
The 3D feature point can be detected by identifying the same
point from two or more different angles. By determining the
intersection for the two or more cones, the system determines
the position of the feature point. The above process can be
extended to certain feature curves and surfaces, e.g. straight
lines, arcs; flat surfaces, cylindrical surfaces. Thus, the sys-
tem can detect curves if a feature curve is known as a straight
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line or arc. Additionally, the system can detect surfaces if a
feature surface is known as a flat or cylindrical surface. The
further the patient is from the camera, the lower the accuracy
of the feature point determination. Also, the presence of more
cameras would lead to more correlation data for increased
accuracy in feature point determination. When correlated
feature points, curves and surfaces are detected, the remain-
ing surfaces are detected by texture matching and shading
changes. Predetermined constraints are applied based on sil-
houette curves from different views. A different constraint
can be applied when one part of the patient is occluded by
another object. Further, as the system knows what basic
organic shape it is detecting, the basic profile can be applied
and adjusted in the process.
[0138] Inasinglecameraembodiment, the 3D feature point
(e.g. a birth mark) can be detected if the system can identify
the same point from two frames. The relative motion from the
two frames should be small but detectable. Other features
curves and surfaces will be detected correspondingly, but can
be tessellated or sanipled to generate more feature points. A
transformation matrix is calculated between a set of feature
points from the first frame to a set of feature points from the
second frame. When correlated feature points, curves and
surfaces are detected, the rest of the surfaces will be detected
by texture matching and shading changes.
[0139] Each camera exists in a sphere coordinate system
where the sphere origin (0,0,0)is defined as the position of the
camera. The system detects theta and phi for each observed
object, but not the radius or size of the object. The radius is
approximated by detecting the size of known objects and
scaling the size of known objects to the object whose size is to
be determined. For example, to detect the position of a ball
that is 10 cm in radius, the system detects the ball and scales
other features based on the known ball size. For human,
features that are known in advance include head size and leg
length, among others. Surface texture can also be detected,
but the light and shade information from different camera
views is removed. In either single or multiple camera embodi-
ments, depending on frame rate and picture resolution, cer-
tain undetected areas such as holes can exist. For example, if
the patient yawns, the patient’s mouth can appear as a hole in
an image. For 3D modeling purposes, the hole can be filled by
blending neighborhood surfaces. The blended surfaces are
behind the visible line.
[0140] Inoneembodiment shown in FIG. 2A, each camera
is calibrated before 3D detection is done. Pseudo-code for one
implementation of a camera calibration process is as follows:
[0141] Place a calibration sheet with known dots at a
known distance (e.g. 1 meter), and perpendicular to a
camera view.
[0142] Take snap shot of the sheet, and correlate the
position of the dots to the camera image:

Dotl(x,y,1)=>pixel(x,y)

[0143] Place a different calibration sheet that contains
known dots at another different known distance (e.g. 2
meters), and perpendicular to camera view.

[0144] Take another snapshot of the sheet, and correlate
the position of the dots to the camera image:

Dot2(x,y,2)=>pixel(x,y)

[0145] Smooth the dots and pixels to minimize digitiza-
tion errors. By smoothing the map using a global map
function, step errors will be eliminated and each pixel
will be mapped to a cone space.
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[0146] For each pixel, draw a line from Dotl (x,y,z) to
Dot2 (x,y,z) defining a cone center where the camera can
view.

[0147] One smoothing method is to apply a weighted
filter for Dotl and Dot2. A weight filter can be used. In
one example, the following exemplary filter is applied.

[0148] Assuming Dot1_Left refers to the value of the dot
on the left side of Dotl and Dotl_Right refers to the
value of the dot to the right of Dotl and Dotl_Upper
refers to the dot above Dotl, for example, the resulting
smoothed Dot1 value is as follows:

[0149] Yie*(Dotl*4+Dotl_Left*2+Dotl_Right*2+
Dotl_Upper*2+Dotl_Down*2+Dotl_UpperLefi+
Dotl_UpperRight+Dotl_LowerLeft+Dotl_Lower-

Right)

[0150] Similarly, the resulting smoothed Dot2 value is
as follows:
[0151] Yes*(Dot2*4+Dot2_Left*2+Dot2_Right*2+

Dot2_Upper*2+Dot2_Down*2+Dot2_UpperLeft+

Dot2_UpperRight+Dot2_LowerLeft+Dot2_Lower-

Right)
[0152] In another smoothing method, features from Dotl
sheet are mapped to a sub pixel level and features of Dot2
sheet are mapped to a sub pixel level and smooth them. To
illustrate, Dotl dot center (5, 5, 1) are mapped to pixel (1.05,
2.86), and Dot2 dot center (10, 10, 2) are mapped to pixel
(1.15, 2.76). A predetermined correlation function is then
applied.
[0153] FIG. 2B shows an exemplary calibration sheet hav-
ing a plurality of dots. In this embodiment, the dots can be
circular dots and square dots which are interleaved among
each others. The dots should be placed relatively close to each
other and each dot size should notbe too large, so we can have
as many dots as possible in one snapshot. However, the dots
should not be placed too close to each other and the dot size
should not be too small, so they are not identifiable.
[0154] A module 54 monitors patient activity and generates
awarning if the patient has fallen. In one implementation, the
system detects the speed of center of mass movement. If the
center of mass movement is zero for a predetermined period,
the patient is either sleeping or unconscious. The system then
attempts to signal the patient and receive confirmatory signals
indicating that the patient is conscious. If patient does not
confirm, then the system generates an alarm. For example, if
the patient has fallen, the system would generate an alarm
signal that can be sent to friends, relatives or neighbors ofthe
patient. Alternatively, a third party such as a call center can
monitor the alarm signal. Besides monitoring for falls, the
system performs video analysis of the patient. For example,
during a particular day, the system can determine the amount
of time for exercise, sleep, and entertainment, among others.
The network of sensors in a patient’s home can recognize
ordinary patterns—such as eating, sleeping, and greeting
visitors—and to alert caretakers to out-of-the-ordinary
ones—such as prolonged inactivity or absence. For instance,
if the patient goes into the bathroom then disappears off the
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sensor for 13 minutes and don’t show up anywhere else in the
house, the system infers that patient had taken a bath or a
shower. However, if a person falls and remains motionless for
a predetermined period, the system would record the event
and notify a designated person to get assistance.

[0155] A fall detection process (shown in FIG. 3) performs
the following operations:

[0156] Find floor space area

[0157] Define camera view background 3D scene

[0158] Calculate patient’s key features

[0159] Detect fall

[0160] In one implementation, pseudo-code for determin-
ing the floor space area is as follows:

[0161] 2.Sample the camera view spaceby M by N, e.g.
M=1000, N=500.

[0162] 3. Calculate all sample points the 3D coordinates
in room coordinate system; where 7 axis is pointing up.
Refer to the 3D detection for how to calculate 3D posi-
tions.

[0163] 4. Find the lowest Z value point (Zmin)

[0164] 5. Find all points whose Z values are less than
Zmin+Ztol; where Ztol is a user adjustable value, e.g. 2
inches.

[0165] 6. If rooms have different elevation levels, then
excluding the lowest Z floor points, repeat step 2, 3 and
4 while keeping the lowest Z is within Ztol2 of previous
7. In this example Ztol2=2 feet, which means the floor
level difference should be within 2 feet.

[0166] 7. Detect stairs by finding approximate same flat
area but within equal Z differences between them.

[0167] 8. Optionally, additional information from the
user can be used to define floor space more accurately,
especially in single camera system where the coordi-
nates are less accurate, e.g.:

[0168] a.Import the CAD file from constructors’ blue
prints.

[0169] b. Pick regions from the camera space to define
the floor, then use software to calculate its room coor-
dinates.

[0170] c. User software to find all flat surfaces, e.g.
floors, counter tops, then user pick the ones, which are
actually floors and/or stairs.

[0171] In the implementation, pseudo-code for determin-
ing the camera view background 3D scene is as follows:

[0172] 1. With the same sample points, calculate x, y
coordinates and the Z depth and calculate 3D positions.

[0173] 2. Determine background scene using one the
following methods, among others:

[0174] a. When there is nobody in the room.

[0175] b. Retrieve and update the previous calculated
background scene.

[0176] c. Continuous updating every sample point
when the furthest 7 value was found, that is the back-
ground value.

[0177] In the implementation, pseudo-code for determin-
ing key features of the patient is as follows:

[0178] 1. Foreground objects can be extracted by com-
paring each sample point’s 7 value to the background
scene point’s Z value, if it is smaller, then it is on the
foreground.

[0179] 2. In normal condition, the feet/shoe can be
detected by finding the lowest Z point clouds close the
floor in room space, its color will be extracted.
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[0180] 3. In normal condition, the hair/hat can be
detected by finding the highest Z point clouds close the
floor in room space, its color will be extracted.

[0181] 4. The rest of the features can be determined by
searching from either head or toe. E.g, hat, hair, face,
eye, mouth, ear, earring, neck, lipstick, moustache,
jacket, limbs, belt, ring, hand, etc.

[0182] 5. The key dimension of features will be deter-
mined by retrieving the historic stored data or recalcu-
lated, e.g., head size, mouth width, arm length, leg
length, waist, etc.

[0183] 6. In abnormal conditions, features can be
detected by detect individual features then correlated
them to different body parts. E.g, if patient’s skin is
black, we can hardly get a yellow or white face, by
detecting eye and nose, we know which part is the face,
then we can detect other characteristics.

[0184] To detect fall, the pseudo-code for the embodiment
is as follows:

[0185] 1. The fall has to be detected in almost real time
by tracking movements of key features very quickly.
E.g. if patient has black hair/face, track the center of the
black blob will know roughly where his head move to.

[0186] 2. Then the center of mass will be tracked, center
of mass 1s usually around belly button area. so the belt or
borderline between upper and lower body closed will be
good indications.

[0187] 3. Patient’s fall always coupled with rapid decel-
eration of center of mass. Software can adjust this
threshold based on patient age, height and physical con-
ditions.

[0188] 4. Then if the fall is accidental and patient has
difficult to get up, one or more of following will happen:
[0189] a.Patient will move very slowly to find support

object to get up.

[0190] b. Patient will wave hand to camera ask for
help. To detect this condition, the patient hand has to
be detected first by finding a blob of points with his
skin color. Hand motion can be tracked by calculate
the motion of the center of the points, if it swings left
and right, it means patient is waving to camera.

[0191] c. Patient is unconscious, motionless. To detect
this condition, extract the foreground object, calculate
its motion vectors, if it is within certain tolerance, it
means patient is not moving. In the mean time, test
how long it last, ifit past a user defined time threshold,
it means patient is in great danger.

[0192] In one embodiment for fall detection, the system
determines a patient fall-down as when the patient’s knee,
butt or hand is on the floor. The fall action is defined a quick
deceleration of center of mass, which is around belly button
area. An accidental fall action is defined when the patient falls
down with limited movement for a predetermined period.
[0193] The system monitors the patients’ fall relative to a
floor. In one embodiment, the plan of the floor is specified in
advance by the patient. Alternatively, the system can auto-
matically determine the floor layout by examining the move-
ment of the patient’s feet and estimated the surfaces touched
by the feet as the floor.

[0194] In one embodiment with in door positioning, the
user can create a facsimile of the floor plan during initializa-
tion by walking around the perimeter of each room and
recording his/her movement through the in-door positioning
system and when complete, press a button to indicate to the
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system the type of room such as living room, bed room, bath
room, among others. Also, the user can calibrate the floor
level by sitting down and then standing up (or vice versa) and
allowing the accelerometer to sense the floor through the user
motion. Periodically, the user can recalibrate the floor plan
and/or the floor level.

[0195] The system detects a patient fall by detecting a cen-
ter of mass of an exemplary feature. Thus, the software can
monitor the center of one or more objects, for example the
head and toe, the patient’s belt, the bottom line of the shirt, or
the top line of the pants.

[0196] The detection of the fall can be adjusted based on
two thresholds:

[0197] a. Speed of deceleration of the center of mass.

[0198] b. The amount of time that the patient lies motion-
less on the floor after the fall.

[0199] In one example, once a stroke occurs, the system
detects a slow motion of patient as the patient rests or a quick
motion as the patient collapses. By adjust the sensitivity
threshold, the system detects whether a patient is uncomfort-
able and ready to rest or collapse.
[0200] Ifthe center of mass movement ceases to move fora
predetermined period, the system can generate the warning.
In another embodiment, before generating the warning, the
system can request the patient to confirm that he or she does
not need assistance. The confirmation can be in the form of a
button that the user can press to override the warning. Alter-
natively, the confirmation can be in the form of a single
utterance that is then detected by a speech recognizer.
[0201] Inanother embodiment, the confirmatory signal is a
patient gesture. The patient can nod his or her head to request
help and can shake the head to cancel the help request. Alter-
natively, the patient can use a plurality of hand gestures to
signal to the server 20 the actions that the patient desires.
[0202] By adding other detecting mechanism such as sweat
detection, the system can know whether patient is uncomfort-
able or not. Other items that can be monitored include chest
movement (frequency and amplitude) and rest length when
the patient sits still in one area, among others.
[0203] Besides monitoring for falls, the system performs
video analysis of the patient. For example, during a particular
day, the system can determine the amount of time for exet-
cise, sleep, entertainment, among others. The network of
sensors in a patient’s home can recognize ordinary patterns—
such as eating, sleeping, and greeting visitors—and to alert
caretakers to out-of-the-ordinary ones—such as prolonged
inactivity or absence. For instance, if the patient goes into the
bathroom then disappears off the camera 10 view for a pre-
determined period and does not show up anywhere else in the
house, the system infers that patient had taken a bath or a
shower. However, if a person falls and remains motionless for
a predetermined period, the system would record the event
and notify a designated person to get assistance.
[0204] In one embodiment, changes in the patient’s skin
color can be detected by measuring the current light environ-
ment, properly calibrating color space between two photos,
and then determining global color change between two states.
Thus, when the patient’s face turn red, based on the redness,
a severity level warning is generated.
[0205] In another embodiment, changes in the patient’s
face are detected by analyzing a texture distortion in the
images. If the patient perspires heavily, the texture will show
small glisters, make-up smudges, or sweat/tear drippings.
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Anotherexample is, when long stretched face will be detected
as texture distortion. Agony will show certain wrinkle texture
patterns, among others.

[0206] The system can also utilize high light changes.
Thus, when the patient sweats or changes facial appearance,
different high light areas are shown, glisters reflect light and
pop up geometry generates more high light areas.

[0207] A module 62 analyzes facial changes such as facial
asymmetries. The change will be detected by superimpose a
newly acquired 3D anatomy structure to a historical (normal)
3D anatomy structure to detect face/eye sagging or excess
stretch of facial muscles.

[0208] In one embodiment, the system determines a set of
base 3D shapes, which are a set of shapes which can represent
extremes of certain facial effects, e.g. frown, open mouth,
smiling, among others. The rest of the 3D face shape can be
generated by blending/interpolating these base shapes by
applied different weight to each base shapes.

[0209] The base 3D shape can be captured using 1) a 3D
cametra such as cameras from Steinbichler, Genex Technol-
ogy, Minolta 3D, Olympus 3D or 2) one or more 2D camera
with preset camera field of view (FOV) parameters. To make
it more accurate, one or more special markers can be placed
on patient’s face. For example, a known dimension square
stick can be placed on the forehead for camera calibration
purposes.

[0210] Using the above 3D detection method, facial shapes
are then extracted. The proper features (e.g. a wrinkle) will be
detected and attached to each base shape. These features can
be animated or blended by changing the weight of different
shape(s). The proper features change can be detected and
determine what type of facial shape it will be.

[0211] Next, the system super-imposes two 3D facial
shapes (historical or normal facial shapes and current facial
shapes). By matching features and geometry of changing
areas on the face, closely blended shapes can be matched and
facial shape change detection can be performed. By overlay-
ing the two shapes, the abnormal facial change such as sag-
ging eyes or mouth can be detected.

[0212] Theabove processes are used to determine paralysis
of specific regions of the face or disorders in the peripheral or
central nervous system (trigeminal paralysis; CVA, among
others). The software also detects eyelid positions for evi-
dence of ptosis (incomplete opening of one or both eyelids) as
a sign of innervation problems (CVA; Horner syndrome, for
example). The software also checks eye movements for
pathological conditions, mainly of neurological origin are
reflected in aberrations in eye movement. Pupil reaction is
also checked for abnormal reaction of the pupil to light (pupil
gets smaller the stronger the light) may indicate various
pathological conditions mainly of the nervous system. In
patients treated for glaucoma pupillary status and motion
pattern may be important to the follow-up of adequate treat-
ment. The software also checks for asymmetry in tongue
movement, which is usually indicative of neurological prob-
lems. Another check is neck veins: Engorgement of the neck
veins may be an indication of heart failure or obstruction of
normal blood flow from the head and upper extremities to the
heart. The software also analyzes the face, which is usually a
mirror of the emotional state of the observed subject. Fear,
Joy, anger, apathy are only some of the emotions that can be
readily detected, facial expressions of emotions are relatively
uniform regardless of age, sex, race, etc. This relative unifor-
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mity allows for the creation of computer programs attempting
to automatically diagnose people’s emotional states.

[0213] Speech recognition is performed to determine a
change in the form of speech (slurred speech, difficulties in
the formation of words, for example) may indicated neuro-
logical problems, such an observation can also indicate some
outward effects of various drugs or toxic agents.

[0214] InoneembodimentshowninFIG. 4. a facial expres-
sion analysis process performs the following operations:

[0215] Find floor space area
[0216] Define camera view background 3D scene
[0217] Calculate patient’s key features
[0218] Extract facial objects
[0219] Detect facial orientation
[0220] Detect facial expression
[0221] The first three steps are already discussed above.

The patient’s key features provide information on the location
of the face, and once the face area has been determined, other
features can be detected by detecting relative position to each
other and special characteristics of the features:

[0222] Eye: pupil can be detected by applying Chamfer
matching algorithm, by using stock pupil objects.

[0223] Hair: located on the top of the head, using previ-
ous stored hair color to locate the hair point clouds.

[0224] Birthmarks, wrinkles and tattoos: pre store all
these features then use Chamfer matching to locate
them.

[0225] Nose: nose bridge and nose holes usually show
special characteristics for detection, sometime depend
on the view angle, is side view, special silhouette will be
shown.

[0226] Eye browse, Lips and Moustache: All these fea-
tures have special colors, e.g. red lipstick; and base
shape, e.g. patient has no expression with mouth closed.
Software will locate these features by color matching,
then try to deform the base shape based on expression,
and match shape with expression, we can detect objects
and expression at the same time.

[0227] Teeth, earring, necklace: All these features can be
detected by color and style, which will give extra infor-
mation.

[0228] In one implementation, pseudo-code for detecting
facial orientation is as follows:

[0229] Detect forehead area

[0230] Use the previously determined features and
superimpose them on the base face model to detect a
patient face orientation.

[0231] Depends on where patient is facing, for a side facing
view, silhouette edges will provide unique view information
because there is a one to one correspondent between the view
and silhouette shape.

[0232] Once the patient’s face has been aligned to the right
view, exemplary pseudo code to detect facial expression is as
follows:

[0233] 1. Detect shape change. The shape can be match
by superimpose different expression shapes to current
shape, and judge by minimum discrepancy. E.g. wide
mouth open.

[0234] 2. Detectocclusion. Sometime the expression can
be detected by occlusal of another objects, e.g., teeth
show up means mouth is open.

[0235] 3. Detect texture map change. The expression can
relate to certain texture changes, if patient smile, certain
wrinkles patents will show up.
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[0236] 4. Detect highlight change. The expression can
relate to certain high light changes, if patient sweats or
cries, different highlight area will show up.

[0237] Speech recognition can be performed in one
embodiment to determine a change in the form of speech
(slurred speech, difficulties in the formation of words, for
example) may indicated neurological problems, such an
observation can also indicate some outward effects of various
drugs or toxic agents.

[0238] A module communicates with a third party such as
the police department, a security monitoring center, or a call
center. The module operates with a POTS telephone and can
use a broadband medium such as DSL or cable network if
available. The module 80 requires that at least the telephone is
available as a lifeline support. In this embodiment, duplex
sound transmission is done using the POTS telephone net-
work. The broadband network, if available, is optional for
high resolution video and other advanced services transmis-
sion.

[0239] During operation, the module checks whether
broadband network is available. If broadband network is
available, the module 80 allows high resolution video, among
others, to be broadcasted directly from the server 20 to the
third party or indirectly from the server 20 to the remote
server 200 to the third party. In parallel, the module 80 allows
sound to be transmitted using the telephone circuit. In this
manner, high resolution video can be transmitted since sound
data is separately sent through the POTS network.

[0240] If broadband network is not available, the system
relies on the POTS telephone network for transmission of
voice and images. In this system, one or more images are
compressed for burst transmission, and at the request of the
third party or the remote server 200, the telephone’s sound
system is placed on hold for a brief period to allow transmis-
sion of images over the POTS network. In this manner, exist-
ing POTS lifeline telephone can be used to monitor patients.
The resolution and quantity of images are selectable by the
third party. Thus, using only the lifeline as a communication
medium, the person monitoring the patient can elect to only
listen, to view one high resolution image with duplex tele-
phone voice transmission, to view a few low resolution
images, to view a compressed stream of low resolution video
with digitized voice, among others.

[0241] During installation or while no live person in the
scene, each camera will capture its own environment objects
and store it as background images, the software then detect
the live person in the scene, changes of the live person, so only
the portion of live person will be send to the local server, other
compression techniques will be applied, e.g. send changing
file, balanced video streaming based on change.

[0242] The local server will control and schedule how the
video/picture will be send, e.g. when the camera is view an
empty room, no pictures will be sent, the local server will also
determine which camera is at the right view, and request only
the corresponding video be sent. The local server will deter-
mine which feature it is interested in looking at, e.g. face and
request only that portion be sent.

[0243] With predetermined background images and local
server controlled streaming, the system will enable higher
resolution and more camera system by using narrower band-
width.

[0244] Through this module, a police officer, a security
agent, or a healthcare agent such as a physician at a remote
location can engage, in interactive visual communication
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with the patient. The patient’s health data or audio-visual
signal can be remotely accessed. The patient also has access
to a video transmission of the third party. Should the patient
experience health symptoms requiring intervention and
immediate care, the health care practitioner at the central
station may summon help from an emergency services pro-
vider. The emergency services provider may send an ambu-
lance, fire department personnel, family member, or other
emergency personnel to the patient’s remote location. The
emergency services provider may, perhaps, be an ambulance
facility, a police station, the local fire department, or any
suitable support facility.

[0245] Communication between the patient’s remote loca-
tion and the central station can be initiated by a variety of
techniques. One method is by manually or automatically
placing a call on the telephone to the patient’s home or from
the patient’s home to the central station.

[0246] Alternatively, the system can ask a confirmatory
question to the patient through text to speech software. The
patient can be orally instructed by the health practitioner to
conduct specific physical activities such as specific arm
movements, walking, bending, among others. The examina-
tion begins during the initial conversation with the monitored
subject. Any changes in the spontaneous gestures of the body,
arms and hands during speech as well as the fulfillment of
nonspecific tasks are important signs of possible pathological
events. The monitoring person can instruct the monitored
subject to perform a series of simple tasks which can be used
for diagnosis of neurological abnormalities. These observa-
tions may yield early indicators of the onset of a disease.

[0247] A network 100 such as the Internet receives images
from the server 20 and passes the data to one or more remote
servers 200. The images are transmitted from the server 200
over a secure communication link such as virtual private
network (VPN) to the remote server(s) 200.

[0248] In one embodiment where cameras are deployed,
the server 200 collects data from a plurality of cameras and
uses the 3D images technology to determine if the patient
needs help. The system can transmit video (live or archived)
to the friend, relative, neighbor, or call center for human
review. At each viewer site, after a viewer specifies the correct
URL to the client browser computer, a connection with the
server 200 is established and useridentity authenticated using
suitable password or other security mechanisms. The server
200 then retrieves the document from its local disk or cache
memory storage and transmits the content over the network.
Inthe typical scenario, the user ofa Web browser requests that
a media stream file be downloaded, such as sending, in par-
ticular, the URL of a media redirection file from a Web server.
The media redirection file (MRF) is a type of specialized
Hypertext Markup Language (HTML) file that contains
instructions for how to locate the multimedia file and in what
format the multimedia file is in. The Web server returns the
MREF file to the user’s browser program. The browser pro-
gram then reads the MRF file to determine the location of the
media server containing one or more multimedia content
files. The browser then launches the associated media player
application program and passes the MRF file to it. The media
player reads the MRF file to obtain the information needed to
open a connection to a media server, such as a URL, and the
required protocol information, depending upon the type of
medial content is in the file. The streaming media content file
is then routed from the media server down to the user.
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[0249] In the camera embodiment, the transactions
between the server 200 and one of the remote servers 200 are
detailed. The server 200 compares one image frame to the
next image frame. If no difference exists, the duplicate frame
is deleted to minimize storage space. If a difference exists,
only the difference information is stored as described in the
JPEG standard. This operation effectively compresses video
information so that the camera images can be transmitted
even at telephone modem speed of 64 k or less. More aggres-
sive compression techniques can be used. For example,
patient movements can be clusterized into a group of known
motion vectors, and patient movements can be described
using a set of vectors. Only the vector data is saved. During
view back, each vector is translated into a picture object
which is suitably rasterized. The information can also be
compressed as motion information.

[0250] Next, the server 200 transmits the compressed video
to the remote server 200. The server 200 stores and caches the
video data so that multiple viewers can view the images at
once since the server 200 is connected to a network link such
as telephone line modem, cable modem, DSL modem, and
ATM transceiver, among others.

[0251] Inoneimplementation, the servers 200 use RAID-5
striping and parity techniques to organize data in a fault
tolerant and efficient manner. The RAID (Redundant Array of
Inexpensive Disks) approach is well described in the litera-
ture and has various levels of operation, including RAID-5,
and the data organization can achieve data storage in a fault
tolerant and load balanced manner. RAID-5 provides that the
stored data is spread among three or more disk drives, in a
redundant manner, so that even if one of the disk drives fails,
the data stored on the drive can be recovered in an efficient
and error free manner from the other storage locations. This
method also advantageously makes use of each of the disk
drives in relatively equal and substantially parallel opera-
tions. Accordingly, if one has a six gigabyte cluster volume
which spans three disk drives, each disk drive would be
responsible for servicing two gigabytes of the cluster volume.
Each two gigabyte drive would be comprised of one-third
redundant information, to provide the redundant, and thus
fault tolerant, operation required for the RAID-S approach.
For additional physical security, the server can be stored in a
Fire Safe or other secured box, so there is no chance to erase
the recorded data, this is very important for forensic analysis.
[0252] The system can also monitor the patient’s gait pat-
tern and generate warnings should the patient’s gait patterns
indicate that the patient is likely to fall. The system will detect
patient skeleton structure, stride and frequency; and based on
this information to judge whether patient has joint problem,
asymmetrical bone structure, among others. The system can
store historical gait information, and by overlaying current
structure to the historical (normal) gait information, gait
changes can be detected. In the camera embodiment, an esti-
mate of the gait pattern is done using the camera. In a camera-
less embodiment, the gait can be sensed by providing a sensor
on the floor and a sensor near the head and the variance in the
two sensor positions are used to estimate gait characteristics.
[0253] The system also provides a patient interface 90 to
assist the patient in easily accessing information. In one
embodiment, the patient interface includes a touch screen;
voice-activated text reading; one touch telephone dialing; and
video conferencing. The touch screen has large icons that are
pre-selected to the patient’s needs, such as his or her favorite
web sites or application programs. The voice activated text
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reading allows a user with poor eye-sight to get information
from the patient interface 90. Buttons with pre-designated
dialing numbers, or video conferencing contact information
allow the user to call a friend or a healthcare provider quickly.
[0254] In one embodiment, medicine for the patient is
tracked using radio frequency identification (RFID) tags. In
this embodiment, each drug container is tracked through an
RFID tag that is also a drug label. The RF tag is an integrated
circuit that is coupled with a mini-antenna to transmit data.
The circuit contains memory that stores the identification
Code and other pertinent data to be transmitted when the chip
is activated or interrogated using radio energy from a reader.
A reader consists of an RF antenna, transceiver and a micro-
processor. The transceiver sends activation signals to and
receives identification data from the tag. The antenna may be
enclosed with the reader or located outside the reader as a
separate piece. RFID readers communicate directly with the
RFID tags and send encrypted usage data over the patient’s
network to the server 200 and eventually over the Internet
100. The readers can be built directly into the walls or the
cabinet doors.

[0255] Inoneembodiment, capacitively coupled RFID tags
are used. The capacitive RFID tag includes a silicon micro-
processor that can store 96 bits of information, including the
pharmaceutical manufacturer, drug name, usage instruction
and a 40-bit serial number. A conductive carbon ink acts as the
tag’s antenna and is applied to a paper substrate through
conventional printing means. The silicon chip is attached to
printed carbon-ink electrodes on the back of a paper label,
creating a low-cost, disposable tag that can be integrated on
the drug label. The information stored on the drug labels is
written in a Medicine Markup Language (MML), which is
based on the eXtensible Markup Language (XML). MML
would allow all computers to communicate with any com-
puter system in a similar way that Web servers read Hyper
Text Markup Language (HTML), the common language used
to create Web pages.

[0256] After receiving the medicine container, the patient
places the medicine in a medicine cabinet, which is also
equipped with a tag reader. This smart cabinet then tracks all
medicine stored in it. It can track the medicine taken, how
often the medicine is restocked and can let the patient know
when a particular medication is about to expire. At this point,
the server 200 can order these items automatically. The server
200 also monitors drug compliance, and if the patient does not
remove the bottle to dispense medication as prescribed, the
server 200 sends a warning to the healthcare provider.
[0257] The user’s habits can be determined by the system.
This is done by tracking location, ambulatory travel vectors
and time in a database. Thus, if the user typically sleeps
between 10 pm to 6 am, the location would reflect that the
user’s location maps to the bedroom between 10 pm and 6 am.
In one exemplary system, the system builds a schedule of the
user’s activity as follows:

Location Time Start Time End Heart Rate
Bed room 10 pm 6 am 60-80
Gym room 6 am 7 am 90-120
Bath room 7 am 7:30 am 85-120
Dining room 7:30 am 8:45 am 80-90
Home Office 8:45 am 11:30 am 85-100
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[0258] The habit tracking is adaptive in that it gradually
adjusts to the user’s new habits. If there are sudden changes,
the system flags these sudden changes for follow up. For
instance, if the user spends three hours in the bathroom, the
system prompts the third party (such as acall center) to follow
up with the patient to make sure he or she does not need help.

[0259] In one embodiment, data driven analyzers may be
used to track the patient’s habits. These data driven analyzers
may incorporate a number of models such as parametric
statistical models, non-parametric statistical models, cluster-
ing models, nearest neighbor models, regression methods,
and engineered (artificial) neural networks. Prior to opera-
tion, data driven analyzers or models of the patient’s habits or
ambulation patterns are built using one or more training ses-
sions. The data used to build the analyzer or model in these
sessions are typically referred to as training data. As data
driven analyzers are developed by examining only training
examples, the selection of the training data can significantly
affect the accuracy and the learning speed of the data driven
analyzer. One approach used heretofore generates a separate
data set referred to as a test set for training purposes. The test
set is used to avoid overfitting the model or analyzer to the
training data. Overfitting refers to the situation where the
analyzer has memorized the training data so well that it fails
to fit or categorize unseen data. Typically, during the con-
struction of the analyzer or model, the analyzer’s perfor-
mance is tested against the test set. The selection of the
analyzer or model parameters is performed iteratively until
the performance of the analyzer in classifying the test set
reaches an optimal point. At this point, the training process is
completed. An alternative to using an independent training
and test set is to use a methodology called cross-validation.
Cross-validation can be used to determine parameter values
for a parametric analyzer or model for a non-parametric ana-
lyzer. In cross-validation, a single training data set is selected.
Next, a number of different analyzers or models are built by
presenting different parts of the training data as test sets to the
analyzers in an iterative process. The parameter or model
structure is then determined on the basis of the combined
performance of all models or analyzers. Under the cross-
validation approach, the analyzer or model is typically
retrained with data using the determined optimal model struc-
ture.

[0260] In one embodiment, clustering operations are per-
formed to detect patterns in the data. In another embodiment,
a neural network is used to recognize each pattern as the
neural network is quite robust at recognizing user habits or
patterns. Once the treatment features have been character-
ized, the neural network then compares the input user infor-
mation with stored templates of treatment vocabulary known
by the neural network recognizer, among others. The recog-
nition models can include a Hidden Markov Model (HMM),
a dynamic programming model, a neural network, a fuzzy
logic, or a template matcher, among others. These models
may be used singly or in combination.

[0261] Dynamic programming considers all possible
points within the permitted domain for each value of i.
Because the best path from the current point to the next point
is independent of what happens beyond that point. Thus, the
total cost of [i(k), j(k)] is the cost of the point itself plus the
cost of the minimum path to it. Preferably, the values of the
predecessors can be kept in an MxN array, and the accumu-
lated cost kept in a 2xN array to contain the accumulated costs
ofthe immediately preceding column and the current column.



US 2013/0178718 Al

However, this method requires significant computing
resources. For the recognizer to find the optimal time align-
ment between a sequence of frames and a sequence of node
models, it must compare most frames against a plurality of
node models. One method of reducing the amount of compu-
tation required for dynamic programming is to use pruning
Pruning terminates the dynamic programming of a given
portion of user habit information against a given treatment
model if the partial probability score for that comparison
drops below a given threshold. This greatly reduces compu-
tation.

[0262] Considered to be a generalization of dynamic pro-
gramming, a hidden Markov model is used in the preferred
embodiment to evaluate the probability of occurrence of a
sequence of observations O(1), O(2), .. . O(1), . . ., O(T),
where each observation O(t) may be either a discrete symbol
under the VQ approach or a continuous vector. The sequence
of observations may be modeled as a probabilistic function of
an underlying Markov chain having state transitions that are
not directly observable. In one embodiment, the Markov net-
work is used to model a number of user habits and activities.
The transitions between states are represented by a transition
matrix A=[a(i,j)]. Each a(i,j) term of the transition matrix is
the probability of making a transition to state j given that the
modelisinstate i. The output symbol probability of the model
is represented by a set of functions B=[b(j) (O(1)], where the
b(j) (O(t) term of the output symbol matrix is the probability
of outputting observation O(t), given that the model is in state
J- The first state is always constrained to be the initial state for
the first time frame of the utterance, as only a prescribed set of
left to right state transitions are possible. A predetermined
final state is defined from which transitions to other states
cannot occur. Transitions are restricted to reentry of a state or
entry to one of the next two states. Such transitions are defined
in the model as transition probabilities. Although the pre-
ferred embodiment restricts the flow graphs to the present
state or to the next two states, one skilled in the art can build
an HMM model without any transition restrictions, although
the sum of all the probabilities of transitioning from any state
must still add up to one. In each state of the model, the current
feature frame may be identified with one ofa set of predefined
output symbols or may be labeled probabilistically. In this
case, the output symbol probability b(j) O(t) corresponds to
the probability assigned by the model that the feature frame
symbol is O(t). The model arrangement is a matrix A=[a(i,j)]
of transition probabilities and a technique of computing B=b
(§) O(t), the feature frame symbol probability in state j. The
Markov model is formed for a reference pattern from a plu-
rality of sequences of training patterns and the output symbol
probabilities are multivariate Gaussian function probability
densities. The patient habit information is processed by a
feature extractor. During learning, the resulting feature vector
series is processed by a parameter estimator, whose output is
provided to the hidden Markov model. The hidden Markov
model is used to derive a set of reference pattern templates,
each template representative of an identified pattern in a
vocabulary set of reference treatment patterns. The Markov
model reference templates are next utilized to classify a
sequence of observations into one of the reference patterns
based on the probability of generating the observations from
each Markov model reference pattern template. During rec-
ognition, the unknown pattern can then be identified as the
reference pattern with the highest probability in the likeli-
hood calculator. The HMM template has a number of states,
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each having a discrete value. However, because treatment
pattern features may have a dynamic pattern in contrast to a
single value. The addition of a neural network at the front end
of the HMM in an embodiment provides the capability of
representing states with dynamic values. The input layer of
the neural network comprises input neurons. The outputs of
the input layer are distributed to all neurons in the middle
layer. Similarly, the outputs of the middle layer are distributed
to all output states, which normally would be the output layer
of the neuron. However, each output has transition probabili-
ties to itself or to the next outputs, thus forming a modified
HMM. Each state of the thus formed HMM is capable of
responding to a particular dynamic signal, resulting in a more
robust HMM. Alternatively, the neural network can be used
alone without resorting to the transition probabilities of the
HMM architecture.

[0263] The system allows patients to conduct a low-cost,
comprehensive, real-time monitoring of their vital param-
eters such as ambulation and falls. Information can be viewed
using an Internet-based website, a personal computer, or sim-
ply by viewing a display on the monitor. Data measured
several times each day provide a relatively comprehensive
data set compared to that measured during medical appoint-
ments separated by several weeks or even months. This
allows both the patient and medical professional to observe
trends in the data, such as a gradual increase or decrease in
blood pressure, which may indicate a medical condition. The
invention also minimizes effects of white coat syndrome
since the monitor automatically makes measurements with
basically no discomfort; measurements are made at the
patient’s home or work, rather than in a medical office.
[0264] The wearable appliance is small, easily worn by the
patient during periods of exercise or day-to-day activities, and
non-invasively measures blood pressure can be done in a
matter of seconds without affecting the patient. An on-board
or remote processor can analyze the time-dependent mea-
surements to generate statistics on a patient’s blood pressure
(e.g., average pressures, standard deviation, beat-to-beat
pressure variations) that are not available with conventional
devices that only measure systolic and diastolic blood pres-
sure at isolated times.

[0265] The wearable appliance provides an in-depth, cost-
effective mechanism to evaluate a patient’s health condition.
Certain cardiac conditions can be controlled, and in some
cases predicted, before they actually occur. Moreover, data
from the patient can be collected and analyzed while the
patient participates in their normal, day-to-day activities.
[0266] Software programs associated with the Internet-ac-
cessible website, secondary software system, and the per-
sonal computer analyze the blood pressure, and heart rate,
and pulse oximetry values to characterize the patient’s car-
diac condition. These programs, for example, may provide a
report that features statistical analysis of these data to deter-
mine averages, data displayed in a graphical format, trends,
and comparisons to doctor-recommended values.

[0267] When the appliance cannot communicate with the
mesh network, the appliance simply stores information in
memory and continues to make measurements. The watch
component automatically transmits all the stored information
(along with a time/date stamp) when it comes in proximity to
the wireless mesh network, which then transmits the infor-
mation through the wireless network.

[0268] In one embodiment, the server provides a web ser-
vices that communicate with third party software through an
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interface. To generate vital parameters such as blood pressure
information for the web services software interface, the
patient continuously wears the blood-pressure monitor for a
short period of time, e.g. one to two weeks after visiting a
medical professional during a typical ‘check up’ or after
signing up for a short-term monitoring program through the
website. In this case, the wearable device such as the watch
measures mobility through the accelerometer and blood pres-
sure in a near-continuous, periodic manner such as every
fifteen minutes. This information is then transmitted over the
mesh network to a base station that communicates over the
Internet to the server.

[0269] To view information sent from the blood-pressure
monitor and fall detector on the wearable appliance, the
patient or an authorized third party such as family members,
emergency personnel, or medical professional accesses a
patient user interface hosted on the web server 200 through
the Internet 100 from a remote computer system. The patient
interface displays vital information such as ambulation, blood
pressure and related data measured from a single patient. The
system may also include a call center, typically staffed with
medical professionals such as doctors, nurses, or nurse prac-
tioners, whom access a care-provider interface hosted on the
same website on the server 200. The care-provider interface
displays vital data from multiple patients.

[0270] The wearable appliance has an indoor positioning
system and processes these signals to determine a location
(e.g., latitude, longitude, and altitude) of the monitor and,
presumably, the patient. This location could be plotted on a
map by the server, and used to locate a patient during an
emergency, e.g. to dispatch an ambulance.

[0271] In one embodiment, the web page hosted by the
server 200 includes a header field that lists general informa-
tion about the patient (e.g. name, age, and ID number, general
location, and information concerning recent measurements);
a table that lists recently measured blood pressure data and
suggested (i.e. doctor-recommended) values of these data;
and graphs that plot the systolic and diastolic blood pressure
data in a time-dependent manner. The header field addition-
ally includes a series of tabs that each link to separate web
pages that include, e.g., tables and graphs corresponding to a
different data measured by the wearable device such as calo-
rie consumption/dissipation, ambulation pattern, sleeping
pattern, heart rate, pulse oximetry, and temperature. The table
lists a series of data fields that show running average values of
the patient’s daily, monthly, and yearly vital parameters. The
levels are compared to a series of corresponding ‘suggested’
values of vital parameters that are extracted from a database
associated with the web site. The suggested values depend on,
among other things, the patient’s age, sex, and weight. The
table then calculates the difference between the running aver-
age and suggested values to give the patient an idea of how
their data compares to that of a healthy patient. The web
software interface may also include security measures such as
authentication, authorization, encryption, credential presen-
tation, and digital signature resolution. The interface may also
be modified to conform to industry-mandated, XML schema
definitions, while being ‘backwards compatible’ with any
existing XML schema definitions.

[0272] The system provides for self-registration of appli-
ances by the user. Data can be synchronized between the
Repository and appliance(s) via the base station 20. The user
can preview the readings received from the appliance(s) and
reject erroneous readings. The user or treating professional
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can set up the system to generate alerts against received data,
based on pre-defined parameters. The system can determine
trends in received data, based on user defined parameters.
[0273] Appliance registration is the process by which a
patient monitoring appliance is associated with one or more
users of the system. This mechanism is also used when pro-
visioning appliances for a user by a third party, such as a
clinician (or their respective delegate). In one implementa-
tion, the user (or delegate) logs into the portal to select one or
more appliances and available for registration. In turn, the
base station server 20 broadcasts a query to all nodes in the
mesh network to retrieve identification information for the
appliance such as manufacturer information, appliance
model information, appliance serial number and optionally a
hub number (available on hub packaging). The user may
register more than one appliance at this point. The system
optionally sets up a service subscription for appliance(s)
usage. This includes selecting service plans and providing
payment information. The appliance(s) are then associated
with this user’s account and a control file with appliance
identification information is synchronized between the server
200 and the base station 20 and each appliance on initializa-
tion. In one embodiment, each appliance 8 transmits data to
the base station 20 in an XML format for ease of interfacing
and is either kept encrypted or in a non-readable format on the
base station 20 for security reasons.

[0274] Thebase station 20 frequently collects and synchro-
nizes data from the appliances 8. The base station 20 may use
one of various transportation methods to connect to the
repository on the server 200 using a PC as conduit or through
a connection established using an embedded modem (con-
nected to a phone line), a wireless router (DSL or cable
wireless router), a cellular modem, or another network-con-
nected appliance (such as, but not limited to, a web-phone,
video-phone, embedded computer, PDA or handheld com-
puter).

[0275] In one embodiment, users may set up alerts or
reminders that are triggered when one or more reading meet
a certain set of conditions, depending on parameters defined
by the user. The user chooses the condition that they would
like to be alerted to and by providing the parameters (e.g.
threshold value for the reading) for alert generation. Each
alert may have an interval which may be either the number of
data points or a time duration in units such as hours, days,
weeks or months. The user chooses the destination where the
alert may be sent. This destination may include the user’s
portal, e-mail, paget, voice-mail or any combination of the
above.

[0276] Trends are determined by applying mathematical
and statistical rules (e.g. moving average and deviation) over
a set of reading values. Fach rule is configurable by param-
eters that are either automatically calculated or are set by the
user.

[0277] Theuser may give permission to others as needed to
read or edit their personal data or receive alerts. The user or
clinician could have a list of people that they want to monitor
and have it show on their “My Account” page, which serves as
a local central monitoring station in one embodiment. Each
person may be assigned different access rights which may be
more or less than the access rights that the patient has. For
example, a doctor or clinician could be allowed to edit data for
example to annotate it, while the patient would have read-
only privileges for certain pages. An authorized person could
set the reminders and alerts parameters with limited access to
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others. In one embodiment, the base station server 20 serves
aweb page customized by the user or the user’s representative
as the monitoring center that third parties such as family,
physicians, or caregivers can log in and access information. In
another embodiment, the base station 20 communicates with
the server 200 at a call center so that the call center provides
all services. In yet another embodiment, a hybrid solution
where authorized representatives can log in to the base station
server 20 access patient information while the call center logs
into both the server 200 and the base station server 20 to
provide complete care services to the patient.

[0278] The server 200 may communicate with a business
process outsourcing (BPO) company or a call center to pro-
vide central monitoring in an environment where a small
number of monitoring agents can cost effectively monitor
multiple people 24 hours a day. A call center agent, a clinician
or a nursing home manager may monitor a group or a number
of users via a summary “dashboard” of their readings data,
with ability to drill-down into details for the collected data. A
clinician administrator may monitor the data for and other-
wise administer a number of users of the system. A summary
“dashboard” of readings from all Patients assigned to the
Administrator is displayed upon log in to the Portal by the
Administrator. Readings may be color coded to visually dis-
tinguish normal vs. readings that have generated an alert,
along with description of the alert generated. The Adminis-
trator may drill down into the details for each Patient to
further examine the readings data, view charts etc. in a man-
ner similar to the Patient’s own use of the system. The Admin-
istrator may also view a summary of all the appliances regis-
tered to all assigned Patients, including but not limited to all
appliance identification information. The Administrator has
access only to information about Patients that have been
assigned to the Administrator by a Super Administrator. This
allows for segmenting the entire population of monitored
Patients amongst multiple Administrators. The Super Admin-
istrator may assign, remove and/or reassign Patients amongst
a number of Administrators.

[0279] In one embodiment, a patient using an Internet-
accessible computer and web browser, directs the browser to
an appropriate URL and signs up for a service for a short-term
(e.g., 1 month) period of time. The company providing the
service completes an accompanying financial transaction
(e.g. processes a credit card), registers the patient, and ships
the patient a wearable appliance for the short period of time.
The registration process involves recording the patient’s
name and contact information, a number associated with the
monitor (e.g. a serial number), and setting up a personalized
website. The patient then uses the monitor throughout the
monitoring period, e.g. while working, sleeping, and exercis-
ing. During this time the monitor measures data from the
patient and wirelessly transmits it through the channel to a
data center. There, the data are analyzed using software run-
ning on computer servers to generate a statistical report. The
computer servers then automatically send the report to the
patient using email, regular mail, or a facsimile machine at
different times during the monitoring period. When the moni-
toring period is expired, the patient ships the wearable appli-
ance back to the monitoring company.

[0280] Different web pages may be designed and accessed
depending on the end-user. As described above, individual
users have access to web pages that only their ambulation and
blood pressure data (i.e., the patient interface), while organi-
zations that support a large number of patients (nursing
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homes or hospitals) have access to web pages that contain
data from a group of patients using a care-provider interface.
Other interfaces can also be used with the web site, such as
interfaces used for: insurance companies, members of a par-
ticular company, clinical trials for pharmaceutical compa-
nies, and e-commerce purposes. Vital patient data displayed
on these web pages, for example, can be sorted and analyzed
depending on the patient’s medical history, age. sex, medical
condition, and geographic location. The web pages also sup-
port a wide range of algorithms that can be used to analyze
data once they are extracted from the data packets. For
example, an instant message or email can be sent out as an
‘alert” in response to blood pressure indicating a medical
condition that requires immediate attention. Alternatively, the
message could be sent out when a data parameter (e.g. sys-
tolic blood pressure) exceeds a predetermined value. In some
cases, multiple parameters (e.g., fall detection, positioning
data, and blood pressure) can be analyzed simultaneously to
generate an alert message. In general, an alert message can be
sent out after analyzing one or more data parameters using
any type of algorithm. These algorithms range from the rela-
tively simple (e.g., comparing blood pressure to a recom-
mended value) to the complex (e.g., predictive medical diag-
noses using ‘data mining’ techniques). In some cases data
may be ‘fit” using algorithms such as a linear or non-linear
least-squares fitting algorithm.

[0281] In one embodiment, a physician, other health care
practitioner, or emergency personnel is provided with access
to patient medical information through the server 200. In one
embodiment, if the wearable appliance detects that the patient
needs help, orifthe patient decides help is needed, the system
can call his or her primary care physician. If the patient is
unable to access his or her primary care physician (or another
practicing physician providing care to the patient) a call from
the patient is received, by an answering service or a call center
associated with the patient or with the practicing physician.
The call center determines whether the patient is exhibiting
symptoms of an emergency condition by polling vital patient
information generated by the wearable device, and if so, the
answering service contacts 911 emergency service or some
other emergency service. The call center can review falls
information, blood pressure information, and other vital
information to determine if the patient is in need of emet-
gency assistance. If it is determined that the patient in not
exhibiting symptoms of an emergent condition, the answet-
ing service may then determine if the patient is exhibiting
symptoms of a non-urgent condition. If the patient is exhib-
iting symptoms of a non-urgent condition, the answering
service will inform the patient that he or she may log into the
server 200 for immediate information on treatment of the
condition. If the answering service determines thatthe patient
is exhibiting symptoms that are not related to a non-urgent
condition, the answering service may refer the patient to an
emergency room, a clinic, the practicing physician (when the
practicing physician is available) for treatment.

[0282] Inanother embodiment, the wearable appliance per-
mits direct access to the call center when the user pushes a
switch or button on the appliance, for instance. In one imple-
mentation, telephones and switching systems in call centers
are integrated with the home mesh network to provide for,
among other things, better routing of telephone calls, faster
delivery of telephone calls and associated information, and
improved service with regard to client satisfaction through
computer-telephony integration (CTT). CTI implementations
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of various design and purpose are implemented both within
individual call-centers and, in some cases, at the telephone
network level. For example, processors running CT1 software
applications may be linked to telephone switches, service
control points (SCPs), and network entry points within a
public or private telephone network. At the call-center level,
CTl-enhanced processors, data servers, transaction servers,
and the like, are linked to telephone switches and, in some
cases, to similar CTT hardware at the network level, often by
a dedicated digital link. CTI processors and other hardware
within a call-center is commonly referred to as customer
premises equipment (CPE). It is the CTI processor and appli-
cation software is such centers that provides computer
enhancement to a call center. In a CTI-enhanced call center,
telephones at agent stations are connected to a central tele-
phony switching apparatus, such as an automatic call dis-
tributor (ACD) switch or a private branch exchange (PBX).
The agent stations may also be equipped with computer ter-
minals such as personal computer/video display unit’s (PC/
VDU’s) so that agents manning such stations may have
access to stored data as well as being linked to incoming
callers by telephone equipment. Such stations may be inter-
connected through the PC/VDUs by a local area network
(LAN). One or more data or transaction servers may also be
connected to the LAN that interconnects agent stations. The
LAN is, in turn, typically connected to the CTI processor,
which is connected to the call switching apparatus of the call
center.

[0283] When a call from a patient arrives at a call center,
whether or not the call has been pre-processed at an SCP, the
telephone number of the calling line and the medical record
are made available to the receiving switch at the call center by
the network provider. This service is available by most net-
works as caller-ID information in one of several formats such
as Automatic Number Identification (ANI). Typically the
number called is also available through a service such as
Dialed Number Identification Service (DNIS). If the call cen-
ter is computer-enhanced (CTI), the phone number of the
calling party may be used as a key to access additional medi-
cal and/or historical information from a customer information
system (CIS) database at a server on the network that con-
nects the agent workstations. In this manner information per-
tinent to a call may be provided to an agent, often as a screen
pop on the agent’s PC/VDU.

[0284] The call center enables any of a first plurality of
physician or health care practitioner terminals to be in audio
communication over the network with any of a second plu-
rality of patient wearable appliances. The call center will
route the call to a physician or other health care practitioner at
a physician or health care practitioner terminal and informa-
tion related to the patient (such as an electronic medical
record) will be received at the physician or health care prac-
titioner terminal via the network. The information may be
forwarded via a computer or database in the practicing phy-
sician’s office or by a computer or database associated with
the practicing physician, a health care management system or
other health care facility or an insurance provider. The phy-
sician or health care practitioner is then permitted to assess
the patient, to treat the patient accordingly, and to forward
updated information related to the patient (such as examina-
tion, treatment and prescription details related to the patient’s
visit to the patient terminal) to the practicing physician via the
network 200.
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[0285] Inoneembodiment, the system informs a patient of
a practicing physician of the availability of the web services
and referring the patient to the web site upon agreement of the
patient. A call from the patient is received at a call center. The
call center enables physicians to be in audio communication
over the network with any patient wearable appliances, and
the call is routed to an available physician at one of the
physician so that the available physician may carry on a
two-way conversation with the patient. The available physi-
cian is permitted to make an assessment of the patient and to
treat the patient. The system can forward information related
to the patient to a health care management system associated
with the physician. The health care management system may
be a healthcare management organization, a point of service
health care system, or a preferred provider organization. The
health care practitioner may be a nurse practitioner or an
internist.

[0286] The available health care practitioner can make an
assessment of the patient and to conduct an examination of
the patient over the network, including optionally by a visual
study of the patient. The system can make an assessment in
accordance with a protocol. The assessment can be made in
accordance with a protocol stored in a database and/or mak-
ing an assessment in accordance with the protocol may
include displaying in real time a relevant segment of the
protocol to the available physician. Similarly, permitting the
physician to prescribe a treatment may include permitting the
physician to refer the patient to a third party for treatment
and/or referring the patient to a third party for treatment may
include referring the patient to one or more of a primary care
physician, specialist, hospital, emergency room, ambulance
service or clinic. Referring the patient to a third party may
additionally include communicating with the third party via
an electronic link included in a relevant segment of a protocol
stored in a protocol database resident on a digital storage
medium and the electronic link may be a hypertext link. When
atreatment is being prescribed by a physician, the system can
communicate a prescription over the network to a pharmacy
and/or communicating the prescription over the network to
the pharmacy may include communicating to the pharmacy
instructions to be given to the patient pertaining to the treat-
ment of the patient. Communicating the prescription over the
network to the pharmacy may also include communicating
the prescription to the pharmacy via a hypertext link included
in a relevant segment of a protocol stored in a database resi-
dent on a digital storage medium. In accordance with another
related embodiment, permitting the physician to conduct the
examination may be accomplished under conditions such that
the examination is conducted without medical instruments at
the patient terminal where the patient is located.

[0287] In another embodiment, a system for delivering
medical examination, diagnosis, and treatment services from
a physician to a patient over a network includes a first plural-
ity of health care practitioners at a plurality of terminals, each
of the first plurality of health care practitioner terminals
including a display device that shows information collected
by the wearable appliances and a second plurality of patient
terminals or wearable appliances in audiovisual communica-
tion over a network with any ofthe first plurality of health care
practitioner terminals. A call center is in communication with
the patient wearable appliances and the health care practitio-
ner terminals, the call center routing a call from a patient at
one of the patient terminals to an available health care prac-
titioner at one of the health care practitioner terminals, so that
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the available health care practitioner may carry on a two-way
conversation with the patient. A protocol database resident on
a digital storage medium is accessible to each of the health
care practitioner terminals. The protocol database contains a
plurality of protocol segments such that a relevant segment of
the protocol may be displayed in real time on the display
device of the health care practitioner terminal of the available
health care practitioner for use by the available health care
practitioner in making an assessment of the patient. The rel-
evant segment of the protocol displayed in real time on the
display device of the health care practitioner terminal may
include an electronic link that establishes communication
between the available health care practitioner and a third
party and the third party may be one or more of a primary care
physician, specialist, hospital, emergency room, ambulance
service, clinic or pharmacy.

[0288] In accordance with other related embodiment, the
patient wearable appliance may include establish a direct
connection to the call center by pushing a button on the
appliance. Further, the protocol database may be resident on
a server that is in communication with each of the health care
practitioner terminals and each of the health care practitioner
terminals may include a local storage device and the protocol
database is replicated on the local storage device of one or
more of the physician terminals.

[0289] In another embodiment, a system for delivering
medical examination, diagnosis, and treatment services from
a physician to a patient over a network includes a first plural-
ity of health care practitioner terminals, each of the first
plurality of health care practitioner terminals including a
display device and a second plurality of patient terminals in
audiovisual communication over a network with any of the
first plurality of health care practitioner terminals. Each of the
second plurality of patient terminals includes a camera hav-
ing pan, tilt and zoom modes, such modes being controlled
from the first plurality of health care practitioner terminals. A
call center is in communication with the patient terminals and
the health care practitioner terminals and the call center
routes a call from a patient at one of the patient terminals to an
available health care practitioner at one of the health care
practitioner terminals, so that the available health care prac-
titioner may carry on a two-way conversation with the patient
and visually observe the patient.

[0290] In one embodiment, the information is store in a
secure environment, with security levels equal to those of
online banking, social security number input, and other con-
fidential information. Conforming to Health Insurance Port-
ability and Accountability Act (HIPAA) requirements, the
system creates audit trails, requires logins and passwords, and
provides data encryption to ensure the patient information is
private and secure. The HIPAA privacy regulations ensure a
national floor of privacy protections for patients by limiting
the ways that health plans, pharmacies, hospitals and other
covered entities can use patients’ personal medical informa-
tion. The regulations protect medical records and other indi-
vidually identifiable health information, whether it is on
paper, in computers or communicated orally.

[0291] Due to its awareness of the patient’s position, the
server 200 can optionally control a mobility assistance device
such as a smart cane or robot. The robotic smart cane sends
video from its camera to the server 20, which in turn coordi-
nates the position of the robot, as determined by the cameras
10 mounted in the home as well as the robot camera. The
robot position, as determined by the server 20, is then trans-
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mitted to the robot for navigation. The robot has a frame with
an extended handle. The handle includes handle sensors
mounted thereon to detect the force places on each handle to
receive as input the movement desired by the patient. In one
embodiment, the robot has a control navigation system that
accepts patient command as well as robot self-guidance com-
mand. The mobility is a result of give-and-take between the
patient’s self-propulsion and the walker’s automated reac-
tions. Thus, when the patient moves the handle to the right,
the robot determines that the patient is interested in turning
and actuates the drive systems appropriately. However, if the
patient is turning into an obstacle, as determined by the cam-
eras and the server 20, the drive system provides gentle resis-
tance that tells the patient of an impending collision.

[0292] If, for example, a patient does not see a coffee table
ahead, the walker will detect it, override the patient’s steering
to avoid it, and thereby prevent a possible fall. Onboard
software processes the data from 180 degrees of approaching
terrain and steers the front wheel toward openings and away
from obstacles.

[0293] The control module executes software that enables
the robot to move around its environment safely. The software
performs localization, mapping, path planning and obstacle
avoidance. In one embodiment, images from a plurality of
wall-mounted cameras 10 are transmitted to the server 20.
The server 20 collects images of the robot and triangulates the
robot position by cross-referencing the images. The informa-
tion is then correlated with the image from the robot-mounted
camera and optical encoders that count the wheel rotations to
calculate traveled distance for range measurement. In this
process, a visual map of unique “landmarks” created as the
robot moves along its path is annotated with the robot’s
position to indicate the position estimate of the landmark. The
current image, seen from the robot, is compared with the
images in the database to find matching landmarks. Such
matches are used to update the position of the robot according
to the relative position of the matching landmark. By repeat-
edly updating the position of landmarks based on new data,
the software incrementally improves the map by calculating
more accurate estimates for the position of the landmarks. An
improved map results in more accurate robot position esti-
mates. Better position estimates contribute to better estimates
for the landmark positions and so on. If the environment
changes so much that the robot no longer recognizes previous
landmarks, the robot automatically updates the map with new
landmarks. Outdated landmarks that are no longer recognized
can easily be deleted from the map by simply determining if
they were seen or matched when expected.

[0294] Using the obstacle avoidance algorithm, the robot
generates corrective movements to avoid obstacles not repre-
sented in the path planner such as open/closed doors, furni-
ture, people, and more. The robot rapidly detects obstacles
using its sensors and controls its speed and heading to avoid
obstacles.

[0295] Thehazard avoidance mechanisms provide a reflex-
ive response to hazardous situations to insure the robot’s
safety and guarantee that it does not damage itself or the
environment. Mechanisms for hazard avoidance include col-
lision detection using not one but a complementary set of
sensors and techniques. For instance, collision avoidance can
be provided using contact sensing, motor load sensing, and
vision. The combination of multiple sources for collision
detection guarantees safe collision avoidance. Collision
detection provides a last resort for negotiating obstacles in
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case obstacle avoidance fails to do so in the first place, which
can be caused by moving objects or software and hardware
failures.

[0296] If the walker is in motion (as determined by the
wheel encoder), the force applied to the brake pads is
inversely proportional to the distance to obstacles. If the
walker is stopped, the brakes should be fully applied to pro-
vide a stable base on which the patient can rest. When the
walker is stopped and the patient wishes to move again, the
brakes should come off slowly to prevent the walker from
lurching forward

[0297] The walker should mostly follow the patient’s com-
mands, as this is crucial for patient acceptance. For the safety
braking and the safety braking and steering control systems,
the control system only influences the motion when obstacles
or cliffs are near the patient. In other words, the walker is,
typically, fully patient controlled. For all other situations, the
control system submits to the patient’s desire. This does not
mean that the control system shuts down, or does not provide
the usual safety features. In fact, all of the control systems fall
back on their emergency braking to keep the patient safe.
When the control system has had to brake to avoid an obstacle
or has given up trying to lead the patient on a particular path,
the patient must disengage the brakes (via a pushbutton) or
re-engage the path following (again via a pushbutton) to
regain control or allow collaboration again. This lets the
patient select the walker’s mode manually when they disagree
with the control system’s choices.

[0298] FIG. 5 shows an exemplary process to monitor
patient. First, the process sets up mesh network appliances
(1000). Next, the process determines patient position using
in-door positioning system (1002). The process then deter-
mines patient movement using accelerometer output (1004).
Sharp accelerations may be used to indicate fall. Further, the
7z axis accelerometer changes can indicate the height of the
appliance from the floor and if the height is near zero, the
system infers that the patient had fallen. The system can also
determine vital parameter including patient heart rate (1006).
The system determines if patient needs assistance based on
in-door position, fall detection and vital parameter (1008). If
a fall is suspected, the system confirms the fall by communi-
cating with the patient prior to calling a third party such as the
patient’s physician, nurse, family member, 911, 511, 411, or
a paid call center to get assistance for the patient (1010). If
confirmed or if the patient is non-responsive, the system
contacts the third party and sends voice over mesh network to
appliance on the patient to allow one or more third parties to
talk with the patient (1012). If needed, the system calls and/or
conferences emergency personnel into the call (1014).
[0299] In one embodiment, if the patient is outside of the
mesh network range such as when the user is traveling away
from his/her home, the system continuously records informa-
tion into memory until the home mesh network is reached or
until the monitoring appliance reaches an internet access
point. While the wearable appliance is outside of the mesh
network range, the device searches for a cell phone with an
expansion card plugged into a cell phone expansion slot such
as the SDIO slot. If the wearable appliance detects a cell
phone that is mesh network compatible, the wearable appli-
ance communicates with the cell phone and provides infor-
mation to the server 200 using the cellular connection. In one
embodiment, a Zighee SDIO card from C-guys, Inc., enables
device-to-device communications for PDAs and smart
phones. C-guys’ ZigBee SDIO card includes the company’s
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CG-100 SDIO application interface controller, which is
designed to convert an application signal to an SD signal (or
vice versa). The ZigBee card can provide signal ranges of up
to 10 m in the 2.4 GHz band and data rates of up to 200 kbps.
The card has peer-to-peer communications mode and sup-
ports direct application to PDAs or any SD supported hand-
held cell phones. In this embodiment, the PDA or cell phone
can provide a GPS position information instead of the indoor
position information generated by the mesh network appli-
ances 8. The cell phone GPS position information, acceler-
ometer information and vital information such as heart rate
information is transmitted using the cellular channel to the
server 200 for processing as is normal. In another embodi-
ment where the phone works through WiFi (802.11) or
WIMAX (802.16) or ultra-wideband protocol instead of the
cellular protocol, the wearable appliance can communicate
over these protocols using a suitable mesh network interface
to the phone. In instances where the wearable appliance is
outside of its home base and a dangerous condition such as a
fall is detected, the wearable appliance can initiate a distress
call to the authorized third party using cellular, WiFi,
WiIMAX, or UWB protocols as is available.

[0300] FIG. 6A shows a portable embodiment of the
present invention where the voice recognizer is housed in a
wrist-watch. As shown in FIG. 6, the device includes a wrist-
watch sized case 1380 supported on a wrist band 1374. The
case 1380 may be of a number of variations of shape but can
be conveniently made a rectangular, approaching a box-like
configuration. The wrist-band 1374 can be an expansion band
or a wristwatch strap of plastic, leather or woven material.
The processor or CPU of the wearable appliance is connected
to aradio frequency (RF) transmitter/receiver (such as a Blue-
tooth device, a Zigbee device, a WilFi device, a WiMAX
device, or an 802 .X transceiver, among others.

[0301] In one embodiment, the back of the device is a
conductive metal electrode 1381 that in conjunction with a
second electrode 1383 mounted on the wrist band 1374,
enables differential EKG or ECG to be measured. The elec-
trical signal derived from the electrodes is typically 1 mV
peak-peak. In one embodiment where only one electrode
1381 or 1383 is available, an amplification of about 1000 is
necessary to render this signal usable for heart rate detection.
In the embodiment with electrodes 1381 and 1383 available,
a differential amplifier is used to take advantage of the iden-
tical common mode signals from the EKG contact points, the
common mode noise is automatically cancelled out using a
matched differential amplifier. In one embodiment, the dif-
ferential amplifier is a Texas Instruments INA321 instrumen-
tation amplifier that has matched and balanced integrated
gain resistors. This device is specified to operate with a mini-
mum of 2.7V single rail power supply. The INA321 provides
a fixed amplification of 5x for the EKG signal. With its
CMRR specification of 94 dB extended up to 3 KHz the
INA321 rejects the common mode noise signals including the
line frequency and its harmonics. The quiescent current of the
INA321 is 40 mA and the shut down mode current is less than
1 mA. The amplified EKG signal is internally fed to the on
chip analog to digital converter. The ADC samples the EKG
signal with a sampling frequency of 512 Hz. Precise sampling
period is achieved by triggering the ADC conversions with a
timer that is clocked from a 32.768 kHz low frequency crystal
oscillator. The sampled EKG waveform contains some
amount of super imposed line frequency content. This line
frequency noise is removed by digitally filtering the samples.
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In one implementation, a 17-tap low pass FIR filter with pass
band upper frequency of 6 Hz and stop band lower frequency
of 30 Hz is implemented in this application. The filter coef-
ficients are scaled to compensate the filter attenuation and
provide additional gain for the EKG signal at the filter output.
This adds up to a total amplification factor of greater than
1000x for the EKG signal.

[0302] The wrist band 1374 can also contain other electri-
cal devices such as ultrasound transducer, optical transducer
or electromagnetic sensors, among others. In one embodi-
ment, the transducer is an ultrasonic transducer that generates
and transmits an acoustic wave upon command from the CPU
during one period and listens to the echo returns during a
subsequent period. In use, the transmitted bursts of sonic
energy are scattered by red blood cells flowing through the
subject’s radial artery, and a portion of the scattered energy is
directed back toward the ultrasonic transducer 84. The time
required for the return energy to reach the ultrasonic trans-
ducer varies according to the speed of sound in the tissue and
according to the depth of the artery. Typical transit times are
in the range of 6 to 7 microseconds. The ultrasonic transducer
is used to receive the reflected ultrasound energy during the
dead times between the successive transmitted bursts. The
frequency of the ultrasonic transducer’s transmit signal will
differ from that of the return signal, because the scattering red
blood cells within the radial artery are moving. Thus, the
returnsignal, effectively, is frequency modulated by the blood
flow velocity.

[0303] A driving and receiving circuit generates electrical
pulses which, when applied to the transducer, produce acous-
tic energy having a frequency on the order of 8 MHz, a pulse
width or duration of approximately 8 microseconds, and a
pulse repetition interval (PRI) of approximately 16 us,
although other values of frequency, pulse width, and PRI may
be used. In one embodiment, the transducer 84 emits an 8
microsecond pulse, which is followed by an 8 microsecond
“listen” period, every 16 microseconds. The echoes from
these pulses are received by the ultrasonic transducer 84
during the listen period. The ultrasonic transducer can be a
ceramic piezoelectric device of the type well known in the art,
although other types may be substituted.

[0304] An analog signal representative of the Doppler fre-
quency of the echo is received by the transducer and con-
verted to a digital representation by the ADC, and supplied to
the CPU for signal processing. Within the CPU, the digitized
Doppler frequency is scaled to compute the blood flow veloc-
ity within the artery based on the Doppler frequency. Based
on the real time the blood flow velocity, the CPU applies the
vital model to the corresponding blood flow velocity to pro-
duce the estimated blood pressure value.

[0305] Prior to operation, calibration is done using a cali-
bration device and the monitoring device to simultaneously
collect blood pressure values (systolic, diastolic pressures)
and a corresponding blood flow velocity generated by the
monitoring device. The calibration device is attached to the
base station and measures systolic and diastolic blood pres-
sure using a cuff-based blood pressure monitoring device that
includes a motor-controlled pump and data-processing elec-
tronics. While the cuff-based blood pressure monitoring
device collects patient data, the transducer collects patient
data in parallel and through the watch’s radio transmitter,
blood flow velocity is sent to the base station for generating a
computer model that converts the blood flow velocity infor-
mation into systolic and diastolic blood pressure values and
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this information is sent wirelessly from the base station to the
watch for display and to a remote server if needed. This
process is repeated at a later time (e.g., 15 minutes later) to
collect a second set of calibration parameters. In one embodi-
ment, the computer model fits the blood flow velocity to the
systolic/diastolic values. In another embodiment, the com-
puter trains a neural network or HMM to recognize the sys-
tolic and diastolic blood pressure values.

[0306] After the computer model has been generated, the
system is ready for real-time blood pressure monitoring. In an
acoustic embodiment, the transducer directs ultrasound at the
patient’s artery and subsequently listens to the echos there-
from. The echoes are used to determine blood flow, which is
fed to the computer model to generate the systolic and dias-
tolic pressure values as well as heart rate value. The CPU’s
output signal is then converted to a form useful to the user
such as a digital or analog display, computer data file, or
audible indicator. The output signal can drive a speaker to
enable an operator to hear a representation of the Doppler
signals and thereby to determine when the transducer is
located approximately over the radial artery. The output sig-
nal can also be wirelessly sent to a base station for subsequent
analysis by a physician, nurse, caregiver, or treating profes-
sional. The output signal can also be analyzed for medical
attention and medical treatment.

[0307] Itis noted that while the above embodiment utilizes
a preselected pulse duration of 8 microseconds and pulse
repetition interval of 16 microseconds, other acoustic sam-
pling techniques may be used in conjunction with the inven-
tion. For example, in a second embodiment of the ultrasonic
driver and receiver circuit (not shown), the acoustic pulses are
range-gated with a more complex implementation of the gate
logic. As is well known in the signal processing arts, range-
gating is a technique by which the pulse-to-pulse interval is
varied based on the receipt of range information from earlier
emitted and reflected pulses. Using this technique, the system
may be “tuned” to receive echoes falling within a specific
temporal window which is chosen based on the range of the
echo-producing entity in relation to the acoustic source. The
delay time before the gate is turned on determines the depth of
the sample volume. The amount of time the gate is activated
establishes the axial length of the sample volume. Thus, as the
acoustic source (in this case the ultrasonic transducer 84) is
tuned to the echo-producing entity (red blood cells, or arterial
walls), the pulse repetition interval is shortened such that the
system may obtain more samples per unit time, thereby
increasing its resolution. It will be recognized that other
acoustic processing techniques may also be used, all of which
are considered to be equivalent.

[0308] Inoneoptical embodiment, the transducer can be an
optical transducer. The optical transducer can be a light
source and a photo-detector embedded in the wrist band por-
tions 1374. The light source can be light-emitting diodes that
generate red (A630 nm) and infrared (A900 nm) radiation, for
example. The light source and the photo-detector are slidably
adjustable and can be moved along the wrist band to optimize
beam transmission and pick up. As the heart pumps blood
through the patient’s finger, blood cells absorb and transmit
varying amounts of the red and infrared radiation depending
on how much oxygen binds to the cells’ hemoglobin. The
photo-detector detects transmission at the predetermined
wavelengths, for example red and infrared wavelengths, and
provides the detected transmission to a pulse-oximetry circuit
embedded within the wrist-watch. The output of the pulse-
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oximetry circuit is digitized into a time-dependent optical
waveform, which is then sent back to the pulse-oximetry
circuit and analyzed to determine the user’s vital signs.

[0309] In the electromagnetic sensor embodiment, the
wrist band 1374 is a flexible plastic material incorporated
with a flexible magnet. The magnet provides a magnetic field,
and one or more electrodes similar to electrode 1383 are
positioned on the wrist band to measure voltage drops which
are proportional to the blood velocity. The electromagnetic
embodiment may be mounted on the upper arm of the patient,
on the ankle or on the neck where peripheral blood vessels
pass through and their blood velocity may be measured with
minimal interruptions. The flexible magnet produces a
pseudo-uniform (non-gradient) magnetic field. The magnetic
field can be normal to the blood flow direction when wrist
band 1374 is mounted on the user’s wrist or may be a rotative
pseudo-uniform magnetic field so that the magnetic field is in
a transversal direction in respect to the blood flow direction.
The electrode output signals are processed to obtain a differ-
ential measurement enhancing the signal to noise ratio. The
flow information is derived based on the periodicity of the
signals. The decoded signal is filtered over several periods
and then analyzed for changes used to estimate artery and
vein blood flow. Systemic stroke volume and cardiac output
may be calculated from the peripheral SV index value.

[0310] The wrist-band 1374 further contains an antenna
1376 for transmitting or receiving radio frequency signals.
The wristband 1374 and the antenna 1376 inside the band are
mechanically coupled to the top and bottom sides of the
wrist-watch housing 1380. Further, the antenna 1376 is elec-
trically coupled to a radio frequency transmitter and receiver
for wireless communications with another computer or
another user. Although a wrist-band is disclosed, a number of
substitutes may be used, including a belt, a ring holder, a
brace, or a bracelet, among other suitable substitutes known
to one skilled in the art. The housing 1380 contains the pro-
cessor and associated peripherals to provide the human-ma-
chine interface. A display 1382 is located on the front section
ofthe housing 1380. A speaker 1384, a microphone 1388, and
a plurality of push-button switches 1386 and 1390 are also
located on the front section of housing 1380.

[0311] The electronic circuitry housed in the watch case
1380 detects adverse conditions such as falls or seizures. In
one implementation, the circuitry can recognize speech,
namely utterances of spoken words by the user, and convert-
ing the utterances into digital signals. The circuitry for detect-
ing and processing speech to be sent from the wristwatch to
the base station 20 over the mesh network includes a central
processing unit (CPU) connected to a ROM/RAM memory
via a bus. The CPU is a preferably low power 16-bit or 32-bit
microprocessor and the memory is preferably a high density,
low-power RAM. The CPU is coupled via the bus to proces-
sor wake-up logic, one or more accelerometers to detect sud-
den movement in a patient, an ADC 102 which receives
speech input from the microphone. The ADC converts the
analog signal produced by the microphone into a sequence of
digital values representing the amplitude of the signal pro-
duced by the microphone at a sequence of evenly spaced
times. The CPU is also coupled to a digital to analog (D/A)
converter, which drives the speaker to communicate with the
user. Speech signals from the microphone are first amplified,
pass through an antialiasing filter before being sampled. The
front-end processing includes an amplifier, a bandpass filter
to avoid antialiasing, and an analog-to-digital (A/D) con-
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verter or a CODEC. To minimize space, the ADC, the DAC
and the interface for wireless transceiver and switches may be
integrated into one integrated circuit to save space. In one
embodiment, the wrist watch acts as a walkie-talkie so that
voice is received over the mesh network by the base station 20
and then delivered to a call center over the POTS or PSTN
network. In another embodiment, voice is provided to the call
center using the Internet through suitable VOIP techniques. In
one embodiment, speech recognition such as a speech recog-
nizer is discussed in U.S. Pat. No. 6,070,140 by the inventor
of the instant invention, the content of which is incorporated
by reference.

[0312] FIG. 6B shows an exemplary mesh network work-
ing with the wearable appliance of FIG. 6A. Data collected
and communicated on the display 1382 of the watch as well as
voice is transmitted to a base station 1390 for communicating
over a network to an authorized party 1394. The watch and the
base station is part of a mesh network that may communicate
with amedicine cabinet to detect opening or to each medicine
container 1391 to detect medication compliance. Other
devices include mesh network thermometers, scales, or exet-
cise devices. The mesh network also includes a plurality of
home/room appliances 1392-1399. The ability to transmit
voice is useful in the case the patient has fallen down and
cannot walk to the base station 1390 to request help. Hence, in
one embodiment, the watch captures voice from the user and
transmits the voice over the Zighee mesh network to the base
station 1390. The base station 1390 in turn dials out to an
authorized third party to allow voice communication and at
the same time transmits the collected patient vital parameter
data and identifying information so that help can be dis-
patched quickly, efficiently and error-free. In one embodi-
ment, the base station 1390 is a POTS telephone base station
connected to the wired phone network. In a second embodi-
ment, the base station 1390 can be a cellular telephone con-
nected to a cellular network for voice and data transmission.
In athird embodiment, the base station 1390 canbe a WiMAX
or 802.16 standard base station that can communicate VOIP
and data over a wide area network. Alternatively, the base
station can communicate over POTS and a wireless network
such as cellular or WiMAX or both.

[0313] In one embodiment, the processor and transceiver
on the watch and the base station conform to the Zigbee
protocol. ZigBee is a cost-effective, standards-based wireless
networking solution that supports low data-rates, low-power
consumption, security, and reliability. Single chip Zigbee
controllers with wireless transceivers built-in include the
Chipcon/Ember CC2420: Single-chip 802.15.4 radio trans-
ceiver and the FreeScale single chip Zigbee and microcon-
troller. In various embodiments, the processor communicates
with a Z axis accelerometer measures the patient’s up and
down motion and/oran X and Y axis accelerometer measures
the patient’s forward and side movements. In one embodi-
ment, EKG and/or blood pressure parameters can be captured
by the processor. The controllers upload the captured data
when the memory is full or while in wireless contact with
other Zigbee nodes.

[0314] The wristwatch device can also be used to control
home automation. The user can have flexible management of
lighting, heating and cooling systems from anywhere in the
home. The watch automates control of multiple home sys-
tems to improve conservation, convenience and safety. The
watch can capture highly detailed electric, water and gas
utility usage data and embed intelligence to optimize con-
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sumption of natural resources. The system is convenient in
that it can be installed, upgraded and networked without
wires. The patient can receive automatic notification upon
detection of unusual events in his or her home. For example,
if smoke or carbon monoxide detectors detect a problem, the
wrist-watch can buzz or vibrate to alert the user and the
central hub triggers selected lights to illuminate the safest exit
route.

[0315] In another embodiment, the watch serves a key fob
allowing the user to wirelessly unlock doors controlled by
Zigbee wireless receiver. In this embodiment, when the user
1s within range, the door Zigbee transceiver receives a request
to unlock the door, and the Zigbee transceiver on the door
transmits an authentication request using suitable security
mechanism. Upon entry, the Zigbee doorlock device sends
access signals to the lighting, air-conditioning and entertain-
ment systems, among others. The lights and temperature are
automatically set to pre-programmed preferences when the
user’s presence is detected.

[0316] Although Zigbee is mentioned as an exemplary pro-
tocol, other protocols such as UWB, Bluetooth, WiFi and
WIiMAX can be used as well.

[0317] While the foregoing addresses the needs of the eld-
erly, the system can assist infants as well. Much attention has
been given to ways to reduce a risk of dying from Sudden
Infant Death Syndrome (SIDS), an affliction which threatens
infants who have died in their sleep for heretofore unknown
reasons. Many different explanations for this syndrome and
ways to prevent the syndrome are found in the literature. It is
thought that infants which sleep on their backs may be at risk
of death because of the danger of formula regurgitation and
liquid aspiration into the lungs. It has been thought that
infants of six (6) months or less do not have the motor skills
or body muscular development to regulate movements
responsive to correcting breathing problems that may occur
during sleep.

[0318] In an exemplary system to detect and minimize
SIDS problem in an infant patient, a diaper pad is used to hold
an array of integrated sensors and the pad can be placed over
a diaper, clothing, or blanket. The integrated sensors can
provide data for measuring position, temperature, sound,
vibration, movement, and optionally other physical proper-
ties through additional sensors. Each pad can have sensors
that provide one or more of the above data. The sensors can be
added or removed as necessary depending on the type of data
being collected.

[0319] The sensor should be water proof and disposable.
The sensor can be switch on/off locally or remotely. The
sensor can be removable or clip on easily. The sensor can store
or beam out information for analysis purpose, e.g. store body
temperature every 5 seconds. The sensor can be turn-on for
other purposed, e.g. diaper wet, it will beep and allow a baby
care provider to take care of the business in time. The array of
sensors can be self selective, e.g., when one sensor can detect
strong heart beat, it will turn off others to do so.

[0320] Thesensor canbe used for drug delivery system, e.g.
when patient has abdomen pain, soothing drug can be
applied, based on thelevel of pain the sensor detects, different
dose of drugs will be applied.

[0321] The array of sensors may allow the selection and
analysis of zones of sensors in the areas of interest such as the
abdomen area. Each sensor array has a low spatial resolution:
approximately 10 cm between each sensor. In addition to
lower cost due to the low number of sensors, it is also possible
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to modify the data collection rate from certain sensors that are
providing high-quality data. Other sensors may include those
worn on the body, such as in watch bands, finger rings, or
adhesive sensors, but telemetry, not wires, would be used to
communicate with the controller.

[0322] The sensor can be passive device such as a reader,
which mounted near the crib can active it from time to time.
In any emergency situation, the sensor automatically signals
a different state which the reader can detect.

[0323] The sensor can be active and powered by body
motion or body heat. The sensor can detect low battery situ-
ation and warn the user to provide a replacement battery. In
one embodiment, a plurality of sensors attached to the infant
collects the vital parameters. For example, the sensors can be
attached to the infant’s clothing (shirt or pant), diaper, under-
garment or bed sheet, bed linen, or bed spread.

[0324] The patient may wear one or more sensors, for
example devices for sensing ECG, EKG, blood pressure,
sugar level, weight, temperature and pressure, among others.
In one embodiment, an optical temperature sensor can be
used. In another embodiment, a temperature thermistor can
be used to sense patient temperature. In another embodiment,
a fat scale sensor can be used to detect the patient’s fat
content. In yet another embodiment, a pressure sensor such as
a MEMS sensor can be used to sense pressure on the patient.
[0325] Inoneembodiment, the sensors are mounted on the
patient’s wrist (such as a wristwatch sensor) and other con-
venient anatomical locations. Exemplary sensors include
standard medical diagnostics for detecting the body’s electri-
cal signals emanating from muscles (EMG and EOG) and
brain (EEG) and cardiovascular system (ECG). Leg sensors
can include piezoelectric accelerometers designed to give
qualitative assessment of limb movement. Additionally, tho-
racic and abdominal bands used to measure expansion and
contraction of the thorax and abdomen respectively. A small
sensor can be mounted on the subject’s finger in order to
detect blood-oxygen levels and pulse rate. Additionally, a
microphone can be attached to throat and used in sleep diag-
nostic recordings for detecting breathing and other noise. One
or more position sensors can be used for detecting orientation
of body (lying on left side, right side or back) during sleep
diagnostic recordings. Each of sensors can individually trans-
mit data to the server 20 using wired or wireless transmission.
Alternatively, all sensors can be fed through a common bus
into a single transceiver for wired or wireless transmission.
The transmission can be done using a magnetic medium such
as a floppy disk or a flash memory card, or can be done using
infrared or radio network link, among others.

[0326] Inoneembodiment, the sensors for monitoring vital
signs are enclosed in a wrist-watch sized case supported ona
wrist band. The sensors can be attached to the back of the
case. For example, in one embodiment, Cygnus’” AutoSensor
(Redwood City, Calif) is used as a glucose sensor. A low
electric current pulls glucose through the skin. Glucose is
accumulated in two gel collection discs in the AutoSensor.
The AutoSensor measures the glucose and a reading is dis-
played by the watch.

[0327] In another embodiment, EKG/ECG contact points
are positioned on the back of the wrist-watch case. In yet
another embodiment that provides continuous, beat-to-beat
wrist arterial pulse rate measurements, a pressure sensor is
housed in a casing with a ‘free-floating’ plunger as the sensor
applanates the radial artery. A strap provides a constant force
for effective applanation and ensuring the position of the
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sensor housing to remain constant after any wrist movements.
The change in the electrical signals due to change in pressure
is detected as a result of the piezoresistive nature of the sensor
are then analyzed to arrive at various arterial pressure, sys-
tolic pressure, diastolic pressure, time indices, and other
blood pressure parameters.

[0328] The heartbeat detector can be one of: EK(G detector,
ECG detector, optical detector, ultrasonic detector, or micro-
phone/digital stethoscope for picking up heart sound. In one
embodiment, one EKG/ECG contact point is provided on the
back of the wrist watch case and one or more EKG/ECG
contact points are provided on the surface of the watch so that
when a user’s finger or skin touches the contact points, an
electrical signal indicative of heartbeat activity is generated.
An electrocardiogram (ECG) or EKG is a graphic tracing of
the voltage generated by the cardiac or heart muscle during a
heartbeat. It provides very accurate evaluation of the perfor-
mance of the heart. The heart generates an electrochemical
impulse that spreads out in the heart in such a fashion as to
cause the cells to contract and relax in a timely order and thus
give the heart a pumping characteristic. This sequence is
initiated by a group of nerve cells called the sinoatrial (SA)
node resulting in a polarization and depolarization of the cells
of the heart. Because this action is electrical in nature and
because the body is conductive with its fluid content, this
electrochemical action can be measured at the surface of the
body. An actual voltage potential of approximately 1 mV
develops between various body points. This can be measured
by placing electrode contacts on the body. The four extremi-
ties and the chest wall have become standard sites for apply-
ing the electrodes. Standardizing electrocardiograms makes
it possible to compare them as taken from person to person
and from time to time from the same person. The normal
electrocardiogram shows typical upward and downward
deflections that reflect the alternate contraction of the atria
(the two upper chambers) and of the ventricles (the two lower
chambers) ofthe heart. The voltages produced represent pres-
sures exerted by the heart muscles in one pumping cycle. The
first upward deflection, P, is due to atria contraction and is
known as the atrial complex. The other deflections, Q, R, S,
and T, are all due to the action of the ventricles and are known
as the ventricular complexes. Any deviation from the norm in
aparticular electrocardiogram is indicative of a possible heart
disorder.

[0329] The CPU measures the time duration between the
sequential pulses and converts each such measurement into a
corresponding timing measurement indicative of heart rate.
The CPU also processes a predetermined number of most
recently occurring timing measurements in a prescribed fash-
ion, to produce an estimate of heartbeat rate for display on a
display device on the watch and/or for transmission over the
wireless network. This estimate is updated with the occur-
rence of each successive pulse.

[0330] Inoneembodiment, the CPU produces the estimate
of heartbeat rate by first averaging a plurality of measure-
ments, then adjusting the particular one of the measurements
that differs most from the average to be equal to that average,
and finally computing an adjusted average based on the
adjusted set of measurements. The process may repeat the
foregoing operations a number of times so that the estimate of
heartbeat rate is substantially unaffected by the occurrence of
heartbeat artifacts.

[0331] In one EKG or ECG detector, the heartbeat detec-
tion circuitry includes a differential amplifier for amplifying
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the signal transmitted from the EKG/ECG electrodes and for
converting it into single-ended form, and a bandpass filter and
a 60 Hz notch filter for removing background noise. The CPU
measures the time durations between the successive pulses
and estimates the heartbeat rate. The time durations between
the successive pulses of the pulse sequence signal provides an
estimate ofheartbeat rate. Each time duration measurement is
first converted to a corresponding rate, preferably expressed
in beats per minute (bpm), and then stored in a file, taking the
place of the earliest measurement previously stored. After a
new measurement is entered into the file, the stored measure-
ments are averaged, to produce an average rate measurement.
The CPU optionally determines which of the stored measure-
ments differs most from the average, and replaces that mea-
surement with the average.

[0332] Upon initiation, the CPU increments a period timer
used in measuring the time duration between successive
pulses. This timer is incremented in steps of about two milli-
seconds in one embodiment. It is then determined whether or
not a pulse has occurred during the previous two millisec-
onds. If it has not, the CPU returns to the initial step of
incrementing the period timer. If a heartbeat has occurred, on
the other hand, the CPU converts the time duration measure-
ment currently stored in the period timer to a corresponding
heartbeat rate, preferably expressed in bpm. After the heart-
beat rate measurement is computed, the CPU determines
whether or not the computed rate is intermediate prescribed
thresholds of 20 bpm and 240 bpm. If it is not, it is assumed
that the detected pulse was not in fact a heartbeat and the
period timer is cleared.

[0333] In an optical heartbeat detector embodiment, an
optical transducer is positioned on a finger, wrist, or ear lobe.
The ear, wrist or finger pulse oximeter waveform is then
analyzed to extract the beat-to-beat amplitude, area, and
width (halfheight) measurements. The oximeter waveform is
used to generate heartbeat rate in this embodiment. In one
implementation, a reflective sensor such as the Honeywell
HLC1395 can be used. The device emits lights from a win-
dow in the infrared spectrum and receives reflected light in a
second window. When the heart beats, blood flow increases
temporarily and more red blood cells flow through the win-
dows, which increases the light reflected back to the detector.
The light can be reflected, refracted, scattered, and absorbed
by one or more detectors. Suitable noise reduction is done,
and the resulting optical waveform is captured by the CPU.
[0334] In another optical embodiment, blood pressure is
estimated from the optical reading using a mathematical
model such as a linear correlation with a known blood pres-
sure reading. In this embodiment, the pulse oximeter readings
are compared to the blood-pressure readings from a known
working blood pressure measurement device during calibra-
tion. Using these measurements the linear equation is devel-
oped relating oximeter output waveform such as width to
blood-pressure (systolic, mean and pulse pressure). In one
embodiment, a transform (such as a Fourier analysis or a
Wavelet transform) of the oximeter output can be used to
generate a model to relate the oximeter output waveform to
the blood pressure. Other non-linear math model or relation-
ship can be determined to relate the oximeter waveform to the
blood pressure.

[0335] In one implementation, the pulse oximeter probe
and a blood pressure cuff are placed on the corresponding
contralateral limb to the oscillometric (Dinamap 8100; Cri-
tikon, Inc, Tampa, Fla., USA) cuff site. The pulse oximeter
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captures data on plethysmographic waveform, heart rate, and
oxygen saturation. Simultaneous blood pressure measure-
ments were obtained from the oscillometric device, and the
pulse oximeter. Systolic, diastolic, and mean blood pressures
are recorded from the oscillometric device. This information
is used derive calibration parameters relating the pulse
oximeter output to the expected blood pressure. During real
time operation, the calibration parameters are applied to the
oximeter output to predict blood pressure in a continuous or in
a periodic fashion. In yet another embodiment, the device
includes an accelerometer or alternative motion-detecting
device to determine when the patient” hand is at rest, thereby
reducing motion-related artifacts introduced to the measure-
ment during calibration and/or operation. The accelerometer
can also function as a falls detection device.

[0336] In an ultrasonic embodiment, a piezo film sensor
element is placed on the wristwatch band. The sensor can be
the SDT1-028K made by Measurement Specialties, Inc. The
sensor should have features such as: (a) it is sensitive to low
level mechanical movements, (b) it has an electrostatic shield
located on both sides of the element (to minimize 50/60 Hz
AC line interference), (c) it is responsive to low frequency
movements in the 0.7-12 Hz range of interest. A filter/ampli-
fier circuit has a three-pole low pass filter witha lower (-3 dB)
cutoff frequency at about 12-13 Hz. The low-pass filter pre-
vents unwanted 50/60 Hz AC line interference from entering
the sensor. However, the piezo film element has a wide band
frequency response so the filter also attenuates any extrane-
ous sound waves or vibrations that get into the piezo element.
The DC gain is about +30 dB.

[0337] Waveform averaging can be used to reduce noise. It
reinforces the waveform of interest by minimizing the effect
of any random noise. These pulses were obtained when the
arm was motionless. If the arm was moved while capturing
the data the waveform did not look nearly as clean. That’s
because motion of the arm causes the sonic vibrations to enter
the piezo film through the arm or by way of the cable. An
accelerometer is used to detect arm movement and used to
remove inappropriate data capture.

[0338] In one embodiment that can determine blood pres-
sure, two piezo film sensors and filter/amplifier circuits can be
configured as a non-invasive velocity type blood pressure
monitor. One sensor can be on the wrist and the other can be
located on the inner left elbow at the same location where
Korotkoff sounds are monitored during traditional blood
pressure measurements with a spygmometer. The correlation
between pulse delay and blood pressure is well known in the
art of non-invasive blood pressure monitors.

[0339] Inyetanother embodiment, an ultrasonic transducer
generates and transmits an acoustic wave into the user’s body
such as the wrist or finger. The transducer subsequently
receives pressure waves in the form of echoes resulting from
the transmitted acoustic waves. In one embodiment, an ultra-
sonic driving and receiving circuit generates electrical pulses
which, when applied to the transducer produce acoustic
energy having a frequency on the order of 8 MHz, a pulse
width or duration of approximately 8 microseconds, and a
pulse repetition interval (PRI) of approximately 16 microsec-
onds, although other values of frequency, pulse width, and
PRI may be used. Hence, the transducer emits an 8 microsec-
ond ultrasonic pulse, which is followed by an 8 microsecond
“listen” period, every 16 microseconds. The echoes from
these pulses are received by the ultrasonic transducer during
the listen period. The ultrasonic transducer can be a ceramic
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piezoelectric device of the type well known in the art,
although other types may be substituted. The transducer con-
verts the received acoustic signal to an electrical signal, which
is then supplied to the receiving section of the ultrasonic
driver and receiver circuit 616, which contains two receiver
circuits. The output of the first receiver circuit is an analog
signal representative of the Doppler frequency of the echo
received by the transducer which is digitized and supplied to
the CPU. Within the CPU, the digitized Doppler frequency is
scaled to compute the blood velocity within the artery based
on the Doppler frequency. The time-frequency distribution of
the blood velocity is then computed. Finally, the CPU maps in
time the peak of the time-frequency distribution to the corre-
sponding pressure waveform to produce the estimated mean
arterial pressure (MAP). The output of the ultrasonic receiver
circuit is an analog echo signal proportional to absorption of
the transmitted frequencies by blood or tissue. This analog
signal is digitized and process so that each group of echoes,
generated for a different transversal position, is integrated to
determine a mean value. The mean echo values are compared
to determine the minimum value, which is caused by direct
positioning over the artery. In one embodiment, the device
includes an accelerometer or alternative motion-detecting
device to determine when the patient” hand is at rest. thereby
reducing motion-related artifacts introduced to the measure-
ment.

[0340] In yet another ultrasonic embodiment, a transducer
includes a first and a second piezoelectric crystal, wherein the
crystals are positioned at an angle to each other, and wherein
the angle is determined based on the distance of the trans-
ducer to the living subject. The first piezoelectric crystal is
energized by an original ultrasonic frequency signal, wherein
the original ultrasonic frequency signal is reflected off the
living subject and received by the second piezoelectric crys-
tal. More specifically, the system includes a pair of piezoelec-
tric crystals at an angle to each other, wherein the angle is
determined by the depth of the object being monitored. If the
object is the radial artery of a human subject (e.g., adult,
infant), the angle of the two crystals with respect to the direc-
tion of the blood flow would be about 5 to about 20 degrees.
One of the crystals is energized at an ultrasonic frequency.
The signal is then reflected back by the user’s wrist and
picked up by the second crystal. The frequency received is
either higher or lower than the original frequency depending
upon the direction and the speed of the fluidic mass flow. For
example, when blood flow is monitored, the direction of flow
is fixed. Thus, the Doppler frequency which is the difference
between the original and the reflected frequency depends
only upon the speed of the blood flow. Ultrasonic energy is
delivered to one of the two piezoelectric elements in the
module by the power amplifier. The other element picks up
the reflected ultrasonic signal as Doppler frequencies.

[0341] Inadigital stethoscope embodiment, a microphone
or a piezoelectric transducer is placed near the wrist artery to
pick up heart rate information. In one embodiment, the micro-
phone sensor and optionally the EKG sensor are place on the
wrist band 1374 of the watch to analyze the acoustic signal or
signals emanating from the cardiovascular system and,
optionally can combine the sound with an electric signal
(EKG) emanating from the cardiovascular system and/or an
acoustic signal emanating from the respiratory system. The
system can perform automated auscultation of the cardiovas-
cular system, the respiratory system, or both. For example,
the system can differentiate pathological from benign heart
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murmurs, detect cardiovascular diseases or conditions that
might otherwise escape attention, recommend that the patient
go through for a diagnostic study such as an echocardio-
graphy or to a specialist, monitor the course of a disease and
the effects of therapy, decide when additional therapy or
intervention is necessary, and providing a more objective
basis for the decision(s) made. In one embodiment, the analy-
sis includes selecting one or more beats for analysis, wherein
each beat comprises an acoustic signal emanating from the
cardiovascular system; performing a time-frequency analysis
of beats selected for analysis so as to provide information
regarding the distribution of energy, the relative distribution
of energy, or both, over different frequency ranges at one or
more points in the cardiac cycle; and processing the informa-
tion to reach a clinically relevant conclusion or recommen-
dation. In another implementation, the system selects one or
more beats for analysis, wherein each beat comprises an
acoustic signal emanating from the cardiovascular system;
performs a time-frequency analysis of beats selected for
analysis so as to provide information regarding the distribu-
tion of energy, the relative distribution of energy, or both, over
different frequency ranges at one or more points in the cardiac
cycle; and present information derived at least in part from the
acoustic signal, wherein the information comprises one or
more items selected from the group consisting of: a visual or
audio presentation of a prototypical beat, a display of the
time-frequency decomposition of one or more beats or pro-
totypical beats, and a playback of the acoustic signal at a
reduced rate with preservation of frequency content.

[0342] In an electromagnetic embodiment where the wrist
band incorporates a flexible magnet to provide a magnetic
field and one or more electrodes positioned on the wrist band
to measure voltage drops which are proportional to the blood
velocity, instantaneously variation of the flow can be detected
but not artery flow by itself. To estimate the flow of blood in
the artery, the user or an actuator such as motorized cuff
temporarily stops the blood flow in the vein by applying
external pressure or by any other method. During the period
of time in which the vein flow is occluded, the decay of the
artery flow is measured. This measurement may be used for
zeroing the sensor and may be used in a model for estimating
the steady artery flow. The decay in artery flow due to occlu-
sion of veins is measured to arrive at a model the rate of artery
decay. The system then estimates an average artery flow
before occlusion. The blood flow can then be related to the
blood pressure.

[0343] Inanother embodiment, an ionic flow sensor is used
with a driving electrode that produces a pulsatile current. The
pulsatile current causes a separation of positive and negative
charges that flows in the blood of the arteries and veins pass-
ing in the wrist area. Using electrophoresis principle, the
resistance of the volume surrounded by the source first
decreases and then increases. The difference in resistance in
the blood acts as a mark that moves according to the flow of
blood so that marks are flowing in opposite directions by
arteries and veins.

[0344] In the above embodiments, accelerometer informa-
tion is used to detect that the patient is at rest prior to making
ablood pressure measurement and estimation. Further, a tem-
perature sensor may be incorporated so that the temperature is
known at any minute. The processor correlates the tempera-
ture measurement to the blood flow measurement for calibra-
tion purposes.
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[0345] Inanother embodiment, the automatic identification
of the first, second, third and fourth heart sounds (81, S2, S3,
S4) is done. In yet another embodiment, based on the heart
sound, the system analyzes the patient for mitral valve pro-
lapse. The system performs a time-frequency analysis of an
acoustic signal emanating from the subject’s cardiovascular
system and examines the energy content of the signal in one
or more frequency bands, particularly higher frequency
bands, in order to determine whether a subject suffers from
mitral valve prolapse.

[0346] FIG. 7 shows an exemplary mesh network that
includes the wrist-watch of FIG. 6 in communication with a
mesh network including a telephone such as a wired tele-
phone as well as a cordless telephone. In one embodiment, the
mesh network is an [EEE 802.15.4 (ZigBee) network. IEEE
802.15.4 defines two device types; the reduced function
device (RFD) and the full function device (FFD). In ZigBee
these are referred to as the ZigBee Physical Device types. In
a ZigBee network a node can have three roles: ZigBee Coor-
dinator, ZigBee Router, and ZigBee End Device. These are
the ZigBee Logical Device types. The main responsibility of
a ZigBee Coordinator is to establish a network and to define
its main parameters (e.g. choosing a radio-frequency channel
and defining a unique network identifier). One can extend the
communication range of a network by using ZigBee Routers.
These can act as relays between devices that are too far apart
to communicate directly. ZigBee End Devices do not partici-
patein routing. An FFD can talk to RFDs or other FFDs, while
an RFD can talk only to an FFD. An RFD is intended for
applications that are extremely simple, such as a light switch
or a passive infrared sensor; they do not have the need to send
large amounts of data and may only associate with a single
FFD at a time. Consequently, the RFD can be implemented
using minimal resources and memory capacity and have
lower cost than an FFD. An FFD can be used to implement all
three ZigBee Logical Device types, while an RFD can take
the role as an End Device.

[0347] One embodiment supports a multicluster-multihop
network assembly to enable communication among every
node in a distribution of nodes. The algorithm should ensure
total connectivity, given a network distribution that will allow
total connectivity. One such algorithm of an embodiment is
described in U.S. Pat. No. 6,832,251, the content of which is
incorporated by referenced. The 251 algorithm runs on each
node independently. Consequently, the algorithm does not
have global knowledge of network topology, only local
knowledge ofits immediate neighborhood. This makes it well
suited to a wide variety of applications in which the topology
may be time-varying, and the number of nodes may be
unknownn. Initially, all nodes consider themselves remotes on
cluster zero. The assembly algorithm floods one packet
(called an assembly packet) throughout the network. As the
packet is flooded, each node modifies it slightly to indicate
what the next node should do. The assembly packet tells a
node whether it is a base or a remote, and to what cluster it
belongs. If a node has seen an assembly packet before, it will
ignore all further assembly packets.

[0348] Thealgorithm starts by selecting (manually or auto-
matically) a start node. For example, this could be the first
node to wake up. This start node becomes a base on cluster 1,
and floods an assembly packet to all of its neighbors, telling
them to be remotes on cluster 1. These remotes in turn tell all
their neighbors to be bases on cluster 2. Only nodes that have
not seen an assembly packet before will respond to this
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request, so nodes that already have decided what to be will not
change their status. The packet continues on, oscillating back
and forth between “become base/become remote”, and
increasing the cluster number each time. Since the packet is
flooded to all neighbors at every step, it will reach every node
in the network. Because of the oscillating nature of the
“become base/become remote” instructions, no two bases
will be adjacent. The basic algorithm establishes a multi-
cluster network with all gateways between clusters, but self-
assembly time is proportional with the size of the network.
Further, it includes only single hop clusters. Many generali-
zations are possible, however. If many nodes can begin the
network nucleation, all that is required to harmonize the clus-
ters is a mechanism that recognizes precedence (e.g., time of
nucleation, size of subnetwork), so that conflicts in boundary
clusters are resolved. Multiple-hop clusters can be enabled by
means of establishing new clusters from nodes thatare N hops
distant from the master.

[0349] Having established a network in this fashion, the
masters can be optimized either based on number of neigh-
bors, or other criteria such as minimum energy per neighbor
communication. Thus, the basic algorithm is at the heart of a
number of variations that lead to a scalable multi-cluster
network that establishes itself in time, and that is nearly
independent of the number of nodes, with clusters arranged
according to any of a wide range of optimality criteria. Net-
work synchronism is established at the same time as the
network connections, since the assembly packet(s) convey
timing information outwards from connected nodes.

[0350] Thenetwork nodes can be mesh network appliances
to provide voice communications, home security, door access
control, lighting control, power outlet control, dimmer con-
trol, switch control, temperature control, humidity control,
carbon monoxide control, fire alarm control, blind control,
shade control, window control, oven control, cooking range
control, personal computer control, entertainment console
control, television control, projector control, garage door
control, car control, pool temperature control, water pump
control, furnace control, heater control, thermostat control,
electricity meter monitor, water meter monitor, gas meter
monitor, or remote diagnotics. The telephone can be con-
nected to a cellular telephone to answer calls directed at the
cellular telephone. The connection can be wired or wireless
using Bluetooth or ZigBee. The telephone synchronizes cal-
endar, contact, emails, blogs, or instant messaging with the
cellular telephone. Similarly, the telephone synchronizes cal-
endar, contact, emails, blogs, or instant messaging with a
personal computer. A web server can communicate with the
Internet through the POTS to provide information to an
authorized remote user who logs into the server. A wireless
router such as 802.11 router, 802.16 router, WiFi router,
WiMAX router, Bluetooth router, X10 router can be con-
nected to the mesh network.

[0351] A mesh network appliance can be connected to a
power line to communicate X10 data to and from the mesh
network. X10 is a communication protocol that allows up to
256 X10 products to talk to each other using the existing
electrical wiring in the home. Typically, the installation is
simple, a transmitter plugs (or wires) in at one location in the
home and sends its control signal (on, off, dim, bright, etc.) to
a receiver which plugs (or wires) into another location in the
home. The mesh network appliance translates messages
intended for X10 device to be relayed over the ZigBee wire-
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less network, and then transmitted over the power line using
a ZigBee to X10 converter appliance.

[0352] An in-door positioning system links one or more
mesh network appliances to provide location information.
Inside the home or office, the radio frequency signals have
negligible multipath delay spread (for timing purposes) over
short distances. Hence, radio strength can be used as a basis
for determining position. Alternatively, time of arrival can be
used to determine position, or a combination of radio signal
strength and time of arrival can be used. Position estimates
can also be achieved in an embodiment by beamforming, a
method that exchanges time-stamped raw data among the
nodes. While the processing is relatively more costly, it yields
processed data with a higher signal to noise ratio (SNR) for
subsequent classification decisions, and enables estimates of
angles of arrival for targets that are outside the convex hull of
the participating sensors. Two such clusters of ZigBee nodes
can then provide for triangulation of distant targets. Further,
beamforming enables suppression of interfering sources, by
placing nulls in the synthetic beam pattern in their directions.
Anotheruse of beamforming is in self-location of nodes when
the positions of only a very small number of nodes or appli-
ances are known such as those sensors nearest the wireless
stations. In one implementation where each node knows the
distances to its neighbors due to their positions, and some
small fraction of the nodes (such as those nearest a PC with
GPS) of the network know their true locations. As part of the
network-building procedure, estimates of the locations of the
nodes that lie within or near the convex hull of the nodes with
known position can be quickly generated. To start, the short-
est distance (multihop) paths are determined between each
reference node. All nodes on this path are assigned a location
that is the simple linear average of the two reference loca-
tions, as if the path were a straight line. A node which lies on
the intersection of two such paths is assigned the average of
the two indicated locations. All nodes that have been assigned
locations now serve as references. The shortest paths among
these new reference nodes are computed, assigning locations
to all intermediate nodes as before, and continuing these
iterations until no further nodes get assigned locations. This
will not assign initial position estimates to all sensors. The
remainder can be assigned locations based on pairwise aver-
ages of distances to the nearest four original reference nodes.
Some consistency checks on location can be made using
trigonometry and one further reference node to determine
whether or not the node likely lies within the convex hull of
the original four reference sensors.

[0353] In two dimensions, if two nodes have known loca-
tions, and the distances to a third node are known from the two
nodes, then trigonometry can be used to precisely determine
the location of the third node. Distances from another node
can resolve any ambiguity. Similarly, simple geometry pro-
duces precise calculations in three dimensions given four
reference nodes. But since the references may also have
uncertainty, an alternative procedure is to perform a series of
iterations where successive trigonometric calculations result
only in a delta of movement in the position of the node. This
process can determine locations of nodes outside the convex
hull of the reference sensors. It is also amenable to averaging
over the positions of all neighbors, since there will often be
more neighbors than are strictly required to determine loca-
tion. This will reduce the effects of distance measurement
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errors. Alternatively, the network can solve the complete set
of equations of intersections of hyperbola as a least squares
optimization problem.

[0354] In yet another embodiment, any or all of the nodes
may include transducers for acoustic, infrared (IR ), and radio
frequency (RF) ranging. Therefore, the nodes have heteroge-
neous capabilities for ranging. The heterogeneous capabili-
ties further include different margins of ranging error. Fur-
thermore, the ranging system is re-used for sensing and
communication functions. For example, wideband acoustic
functionality is available for use in communicating, bistatic
sensing, and ranging. Such heterogeneous capability of the
sensors 40 can provide for ranging functionality inaddition to
communications functions. As one example, repeated use of
the communications function improves position determina-
tion accuracy over time. Also, when the ranging and the
timing are conducted together, they can be integrated in a
self-organization protocol in order to reduce energy con-
sumption. Moreover, information from several ranging
sources is capable of being fused to provide improved accu-
racy and resistance to environmental variability. Each ranging
means is exploited as a communication means, thereby pro-
viding improved robustuess in the presence of noise and
interference. Those skilled in the art will realize that there are
many architectural possibilities, but allowing for heterogene-
ity from the outset is a component in many of the architec-
tures.

[0355] Turning now to FIGS. 8-13, various exemplary
monitoring devices are shown. In FIG. 8, a ring 130 has an
opening 132 for transmitting and receiving acoustic energy to
and from the sensor 84 in an acoustic implementation. In an
optical implementation, a second opening (not shown) is
provided to emit an optical signal from an LED, for example,
and an optical detector can be located at the opening 132 to
receive the optical signal passing through the finger wearing
the ring 130. In another implementation, the ring has an
electrically movable portion 134 and rigid portions 136-138
connected thereto. The electrically movable portion 134 can
squeeze the finger as directed by the CPU during an applana-
tion sweep to determine the arterial blood pressure.

[0356] FIG. 9 shows an alternate finger cover embodiment
where a finger-mounted module housing the photo-detector
and light source. The finger mounted module can be used to
measure information that is processed to determine the user’s
blood pressure by measuring blood flow in the user’s finger
and sending the information through a wireless connection to
the base station. In one implementation, the housing is made
from a flexible polymer material.

[0357] In an embodiment to be worn on the patient’s ear
lobe, the monitoring device can be part of an earring jewelry
clipped to the ear lobe. In the implementation of FIG. 10, the
monitoring device has a jewelry body 149 that contains the
monitoring electronics and power source. The surface of the
body 149 is an ornamental surface such as jade, ivory, pearl,
silver, or gold, among others. The body 149 has an opening
148 that transmits energy such as optical or acoustic energy
through the ear lobe to be detected by a sensor 144 mounted
on a clamp portion that is secured to the body 149 at a base
147. The energy detected through the sensor 144 is commu-
nicated through an electrical connector to the electronics in
the jewelry body 149 for processing the received energy and
for performing wireless communication with a base station.
In FIG. 2E, a bolt 145 having a stop end 146 allows the user
to adjust the pressure of the clamp against the ear lobe. In

Jul. 11, 2013

other implementations, a spring biased clip is employed to
retain the clip on the wearer’s ear lobe. A pair of members,
which snap together under pressure, are commonly used and
the spring pressure employed should be strong enough to suit
different thicknesses of the ear lobe.

[0358] FIGS. 11 and 12 show two additional embodiments
of the monitoring device. In FIG. 11, a wearable monitoring
device is shown. The monitoring device has a body 160 com-
prising microphone ports 162, 164 and 170 arranged in a first
order noise cancelling microphone arrangement. The micro-
phones 162 and 164 are configured to optimally receive dis-
tant noises, while the microphone 170 is optimized for cap-
turing the user’s speech. A touch sensitive display 166 and a
plurality of keys 168 are provided to capture hand inputs.
Further, a speaker 172 is provided to generate a verbal feed-
back to the user.

[0359] Turning now to FIG. 12, a jewelry-sized monitoring
device is illustrated. In this embodiment, a body 172 houses a
microphone port 174 and a speaker port 176. The body 172 is
coupled to the user via the necklace 178 so as to provide a
personal, highly accessible personal computer. Due to space
limitations, voice input/output is an important user interface
of the jewelry-sized computer. Although a necklace is dis-
closed, one skilled in the art can use a number of other
substitutes such as a belt, a brace, a ring, or a band to secure
the jewelry-sized computer to the user.

[0360] FIG. 13 shows an exemplary ear phone embodiment
180. The ear phone 180 has an optical transmitter 182 which
emits LED wavelengths that are received by the optical
receiver 184. The blood oximetry information is generated
and used to determine blood pulse or blood pressure. Addi-
tionally, a module 186 contains mesh network communica-
tion electronics, accelerometer, and physiological sensors
such as EKG/ECG sensors or temperature sensors or ultra-
sonic sensors. In addition, a speaker (not shown) is provided
to enable voice communication over the mesh network, and a
microphone 188 is provided to pick up voice during verbal
communication and pick up heart sound when the user is not
using the microphone for voice communication. The ear
phone optionally has an ear canal temperature sensor for
sensing temperature in a human.

[0361] FIG. 14 shows an exemplary adhesive patch
embodiment. The patch may be applied to a persons skin by
anyone including the person themselves or an authorized
person such as a family member or physician. The adhesive
patch is shown generally at 190 having a gauze pad 194
attached to one side of a backing 192, preferably of plastic,
and wherein the pad can have an impermeable side 194 coat-
ing with backing 192 and a module 196 which contains elec-
tronics for communicating with the mesh network and for
sensing acceleration and EKG/ECG, heart sound, micro-
phone, optical sensor, or ultrasonic sensor in contacts with a
wearer’s skin. In one embodiment, the module 196 has a skin
side that may be coated with a conductive electrode lotion or
gel to improve the contact. The entire patch described above
may be covered with a plastic or foil strip to retain moisture
and retard evaporation by a conductive electrode lotion or gel
provided improve the electrode contact. In one embodiment,
an acoustic sensor (microphone or piezoelectric sensor) and
an electrical sensor such as EKG sensor contact the patient
with a conductive gel material. The conductive gel material
provides transmission characteristics so as to provide an
effective acoustic impedance match to the skin in addition to
providing electrical conductivity for the electrical sensor. The
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acoustic transducer can be directed mounted on the conduc-
tive gel material substantially with or without an intermediate
air buffer. The entire patch is then packaged as sterile as are
other over-the-counter adhesive bandages. When the patch is
worn out, the module 196 may be removed and a new patch
backing 192 may be used in place of the old patch. One or
more patches may be applied to the patient’s body and these
patches may communicate wirelessly using the mesh network
or alternatively they may communicate through a personal
area network using the patient’s body as a communication
medium.

[0362] The term “positional measurement,” as that term is
used herein, is not limited to longitude and latitude measure-
ments, or to metes and bounds, but includes information in
any form from which geophysical positions can be derived.
These include, but are not limited to, the distance and direc-
tion from a known benchmark, measurements of the time
required for certain signals to travel from a known source to
the geophysical location where the signals may be electro-
magnetic or other forms, or measured in terms of phase,
range, Doppler or other units.

[0363] FIG. 15A shows a system block diagram of the
network-based patient monitoring system in a hospital or
nursing home setting. The system has a patient component
215, a server component 216, and a client component 217.
The patient component 215 has one or more mesh network
patient transmitters 202 for transmitting data to the central
station. The central server comprises one or more Web servers
205, one ormore waveform servers 204 and one or more mesh
network receivers 211. The output of each mesh network
receiver 211 is connected to at least one of the waveform
servers 204. The waveform servers 204 and Web the servers
205 are connected to the network 105. The Web servers 205
are also connected to a hospital database 230. The hospital
database 230 contains patient records. In the embodiment of
FIG. 15A, a plurality of nurse stations provide a plurality of
nurse computer user interface 208. The user interface 208
receives data from an applet 210 that communicates with the
waveform server 204 and updates the display of the nurse
computers for treating patients.

[0364] The network client component 217 comprises a
series of workstations 106 connected to the network 105.
Each workstation 106 runs a World Wide Web (WWW or
Web) browser application 208. Each Web browser can open a
page that includes one or more media player applets 210. The
waveform servers 204 use the network 105 to send a series of
messages 220 to the Web servers 205. The Web servers 205
use the network 105 to communicate messages, shown as a
path 221, to the workstations 106. The media player applets
running on the workstations 106 use the network 105 to send
messages over a path 223 directly to the waveform servers
204.

[0365] FIG. 15B shows a variation of the system of FIG.
15A for call center monitoring. In this embodiment, the
patient appliances 202 wirelessly communicate to home base
stations (not shown) which are connected to the POTS or
PSTN network for voice as well as data transmission. The
data is captured by the waveform server 204 and the voice is
passed through to the call center agent computer 207 where
the agent can communicate by voice with the patient. The call
center agent can forward the call to a professional such as a
nurse or doctor or emergency service personnel if necessary.
Hence, the system can include a patient monitoring appliance
coupled to the POTS or PSTN through the mesh network. The
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patient monitoring appliance monitors drug usage and patient
falls. The patient monitoring appliance monitors patient
movement. A call center can call to the telephone to provide
a human response.

[0366] Inoneexemplary monitoring service providing sys-
tem, such as an emergency service providing system, the
system includes a communication network (e.g., the Public
Switch Telephone Network or PSTN or POTS), a wide area
communication network (e.g., TCP/IP network) in call cen-
ters. The communication network receives calls destined for
one of the call centers. In this regard, each call destined for
one of the call centers is preferably associated with a particu-
lar patient, a call identifier or a call identifier of a particular set
of identifiers. A call identifier associated with an incoming
call may be an identifier dialed or otherwise input by the
caller. For example, the call centers may be locations for
receiving calls from a particular hospital or nursing home.
[0367] To network may analyze the automatic number
information (ANI) and/or automatic location information
(ALI) associated with the call. In this regard, well known
techniques exist for analyzing the ANI and ALI of an incom-
ing call to identify the call as originating from a particular
calling device or a particular calling area. Such techniques
may be employed by the network to determine whether an
incoming call originated from a calling device within an area
serviced by the call centers. Moreover, if an incoming call
originated from such an area and if the incoming call is
associated with the particular call identifier referred to above,
then the network preferably routes the call to a designated
facility.

[0368] When a call is routed to the facility, a central data
manager, which may be implemented in software, hardware,
or a combination thereof, processes the call according to
techniques that will be described in more detail hereafter and
routes the call, over the wide area network, to one of the call
centers depending on the ANT and/or ALI associated with the
call. In processing the call, the central data manager may
convert the call from one communication protocol to another
communication protocol, such as voice over internet protocol
(VoIP), for example, in order to increase the performance
and/or efficiency of the system. The central data manager may
also gather information to help the call centers in processing
the call. There are various techniques that may be employed
by the central data manager to enhance the performance and/
or efficiency of the system, and examples of such techniques
will be described in more detail hereafter.

[0369] Various benefits may be realized by utilizing a cen-
tral facility to intercept or otherwise receive a call from the
network and to then route the call to one of the call centers via
WAN. For example, serving multiple call centers with a cen-
tral data manager, may help to reduce total equipment costs.
In this regard, it is not generally necessary to duplicate the
processing performed by the central data manager at each of
the call centers. Thus, equipment at each of the call centers
may be reduced. As more call centers are added, the equip-
ment savings enabled by implementing equipment at the cen-
tral data manager instead of the call centers generally
increases. Furthermore, the system is not dependent on any
telephone company’s switch for controlling the manner in
which data is communicated to the call centers. In this regard,
the central data manager may receive a call from the network
and communicate the call to the destination call centers via
any desirable communication technique, such as VoIP, for
example. Data security is another possible benefit of the
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exemplary system 10 as the central data manager is able to
store the data for different network providers associated with
network on different partitions.

[0370] While the patient interface 90 (FIG. 1A) can provide
information for a single person, FIG. 15C shows an exem-
plary interface to monitor a plurality of persons, while FIG.
15D shows an exemplary dash-board that provides summary
information on the status of a plurality of persons. As shown
in FIG. 1C, for professional use such as in hospitals, nursing
homes, or retirement homes, a display can track a plurality of
patients. In FIG. 15C, a warning (such as sound or visual
warning in the form of light or red flashing text) can be
generated to point out the particular patient that may need
help or attention. In FIG. 15D, a magnifier glass can be
dragged over a particular individual icon to expand and show
detailed vital parameters of the individual and if available,
images from the camera 10 trained on the individual for real
time video feedback. The user can initiate voice communica-
tion with the user for confirmation purposes by clicking on a
button provided on the interface and speaking into a micro-
phone on the professional’s workstation.

[0371] In one embodiment for professional users such as
hospitals and nursing homes, a Central Monitoring Station
provides alarm and vital sign oversight for a plurality of
patients from a single computer workstation. FIG. 15E shows
an exemplary multi-station vital parameter user interface for
a professional embodiment, while FIG. 15F shows an exem-
plary trending pattern display. The clinician interface uses
simple point and click actions with a computer mouse or
trackball. The clinician can initiate or change monitoring
functions from either the Central Station or the bedside moni-
tor. One skilled in the art will recognize that patient data such
as BKG data can be shown either by a scrolling waveform that
moves along the screen display, or by a moving bar where the
waveform is essentially stationary and the bar moves across
the screen.

[0372] In one embodiment, software for the professional
monitoring system provides a login screen to enter user name
and password, together with database credentials. In Select
Record function, the user can select a person, based on either
entered or pre-selected criteria. From here navigate to their
demographics, medical record, etc. The system can show a
persons demographics, includes aliases, people involved in
their care, friends and family, previous addresses, home and
work locations, alternative numbers and custom fields. The
system can show all data elements of a person’s medical
record. These data elements are not ‘hard wired’, but may be
configured in the data dictionary to suit your particular
requirements. It is possible to create views of the record that
filter it to show (for instance) just the medications or diagno-
sis, etc. Any data element can be can be designated ‘plan able’
in the data dictionary and then scheduled. A Summary Report
can be done. Example of a report displayed in simple format,
selecting particular elements and dates. As many of these
reports as required can be created, going across all data in the
system based on some criteria, with a particular selection of
fields and sorting, grouping and totaling criteria. Reports can
be created that can format and analyze any data stored on the
server. The system supports OLE controls and can include
graphs, bar codes, etc. These can be previewed on screen,
printed out or exported in a wide variety of formats. The
system also maintains a directory of all organizations the
administrator wishes to record as well as your own. These
locations are then used to record the location for elements of
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the medical record (where applicable), work addresses for
people involved in the care and for residential addresses for
people in residential care. The data elements that form the
medical record are not ‘hard wired’ (ie predefined) but may be
customized by the users to suit current and future require-
ments.

[0373] In one embodiment, the wearable appliance can
store patient data in its data storage device such as flash
memory. The data can include Immunizations and dates;
medications (prescriptions and supplements); physician
names, addresses, phone numbers, email addresses; location
and details of advance directives; insurance company, billing
address, phone number, policy number; emergency contacts,
addresses, home/business/pager phone numbers, email
addresses. The data can include color or black and white
photo of the wearer of the device; a thumb print, iris print of
other distinguishing physical characteristic; dental records;
sample ECG or Cardiac Echo Scan.; blood type; present
medication being taken; drug interaction precautions; drug
and/or allergic reaction precautions; a description of serious
preexisting medical conditions; Emergency Medical Instruc-
tions, which could include: administering of certain sug-
gested drugs or physical treatments; calling emergency phy-
sician numbers listed; bringing the patient to a certain type of
clinic or facility based on religious beliefs; and living will
instructions in the case of seriously ill patients; Organ Donor
instructions; Living Will instructions which could include:
instructions for life support or termination of treatment; noti-
fication of next of’kin and/or friends including addresses and
telephone numbers; ECG trace; Cardiac Echo Scan; EEG
trace; diabetes test results; x-ray scans, among others. The
wearable appliance stores the wearer’s medical records and
ID information. In one embodiment, to start the process new/
original medical information is organized and edited to fit into
the BWD page format either in physicians office or by a third
party with access to a patient’s medical records using the base
unit storage and encrypting software which can be stored in a
normal pc or other compatible computer device. The system
can encrypt the records so as to be secure and confidential and
only accessible to authorized individuals with compatible
de-encrypting software. In the event the wearer is stricken
with an emergency illness a Paramedic, EMT or Emergency
Room Technician can use a wireless interrogator to rapidly
retrieve and display the stored medical records in the wear-
able appliance and send the medical records via wireless
telemetry to a remote emergency room or physician’s office
for rapid and life-saving medical intervention in a crisis situ-
ation. In a Non-emergency Situation, the personal health
information service is also helpful as it eliminates the hassle
of repeatedly filling out forms when changing health plans or
seeing a new physician; stores vaccination records to schools
or organizations without calling the pediatrician; or enlists the
doctor’s or pharmacist’s advice about multiple medications
without carrying all the bottles to a personal visit.

[0374] In one embodiment, a plurality of body worn sen-
sors with in-door positioning can be used as an Emergency
Department and Urgent Care Center Tracking System. The
system tracks time from triage to MD assessment, identifies
patients that have not yet been registered, records room usage,
average wait time, and average length of stay. The system
allows user defined “activities” so that hospitals can track
times and assist in improving patient flow and satisfaction.
The system can set custom alerts and send email/pager noti-
fications to better identify long patient wait times and record
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the number of these alert occurrences. The system can man-
age room usage by identifying those rooms which are under/
over utilized. The hospital administrator can set manual or
automatic alerts and generate custom reports for analysis of
patient flow. The system maximizes revenue by streamlining
processes and improving throughput: improves charge cap-
ture by ensuring compliance with regulatory standards;
increases accountability by collecting clear, meaningful data;
enhances risk management and QA; and decreases liability.

[0375] FIG. 16A shows ant exemplary process to continu-
ously determine blood pressure of a patient. The process
generates a blood pressure model of a patient (2002); deter-
mines a blood flow velocity using a piezoelectric transducer
(2004); and provides the blood flow velocity to the blood
pressure model to continuously estimate blood pressure
(2006).

[0376] FIG. 16B shows another exemplary process to con-
tinuously determine blood pressure of a patient. First, during
an initialization mode, a monitoring device and calibration
device are attached to patient (2010). The monitoring device
generates patient blood flow velocity, while actual blood
pressure is measured by a calibration device (2012). Next, the
process generates a blood pressure model based on the blood
flow velocity and the actual blood pressure (2014). Once this
is done, the calibration device can be removed (2016). Next,
during an operation mode, the process periodically samples
blood flow velocity from the monitoring device on a real-time
basis (18) and provides the blood flow velocity as input infor-
mation to the blood pressure model to estimate blood pressure
(20). This process can be done in continuously or periodically
as specified by a user.

[0377] Inone embodiment, to determine blood flow veloc-
ity, acoustic pulses are generated and transmitted into the
artery using an ultrasonic transducer positioned near a wrist
artery. These pulses are reflected by various structures or
entities within the artery (such as the artery walls, and the red
blood cells within the subject’s blood), and subsequently
received as frequency shifts by the ultrasonic transducer.
Next, the blood flow velocity is determined. In this process,
the frequencies ofthose echoes reflected by blood cells within
the blood flowing in the artery differ from that of the trans-
mitted acoustic pulses due to the motion of the blood cells.
This well known “Doppler shift” in frequency is used to
calculate the blood flow velocity. In one embodiment for
determining blood flow velocity, the Doppler frequency is
used to determine mean blood velocity. For example, U.S.
Pat. No. 6,514,211, the content of which is incorporated by
reference, discusses blood flow velocity using a time-fre-
quency representation.

[0378] Inoneimplementation, the system can obtain one or
more numerical calibration curves describing the patient’s
vital signs such as blood pressure. The system can then direct
energy such as infrared or ultrasound at the patient’s artery
and detecting reflections thereof to determine blood flow
velocity from the detected reflections. The system can
numerically fit or map the blood flow velocity to one or more
calibration parameters describing a vital-sign value. The cali-
bration parameters can then be compared with one or more
numerical calibration curves to determine the blood pressure.

[0379] Additionally, the system can analyze blood pres-
sure, and heart rate, and pulse oximetry values to characterize
the user’s cardiac condition. These programs, for example,
may provide a report that features statistical analysis of these
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data to determine averages, data displayed in a graphical
format, trends, and comparisons to doctor-recommended val-
ues.

[0380] In one embodiment, feed forward artificial neural
networks (NNs) are used to classify valve-related heart dis-
orders. The heart sounds are captured using the microphone
or piezoelectric transducer. Relevant features were extracted
using several signal processing tools, discrete wavelet trans-
fer, fast fourier transform, and linear prediction coding. The
heart beat sounds are processed to extract the necessary fea-
tures by: a) denoising using wavelet analysis, b) separating
one beat out of each record ¢) identifying each of the first
heart sound (FHS) and the second heart sound (SHS). Valve
problems are classified according to the time separation
between the FHS and th SHS relative to cardiac cycle time,
namely whether it is greater or smaller than 20% of cardiac
cycle time. In one embodiment, the NN comprises 6 nodes at
both ends, with one hidden layer containing 10 nodes. In
another embodiment, linear predictive code (LPC) coeffi-
cients for each event were fed to two separate neural networks
containing hidden neurons.

[0381] In another embodiment, a normalized energy spec-
trum of the sound data is obtained by applying a Fast Fourier
Transform. The various spectral resolutions and frequency
ranges were used as inputs into the NN to optimize these
parameters to obtain the most favorable results.

[0382] In another embodiment, the heart sounds are
denoised using six-stage wavelet decomposition, threshold-
ing, and then reconstruction. Three feature extraction tech-
niques were used: the Decimation method, and the wavelet
method. Classification of the heart diseases is done using
Hidden Markov Models (HMMs).

[0383] In yet another embodiment, a wavelet transform is
applied to a window of two periods of heart sounds. Two
analyses are realized for the signals in the window: segmen-
tation of first and second heart sounds, and the extraction of
the features. After segmentation, feature vectors are formed
by using he wavelet detail coefficients at the sixth decompo-
sition level. The best feature elements are analyzed by using
dynamic programming.

[0384] In another embodiment, the wavelet decomposition
and reconstruction method extract features from the heart
sound recordings. An artificial neural network classification
method classifies the heart sound signals into physiological
and pathological murmurs. The heart sounds are segmented
into four parts: the first heart sound, the systolic period, the
second heart sound, and the diastolic period. The following
features can be extracted and used in the classification algo-
rithm: a) Peak intensity, peak timing, and the duration of the
first heart sound b) the duration of the second heart sound c)
peak intensity of the aortic component of S2(A2) and the
pulmonic component of S2 (P2), the splitting interval and the
reverse flag of A2 and P2, and the timing of A2 d) the duration,
the three largest frequency components of the systolic signal
and the shape of the envelope of systolic murmur e) the
duration the three largest frequency components of the dias-
tolic signal and the shape of the envelope of the diastolic
murmut.

[0385] In one embodiment, the time intervals between the
ECG R-waves are detected using an envelope detection pro-
cess. The intervals between R and T waves are also deter-
mined. The Fourier transform is applied to the sound to detect
S1 and S2. To expedite processing, the system applies Fourier
transform to detect S1 in the interval 0.1-0.5 R-R. The system
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looks for S2 the intervals R-T and 0.6 R-R. S2 has an aortic
component A2 and a pulmonary component P2. The interval
between these two components and its changes with respira-
tion has clinical significance. A2 sound occurs before P2, and
the intensity of each component depends on the closing pres-
sure and hence A2 is louder than P2. The third heard sound S3
results from the sudden halt in the movement of the ventricle
in response to filling in early diastole after the AV valves and
is normally observed in children and young adults. The fourth
heart sound S4 is caused by the sudden halt of the ventricle in
response to filling in presystole due to atrial contraction.
[0386] In yet another embodiment, the S2 is identified and
a normalized splitting interval between A2 and P2 is deter-
mined. If there is no overlap, A2 and P2 are determined from
the heart sound. When overlap exists between A2 and P2, the
sound is dechirped for identification and extraction of A2 and
P2 from S2. The A2-P2 splitting interval (SI) is calculated by
computing the cross-correlation function between A2 and P2
and measuring the time of occurrence of its maximum ampli-
tude. SI is then normalized (NSI) for heart rate as follows:
NSI=SI/cardiac cycle time. The duration of the cardiac cycle
can be the average interval of QRS waves of the ECG. Itcould
also be estimated by computing the mean interval between a
series of consecutive S1 and S2 from the heart sound data. A
non linear regressive analysis maps the relationship between
the normalized NSI and PAP. A mapping process such as a
curve-fitting procedure determines the curve that provides the
best fit with the patient data. Once the mathematical relation-
ship is determined, NSI can be used to provide an accurate
quantitative estimate of the systolic and mean PAP relatively
independent of heart rate and systemic arterial pressure.
[0387] Inanother embodiment, the first heart sound (S1) is
detected using a time-delayed neural network (TDNN). The
network consists of a single hidden layer, with time-delayed
links connecting the hidden units to the time-frequency
energy coefficients of a Morlet wavelet decomposition of the
input phonocardiogram (PCG) signal. The neural network
operates on a 200 msec sliding window with each time-delay
hidden unit spanning 100 msec of wavelet data.

[0388] Inyetanother embodiment,alocal signal analysis is
used with a classifier to detect, characterize, and interpret
sounds corresponding to symptoms important for cardiac
diagnosis. The system detects a plurality of different heart
conditions. Heart sounds are automatically segmented into a
segment of a single heart beat cycle. Each segment are then
transformed using 7 level wavelet decomposition, based on
Coifinan 4th order wavelet kernel. The resulting vectors 4096
values, are reduced to 256 element feature vectors, this sim-
plified the neural network and reduced noise.

[0389] In another embodiment, feature vectors are formed
by using the wavelet detail and approximation coefficients at
the second and sixth decomposition levels. The classification
(decision making) is performed in 4 steps: segmentation of
the first and second heart sounds, normalization process, fea-
ture extraction, and classification by the artificial neural net-
work.

[0390] In another embodiment using decision trees, the
system distinguishes (1) the Aortic Stenosis (AS) from the
Mitral Regurgitation (MR) and (2) the Opening Snap (OS),
the Second Heart Sound Split (A2_P2) and the Third Heart
Sound (83). The heart sound signals are processed to detect
the first and second heart sounds in the following steps: a)
wavelet decomposition, b) calculation of normalized average
Shannon Energy, ¢) a morphological transform action that
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amplifies the sharp peaks and attenuates the broad ones d) a
method that selects and recovers the peaks corresponding to
S1 and S2 and rejects others e) algorithm that determines the
boundaries of S1 and S2 in each heart cycle f) a method that
distinguishes S1 from S2.

[0391] Inoneembodiment, once the heart sound signal has
been digitized and captured into the memory, the digitized
heart sound signal is parameterized into acoustic features by
a feature extractor. The output of the feature extractor is
delivered to a sound recognizer. The feature extractor can
include the short time energy, the zero crossing rates, the level
crossing rates, the filter-bank spectrum, the linear predictive
coding (LPC), and the fractal method of analysis. In addition,
vector quantization may be utilized in combination with any
representation techniques. Further, one skilled in the art may
use an auditory signal-processing model in place of the spec-
tral models to enhance the system’s robustness to noise and
reverberation.

[0392] Inoneembodiment of the feature extractor, the digi-
tized heart sound signal series s(n) is put through a low-order
filter, typically a first-order finite impulse response filter, to
spectrally flatten the signal and to make the signal less sus-
ceptible to finite precision effects encountered later in the
signal processing. The signal is pre-emphasized preferably
using a fixed pre-emphasis network, or preemphasizer. The
signal can also be passed through a slowly adaptive pre-
emphasizer. The preemphasized heart sound signal is next
presented to a frame blocker to be blocked into frames of N
samples with adjacent frames being separated by M samples.
In one implementation, frame 1 contains the first 400
samples. The frame 2 also contains 400 samples, but begins at
the 300th sample and continues until the 700th sample.
Because the adjacent frames overlap, the resulting LPC spec-
tral analysis will be correlated from frame to frame. Each
frame is windowed to minimize signal discontinuities at the
beginning and end of each frame. The windower tapers the
signal to zero at the beginning and end of each frame. Pref-
erably, the window used for the autocorrelation method of
LPC is the Hamming window. A noise canceller operates in
conjunction with the autocorrelator to minimize noise. Noise
in the heart sound pattern is estimated during quiet periods,
and the temporally stationary noise sources are damped by
means of spectral subtraction, where the autocorrelation of a
clean heart sound signal is obtained by subtracting the auto-
correlation of noise from that of corrupted heart sound. In the
noise cancellation unit, if the energy of the current frame
exceeds a reference threshold level, the heart is generating
sound and the autocorrelation of coefficients representing
noise is not updated. However, if the energy of the current
frame is below the reference threshold level, the effect of
noise on the correlation coefficients is subtracted off in the
spectral domain. The result is half-wave rectified with proper
threshold setting and then converted to the desired autocor-
relation coefficients. The output of the autocorrelator and the
noise canceller are presented to one or more parameterization
units, including an LPC parameter unit, an FFT parameter
unit, an auditory model parameter unit, a fractal parameter
unit, or a wavelet parameter unit, among others. The LPC
parameter is then converted into cepstral coefficients. The
cepstral coefficients are the coeflicients of the Fourier trans-
form representation of the log magnitude spectrum. A filter
bank spectral analysis, which uses the short-time Fourier
transformation (STFT) may also be used alone or in conjunc-
tion with other parameter blocks. FFT is well known in the art
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of digital signal processing. Such a transform converts a time
domain signal, measured as amplitude over time, into a fre-
quency domain spectrum, which expresses the frequency
content of the time domain signal as a number of different
frequency bands. The FFT thus produces a vector of values
corresponding to the energy amplitude in each of the fre-
quency bands. The FFT converts the energy amplitude values
into a logarithmic value which reduces subsequent computa-
tion since the logarithmic values are more simple to perform
calculations on than the longer linear energy amplitude values
produced by the FFT, while representing the same dynamic
range. Ways for improving logarithmic conversions are well
known in the art, one of the simplest being use of a look-up
table. In addition, the FFT modifies its output to simplify
computations based on the amplitude of a given frame. This
modification is made by deriving an average value of the
logarithms of the amplitudes for all bands. This average value
is then subtracted from each of a predetermined group of
logarithms, representative of a predetermined group of fre-
quencies. The predetermined group consists of the logarith-
mic values, representing each of the frequency bands. Thus,
utterances are converted from acoustic data to a sequence of
vectors of k dimensions, each sequence of vectors identified
as an acoustic frame, each frame represents a portion of the
utterance. Alternatively, auditory modeling parameter unit
can be used alone or in conjunction with others to improve the
parameterization of heart sound signals in noisy and rever-
berant environments. In this approach, the filtering section
may be represented by a plurality of filters equally spaced on
alog-frequency scale from 0 Hz to about 3000 Hz and having
a prescribed response corresponding to the cochlea. The
nerve fiber firing mechanism is simulated by a multilevel
crossing detector at the output of each cochlear filter. The
ensemble of the multilevel crossing intervals corresponding
to the firing activity at the auditory nerve fiber-array. The
interval between each successive pair of same direction,
either positive or negative going, crossings of each predeter-
mined sound intensity level is determined and a count of the
inverse of these interspike intervals of the multilevel detectors
for each spectral portion is stored as a function of frequency.
The resulting histogram of the ensemble of inverse interspike
intervals forms a spectral pattern that is representative of the
spectral distribution of the auditory neural response to the
input sound and is relatively insensitive to noise The use of a
plurality of logarithmically related sound intensity levels
accounts for the intensity of the input signal in a particular
frequency range. Thus, a signal of a particular frequency
having high intensity peaks results in a much larger count for
that frequency than a low intensity signal of the same fre-
quency. The multiple level histograms of the type described
herein readily indicate the intensity levels of the nerve firing
spectral distribution and cancel noise effects in the individual
intensity level histograms. Alternatively, the fractal param-
eter block can further be used alone or in conjunction with
others to represent spectral information. Fractals have the
property of self similarity as the spatial scale is changed over
many orders of magnitude. A fractal function includes both
the basic form inherent in a shape and the statistical or random
properties of the replacement of that shape in space. As is
known in the art, a fractal generator employs mathematical
operations known as local affine transformations. These
transformations are emploved in the process of encoding
digital data representing spectral data. The encoded output
constitutes a “fractal transform” of the spectral data and con-
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sists of coefficients of the affine transformations. Different
fractal transforms correspond to different images or sounds.
[0393] Alternatively, a wavelet parameterization block can
be used alone or in conjunction with others to generate the
parameters. Like the FFT, the discrete wavelet transform
(DWT) can be viewed as a rotation in function space, from the
input space, or time domain, to a different domain. The DWT
consists of applying a wavelet coefficient matrix hierarchi-
cally, first to the full data vector of length N, then to a smooth
vector of length N/2, then to the smooth-smooth vector of
length N/4, and so on. Most of the usefulness of wavelets rests
on the fact that wavelet transforms can usefully be severely
truncated, or turned into sparse expansions. In the DWT
parameterization block, the wavelet transform of the heart
sound signal is performed. The wavelet coefficients are allo-
cated in a non-uniform, optimized manner. In general, large
wavelet coefficients are quantized accurately, while small
coefficients are quantized coarsely or even truncated com-
pletely to achieve the parameterization. Due to the sensitivity
of the low-order cepstral coefficients to the overall spectral
slope and the sensitivity of the high-order cepstral coeffi-
cients to noise variations, the parameters generated may be
weighted by a parameter weighing block, which is a tapered
window, so as to minimize these sensitivities. Next, a tempo-
ral derivator measures the dynamic changes in the spectra.
Power features are also generated to enable the system to
distinguish heart sound from silence.

[0394] After the feature extraction has been performed, the
heart sound parameters are next assembled into a multidi-
mensional vector and a large collection of such feature signal
vectors can be used to generate a much smaller set of vector
quantized (VQ) feature signals by a vector quantizer that
cover the range of the larger collection. In addition to reduc-
ing the storage space, the VQ representation simplifies the
computation for determining the similarity of spectral analy-
sis vectors and reduces the similarity computation to a look-
up table of similarities between pairs of codebook vectors. To
reduce the quantization error and to increase the dynamic
range and the precision of the vector quantizer, the preferred
embodiment partitions the feature parameters into separate
codebooks, preferably three. In the preferred embodiment,
the first, second and third codebooks correspond to the cep-
stral coefficients, the differenced cepstral coefficients, and the
differenced power coefficients.

[0395] With conventional vector quantization, an input
vector is represented by the codeword closest to the input
vector in terms of distortion. In conventional set theory, an
object either belongs to or does not belong to a set. This is in
contrast to fuzzy sets where the membership of an object to a
set is not so clearly defined so that the object can be a part
member of a set. Data are assigned to fuzzy sets based upon
the degree of membership therein, which ranges from 0 (no
membership) to 1.0 (full membership). A fuzzy set theory
uses membership functions to determine the fuzzy set or sets
to which a particular data value belongs and its degree of
membership therein.

[0396] To handle the variance of heart sound patterns of
individuals over time and to perform speaker adaptation in an
automatic, self-organizing manner, an adaptive clustering
technique called hierarchical spectral clustering is used. Such
speaker changes can result from temporary or permanent
changes in vocal tract characteristics or from environmental
effects. Thus, the codebook performance is improved by col-
lecting heart sound patterns over a long period of time to
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account for natural variations in speaker behavior. In one
embodiment, data from the vector quantizer is presented to
one or more recognition models, including an HMM model, a
dynamic time warping model, a neural network, a fuzzy logic,
or a template matcher, among others. These models may be
used singly or in combination.

[0397] In dynamic processing, at the time of recognition,
dynamic programming slides, or expands and contracts, an
operating region, or window, relative to the frames of heart
sound so as to align those frames with the node models of
each S1-S4 pattern to find a relatively optimal time alignment
between those frames and those nodes. The dynamic process-
ing in effect calculates the probability that a given sequence of
frames matches a given word model as a function of how well
each such frame matches the node model with which it has
been time-aligned. The word model which has the highest
probability score is selected as corresponding to the heart
sound.

[0398] Dynamic programming obtains a relatively optimal
time alignment between the heart sound to be recognized and
the nodes of each word model, which compensates for the
unavoidable differences in speaking rates which occur in
different utterances of the same word. In addition, since
dynamic programming scores words as a function of the fit
between word models and the heart sound over many frames,
it usually gives the correct word the best score, even if the
word has been slightly misspoken or obscured by background
sound. This is important, because humans often mispro-
nounce words either by deleting or mispronouncing proper
sounds, or by inserting sounds which do not belong,

[0399] In dynamic time warping (DTW), the input heart
sound A, defined as the sampled time values A=a(1). .. a(n),
and the vocabulary candidate B, defined as the sampled time
values B=b(1) . . . b(n), are matched up to minimize the
discrepancy in each matched pair of samples. Computing the
warping function can be viewed as the process of finding the
minimum cost path from the beginning to the end of the
words, where the cost is a function of the discrepancy
between the corresponding points of the two words to be
compared. Dynamic programming considers all possible
points within the permitted domain for each value of i.
Because the best path from the current point to the next point
is independent of what happens beyond that point. Thus, the
total cost of [i(k), j(k)] is the cost of the point itself plus the
cost of the minimum path to it. Preferably, the values of the
predecessors can be kept in an MxN array, and the accumu-
lated costkept in a 2.times.N array to contain theaccumulated
costs of the immediately preceding column and the current
column. However, this method requires significant comput-
ing resources. For the heart sound recognizer to find the
optimal time alignment between a sequence of frames and a
sequence of node models, it must compare most frames
against a plurality of node models. One method of reducing
the amount of computation required for dynamic program-
ming is to use pruning Pruning terminates the dynamic pro-
gramming of a given portion of heart sound against a given
word model if the partial probability score for that compari-
son drops below a given threshold. This greatly reduces com-
putation, since the dynamic programming of a given portion
of heart sound against most words produces poor dynamic
programming scores rather quickly, enabling most words to
be pruned after only a small percent of their comparison has
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been performed. To reduce the computations involved, one
embodiment limits the search to that within a legal path of the
warping.

[0400] A Hidden Markov model can be used in one
embodiment to evaluate the probability of occurrence of a
sequence of observations O(1), O(2), ... O(t), . . ., O(T),
where each observation O(t) may be either a discrete symbol
under the VQ approach or a continuous vector. The sequence
of observations may be modeled as a probabilistic function of
an underlying Markov chain having state transitions that are
not directly observable. The transitions between states are
represented by a transition matrix A=[a(i,j)]. Each a(i,j) term
of the transition matrix is the probability of making a transi-
tion to state j given that the model is in state i. The output
symbol probability of the model is represented by a set of
functions B=[b(j)(O(t)], where the b(j)(O(t) term of the out-
put symbol matrix is the probability of outputting observation
O(t), given that the model is in state j. The first state is always
constrained to be the initial state for the first time frame of the
utterance, as only a prescribed set of left-to-right state tran-
sitions are possible. A predetermined final state is defined
from which transitions to other states cannot occur. Transi-
tions are restricted to reentry of a state or entry to one of the
next two states. Such transitions are defined in the model as
transition probabilities. For example, a heart sound pattern
currently having a frame of feature signals in state 2 has a
probability of reentering state 2 of a(2,2), a probability a(2,3)
of entering state 3 and a probability of a(2,4)=1-a(2, 1)-a(2,
2) of entering state 4. The probability a(2, 1) of entering state
1 or the probability a(2,5) of entering state 5 is zero and the
sum of the probabilities a(2,1) througha(2,5) is one. Although
the preferred embodiment restricts the flow graphs to the
present state or to the next two states, one skilled in the art can
build an HMM model without any transition restrictions.
[0401] The Markov model is formed for a reference pattern
from a plurality of sequences of training patterns and the
output symbol probabilities are multivariate Gaussian func-
tion probability densities. The heart sound traverses through
the feature extractor. During learning, the resulting feature
vector series is processed by a parameter estimator, whose
output is provided to the hidden Markov model. The hidden
Markov model is used to derive a set of reference pattern
templates, each template representative of an identified S1-S4
pattern in a vocabulary set of reference patterns. The Markov
mode] reference templates are next utilized to classify a
sequence of observations into one of the reference patterns
based on the probability of generating the observations from
each Markov model reference pattern template. During rec-
ognition, the unknown pattern can then be identified as the
reference pattern with the highest probability in the likeli-
hood calculator.

[0402] In one embodiment, a wireless monitoring system
includes one or more wireless nodes communicating over
aeronautical mobile telemetry frequency; and a wearable
appliance in communication with the one or more wireless
nodes, the appliance monitoring one or more vital signs.
[0403] Inaddition to hospital patient and equipment moni-
toring, the system can be used in other applications. In an
employee access application, the system enables an employer
to selectively grant access to specific rooms of a facility.
Additionally, when an employee is in an area where he is not
normally present, the system can flag a warning to the facility
administrator. Further, the computer of the employee can be
access locked so that only the employee with the proper
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wireless authorization can work on a particular computer. All
employee accesses, physical as well as electronic, are tracked
for regulatory requirements such as HIPAA requirements so
that the administrator knows that only authorized personnel
are present. Additionally, the employee can be paged in case
he or she is needed through the voice walkie-talkie over the
Zigbee network.

[0404] In a vending machine monitoring application, the
system can monitor vending machines remotely located to a
central monitoring system. For example, transmitters can be
placed within soda machines to monitor the depletion of soda
machines. When a “sold out” indication is present in the
vending machine, the system can transmit refill/reorder
requests to a supplier using the wireless network or the POTS
network. Also, the status of the vending machine can be
monitored (e.g., the temperature of a ice cream machine or
soda machine) to notify a supplier or the maintenance depart-
ment when maintenance is required.

[0405] In a prisoner monitoring embodiment, people who
are subject to incarceration need to be monitored. The system
can constantly monitor the prisoners to ensure they are
present. A prisoner has a wireless appliance that is secured or
unremovably attached to his person. If the wireless appliance
is forcibly removed it immediately transmits a notification to
the prisoner monitor. In a Home Confinement Monitoring
embodiment, a convict can be required not to leave their
home. They are monitored by the wireless appliance attached
to the “home prisoners” which are then monitored by a central
monitoring center or station which can be a sheriffs office. In
the home prisoner monitoring system, the wireless appliance
is secured to or unremovably attached to the home prisoner
and if they move outside of the range of the network (i.e., the
leave the house), no transmission will be received by the
wireless transceiver and an alarm is issued by the remote
home prisoner monitor. In one embodiment, the alarm can be
a phone call or an email message or fax message to the
monitoring center or station.

[0406] In an Animal Monitoring embodiment, the system
can monitor the status and presence of animals in a stock yard
or on a farm by the similar methodologies discussed above. In
this embodiment a plurality of animals can be monitored for
presence as well as condition. For example, the system can
ensure that animals have not wandered off as well as detet-
mine conditions such as temperature or heart rate of an ani-
mal, this can be accomplished by placing a wireless appliance
on the animal.

[0407] In a utility monitoring embodiment, a wireless
appliance is interfaced with a utility meter and thereafter
transmits the current meter reading at predetermined inter-
vals. Because of the low power requirements of Zigbee and
the low duty cycle and low data rate required for transmitting
the information, the battery for powering the Zigbee radio
transmitter can last many months or more.

[0408] “Computer readable media” can be any available
media that can be accessed by client/server devices. By way
of example, and not limitation, computer readable media may
comprise computer storage media and communication
media. Computer storage media includes volatile and non-
volatile, removable and non-removable media implemented
in any method or technology for storage of information such
as computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
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(DVD) or other optical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices,
or any other medium which can be used to store the desired
information and which can be accessed by client/server
devices. Communication media typically embodies computer
readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave or
other transport mechanism and includes any information
delivery media.

[0409] All references including patent applications and
publications cited herein are incorporated herein by reference
in their entirety and for all purposes to the same extent as if
each individual publication or patent or patent application
was specifically and individually indicated to be incorporated
by reference in its entirety for all purposes. Many modifica-
tions and variations of this invention can be made without
departing from its spirit and scope, as will be apparent to those
skilled in the art. The specific embodiments described herein
are offered by way of example only. The above specification,
examples and data provide a complete description of the
manufacture and use of the composition of the invention.
Since many embodiments of the invention can be made with-
out departing from the spirit and scope of the invention, the
invention resides in the claims hereinafter appended.

[0410] While this invention has been particularly shown
and described with references to preferred embodiments
thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein
without departing from the spirit and scope of the invention as
defined by the appended claims.

What is claimed is:

1. A monitoring system, comprising:

one or more wireless nodes communicating over an aero-

nautical mobile telemetry (AMT) band from about 2360
to 2400 MHz; and

a wearable appliance in communication with the one or

more wireless nodes to capture a patient vital sign.

2. The system of claim 1, comprising patient monitoring
equipment coupled to the wireless nodes to display patient
vital signs without attaching cables to a patient.

3. The system of claim 1, wherein the wearable appliance
includes a high reliability transmission link with a redundant
communication protocol to transmit patient data.

4. The system of claim 1, comprising a set of wireless
nodes restricted to indoor uses and a set of wireless nodes
without location restriction.

5. The system of claim 1, wherein wireless nodes have
predetermined quality of service, coexistence with other
wireless devices, data integrity and security.

6. The system of claim 1, wherein the wireless nodes com-
prise adaptive spectrum aware wireless nodes.

7. The system of claim 1, wherein the wearable appliance is
implanted inside a patient.

8. The system of claim 1, comprising a wireless coordina-
tor coupled to the wireless nodes.

9. The system of claim 1, comprising a call center coupled
to the appliance to provide a human response.

10. The system of claim 1, comprising a database to store
medicine taking habits, eating and drinking habits, sleeping
habits, or exercise habits.

11. The system of claim 1, comprising hospital or operating
room patient monitoring equipment coupled to the wireless
node.
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12. The system of claim 1, wherein the appliance com-
prises a sensor to capture at least one of: RR (respiratory rate),
SpO2 (oxygen saturation), ECG (electrocardiogram), HR
(heart rate), core temperature (inside heart) and peripheral
temperature (on top of instep), CI (cardiac output index),
systematic pressure. systematic systolic arterial pressure;
systematic diastolic arterial pressure; systematic mean arte-
rial pressure, CVP (central venous pressure), pulmonary
pressures, pulmonary systolic arterial pressure, pulmonary
diastolic arterial pressure, pulmonary mean arterial pressure,
svO2 (oxygen saturation in the lung artery), ETCO2 (outcom-
ing carbon dioxide), F1O (ingoing oxygen), diuretics, patient
weight, patient fluid balance (ingoing and outcoming fluids),
EEG, intracranial pressure (ICP).

13. The system of claim 1, wherein the wireless nodes are
in an ambulance, comprising a long range transceiver coupled
to the wireless nodes to send patient data from the ambulance
to the hospital.

14. The system of claim 1, comprising a cellular trans-
ceiver, optical transceiver, or body area network coupled to
the wireless nodes.

15. The system of claim 1, comprising a plurality of direc-
tional antennas placed around the patient or under a patient,
wherein each directional antenna is aimed at the wearable
appliance to capture transmission from the wearable appli-
ance.

16. A wireless system for a patient, comprising:

one or more wireless nodes; and

awearable appliance monitoring clinical information from

the patient and communicating with the one or more
wireless nodes over an aeronautical mobile telemetry
(AMT) band between about 2360 to 2400 MHz.

17. The system of claim 16, comprising a master transmit-
ter or hub controlling the transmissions of the wearable appli-
ance, where in the hub aggregate patient data and transmit
clinical information for viewing by a healthcare professional.

18. The system of claim 16, wherein appliance is used for
self-management of diabetes, wound healing, hypertension,
or heart failure.

19. The system of claim 16, wherein the wearable appli-
ance communicates with a receiver either in the patient’s
pocket or in a hospital room.

20. The system of claim 16, wherein the wearable appli-
ance is outside a hospital, the information aggregated locally
from at least one sensor coupled to the appliance is relayed
into a cellular network to provide doctors or hospitals with
patient monitoring.
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21. The system of claim 16, comprising a processor with
analytical software to process the clinical information and
determine medical patterns in the data.

22. The system of claim 16, wherein the wearable appli-
ance is made by a first manufacturer, comprising a second
wearable appliance made by a second manufacturer coupled
to the one or more wireless nodes, wherein the two wearable
appliances are interoperable, or wherein the two wearable
appliances are compatible, or wherein the two wearable
appliances communicate without interference from each
other.

23. The system of claim 16, wherein the wearable appli-
ance is made by a first manufacturer, comprising a second
wearable appliance made by a second manufacturer coupled
to the one or more wireless nodes, wherein the two wearable
appliances do not interfere with each other’s wireless com-
munication.

24. The system of claim 16, wherein the wearable appli-
ance minimizes electrical cable on the patient for ECG, EKG,
EEG, or vital sign monitoring.

25. A wireless system for a patient, comprising:

one or more wireless nodes; and

awearable appliance monitoring clinical information from

the patient and communicating with the one or more
wireless nodes over an aeronautical mobile telemetry
(AMT) band from about 2360 to 2400 MHz, whereinthe
clinical information is aggregated at a nearby device for
local processing and forwarded to one or more central-
ized displays and electronic medical records.

26. The system of claim 25, comprising an accelerometer
to detect a dangerous condition and to generate a warning
when the dangerous condition is detected.

27. The system of claim 25, wherein the appliance com-
prises a sensor to capture at least one of: RR (respiratory rate),
SpO2 (oxygen saturation), ECG (electrocardiogram), HR
(heart rate), core temperature (inside heart) and peripheral
temperature (on top of instep), CI (cardiac output index),
systematic pressure, systematic systolic arterial pressure;
systematic diastolic arterial pressure; systematic mean arte-
rial pressure, CVP (central venous pressure), pulmonary
pressures, pulmonary systolic arterial pressure, pulmonary
diastolic arterial pressure, pulmonary mean arterial pressure,
svO2 (oxygen saturation in the lung artery), ETCO2 (outcom-
ing carbon dioxide), F1O (ingoing oxygen), diuretics, patient
weight, patient fluid balance (ingoing and outcoming fluids),
EEG, intracranial pressure (ICP).
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