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(7) ABSTRACT

An analysis system comprises at least one behavioral sensor
configured to obtain user interaction data, at least one state
sensor configured to obtain user impact data, and at least one
processing unit. The at least one processing unit is config-
ured to receive the user interaction data from the at least one
behavioral sensor and the user impact data from the at least
one state sensor. The at least one processing unit is further
configured to index the user interaction data with the user
impact data.
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SYSTEM AND METHOD FOR PROVIDING
SENSOR BASED HUMAN FACTORS
PROTOCOL ANALYSIS

RELATED APPLICATIONS

[0001] This application claims the benefit under 35 USC
119(e) of prior provisional application No. 60/777,919, filed
Mar. 1, 2006, which is incorporated herein in its entirety by
reference.

BACKGROUND

[0002] The ongoing transformation of businesses and
other organizations, such as the military and government,
into more eflicient and productive units depends at least in
part on the effective use of a broad range of technological
tools. These tools have the potential to enable individuals to
become more effective performers. However, as the history
of technology driven work transformation demonstrates,
new technologies can often impact human performance
negatively. In order to exploit the benefits of new tools, it is
vital that potential usability problems be identified and
remedied well ahead of deployment. For example, develop-
ing systems in the context of rapid iterative design cycles
will require efficient and effective human factors assessment
techniques.

[0003] While a variety of evaluation tools can be used,
current methods are limited either in terms of their cost,
effectiveness, or in terms of the time required to apply them.
Research indicates that empirical observation of users per-
forming tasks is one of the most effective ways to identify
potential Human Systems Integration (HSI) problems.
Human Systems Integration (HSI) refers to the integration of
human considerations into the design and support of new
technology.

[0004] Empirical data of interest to HSI practitioners
include think aloud protocol, overt behavioral actions, and
performance related measures such as time on task and
errors. For example, data from empirical evaluations includ-
ing verbal protocol, behavioral actions such as key strokes
and mouse clicks, and performance measures such as time
on task and errors can provide a great deal of insight into
aspects of a system design that contribute to user workload.
[0005] Howevet, empirical HSI analysis techniques have
substantial costs associated with them. Video, audio, and
detailed system log protocol are very time consuming and
costly to analyze. Skilled analysts have to step through long
protocol segments in order to characterize user behavior and
estimate associated workload. For example, it is widely
accepted in the HSI community that at least three hours of
analysis must be spent for every hour of protocol. Besides
being time consuming, the subjectivity involved in the
coding and interpretation process can introduce errors in the
analysis. The inherent time and cost also constrains the
number of subjects that can be used in HSI analyzes.
Inferences based on small samples introduce another source
of error in the conclusions that can be drawn on the basis of
empirical data.

[0006] As a response to some of the difficulties associated
with empirical assessment, the HSI community has devel-
oped a wide range of formal analysis techniques that rely on
cognitive and task models to predict the impact of various
system designs on human performance. However, the use of
formal analytic methods in the context of complex systems
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requires a great deal of time from highly skilled practitio-
ners. Complex modeling efforts require personnel with
extensive knowledge of the system, domain, and computer
science. The time and effort required to develop and main-
tain models limits the utility of these techniques in the
context of rapid and iterative design cycles.

[0007] Similarly, usability inspection techniques are
widely used as low cost alternatives to the methods men-
tioned above. Teams of evaluators systematically step
through a system and note violations of sound HSI design
practices, or design decisions that are incongruent with
likely cognitive strategies. These techniques can be used in
conjunction with fully functional systems, as well as low
fidelity prototypes. However, usability inspection methods
have been shown to identify only a small subset of problems
identified through usability testing. The effectiveness of
these techniques can be raised by adding trained evaluators.
However, this can add to the expense of evaluations. Simi-
larly, workload rating scales, while a low-cost evaluation
option, may be compromised by subjectivity and the limits
associated with retrospection. Additionally, workload rating
scales only provide a summary measure and may not point
to the specific features and episodes contributing to work-
load.

SUMMARY

[0008] Inoneembodiment, an analysis system is provided.
The analysis system comprises at least one behavioral sensor
configured to obtain user interaction data, at least one state
sensor configured to obtain user impact data, and at least one
processing unit configured to receive the user interaction
data from the at least one behavioral sensor and the user
impact data from the at least one state sensor. The at least
one processing unit is further configured to index the user
interaction data with the user impact data.

DRAWINGS

[0009] The present invention can be more easily under-
stood and further advantages and uses thereof more readily
apparent, when considered in view of the description of the
embodiments and the following figures in which:

[0010] FIG. 1 is a high level block diagram depicting a
human factors analysis system according to one embodiment
of the present invention.

[0011] FIG. 2 is depicts an exemplary query interface
according to one embodiment of the present invention.
[0012] FIG. 3 depicts a test user wearing behavioral and
state sensors according to one embodiment of the present
invention.

[0013] FIG. 4 is an exemplary diagram depicting different
patterns of electroencephalograph activity.

[0014] FIG. 5is an exemplary chart depicting detection of
caridiac peaks and spectral decomposition of Heart Rate
Variability (HRV) data.

[0015] FIG. 6 is an exemplary chart depicting differences
in scanning pattern behavior for two levels of workload.
[0016] FIG. 7 is a flow chart showing a method of per-
forming human factor analysis according to one embodi-
ment of the present invention.
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[0017] Like reference numbers and designations in the
various drawings indicate like elements.

DETAILED DESCRIPTION

[0018] In the following detailed description, reference is
made to the accompanying drawings that form a part hereof,
and in which is shown by way of illustration specific
illustrative embodiments in which the invention may be
practiced. These embodiments are described in sufficient
detail to enable those skilled in the art to practice the
invention, and it is to be understood that other embodiments
may be utilized and that logical, mechanical and electrical
changes may be made without departing from the scope of
the present invention. It should be understood that the
exemplary methods illustrated may include additional or
fewer steps or may be performed in the context of a larger
processing scheme. Furthermore, the methods presented in
the drawing figures or the specification are not to be con-
strued as limiting the order in which the individual steps may
be performed. The following detailed description is, there-
fore, not to be taken in a limiting sense.

[0019] Instructions for carrying out the various process
tasks, calculations, and generation of signals and other data
used in the operation of the systems and methods of the
invention can be implemented in software, firmware, or
other computer readable instructions. These instructions are
typically stored on any appropriate computer readable
medium used for storage of computer readable instructions
or data structures. Such computer readable media can be any
available media that can be accessed by a general purpose or
special purpose computer or processor, Or any program-
mable logic device.

[0020] Suitable computer readable media may comprise,
for example, non-volatile memory devices including semi-
conductor memory devices such as EPROM, EEPROM, or
flash memory devices; magnetic disks such as internal hard
disks or removable disks (e.g., floppy disks); magneto-
optical disks; CDs, DVDs, or other optical storage disks;
nonvolatile ROM, RAM, and other like media. Any of the
foregoing may be supplemented by, or incorporated in,
specially-designed application-specific integrated circuits
(ASICs). When information is transferred or provided over
a network or another communications connection (either
hardwired, wireless, or a combination of hardwired or
wireless) to a computer, the computer properly views the
connection as a computer readable medium. Thus, any such
connection is properly termed a computer readable medium.
Combinations of the above are also included within the
scope of computer readable media.

[0021] In embodiments of the present invention, data
obtained from cognitive and/or physical state sensors is
classified by a processing unit and used to index behavior
protocol (e.g. video streams, audio, keylogs, etc.) indicating
a user’s interaction with a technology or system under test.
Hence, embodiments of the present invention, provide a
human factors analyst with a way to identify segments of
behavioral protocol (such as video and audio) that could
point to the sources of usability problems with a system and
significantly reduce the subjectivity, time, and cost associ-
ated with human factors analysis of test systems. Currently,
a typical human factors analyst steps through long protocol
segments (such as audio and video) in order to characterize
user behavior and estimate associated workload based on
inferences derived from observable errors, utterances, and
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actions. Not only are these inferences often time consuming
to make, they are also subjective and potentially error prone.

[0022] Embodiments of the present invention substantially
eliminate the time consuming, and error prone process of
interpreting and coding behavioral protocol as well as enable
quicker access to relevant segments of behavior protocol. By
using sensor based estimates to index behavioral protocol,
analysts are able to focus their efforts on examining protocol
segments indexed with unusually high workload values.
Focused analysis of protocol segments identified using sen-
sor based workload metrics can help the human factors
analyst pinpoint problematic aspects of a system quickly
(e.g. within minutes of an evaluation session—instead of the
long lags that typically characterize post hoc analysis). In
addition, usability analysis based on neurophysiological and
physiological sensors provides a more direct and less sub-
jective estimate of the impact of a system on a user. By
reducing the time, cost and subjectivity, analysts are also
able to conduct more studies with more test users which
increases the accuracy of the analysis. Hence, embodiments
of the present invention enable the deployment of usable
systems to the market or field in a more time and cost
effective manner.

[0023] FIG. 1 is a high level block diagram depicting a
human factors analysis system 100 according to one
embodiment of the present invention. System 100 includes
one or more behavioral sensors 102 and one or more state
sensors 104. State sensors 104 can be congnitive and/or
physical state sensors. Behavioral sensors 102 collect data
regarding a user’s interaction with a test system (not shown).
In particular, behavioral sensors 102 collect, among other
things, audio recordings, video screen captures, and point of
view video streams, to provide an analyst with information
about the test system state and the underlying task context.
Examples of behavioral sensors 102 include, but are not
limited to, a video camera, a still camera, an audio recorder,
and a keystroke logger. As used herein, the data collected by
behavioral sensors 102 is referred to as “user interaction
data.” User interaction data, therefore, refers to data regard-
ing overt physical actions of a user, such as keystrokes,
mouse clicks, verbal utterances, etc. Hence, behavioral
sensors 102 record what a user does in interacting with a test
system so that the overall task context is accurately and
thoroughly characterized by a variety of complementary
techniques. Various configurations of different behavioral
sensors 102 are used in operational settings, depending on
the application contexts.

[0024] State sensors 104 collect data regarding the impact
of the test system on a user. As used herein, the data
collected by state sensors 104 is referred to as “user impact
data.” User impact data, therefore, refers to data regarding
the processing requirements and workload impact of a test
system on users, such as data indicative of working memory,
attention, and physical demands on a user. Examples of state
sensors 104 include, but are not limited to, an electroen-
cephalograph (EEG) sensor, an electrocardiogram (ECG)
sensor, an eye motion detector, a head tracker, near infrared
imaging sensor, and a dead reckoning module that tracks a
user’s physical position using a combination of a gyroscope
and global positioning system (GPS) sensors. Hence, state
sensors 104 collect objective data regarding a user’s physi-
ological, neurophysiological, and physical state while inter-
acting with the test system. Various configurations of dif-
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ferent state sensors 104 are used in operational settings,
depending on the application contexts.

[0025] In this example, behavioral sensors 102 and state
sensors 104 utilize a wearable and mobile form factor which
enables workload estimation in a diverse range of contexts
in which systems are actually used. For example, in a
military setting, workload estimation using a wearable and
mobile form factor is possible from aircraft and shipboard
settings to dismounted operations. An exemplary mobile
sensor suite is Honeywell’s mobile sensor suite, developed
under funding from the Defense Advanced Research
Projects Agency and the US Army which has been validated
in a variety of contexts—from stationary lab environments
to military exercise events.

[0026] Behavioral sensors 102 and state sensors 104 com-
municate with a processing unit 106, in this example, via
wireless links. However, in other embodiments, other means
are used to provide user impact data and user interaction data
to processing unit 106. For example, in other embodiments,
processing unit 106 is coupled to behavioral sensors 102 and
state sensors 104 via wired links, or the user interaction data
and user impact data is saved in computer readable media
such as DVDs, CDs, flash ROM, etc, for retrieval later by
processing unit 106 located remotely.

[0027] Processing unit 106 is adapted to index the user
interaction data with the user impact data received from
behavioral sensors 102 and state sensors 104, respectively.
In particular, in this example, processing unit 106 synchro-
nizes the timing of the user interaction data and the timing
of the user impact data so that it is possible to relate sensor
based workload ratings with protocol segments. An analyst
is then able to use an input element 108 to perform queries
on the indexed user interaction data. For example, a user can
query all segments where the frequency in the frontal region
of the brain, as indicated by an EEG, is above a certain
threshold or number of standard deviations above a norm. In
this way the user is able to focus on only those segments
which meet the specified criteria rather than spending time
on segments which are not of interest.

[0028] In addition, in this example, processing unit 106
also relies on a set of signal processing components and a
variety of machine learning techniques to correct for errors
and/or noise, and to estimate workload on the basis of
statistical regularities associated with different cognitive and
physical states. For example, signals from body worn sen-
sors are affected by a range of artifacts. These artifacts can
often be more prominent than the signal of interest and are
of particular concern in mobile environments where a user’s
movements may be relatively unconstrained. Processing unit
106 analyzes the statistical properties of artifacts. Once the
regularities of noise sources are identified, processing unit
106 uses a variety of different techniques to boost the signal
to noise ratio in the data. For example, a signal received
from an EEG may contain noise spikes introduced by
physical movement of the EEG and other sources of noise,
such as a test user rubbing his/her eyes. In this example, with
EEG signals, processing unit 106 uses band pass filters to
eliminate DC drift and reduce the effects of electrical line
noise. In addition, processing unit 106 performs adaptive
linear filtering to correct for noise induced by eye blink
activity. Processing unit 106 is also adapted to identify and
reject segments affected by muscle activity. Muscle activity
is identified, for example, by measuring high frequency
content in the EEG spectra.
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[0029] Processing unit 106 also classifies the user impact
data and indexes the user interaction data using the classified
user impact data. Hence, analysts are able to rapidly access
segments of protocol associated with high workload values
in order to identify likely usability problems. Exemplary
signal processing components and machine learning tech-
niques used to index the user interaction data using the user
impact data include, but are not limited to, statistical analy-
sis, thresholds, and classifiers. For example, a threshold may
be set for a given measured attribute, wherein exceeding the
threshold indicates a high workload. Similarly, a median
value is determined, in one embodiment, for a given mea-
sured value and high workloads are determined based on the
number of standard deviations from the median. All pro-
cessing and logging of data occurs on a single computer, in
some embodiments, so that system 100 can be used flexibly
in a diverse range of operational settings.

[0030] Processing unit 106 also uses classifiers in some
embodiments. For example, a plurality of classifiers are used
to classify the user impact data as representative of high or
low demands on attention levels, working memory, scanning
effort, communication load, and the like. Classifiers include
a variety of linear and non-linear pattern recognition tech-
niques used in state classification and estimation to make
robust inferences about cognitive state. These estimates can
be either continuous workload values, or discrete estimates
of workload classes (e.g. high vs. low workload) depending
on the analysis requirements.

[0031] The classifiers used in processing unit 106 are
feature selection algorithms used to identify specific features
of the user impact data that are related to workload (e.g.
working memory. scanning effort, etc.). By relying on a
discriminative subset of features, processing unit 106 is
better able to generalize and provide faster system perfor-
mance. Processing unit 106, in some such embodiments,
uses a committee of classiflers to decide on the most
appropriate classification for each feature vector. A feature
vector is a set of user impact data from one or more state
sensors 104, Each classifier has its own set of strengths and
weaknesses. By using a committee of classifiers, embodi-
ments of the present invention allow the strengths of each
classifier to be exploited, while minimizing their relative
weaknesses.

[0032] Each classifier outputs a decision about every
incoming feature vector. The class assigned to each feature
vector is the majority vote of the committee of classifiers.
Processing unit 106 then utilizes a modal filter to smooth the
output of the committee of classifiers. Processing unit 106
analyzes the output of the committee of classifiers over a
temporal window of several hundred milliseconds or sec-
onds and determines cognitive state based on the modal state
over the duration of the chosen window. That is, processing
unit 106 analyzes the smoothed output to classify the test
user workload at a given time based on the user impact data
from different state sensors 104. Classification of the user
impact data and indexing of the user interaction data with the
classified user impact data, enables an analyst to perform
weighted classification queries. For example, an analyst can
query segments classified as high or low periods of working
memory demands, scanning effort, etc.

[0033] Processing unit 106 is also coupled to an input
element 108, in this example. Input element 108 enables
analysts to enter dynamic queries to search for segments that
point to potential usability problems. Based on the results of
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the query, processing unit 106 selects and retrieves segments
of the indexed user interaction data and presents the seg-
ments to a user on a display element 110 and through an
audio device 112. Display element 110 includes any display
element suitable for displaying the various symbols and
information for the operation of embodiments of the present
invention. There are many known display elements that are
suitable for this task, such as various CRT, active and
passive matrix LCD, organic LED, and other existing or
later developed display technology. Similarly, audio device
112 includes any audio device suitable for generating the
various sounds and audio cues necessary for the operation of
embodiments of the present invention. Alternatively, in other
embodiments, processing unit 106 outputs segments of the
indexed user interaction data to an electronic file stored on
a computer readable-medium for later use by an analyst.

[0034] In operation, a test user (not shown) interacts with
a test system. Exemplary test systems include but are not
limited to, flight decks, computer programs, graphical user
interfaces, communication systems, and the like. The test
user is monitored by state sensors 104 and behavioral
sensors 102. In some embodiments, the test user is wearing
state sensors 104 and behavioral sensors 102 as shown in
FIG. 3. In other embodiments, one or more behavioral
sensors 102 and/or state sensors 104 are not worn by the test
user. For example, a video camera may record the test user
from a remote location. Processing unit 106 receives the user
interaction data from behavioral sensors 102 and the user
impact data from state sensors 104.

[0035] Processing unit 106 indexes the user interaction
data with usability metrics based on user impact data pro-
vided by state sensors 104. An analyst then performs
dynamic queries on the indexed user interaction data using
input element 108 to identify behavioral protocol segments
that point to potential usability problems. Dynamic queries
enable analysts to incrementally adjust query criteria, such
as with sliders 202 as shown in the exemplary query
interface in FIG. 2, and view updates of query results on
display element 110. Dynamic queries also enable users to
filter information in complex information spaces very effi-
ciently. Rapid and efficient analysis of behavioral protocol
based on workload indexed criteria enables analysts to
identify potential usability problems within a system very
efficiently. For example, the analyst is able to focus on
relevant segments and make note of aspects of the interac-
tion between the test user and the test system when workload
values deviate substantially from a normal range rather than
spending large amounts of time reviewing irrelevant seg-
ments where the workload values are normal. In some
embodiments, the analyst also shows some of the video
segments to test users immediately following the test to
solicit retrospective feedback. The feedback serves to vali-
date the analyst’s conclusions.

[0036] In addition, system 100 enables baseline compari-
sons across test systems by means of a variety of summary
statistics associated with workload indices provided by
processing unit 106. Summary statistics provide a gross
indication of the usability impact of a test system as a whole
on users. Immediately following the experimental session,
the analyst is able to compare two or more systems based on
summary statistics displayed on display element 110. For
example, comparison of summary statistics helps identify
test systems where average working memory load is sig-
nificantly higher than in other test systems.

Sep. 27, 2007

[0037] While the summary statistics suggest usability
problems in a given test system, they do not point to a
specific cause for the observed workload increase. However,
system 100 enables the analyst to turn to a timeline view on
display element 110 to learn more about potential design
problems. For example, this timeline view provides a time-
line representation of the point of view video captured over
the course of the test session. The analyst is able to choose
criteria for dynamic queries such as working memory load
to identify problematic features. Processing unit 106 then
provides the relevant segments to display element 110 based
on the query results, as mentioned above.

[0038] FIG. 3 depicts a test user wearing behavioral and
state sensors according to one embodiment of the present
invention. The exemplary behavioral sensors and state sen-
sors shown in FIG. 3 are examples of sensors described
above with regards to behavioral sensors 102 and state
sensors 104 in FIG. 1. In particular, the behavioral sensors
shown in FIG. 3 include a microphone 301 and a video
camera 303 and the state sensors include EEG sensor 305,
ECG sensor 307, head tracker 309, and dead reckoning
sensor 311.

[0039] A human factors analysis system, such as system
100, can utilize most commercial EEG systems both wired
and wireless. However, in this example, a wireless EEG
sensor 305 is used. The lack of wires reduces the potential
for artifacts associated with the movement of wires in
mobile environments. However, it is to be understood that a
wireless EEG sensor is not required and wired EEG systems
can be used in other embodiments. Data from EEG sensor
305 is spectrally decomposed to derive features that permit
inferences about a user’s cognitive state. Spectral analysis of
EEG data permits inferences about the impact of complex
tools on task relevant cognitive resources such as working
memory and attention.

[0040] For example, working memory is a component of
the human cognitive system that serves as a buffer for
storing and managing information required to carry out
complex cognitive tasks. Dynamic assessments of working
memory load can serve as an indicator of the information
processing demands imposed by a test system. High work-
ing memory demands can limit the ability of an individual
to perform complex tasks effectively. Large working
memory demands can also limit the ability of individuals to
retrieve and encode task relevant information. This can lead
to errors and may compromise situational awareness. Real-
time indices of working memory provide a basis for com-
paring the workload impact of alternative test systems.
Working memory indices also help identify specific design
features that place high information processing demands
within a particular test system.

[0041] Research indicates that increases in working
memory demands contribute to an increase in frontal mid-
line theta and a decrease in parietal alpha. Embodiments of
the present invention utilize EEG classifiers in a processing
unit, such as processing unit 106 in FIG. 1, that have been
able to classify working memory load with an accuracy of
approximately 83% at temporal resolutions ranging from a
few hundred milliseconds to under five seconds. Addition-
ally, Evoked Response Potentials (ERP), a morphological
change in EEG waveforms in response to task-relevant
stimuli, are also used to estimate working memory demands.
Using ERPs involves asking test users to attend to an
auditory probe as they perform tasks using the test system
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under evaluation. The capacity to attend to the probe will
vary inversely with increases in working memory demands.
As can be seen in FIG. 4, the pattern of EEG activity of a test
user varies based on the presence of a task relevant stimulus
or a distractor. User impact data, such as the EEG activity
patterns shown in FIG. 4, are provided by EEG sensor 305
to the processing unit. The processing unit utilizes detection
algorithms (i.e. classifiers) to detect different patterns of
activity. For example, in one embodiment, the processing
unit uses single-trial ERP detection algorithms developed by
Honeywell Inc. that have been shown to detect ERP patterns
with an accuracy of approximately 90%.

[0042] Additionally, attention acts as the interface
between the task environment and the cognitive system.
Attentional resources help a user focus selectively on a
particular channel of information, sustain that focus over
time, and shift it appropriately in response to task demands.
The impact of a system on human attention levels can be
estimated using EEG sensor 305. For instance, increases in
spectral power at 4 Hz and 14 Hz in midline sites accompany
periods of low alertness. These changes can be used to
reliably classify periods of low attention. Also, in some
embodiments of the present invention, the NASA Engage-
ment Index for use as a real-time index of attention is used
by the processing unit in processing the user impact data
from EEG sensor 305.

[0043] Workload measures derived from ECG sensor 307
are another element of the human factors analysis system,
such as system 100. ECG sensor 307 complements EEG
sensor 305, in one embodiment, and is used independently
as the primary means for cognitive state estimation, in other
embodiments. ECG based measures of workload serve to
provide estimates of a user’s stable cognitive state over
relatively long windows of time. Unlike EEG sensor 305,
which provides insight into cognitive state at temporal
resolutions of milliseconds, ECG sensor 307 provides an
assessment of cognitive state over the span of tens of
seconds or minutes.

[0044] Metrics derived from spectral analysis of heart rate
variability (HRV) data are used to estimate user workload.
Research suggests that spectral power in the 0.05 Hz to 0.15
Hz range, reflects short term blood pressure regulation.
Power in this spectral band bears an inverse relationship to
workload. Embodiments of the present invention, in the
context of working memory tasks, are able to discriminate
between high and low working memory load at accuracies
ranging from 77% to 91% for windows of less than 1 minute,
depending on the subject. In contrast, most HRV based
cognitive state estimation efforts rely on analysis windows
spanning five minutes or more, and generally do not attempt
to discriminate between workload levels—comparisons are
typically between high workload and rest. FIG. 5 is an
exemplary chart depicting detection of caridiac peaks and
spectral decomposition of HRV data based on user impact
data received by the processing unit from ECG sensor 307,
in one embodiment of the present invention.

[0045] In addition, head tracker 309 and dead reckoning
sensor 311 are used in this example to track physical
correlates of workload. For example, aviation researchers
have used heads-down time as a metric for assessing crew
workload. The underlying assumption behind this metric is
that the more difficult a test system is, the more attention it
demands from users—leaving less time to scan outside the
aircraft. In other contexts, the demands associated with the
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use of some test systems may induce a high degree of course
variability as a user traverses a route by foot. Similarly, some
systems may require a high degree of visual scanning to
integrate information from spatially distributed displays,
while others consolidate task relevant information within a
single display. As these example situations illustrate, the
demands associated with the use of a test system often place
constraints on physical movement. Examining patterns of
physical movement could provide insight into workload.

[0046] Head tracker 309, in this example, is a head tracker
manufactured by InterSense Inc. and dead reckoning sensor
311 is a Honeywell Inc. Dead Reckoning Module (DRM).
However, it will be understood that other head tracker and
dead reckoning sensors can be used in other embodiments.
Head tracker 309 samples head orientation around the yaw,
pitch, and roll axes using an internal gyroscope. In this
example, the sample rate is approximately 185 Hz. FIG. 6
provides an example of differences in scanning pattern
behavior in two levels of workload detected by a head
tracker such as head tracker 309. As can be seen in FIG. 6,
high workload periods are characterized by a lower propor-
tion of detected visual scanning than low workload periods.

[0047] Dead reckoning sensor 311, in this example, is a
self contained navigation component that fuses information
from several internal sensors to determine displacement
from a specific geographical position. Exemplary internal
sensors include but are not limited to, a thermometer,
barometer, magnetometer, accelerometer, gyroscope, and
GPS receiver.

[0048] FIG. 7 is a flow chart showing a method 700 of
performing human factor analysis according to one embodi-
ment of the present invention. At block 702, user interaction
data is obtained by one or more behavioral sensors, such as
behavioral sensors 102 in FIG. 1, and received by a pro-
cessing unit, such as processing unit 106 in FIG. 1. At block
704, user impact data is obtained by one or more state
sensors, such as state sensors 104 in FIG. 1, and received by
the processing unit. At block 706, the processing unit
indexes the user interaction data with the user impact data,
as described above. In particular, the processing unit syn-
chronizes the user interaction data with the user impact data.
In addition, the processing unit classifies segments of the
user impact data using one or more classifiers to identify
specific features (e.g. classifications) that are related to
workload such as attention levels, working memory, scan-
ning effort, communication load, and the like. In some
embodiments, the classification of each segment is based on
a majority vote of the one or more classifiers.

[0049] At block 708, an analyst performs dynamic queries
on the indexed user interaction data. For example, an analyst
may use a slider in a graphical user interface, such as query
interface 200, in performing dynamic queries. Performing
dynamic queries includes querying the indexed user inter-
action data corresponding to classifications of the user
impact data. In addition, performing dynamic queries
includes, in some embodiments, querying summary statis-
tics generated for two or more test systems by the processing
unit based on the user impact data from each of the two or
more test systems. At block 710, the analyst is able to focus
on the relevant segments of the user interaction data that is
retrieved based on the dynamic queries. This eliminates the
need for the analyst to spend time on segments that do not
help determine potential usability problems. Hence, the
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analyst is able to more effectively analyze test results, which
lowers the costs and time to market.

[0050] Although specific embodiments have been illus-
trated and described herein, it will be appreciated by those
of ordinary skill in the art that any arrangement, which is
calculated to achieve the same purpose, may be substituted
for the specific embodiment shown. This application is
intended to cover any adaptations or variations of the present
invention. Therefore, it is manifestly intended that this
invention be limited only by the claims and the equivalents
thereof.

What is claimed is:

1. An analysis system, comprising:

at least one behavioral sensor configured to obtain user

interaction data;

at least one state sensor configured to obtain user impact

data; and

at least one processing unit configured to receive the user

interaction data from the at least one behavioral sensor
and the user impact data from the at least one state
sensor, the at least one processing unit further config-
ured to index the user interaction data with the user
impact data.

2. The analysis system of claim 1, wherein the at least one
behavioral sensor comprises at least one of a video camera,
a still camera, an audio recorder, or a keystroke logger.

3. The analysis system of claim 1, wherein the at least one
state sensor comprises at least one of an electroencephalo-
graph sensor, an electrocardiogram sensor, an eye motion
detector, a dead-reckoning sensor, or a head tracker.

4. The analysis system of claim 1, wherein the at least one
behavioral sensor and the at least one state sensor are
configured in a wearable and mobile form factor.

5. The analysis system of claim 1, wherein the at least one
behavioral sensor and the at least one state sensor are
coupled to the at least one processing unit via a wireless link.

6. The analysis system of claim 1, further comprising:

an input element configured to provide analyst queries to

the at least one processing unit; and

a display element coupled to the at least one processing

unit and configured to display segments identified by
the at least one processing unit based on the analyst
queries.

7. The analysis system of claim 1, wherein the at least one
processing unit is further adapted to correct for errors and
noise in the user impact data.

8. The analysis system of claim 1, wherein the at least one
processing unit is further adapted to classify segments of the
user interaction data to identify features that are related to
workload.

9. The analysis system of claim 8, wherein the at least one
processing unit uses a plurality of classifiers to classify
segments of the user interaction data, wherein each classifier
votes on the classification of the segments and a majority
vote determines the classification for each segment of the
user interaction data.

10. A computer program product comprising;

a computer-usable medium having computer-readable

code embodied therein for configuring a computer
processor, the computer-readable code comprising:
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first executable computer-readable code configured to
cause a computer processor to index user interaction
data using corresponding user impact data; and

second executable computer-readable code configured
to cause a computer processor to output indexed
segments of the user interaction data corresponding
to a user query.

11. The computer program product of claim 10, wherein
the first executable computer-readable code is further con-
figured to cause a computer processor to run a plurality of
classifiers, each classifier adapted to analyze segments of the
user impact data, and vote on the classification of each
segment, wherein a majority vote of the plurality of classi-
fiers determines each segment’s classification.

12. The computer program product of claim 11, wherein
the second executable computer-readable code is further
configured to output indexed segments corresponding to
weighted classification queries.

13. The computer program product of claim 10, further
comprising third executable computer-readable code con-
figured to cause a computer processor to analyze the user
impact data, and output summary statistics regarding aver-
age workload of a test system based on the impact data.

14. The computer program product of claim 10, wherein
the second executable computer-readable code is configured
to output indexed segments of the user interaction data based
on at least one of threshold queries or statistical queries.

15. The computer program product of claim 10, further
comprising third executable computer-readable code con-
figured to correct for errors and noise in the user impact data.

16. A method of performing human factor analysis, the
method comprising:

obtaining user interaction data with one or more behav-

ioral sensors;

obtaining user impact data with one or more state sensors;

indexing the user interaction data with the user impact

data;

querying the indexed user interaction data to obtain one or

more segments indicating potential usability problems;
and

analyzing the obtained one or more segments.

17. The method of claim 16, wherein querying the
indexed user interaction data further comprises querying
summary statistics generated for two or more test systems
based on the user impact data from each of the two or more
test systems.

18. The method of claim 16, wherein indexing the user
interaction data with the user impact data further comprises
synchronizing the user interaction data and the user impact
data.

19. The method of claim 16, wherein indexing the user
interaction data with the user impact data further comprises
classifying a plurality of segments of the user impact data
using one or more classifiers.

20. The method of claim 19, wherein classifying the
plurality of segments of the user impact data using one or
more classifiers further comprises classifying each segment
of the user impact data based on a majority vote of the one
or more classifiers.
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