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DYNAMIC BANDWIDTH MONITOR AND
ADJUSTER FOR REMOTE COMMUNICATIONS
WITH A MEDICAL DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/173,083, filed Dec. 23, 1999,
“Dynamic Bandwidth Monitor and Adjuster for Remote
Communications With a Medical Device.” The disclosure
and drawings of the provisional application are specifically
incorporated herein by reference.

FIELD OF THE INVENTION

[0002] The present invention generally relates to implant-
able medical devices (IMDs). Specifically, the invention
pertains to an information network for remotely directing
and managing patient device data retrieval and device
instruction updates. More specifically, the invention enables
monitoring, alerting and self configuration of bandwidth or
data transfer between an IMD and an external remote device.
The collected data may be reviewed by a clinician for
appropriate real time therapeutic action as required, or it
may be archived to compare patient history and for other
future use.

BACKGROUND OF THE INVENTION

[0003] In the traditional provision of any medical services,
including routine checkups and monitoring, a patient is
required to physically present themselves at a provider’s
office or other clinical setting. In emergency situations,
health care providers may travel to a patient’s location,
typically to provide stabilization during transport to a clini-
cal setting, e.g., an emergency room. In some medical
treatment applications, accepted medical practice for many
procedures will naturally dictate physical proximity of medi-
cal providers and patients. However, the physical transport
of patients to clinical settings requires logistical planning
such as transportation, appointments, and dealing with can-
cellations and other scheduling complications. As a result of
such logistical complications, patient compliance and clini-
cian efficiency may suffer. In certain situations, delays
caused by patient transport or scheduling may result in
attendant delays in detection of medical conditions including
life-threatening situations. It is desirable, therefore, to mini-
mize situations in which the physical transport of a patient
to a clinical setting is required. It may also be desirable to
minimize the extent to which a patient or patient information
must be considered by a clinician at a particular time, i.c.
during an appointment.

[0004] After the implantation of an IMD, for example, a
cardiac pacemaker, clinician involvement with respect to the
IMD has typically only begun. The IMD usually cannot be
merely implanted and forgotten, but must be monitored for
optimal results, and may require adjustment of certain
parameters or settings, or even replacement, in response to
or in anticipation of changes in patient condition or other
environmental factors, or based on factors internal to the
device. IMDs may also contain logic devices such as digital
controllers, which may need to undergo firmware or soft-
ware upgrades or modifications. In addition, information
about the IMD may be gathered for treatment or research
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purposes. For example, many IMDs are capable of storing
certain status information or other data regarding their
operation internally.

[0005] Because IMD operation and patient physiology is
preferably monitored to help effect the desired patient out-
come, it would be desirable if data collected by an IMD
could be viewed remotely and securely. Similarly, it would
also be desirable that the instructions installed in an IMD
may be modified in response to patient physiologic infor-
mation, or perhaps be upgraded remotely as well.

[0006] In the event a change, modification or reprogram-
ming of the IMDs is indicated, it would be desirable if the
instruction could be implemented in the IMD as soon as
possible, thus providing more continuous monitoring to
proactively effect changes in the IMDs for efficient therapy
and clinical care. This scenario may be contrasted with
existing practice of responding to an adverse patient event or
subjecting the patient to the inconvenience or expense of
frequent in-person encounters with a clinician, for example
after an unexpected therapy by the device, or to effect other
monitoring of device functioning, e.g., spontancous thera-
pies by the device. For example, an implanted cardioverter
defibrillator may administer to the host patient a cardiover-
sion or defibrillation therapy. After such therapy, it is typi-
cally desirable to determine the parameters of, for example,
an arrhythmia that a therapy was administered in response
to, or of the therapy administered.

[0007] Despite the limitations of IMDs with regard to
processing power, IMDs are in a unique position to monitor
physiological systems continuously. High-resolution data
can be collected, but implantable devices are ill suited to
storage and processing of large amounts of complex physi-
ological data. In contrast, computing power and data storage
capacity (processor capability, memory, and adequate power
supply) is abundantly available in the non-implantable
(“external”) world. The computing industry is still following
Moore’s Law (stating that transistor density will double
every 18 months), delivering increasingly sophisticated
computing devices yearly, and some of these gains accrue to
the computer power of IMDs. However, frequent upgrading
and replacement of IMDs based on more powerful models
subjects a patient to additional stresses, and additional costs
are imposed on the patient or health care system.

[0008] Prior art methods of clinical services, particularly
IMD monitoring and adjustment, are generally limited to
in-hospital procedures or other scenarios involving patient
transportation to a clinical setting. For example, if a physi-
cian needs to review the performance parameters of an IMD
in a patient, it is likely that the patient has to go to the clinic.
Further, if the medical conditions of a patient with an IMD
warrant a continuous monitoring or adjustment of the
device, the patient would have to stay in a hospital indefi-
nitely. Such a continued treatment plan poses both economic
and social problems. Under the prior art, as the segment of
the population with IMDs increases, many more hospitals
and clinics, and attendant clinicians and service personnel
will be needed to provide in-hospital service for the patients,
thus escalating the cost of healthcare. Additionally, the
patients will be unduly restricted and inconvenienced by the
need to either stay in the hospital or make very frequent
visits to a clinic.
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[0009] Yet another condition of the prior art practice
requires that a patient visit a clinic center for occasional
retrieval of data from the implanted device to assess the
operations of the device and gather patient history for both
clinical and research purposes. Such data is acquired by
having the patient in a hospital/clinic to download the stored
data from the IMD. Depending on the frequency of data
collection, this procedure may pose serious difficulty and
inconvenience for patients who live in rural areas or have
limited mobility. Similarly, in the event a need arises to
upgrade the software of an implantable medical device, the
patient will be required to come into the clinic or hospital to
have the upgrade installed.

[0010] Further, it is a typical medical practice to keep an
accurate record of past and contemporancous procedures
relating to an IMD uplink with, for example, an IMD
programmer, i.e. a computer capable of making changes to
the firmware or software of an IMD. It is typically desired
that the report contain the identification of all the medical
devices involved in any interactive procedure. Specifically,
all peripheral and major devices that are used in downlink-
ing to the IMD may be reported. Currently, such procedures
are manually reported, and require an operator or a medical
person to manually enter data during each procedure. One of
the limitations of such manual reporting procedures is the
possibility for human error in data entry, or intentional
tampering with data, thus motivating rechecking of the data
to verify accuracy. Generally, the use of human clinicians
and technicians to analyze data and implement changes in
device therapy can result in inefficiencies and errors, absent
intent to cause mischief or engage in untoward activities.

[0011] Yet a further condition of the prior art relates to the
interface between a human operator and a programmer
system. To aid a patient in the administration of a deployed
medical device, clinicians such as pacing clinicians may be
made available to implement desirable changes in the treat-
ment regimen effected by an IMD. Generally, a medical
device manager/technician should be trained on the clinical
and operational aspects of the programmer. Under current
practices, a technician may attend a class or training session
sponsored by a clinic, a hospital, or the manufacturer to
successfully manage a programmer-IMD procedure. Fur-
ther, ideally the operator will keep abreast of new develop-
ments and new procedures in the management, maintenance
and upgrade of the IMD. Accordingly, it is desirable that
operators of programmers, IMDs, and related medical
devices receive regular training or information about the
IMDs they work with, This information will preferably be
widely distributed, because IMDs, programmer devices, and
related medical devices are distributed throughout the world.
Further, the number of people having implanted medical
devices has been increasing over the last few years, with an
attendant increase in operator personnel. The total effect of
these phenomenon is a widely dispersed and large body of
operators. Thus, it is desirable to have a high efficiency
communications system that would enhance data commu-
nications, both between the IMDs and medical instruments,
such as programmers; and between operators and entities
providing IMD updates and education such as manufactur-
ers. However, despite any improvement in clinician com-
munication and training that may be effected, it may be
desirable to automate device administration, maintenance,
and upgrading to the extent possible in order to ensure that
device instructions and data are appropriate to the situation.
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[0012] A further limitation of the prior art relates to the
management of multiple medical devices in a single patient.
Advances in modern patient therapy and treatment have
made it possible to implant a number of devices in a patient.
For example, IMDs such as a defibrillator or a pacer, a neural
implant, a drug pump, a separate physiologic monitor and
various other IMDs may be implanted in a single patient. To
successfully manage the operations and assess the perfor-
mance of each device in a patient with multi-implants may
require frequent update and monitoring of the devices.

[0013] Confirmation and routine follow-up of basic device
functioning following therapy events has been effected in
the past using telephonic means. However, former methods
of communication with medical devices did not provide for
remote updating of software and firmware, or allow for
operator training. In addition, former methods of commu-
nication with remote devices required the involvement of
clinical personnel in the interpretation of data and prescrip-
tion of treatment regimens or therapies. It would be desirable
to remotely communicate information to and from implant-
able medical devices, and also provide for authentication of
target device as well as confirmation of data integrity
following the transmission of the patient data. Furthermore,
it would be desirable to limit the degree to which human and
particularly clinician involvement is required to effect the
communication between an IMD and a remote resource.

[0014] Further, it may be preferred to have an operable
communication between the various implants to provide a
coordinated clinical therapy to the patient. Thus, there is a
need to monitor the IMDs and the programmer on a regular,
if not a continuous, basis to ensure optimal patient care. In
the absence of other alternatives, this imposes a great burden
on the patient if a hospital or clinic is the only center where
the necessary upgrade, follow up, evaluation and adjustment
of the IMDs could be made. Further, even if feasible, the
situation would require the establishment of multiple service
areas or clinic centers to support the burgeoning number of
multi-implant patients worldwide.

SUMMARY OF THE INVENTION

[0015] The present invention provides a system for a
clinician or other person or device to verify communication
link bandwidth prior to and during real time data commu-
nications, greatly increasing the information security and
reliability of the comprehensive system for managing the
IMDs. For example, a referring physician could use this
system feature to examine the patient remotely as a consul-
tation system or for therapeutic intervention.

[0016] The invention also provides a computerized infor-
mation network system linking one or more IMDs deployed
in one or more patients to a computer via a data communi-
cation network. The network comprises: a first computer
accessible by the network, and the first computer is capable
of storing patient data recorded by an IMD; at least one
network interface capable of wireless communication with
at least one IMD deployed in a patient, with the network
interface being capable of real-time communication with the
network; and a bandwidth monitor for real-time monitoring
of the available bandwidth during a real-time communica-
tion session between the IMD and the network interface.
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[0017] The invention also comprises a computerized
method of communicating real-time data from one or more
IMDs deployed in one or more patients. The IMDs may have
firmware or software. The invention comprises the steps of:
communicating real-time bandwidth validation data signals
between a user interface and an IMD and other network
linked components; and upon verification of adequate band-
width for an intended communication session, then trans-
mitting via a network communication link real-time IMD-
accessible data gathered from at least one of the IMDs to an
external device capable of communicating real-time with a
computing resource external to any patient. The method may
further comprise the step of conducting real-time signal
monitoring of the baud rate or bandwidth during the com-
munication session and adjusting either the data being
transferred or the available bandwidth to prevent loss of data
during the communications session.

[0018] A technology-based health care system that fully
integrates the technical and social aspects of patient care and
therapy will preferably flawlessly connect the client with
care providers irrespective of separation distance or location
of the participants. Accordingly it is desirable to have a
programmer unit that would connect to a centralized data
source and repository. This may be termed, for example, a
remote interrogator, or a remote data center. This remote
data center will preferably provide access to an expert
system allowing for downloading of upgrade data or other
information to a local, i.c., IMD environment. Further, in
one embodiment of the present invention, it is possible to
enable the gathering of high resolution diagnostic/physi-
ologic data, and to transfer information between the IMDs
and a remote data center to dispense therapy and clinical
care on real-time basis. Further, the data system contem-
plated by the present invention enables an efficient system
for data storage, collection and processing to effect changes
in control algorithms of the IMDs and associated medical
units to promote real-time therapy and clinical care.

[0019] The proliferation of patients with multi-implant
medical devices worldwide has made it imperative to pro-
vide remote services to the IMDs and timely clinical care to
the patient. The use of programmers and related devices to
communicate with the IMDs and provide various remote
services has become an important aspect of patient care. In
addition to the instant invention, the use of programmers
may be implemented in a manner consistent with the co-
pending applications detailed in the foregoing Cross Refer-
ence to Related Applications, and assigned to the assignee of
the instant invention. In light of the disclosures of these
incorporated references, the present invention provides a
vital system and method of delivering efficient therapy and
clinical care to the patient.

[0020] In a representative embodiment of the instant
invention, one or more IMDs, such as a pacemaker, defibril-
lator, drug pump, neurological stimulator, physiological
signal recorder may be deployed in a patient. This IMD may
be equipped with a radio frequency transmitter or receiver,
or an alternate wireless communication telemetry technique
or media which may travel through human tissue. For
example, the IMD may contain a transmission device
capable of transmitting through human tissue such as radio
frequency telemetry, acoustic telemetry, or a transmission
technique that uses patient tissue as a transmission medium.
Alternately, an IMD may be deployed in a fashion by which
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a transmission or receiving device is visible externally to the
patient but is connected directly or via wires to the IMD. An
external device, which may generally be termed an IMD
Network Interface (IMDNI), may be positioned outside the
patient, the IMDNI being equipped with a radio frequency
or other communication means compatible with the com-
munication media of the IMD or the IMD transmitter/
receiver, which may be external to the IMD and may further
be external to the patient. In an illustrative embodiment of
the subject invention, IMDNI contains a radio frequency
transmitter/receiver or similar radio frequency telemetry
device. Communication may be effected between the IMD
transmitter/receiver and the external IMDNI, e.g. via radio
frequency. The IMDNI will be connected via a wireless or
physical communication media, ¢.g. via modem and direct
dial connection, with a data network, LAN, WAN, wireless,
or infrared network. In an alternate embodiment of the
subject invention, the IMDNI may have a direct connection
or tunneled connection directly to the centralized computing
resource. In yet another alternate embodiment of the subject
invention, the system may be implemented as a data network
that allows the IMDNI access to the computing center from
many locations, for example providing for a IMDNI that is
portable.

[0021] Using the computing power of external computing
devices, the monitoring of long-term disease progression
(e.g. heart failure, hypertension, diabetes) can be improved.
Furthermore, therapies may be adjusted with finer granular-
ity and improved results, with reduced need for human
intervention and reduced opportunity for clinician error.

[0022] In addition to improved modeling of physiologic
systems, the amount of historical data, particularly patient-
specific historical data used as input to control systems can
be virtually unlimited when it is stored externally to the
patient. Furthermore, a more thorough comparison can be
made between patients with similar diseases as data and
therapy direction are centralized, which may be expected to
result in gains to the body of medical knowledge and
treatment efficacy. Data from other medical systems, either
implanted or external, such as etiological databases, can be
incorporated easily into the control system. Other anony-
mous patient experiences or treatment data may be more
quickly incorporated into a subject patient’s IMD regime
than might be possible with existing systems of IMD pro-
gramming or upgrading. In addition, a subject patient’s own
historical treatment parameters and corresponding outcomes
may be used in making IMD programming and other treat-
ment decisions.

[0023] The instant invention provides IMDs with access to
virtually unlimited computing power as part of their data
collection and therapy calculation processes. In an alternate
embodiment of the present invention, the IMD may be used
by an external computing device as a data collection agent,
and as an agent to implement changes to a treatment regimen
based on a complex dynamical or stochastic physiological
model. Rather than continuously increasing the processing
power of IMDs, the present invention provides a link with
external computing power, which is more easily upgraded.
In addition, control system algorithms based on current
knowledge about physiologic systems could be more easily
updated using a centralized powerful processor, rather than
individually updating the firmware or software of thousands
of deployed IMDs.



US 2001/0023360 Al

[0024] When multiple IMDs are deployed within a single
patient, the data and therapy from these IMDs may be more
easily and efficiently orchestrated, thus further improving
treatment efficacy and convenience to the patient and clini-
cian, and in some cases judiciously limiting clinician
involvement. In addition, high resolution or finely grained
data may be collected and stored from a vast number of
subject IMDs. This finely grained patient data may be
expected to prove valuable in defining and modifying an
individual patient’s treatment regimen as implemented by an
IMD. In addition, this high-resolution data may be analyzed
on a mass scale, providing opportunities for improvement of
existing physiologic models. This data may serve, for
example, to validate physiologic models being employed, or
may suggest refinement of these models based on numerous
patient outcomes.

[0025] This refinement of therapy and diagnostic algo-
rithms or models may further be refined in conjunction with
external medical devices as well. According to the present
invention, IMD management and manipulation will be more
efficient, secure and efficacious. For example, an embodi-
ment of the present invention permits the use of complex
control systems to manage therapy of implantable medical
devices. In addition, the invention permits the orchestration
of the data collection and therapy functions of IMDs,
particularly the functions of multiple IMDs implanted in one
patient. In addition, an embodiment of the present invention
permits of centralized therapy prescription, and provides the
ability to compare disease states, diagnostic data and therapy
prescription across patients with fine granularity. The ability
to update control system software and hardware at a central
location is also provided, as well as the ability to upgrade the
firmware or software in distributed deployed IMDs from one
central location.

[0026] A communications system according to the present
invention provides the ability to have high-power computing
systems interact with implanted medical devices, thus pro-
viding the ability to use complex control algorithms and
models in implanted medical devices. In addition, even with
relatively simple modeling, or in stochastic models, rela-
tively large amounts of historical data from a single or
multiple medical devices may be brought to bear for pre-
dictive purposes in evaluating alternate therapy and IMD
instruction prescriptions. The present invention provides a
system that establishes an external communications device
and data network as a ‘data bus’ for extending the processing
power of deployed IMDs, while minimizing host patient and
clinician inconvenience.

[0027] The present invention may be effected, in part, by
the provision of an IMDNI device, which may be a stand-
alone device or a computer peripheral device, that is capable
of connecting an IMD, or simply data telemetrically
received from an IMD, to a network or other data commu-
nication link. While the interface between a computer data
link and an implanted medical device is referred to generally
herein as a “Network Interface”, or the like, it will be
appreciated to those skilled in the art that the interface may
serve as an interface to a variety of data communications
systems, including not only networks, but also, without
limitation, direct dial-up connections, dedicated lines, direct
satellite links, and other non-network data communications
connections.
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[0028] 1Inapreferred embodiment of the subject invention,
a host patient, ie., a patient having an IMD implanted
within, presents themselves to a IMD network interface
device, or IMDNI. This IMDNI will preferably have the
capability of communicating with the IMD via wireless
means, such as by radio transmissions. In one embodiment
of the subject invention, the IMDNI may be placed, for
example, in a patient’s home, or may be available for use by
several patients in a treatment facility such as a hospital,
nursing home, or ambulatory care center.

[0029] 1In one embodiment of the invention, data can be
interrogated, with the aid of a remote interrogator device, by
an IMDNI in an emergency room and then uploaded to an
information network to which a remote interrogator is
connected. This information network may be according to
any network protocol, for example, TCP/IP over the Inter-
net. The uploading to a central interrogation computer may
also be effected over a direct dial-up connection or a
dedicated line. Upon uploading of the data, a medical
professional or other clinician may be alerted to the fact the
data has been uploaded. This clinician may then view the
data. A patient could also interrogate his or her device at
home and upload it for a medical professional or clinician to
view later. Various scenarios according to the invention may
provide convenient monitoring of IMD functioning to a host
patient or clinician. For example, a patient may effect a test
of their IMD with a device test such as an exercise or stress
test in a more natural or real life scenario that may provide
more reliable or accurate results than a clinical evaluation,
in addition to providing increased convenience to the patient
and reducing the need for clinician or other professional
attention.

[0030] In this embodiment of the invention, for example,
a host patient may effect a dial-up connection to a remote
interrogator following an afternoon walk in their neighbor-
hood or on a treadmill in their home. In addition to evalu-
ation of device function during routine situations, according
to this embodiment of the present invention, a home moni-
toring instrument may be provided to a host patient allowing
the patient to send data, i.¢., to effect remote interrogation,
if, for example, they have a subjective belief that they are
symptomatic. For example, a host patient of a cardioverter
defibrillator IMD may effect remote interrogation if they
believe they have suffered an arrhythmia event. The data
resulting from the remote interrogation may then be made
remotely accessible for evaluation by a pacing system
expert. In a preferred embodiment of the subject invention,
IMD function data and physiologic data of the host patient
is made available nearly instantaneously to a clinician
capable of evaluating the device function, physiologic event
or data, or therapy administered by the target IMD.

[0031] In a preferred embodiment, the remote interrogator
of the present invention is implemented as a software
application which may be run on a server or central com-
puter accessible via a network or direct connection by the
IMDNI device. In an alternate embodiment, the IMDNI may
be implemented as a software client which may run on a
computer remotely from the interrogator server. Preferably,
the remote interrogator program or device is capable of
autonomously and dynamically determining the model of an
IMD, for example, according to manufacturer, type, and
model number, as well as the specific serial number of a
particular device. When an IMD is within communication
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range of an IMDNI, the remote interrogator of the present
invention is also preferably capable of configuring a
deployed IMD, or commanding the IMDNI to retrieve data
from the IMD.

[0032] In one embodiment, an interaction between a
deployed IMD and the remote interrogator may take place
within a discrete session. This session may encompass
interrogation of one or more IMDs deployed in a single
patient. In a representative embodiment, a session according
to the present invention may proceed according to the
following scenario. In order to begin an interrogation ses-
sion, a host patient will typically present to an IMDNI. For
example, the patient may place themselves in the vicinity of
the IMDNI within range of the telemetry capacities of the
IMDNI. This may take place at home in the case of an In
Home Monitor (IHM) or at a medical facility such as an
Emergency Room, Follow-up Clinic or Operating Room. At
the initiation of a session, it will be preferable to configure
the target IMD for optimal operation for remote interroga-
tion. For example, the IMDNI may be programmed to issue
a command to the target IMD to “Cancel Magnet”, “Resume
Therapy,” or another command to enter a mode consistent
with the interrogation process. Either prior to or after the
establishment of a telemetry or other communication link
with the target IMD, the IMDNI Operator will effect a
communications link between the IMDNI and the remote
interrogation computer. This IMDNI Operator may be a
human attendant or technician, but preferably will be an
automated module of the IMDNI firmware or software, or
may be implemented as a software application on a general
purpose computer connected to the IMDNI. Alternatively,
the remote interrogator computer may lead a human or
automated IMDNI through the steps of establishing a telem-
etry interface between the IMD and IMDNI, with the
IMDNI in turn notifying the remote interrogator when a
telemetry connection has been established. Communication
with the remote interrogation server may be established via
a network connection, such as a LAN or WAN. In this
embodiment of the present invention in which the IMDNI is
preferably attended by an operator, the operator may be the
host patient of the target IMD, or it may be attendant
personnel at a clinical setting. In either case, the operator
may connect the IMDNI to a suitable network connection, if
a network connection is not already in place. For example,
a direct dial-up connection may be established in this
manner by physically connecting the IMDNI into a tele-
phone connection jack such as a RJ-11 analog jack. The
operator at some point would turn the IMDNI on and cause
the IMDNI system to dial a pre-configured telephone num-
ber. Alternately, other, more continuous types of network
connections may also be established.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] FIG. 1 depicts a general network architecture dia-
gram of a system embodying the subject invention.

[0034] FIG. 2 depicts an implementation of the system of
FIG. 1 using specific hardware components.

[0035] FIG. 3 depicts an alternate implementation of the
system depicted in FIG. 1, including additional hardware
devices.
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[0036] FIG. 4 is an architectural drawing of an embodi-
ment of the subject invention showing internal device archi-
tecture.

[0037] FIG. 5 is a flowchart of one embodiment of a
bandwidth monitoring and alert process.

DETAILED DESCRIPTION OF THE DRAWINGS

[0038] FIG. 1 depicts a general architectural view of a
remote interrogation system according to an embodiment of
the present invention. An IMD polling and interrogation
system 110 is provided. IMD 112 has been deployed in a
patient, for example, a patient at a location remote from
remote interrogator connected to or within information
network 114. The IMD 112 may be one of a number of
existing or to be developed IMDs, for example, a pacemaker,
defibrillator, drug pump, neurological stimulator, physi-
ological signal recorder, oxygen sensor, or the like. A device
external to the patient is provided which may be termed an
IMD Network Interface, or IMDNI 116. This IMDNI 116
may communicate with the IMD 112 via, e.g., radio fre-
quency, as discussed above. The IMDNI 116 may also
communicate with a data network 114 via modem, LAN,
WAN, wireless or infrared means according to network
connections 119 and 120. This data network 114 is prefer-
ably able to communicate via a computer network or other
suitable data communications connection with a central
computer within information network 114. While in FIG. 1
a single IMD 112 is depicted, the subject invention permits
of use with multiple IMDs deployed in a single patient, each
making separate transmissions and receiving separate
instructions from IMDNI 116. In an alternate embodiment of
the subject invention, multiple IMDs deployed in a single
patient are all linked to a single telemetry device implanted
in a patient. This telemetry device may be separate from or
incorporated into one of the IMDs deployed in a patient.

[0039] Returning to the single IMD embodiment depicted
in FIG. 1, IMD 112 is equipped with or linked to a
transmission and receiving device such as a radio frequency
telemetry device, also preferably implanted in a patient. The
information network 114 computing center or central com-
puter preferably has sufficient computing power and storage
capability to collect and process large amounts of physi-
ological data using complex control systems. The patient is
placed or places himself or herself in proximity to IMDNI
116. For example, IMDNI 116 may be placed in a patient’s
home, at their bedside perhaps, or may be placed in a
community center, clinical office setting, nursing home, or
other care facility. IMDNI 116 may also be embodied in a
portable device that may be carried by the patient while
outside the home or traveling. IMDNI 116, like IMD 112,
contains or is linked to a communications media transmitter/
receiver compatible with the type incorporated into or linked
to IMD 112. In an illustrative embodiment of the subject
invention, IMDNI 116 contains a radio frequency transmit-
ter/receiver or similar radio frequency telemetry device
establishing radio frequency link 118.

[0040] FIG. 1 also depicts user and instrument authenti-
cation/authorization means or sub-system 131, referred to
generally as authentication system 131, implemented as an
optional feature at one or more locations or times in the data
transfer process. Authentication system 131 will be further
discussed below.
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[0041] FIG. 2 depicts an implementation of the system of
FIG. 1 using specific hardware components. As shown,
information network 114 includes remote interrogator com-
puter 220. Remote interrogator 220 will preferably be pos-
sessed of appreciably more computing power than possible
with an IMD 112, in terms of processor speed, RAM
available, and other data storage. Remote interrogator com-
puter 220 is large scale in comparison to such processors that
are available for incorporation into an IMD 112. For
example, some commercially-available personal computers
may contain sufficient computing power to operate as a
server capable of carrying out many IMD 112 diagnostic,
programming, and data storage tasks. In a preferred embodi-
ment of the subject invention, however, remote interrogator
220 will be a mainframe, multi-processor supercomputer, or
a multi-processor workstation, such as a type available from
Silicon Graphics, Inc./SGlof Mountain View, Calif. Such
relatively high-powered computing devices are better suited
to calculations involving nonlinear systems and models such
as those being developed to model physiologic systems.

[0042] Regardless of which computing device is used, in
accordance with the present invention, the computing device
will be configured as a server capable of communicating
directly or indirectly with IMDNI 116. The computer 220
will preferably have sufficient storage, either internal to the
computer or linked to the computer, for the storage of
massive amounts of historical patient data from, for
example, a particular patient having an IMD 112 in com-
munication with computer 220, and/or subject data from
relevant physiologic studies or from cohort groups having
similar medical conditions and/or deployed IMDs. For
example, as depicted in FIG. 2, remote interrogation com-
puter 220 is linked to or contains data storage element 222.
Data storage element 222 may contain any suitable means of
data storage, including but not limited to hard drive, or
another readable/writable magnetic or optical storage. In a
preferred embodiment of the subject invention, data storage
element 222 has a redundant array of disks such as a
redundant array of inexpensive disks (RAID) system.

[0043] Security and integrity of the patient information
and IMD interface operation will preferably be closely
guarded and controlled for at least the following reasons:
First, patient physiologic data detected by a deployed IMD
112 will be transmitted via IMDNI 116 to computer 116 for
purposes of analysis of this data, and treatment regimens
and/or IMD 112 instructions, firmware, or software may be
changed on the basis of this information. Accordingly,
integrity of transmitted data and instructions will preferably
be maintained so as to avoid adverse patient outcomes or
patient outcomes that do not take full advantage of the
subject invention. In addition, patient information that may
be linked to an identifiable individual is typically regarded
as confidential. Accordingly, encryption or tunneling will
preferably be provided to ensure patient confidentiality,
particularly when transmissions between IMDNI 116 and
computer 116 takes place though media other than a dedi-
cated line/direct dial-up connection, such as a packet-based
network technology over a public network or internetwork.
For example, if the transmissions are routed over the Internet
using TCP/IP, encryption will preferably be used. Examples
of encryption, password and authentication schemes, gen-
erally, may include those contained in U.S. Pat. Nos. 4,218,
738,4,326,098, 4,993,068, 5,048,085, 5,148,481, 5,348,008,
5,508,912, and 5,730,720. Although known systems for
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encryption, password and authentication may be useful, they
are not uniquely adapted to the requirements of the IMD
interface system disclosed in this and related applications.
Reliability of real-time communications flow may also be
required in certain communication sessions where a pro-
grammer or a medical provider is using the IMD-patient
feedback to effect change in the IMD or to conduct a
diagnostic evaluation while monitoring both the IMD and
the patient.

[0044] As an addition and alternative to the security
systems noted above, a proprietary data exchange format/
interface that is kept secret may be used in communications
between IMD 112 and computer 116. However, even with
secure dedicated lines or a secret data format, digital signa-
tures will preferably be used to detect corruption of data.
Additional implementations of security systems may also be
utilized in accordance with the subject invention, including
token-based and biometric security apparatus and methods
to detect inalterable physical characteristics of persons
attempting to access the patient data in order to authenticate
the would-be user of the system and to ensure that the
instrument being queried or otherwise used is proper. This is
particularly important in distributed systems and systems
permitting access to multiple IMDs, IMDNIs, or other
components, or systems having multiple categories of users
with different authorizations. Moreover, such systems as
contemplated herein afford classification of users into cat-
egories where specialists would be allowed to use the
validated instruments to interrogate and program IMDs,
whereas non-specialists would only be able to interrogate
such IMDs or related system components or data bases. This
use of IMD and instrument-related authentication facilitates
systemic efficiencies and patient compliance in manners not
previously experienced or fully contemplated. Indeed, user
interface is also enhanced by implementation of an option-
rich authentication system 131. For example, one embodi-
ment of the identification would be to automatically adjust
system parameters to an authorized user’s preference for
screen displays, data emphasis, filtering, taskings, work flow
schemes, feedback or reporting algorithms, and the like.
Measures such as the foregoing may be used to authenticate
the IMDNI 116 and IMD 112, as well as other system
architecture or components, and for persons accessing
patient data, including a host patient, field personnel, tech-
nical service representatives, data harvesters, data managers,
medical providers, and other authorized users. Other
examples of use include user authentication of a program-
mer, extender, or other sensitive or controlled aspects of a
medical device data system, including reports and system
configurations.

[0045] Security may also be effected as detailed in co-
pending application entitled “Application Proxy for Tele-
communications Enabled Remote Device Access Instru-
ments”, filed on date even herewith, Attorney Docket No.
P8745, Ser. No. , which is hereby incorporated by
reference in its entirety.

[0046] Accordingly, one embodiment of the subject inven-
tion utilizes digital signatures and encryption of the patient
information and IMD 112 instructions being transmitted
according to the present invention. Encryption of patient
information will serve to protect patient confidentiality.
Each transmission of patient data will preferably have a
digital signature that can be checked against the transmis-
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sion payload to ensure that patient data and IMD 112
instructions were not corrupted during transmission.
Examples of encryption/digital signature schemes that
should prove sufficient for suitable encryption of patient
information and digital signatures include PGP, the RSA
public key infrastructure scheme, or other consumer-level or
higher, prime number based encryption signature scheme.
Biometric data used to authenticate and verify accessors of
the data may include retina scans, iris scans, fingerprint
scans, veinprint scans, voiceprints and other voice recogni-
tion techniques, characteristics, facial geometry/facial rec-
ognition according to facial nodal points, or hand geometry
scans. These authentication techniques may be granted to
primary users as well as to secondary users, such as for
approved technical service personnel to effect override for
instrument maintenance or emergency situations. In addition
to various biometric and encryption technigues, instrument
or IMD-related authentication mechanisms may include
validation through use of: approved serial numbers, fixed or
pre-loaded data signatures in the instrument or IMD
memory, resistance or other electrical or digital character-
istic matching, load recognition, or a data message generated
by one or more pre-determined algorithms based on date,
event, serial number, or other phenomenon. The use of one
or more trusted systems within a medical device system,
such as IMD polling and interrogation system 110, enables
great advantages not previously achieved. For example,
remotely located components may optimize use of wireless
electronic transmissions of instrument serial numbers or like
data which require validation of IMD data and unique
patient biometric data, perhaps all within a certain time-
frame, to permit certain types of update data transactions.
Certain devices are much more conducive to visual scanning
authentication means rather than data matching or key-based
(encryption-based) systems, and these may thus be com-
bined and optimized into redundant authentication system
means for achieving the security, reliability and performance
objectives of IMD-related systems. These authentication
system 131 techniques may be used vertically i.e. IMD-
IMDNI-NETWORK, as well as horizontally among IMD-
NIs, or other corresponding levels of device or system
components. Indeed, this invention contemplates use of
historical or contemporaneous patient biological data as
another authentication tool for unique patient or IMD iden-
tification. Access to such unique data by patient, i.e., data not
visually obtainable, is considered by the inventors to be a
dramatic improvement over any known authentication sys-
tem, and of particularly high importance in the IMD field. Of
course, this in turn permits improved algorithms or tem-
plates, as appropriate, to combine known authentication
techniques with those identified herein to create a new class
of secure interface and network security systems, with
attendant benefits.

[0047] In addition to the above security implementations,
a preferred embodiment of the subject invention incorpo-
rates firewall and/or proxy server technology, as indicated in
FIG. 2 at firewalls 226 and 228. Such security measures not
only protect patient data stored in data storage element 222
from access by unauthorized persons, but also protect
IMDNI 116 and IMD 112 from improper snooping and/or
improper instruction from negligent or unscrupulous per-
sons that may have access to data network 230.
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[0048] 1In addition to communicating with IMD 112 as
discussed above, IMDNI 116 may communicate with a
peripheral physiological data gathering device 232, which
may for example be external to the host patient having
implanted IMD 112. IMDNI 116 may also communicate
with additional devices as detailed in FIG. 3, central infor-
mation network 114 via a number of network schemes or
connections, with regard to any of the OSI layers. The
network is depicted generally at network cloud 230. For
example, communication may be effected by way of a
TCP/IP connection, particularly one using the Internet, as
well as a PSTN, DSL, ISON, Cable Modem, LAN, WAN,
MAN, direct dial-up connection, a dedicated line, or a
dedicated terminal connection to a mainframe. Various per-
sons 118 including clinicians or the patient having IMD 112
installed may access the patient’s data from information
network 114, as described herein. This reduces the need for
onsite clinical visits by the patient.

[0049] Transmissions between an IMD 112 and IMDNI
116 or between peripheral physiological data gatherer 232,
or other peripheral devices will also preferably be protected
from transmission errors using similar encryption, authen-
tication, and verification techniques to those discussed
above, and/or wireless communication enhancement tech-
niques such as wireless modulation or another suitable
wide-frequency spectra technique. Optionally, encryption
and/or authentication will be effected end-to-end, i.c., cov-
ering the entire transmission from IMD 112 to computer 220
or from computer 220 to IMD 112, rather than effecting one
encryption/verification scheme between IMD 112 and
IMDNI 116, and a different scheme between IMDNI 116 and
computer 220. As an alternative to, or in addition to the
above authentication scheme, radio frequency pulse coding,
spread spectrum, direct sequence, time-hopping, frequency
hopping, a hybrid spread spectrum technique, or other
wireless modulation techniques may be employed in order to
reduce interference between IMD 112 and other IMD or
other wireless devices, and to generally offer improved
accuracy, reliability, and security to transmissions between
IMD 112 and IMDNI 116, may be used to avoid cross-talk
or confusion among IMDs and/or IMDNIs in proximity to
each other. For example, radio coding may be implemented
to avoid transmission errors or device confusion between
neighboring IMD 112 patients utilizing a device implement-
ing aspects of the present invention in a managed-care
setting.

[0050] Preferably, a data network is provided that allows
the external communications device, or IMDNI 116, access
to the computing center 220 from one of many possible
locations. This provides portability to the administration of
the IMDNTI 116 and enhancement of patient lifestyle options.

[0051] Upon establishment of a network connection, or
direct dial-up connection, a communications link is estab-
lished over which the IMDNI 116 may establish a connec-
tion with the remote interrogator computer 220. The initial
communication may focus on authentication of the IMDNI
116. This will preferably include verification that the IMDNI
116 is certified for interrogating IMDs, i.e., a verification
process has established that the software and hardware
revisions are current, and that the authentication information
uniquely identifies a specific known IMDNI 116.
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[0052] Further considering the steps in a representative
embodiment of the invention in which the IMDNI is
attended by an operator, the remote interrogator 220 may
next instruct the IMDNI Operator such as a human user how
to configure the telemetry interface 118 between IMDNI 116
and IMD 112. This would typically be specific for the type
of IMD 112 being interrogated and might involve, for
example, placing a programming head or wand near the
IMD 112, or just positioning the patient and IMDNI 116 in
proximity. The IMDNI 116 may then notify the remote
interrogator computer 220 that a telemetry connection has
been established.

[0053] Upon establishment of a telemetry interface, pref-
erably remote interrogator 220 selects a proper device agent
software application or module to interrogate the specific
device 112. This software application may be accessed from,
for example, a separate device agent software server 224, or
may be accessed directly by remote interrogator computer
220 from data store 222.

[0054] 1In a representative embodiment of the invention, a
device agent software module is selected to interface with a
particular type or model of IMD 112. In an embodiment of
the subject invention in which the IMDNI 116 is configured
to dynamically identify an IMD 112 presented to it for
remote interrogation, preferably an initial IMD 112 identi-
fication stage precedes the selection of device agent module.
In an embodiment of the present invention configured or
adapted for use with an in-home monitor device, preferably
the IMDNI is pre-configured to work only with the specific
device(s) implanted in an individual host patient of the
residence.

[0055] Upon execution of the applicable software module,
for example the device agent corresponding to the IMD 112
presented to the IMDNI 116, the remote interrogator com-
puter 220 may retrieve certain pertinent data from the IMD
112, including physiologic data regarding the host patient
stored in IMD 112 memory, stored power remaining, amount
of drug remaining within the device, or hardware, software,
or firmware version information, or other device status
information.

[0056] Upon completion of the data retrieval operation,
the remote interrogator 220 may signal the completion of the
operation to IMDNI 116. Preferably, the remote interrogator
220 will then close the connection with IMDNI 116, for
example after a disconnect request to the IMDNI 116, for
example, as part of the implementation of a symmetric
release to avoid possible loss of data. The IMDNI 116 may
then terminate the telemetry or other wireless connection
with the IMD 112. This may involve the issuance of instruc-
tions to a human IMDNI Operator, if applicable, to effect the
termination in a certain manner, for example, by removing
the IMDNI 116 from proximity to the host patient. Prefer-
ably, the IMDNI 116 will not terminate communication with
the IMD 112 until after the connection with the remote
interrogator 220 is released.

[0057] FIG. 3 depicts an alternate implementation of the
system depicted in FIG. 1, including additional hardware
devices. As shown in greater detail in FIG. 3, once the data
is collected from the IMDNI 116, notifications or confirma-
tions may be generated by remote interrogator 220. These
notifications may in desired cases be made available to
remote data devices 310, such as a remote computer 312, fax

Sep. 20, 2001

machine 314, cellular telephone 316, or other data device
which may be operated by or for individuals or entities
interested in the target IMD 112 operation or host patient
data. The data may also be provided to remote patient
in-home personal computer 318. Preferably, these notifica-
tions may be accompanied by relevant data, and are made
only to devices or individuals that have been properly
authenticated as having permission to view the patient data.
In addition, and particularly when provided to a remote
computer 312 or 318, this data is preferably encrypted or
digitally signed to preserve its confidentiality and for con-
firmation of data integrity. Various data communications
methods may be suitable for transmission of the target
device and host patient data to a remote computer, including
an SMTP e¢-mail, UDP, FTP, or TCP/IP. In one embodiment
of the present invention for example, properly authenticated
interested parties may access the patient or device data, the
data residing on a server such as the remote interrogator, via
TCP/IP protocol using a web browser. It is also preferable
that confirmation that the data has been retrieved success-
fully by the remote interrogator 220, or has been transmitted
to a particular remote user such as a physician using remote
computer 310, is transmitted to the site of collection and
displayed on the IMDNI 116, or on a computer or other data
device such as patient home computer 318. A confirmation
that a remote clinician, for example, a clinician that is
located somewhere other than the site of the IMDNI data
collection point, or from the remote interrogator 220, has
accessed the data via remote computer 310, may be trans-
mitted to the site of collection 116 or to another location or
device 310 or 318. This confirmation may be effected, for
example, by a reply e-mail from a clinician that has received
an SMTP message from remote interrogator 220, indicating
that the data has been received or reviewed.

[0058] The present invention admits of various revenue-
creating, or treatment administration or business applica-
tions. For example, prior to an appointment with a clinician,
a pre-appointment interrogation may be effected using the
system outlined above in order that the clinician may have
reviewed or analyzed the relevant host patient or target
device data prior to an in-person appointment by a host
patient. In addition, a follow-up interrogation of a target
device a certain prescribed time following an in-person
appointment or other event may be provided for and auto-
matically scheduled for execution by a IMDNI 116. For
example, the IMDNI 116 may be programmed to poll for or
otherwise attempt to establish telemetry or other data com-
munication with a target device 112 at a certain time or
interval; the success of the attempt possibly being contingent
on the host patient being in proximity to the IMDNI 116 at
the specified time, or on the connection of the IMDNI 116
being physically or otherwise connected to a data commu-
nications means such as a wireless connection or physical
connection such as a RJ-11 phone jack. The present inven-
tion also admits of use during or following symptomatic
events experienced by a host patient, providing for interro-
gation analysis and results. In any event, more convenient
and/or more frequent patient monitoring and analysis is
provided by the present invention, with a reduced reliance
on in-person or on-site clinical visits by the host patient. In
one embodiment of the present invention, the remote inter-
rogation system described herein may be provided to a host
patient or to a clinician or clinical entity on a subscription
basis, or on a fee per use or per data access basis.
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[0059] In operation, the deployed IMD 112 collects physi-
ological data from the host patient via electrical, mechanical
or chemical sensors, according to the type of IMD 112
deployed in the host patient. Some of this data may be used
locally, i.e., processed and analyzed internally to the IMD
112 itself, to modify therapy or treatment on a ‘real-time’
basis. In addition, IMDNI 116 may access and store data
from an IMD programmer 320, interface medical unit 322,
or in-home monitor 324. Regardless of whether the physi-
ological data from the host patient is used to modify therapy
on this self-contained basis, the patient data will preferably
be buffered, queued, or spooled in the IMD 112 until such
time as the device is polled or “interrogated” by remote
interrogator 220 IMDNI 116. During this transaction, the
IMDNI 116 may also pass instructions received from the
computing center 220 to the IMD 112.

[0060] IMDNI 116 may contact the computing center or
central remote interrogator 116 and transmit the physiologic
data uploaded from IMD 112 to IMDNI 116. The powerful
computer(s) at the computing center 116 may store and/or
process the data, perhaps combining it with historical data of
the same type from the same device, or perhaps with data
from other implanted and medical devices. For example, the
physiologic data may be combined with anonymous data
from other demographic or clinical groups consisting of
subjects which may have data relevant or generalizable to
host patient 114. For example, comparisons of the data
collected may be made with data from other patients with
similar discase states, and therapy solutions constructed and
compared.

[0061] The computing center may then transfer instruc-
tions on modifications to therapy and data collection to the
IMDNI 116. At the next opportunity for communications,
the IMDNI 116 transfers the instructions to the IMD 112 and
may also collect an additional batch of data buffered in the
IMD 112. This opportunity for communication between
IMDNI 116 and IMD 112 may not be immediately present.
For example, IMD 112 within a host patient may be located
away from IMDNI 116 temporarily, if the host patient has
left their house or clinical setting where the IMDNI 116 is
kept. An alternate barrier to IMDNI 116 to IMD 112
communication may be a poor environment for the commu-
nication media employed between the IMD 112 and the
IMDNI 116.

[0062] Data may also be held at central computing center
220 or within IMDNI 116, for example, if the IMDNI 116 is
carried by host patient 114 as a portable device, and an
analog connection for a modem or suitable network con-
nection may not be available.

[0063] In a preferred embodiment of the subject invention,
communication system 110 will operate asynchronously,
permitting for the possibility for breaks in the continuous
and real-time communications and/or processing of the three
subsystems (IMD 112, IMDNI 116, and remote interrogator
220). However, alternate embodiments of the invention are
also possible, including synchronous, “real-time” control of
the target IMD 112. This alternate “real-time” embodiment
of the system 110 may be enhanced upon the establishment
of more ubiquitous and robust communications systems or
links.
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[0064] However, as can be appreciated, during remote
communications with an IMD the link may be interrupted or
degraded due to various causes. This may be unacceptable or
not a problem at all, depending on the loss tolerance of the
data being transmitted. For example, some medical data
being transmitted from the IMD may be of the type that a
constant bit rate with few redundancies and a lower toler-
ance for data bit or packet loss is necessary. This type of data
may require a different guarantee of service than other types
of data, such as a lower level of guaranteed maximum delay
or lower data loss.

[0065] Accordingly, when accessing an IMD as part of a
remote real-time communication session (including, e.g.,
point-to-point and multi-access) it may be advisable to
monitor the baud rate. This feature would then allow for a
detection or early warning mechanism to be in place to alert
the user of any difficulty with system capacity. Indeed, in at
least one embodiment, it may be desirable to implement a
feature which, at initial connection, will determine whether
the baud rate or bandwidth of the communications link is at
an acceptable level to conduct the data transfer anticipated.
Various congestion management techniques may be
employed using known scheduling theory and principles.
Therefore, if a prescribed threshold, quality of service
parameters/algorithms (e.g., peak cell rate, sustained cell
rate, minimum cell rate, cell variation delay tolerance, cell
loss ratio, cell delay variation, cell transfer delay, cell error
ratio, severely-errored cell block ratio, cell misinsertion
ratio, etc.) or margin of safety for baud rate is acceptable,
then the communication session would be allowed to con-
tinue. If not, then termination may be suggested by any of
various alert mechanisms, prompts, or automatic sequences.
A new connection could be initiated, either automatically or
by control of a user or a logic sequence. Although it is not
normal for point-to-point communication links to deteriorate
after connection is made, this feature would continue to
monitor the baud rate and take appropriate action if a change
is noted which is within or approaching a threshold. As
appropriate, managers of a system may decide whether hard
or soft real-time communications are needed in a dynamic
manner or as a pre-set level with dynamic response capa-
bilities during sessions. For example, although IMD-based
real time data is quite important to preserve intact, it might
be possible for the inventive feature to activate various
traffic congestion control mechanisms which in turn could
allow for network prioritization or allocation until the baud
rate demand is lessened for the particular application in
jeopardy. This may be particularly useful if the transaction
involved real-time IMD (patient) feedback being analyzed to
determine a therapeutic action or command which required
communications integrity throughout the session.

[0066] As different data is transferred, different baud rates
may be required. This feature of the invention also accom-
modates such changes in data load and monitors such
changes, and in certain embodiments might be able to
predict an imminent onset of such changes, in time to
dynamically adapt the communications link to ensure safe
and reliable data transmissions. For example, at certain
times the user or programmer may wish to employ a voice
over data feature to the patient having the IMD, to ensure
simultaneous real time engagement with the patient during
contact with, adjustment of, or information retrieval from an
IMD. Alternatively, certain neural or cardiac waveforms, for
example, may require a more robust baud rate capability
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than is possible. Depending on the circumstance, it may be
very advisable not to initiate the data transfer if only an
unstable communications link is available.

[0067] At other times the system might initially act in an
asynchronous manner, where precise timing of data transfer
and therapy changes is not as critical. As the device-
instrument and network communications become more
ubiquitous and less reliant on specific hardware (e.g. RF
head, network cables), the control loop could become more
time-dependent.

[0068] FIG. 4 is an architectural drawing of an embodi-
ment of the subject invention showing internal device archi-
tecture. As depicted in FIG. 4, IMD 112 effects the collec-
tion of high resolution physiological data; and provides for
its temporary storage or buffering, for example in storage
device 410. This storage device is preferably a RAM module
of a type suitable for implantation in IMDs. Prior to storage
in storage device 410, IMD processor 412 will preferably
compress the physiologic data collected by physiologic
sensor 414. IMD processor 412, in addition to processing the
reception and storage of physiologic data, also preferably
effects implementation of IMD 112 therapy, through treat-
ment administration device 416. For example, and depend-
ing on the type of IMD 112 in which the subject invention
is implemented, processor 412 may control the amount or
frequency of electrical stimuli or drug delivered by treat-
ment administration device 416. This control may be based
on instructions originating from remote interrogator 220.
FIG. 4 also depicts in greater detail the architecture of
IMDNI 116 of FIG. 1. As shown in FIG. 4, IMDNI 116
contains a transmitter/receiver 420, a processor 422, storage
device 424, and communication device 426. Communica-
tion device 426 may be, for example, a modem or network
interface card. It may be seen in FIG. 4 that IMDNI 116
contains architecture components similar to those seen in a
computer, and in an alternate embodiment of the subject
invention, the communication system 110 of FIGS. 1-4 may
be deployed with IMDNI 116 implemented as a computer
with a peripheral device that may communicate with IMD
112. For example, IMDNI may be implemented together
with a peripheral device to patient computer 318 of FIG. 3.
As shown in FIG. 4, communications between IMDNI 116
and remote interrogator 220 may be effected either through
a network 230, such as a LAN or the Internet, or commu-
nications may be effected through a direct dial-up or dedi-
cated line, or through a terminal connection to a mainframe.
These possible implementations are indicated generally by
communications link 430. Typically, these connections may
be considered alternatives, or both communications links,
1.e., relatively direct link 430 and link through network 230
may be implemented in order to provide a backup commu-
nications system to the link used as the primary communi-
cation method.

[0069] 1In a preferred embodiment of the subject invention
depicted in FIG. 4, remote interrogator 220 creates an
instruction file for IMDNI 116 and/or for IMD 112. This file
may consist largely of instructions for the IMD 112 affiliated
with an IMDNI 116. Remote interrogator 220 may then
contact IMDNI 116 to initiate transfer. Preferably, this
method of contact will correspond to the method of com-
munication from IMDNI 116 to central computer 220,
although an alternate method may be used, particularly if a
first preferred method proves unsuccessful. If communica-
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tion with IMDNI 116 is possible, suitable instructions or
information may be forwarded to IMDNI 116 for immediate
or eventual communication to IMD 112.

[0070] While the instant invention has been described
primarily with a single IMD 112 corresponding to a single
IMDNI 116 and to a single central computer 220, alternative
embodiments of the present invention are possible. For
example, several IMDs 112, each with a separate identifying
code or number, may utilize a single IMDNI 116. These
several IMDs 112 sharing a IMDNI 116 may be deployed
within a single patient, or the several IMDs 112 sharing a
IMDNI 116 may be deployed in two or more separate
patients, where each patient has reasonable access to the
IMDNI 116 directly or to communications equipment which
may send information to and receive information from
IMDNI 116. While in an illustrative embodiment, several
IMDNIs 116 share a single computer 220, alternative
embodiments may have a single IMDNI 116 communicating
with distributed or parallel computers 220, in addition to or
in place of remote interrogator 220. In addition, an instruc-
tion regimen for a target IMD 112 may not be based solely
on treatment considerations arising from patient data or from
predictive modeling. In addition, an instruction regimen may
contain firmware or software upgrades to target IMD 112
which are prescribed generally for all host patients of a
particular IMD 112 model or type.

[0071] Upon establishment of contact between IMDNI
116 and IMD 112, an instruction regimen may be pushed or
generally transmitted to IMDNI 116. IMDNI 116 or equiva-
lent may then store the results of processing or instruction
carried out by remote interrogator 220, for example, as
dictated by device agent server 224. The IMD 112 instruc-
tion regimen prescribed by central computer 116 may be
stored within IMDNI 116 indefinitely or for a fixed period of
time prior to expiration. At the next opportunity for com-
munication between IMDNI 116 and IMD 112, IMDNI 116
provides new therapy programming, as well as new instruc-
tions for data collection if necessary. In a preferred embodi-
ment of the subject invention, if an instruction regimen has
been received by IMDNI 116 for communication to target
IMD 112, IMDNI 116 will periodically poll IMD 112 in
attempts to establish a communication link, such as a
wireless link. In an alternate embodiment of the subject
invention, IMDNI 116 may have a display feature, which
could be for example an LCD display or a simple indicator
light indicating that an instruction regimen has been
received for forwarding from central computer 220. A
human user, for example, host patient of IMD 112 may press
a button or otherwise initiate the process of communication
between IMDNI 116 and target IMD 112. While IMDNI 116
is portrayed primarily as a self-contained or stand-alone unit,
it will be appreciated that IMDNI 116 may also be imple-
mented as a peripheral transmitter receiver capable of wire-
less communication with IMD 112, and also in communi-
cation with a computer such as patient home computer 318,
such as a personal computer such as a laptop or portable
computer. Computer 318 may also be a terminal of a remote
computer 220. It will be appreciated that in the event that
IMDNI 116 is implemented as a peripheral and terminal,
some of the components of IMDNI 116, such as its storage
component, may be implemented on a central computer 220
or storage device 222 rather than in the terminal implement-
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ing IMDNI 116. For example, the functions of IMDNI 116
of FIG. 2 may be implemented in software resident on
routing computer 318. Communications interfaces of com-
puter 318 when linked with IMDNI 116 may include a
modem, network card, direct connection, or terminal con-
nection. In this embodiment, preferably all data communi-
cation, security and message authentication and integrity
confirmation as discussed above with regard to IMDNI 116
will be implemented on local computer 318. Communica-
tion between IMDNI 116, and central computer 220 may be
implemented via network 230 or via direct connection. If
IMDNI 116 is implemented on a computer such as a PC 318
of FIG. 3 with an IMDNI 116 transmitter/receiver peripheral
device, a suitable pop-up message on the PC monitor may
indicate a pending IMD 112 instruction or request, or an
indicator on a display of the peripheral transmitter/receiver
device 116 may indicate a pending instruction as above.

[0072] If an IMD 112 instruction regimen has expired
prior to establishment of contact with the target IMD 112,
IMDNI 116 may send an error message identifying the IMD
112 and/or instruction regimen by a suitable code. Upon
reception of an error in instruction regimen transmission,
central computer 220 may be programmed to carry out
suitable updating of an instruction regimen, or an error
message may be output to remote devices 310, a human
operator or clinician for direct intervention by voice tele-
phony or direct contact by mobile clinical personnel, for
example.

[0073] FIG. 5 is a flowchart of one embodiment of a
real-time bandwidth monitoring and control feature or sub-
system of the invention. Step 512 represents an initiation of
a communications signal from a remote source to an IMD.
Step 514 represents determination of the bandwidth or baud
rate of the communications connection, and step 516 rep-
resents connection to and step 518 querying of the IMD. At
step 520 a comparison is made to determine whether
adequate bandwidth exists for the demand of the IMD data
transfer and the capacity of the communications system or
link. If the bandwidth is adequate, as described above by
way of several different embodiments, then path 532 is
granted, and data transfer may then commence at step 534.
The bandwidth monitoring of real-time sessions is indicated
by two way feedback data routing as shown between steps
514 and 534. At step 520, if the bandwidth is not sufficient,
or is anticipated to be insufficient based on the anticipated
data type or amount, then pathway 540 is granted, leading to
no data transfer 544 and signal termination 550 or re-
initiation at step 512. Optional traffic congestion control
features to adjust network or other transmission capabilities
are shown as adjustment template step 568, which may be
activatable at various process points as shown by intersec-
tions in the flow lines with the template lines. Such optional
traffic congestion control features are as described above and
as are generally known in a network management context.

[0074] Although the invention is described with reference
to particular embodiments, it will be understood to those
skilled in the art that this embodiment is merely illustrative
of the application of the principles of the invention. Numer-
ous modifications may be made therein and other arrange-
ments may be devised without departing from the spirit and
scope of the invention.
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What is claimed is:

1. A computerized method of communicating real-time
data from one or more IMDs deployed in one or more
patients, said IMDs having firmware or software, compris-
ing the steps of:

communicating real-time bandwidth validation data sig-
nals between a user interface and an IMD and other
network linked components; and

upon verification of adequate bandwidth for an intended
communication session, then transmitting via a net-
work communication link real-time IMD-accessible
data gathered from at least one of the IMDs to an
external device capable of communicating real-time
with a computing resource external to any patient.

2. The computerized method of claim 1, wherein the
IMD-accessible data comprises physiologic data from the
patient.

3. The computerized method of claim 1, wherein the
IMD-accessible data comprises device information.

4. The computerized method of claim 3, wherein the
device information comprises hardware, firmware, or soft-
ware identification information.

5. The method of claim 1, wherein the network commu-
nication link comprises a radio frequency link.

6. The method of claim 2, wherein the network commu-
nication link comprises a hybrid link.

7. The method of claim 3, wherein the hybrid link
comprises a radio frequency link from an IMD to a network
interface, and a secondary network link from the network
interface to the computer.

8. The method of claim 7, wherein the secondary network
link is a direct dial up connection.

9. The method of claim 7, wherein the secondary network
link is an area network.

10. The method of claim 9 wherein the area network is a
LAN.

11. The method of claim 9 wherein the area network is a
WAN.

12. The method of claim 7, wherein the secondary net-
work communication link comprises an asynchronous link.

13. The method of claim 7, wherein the secondary net-
work communications link comprises a synchronous link.

14. The system of claim 1, wherein the one or more IMDs
comprises one or more of a pacemaker, a PCD pacemaker/
cardioverter/defibrillator, an oxygen sensing device, a nerve
stimulator, a muscle stimulator, a drug pump, or an implant-
able monitoring device.

15. The computerized method of claim 1, comprising the
further step of transmitting from the computing resource to
one or more IMDs an upgrade to the IMD firmware or
software.

16. The computerized method of claim 1, further com-
prising the step of distributing the IMD data from the
computing resource to one or more remote data interface
devices.

17. The computerized method of claim 16 wherein the
remote data interface device comprises one or more network
computers, facsimile machine, telephone, voice mail sys-
tems, cellular devices, pagers, PDAs, printers, or broadcast
reception devices.
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18. The computerized method of claim 1 further compris-
ing the steps of:

determining instructions comprising an IMD treatment
regimen based data gathered by or stored in the IMD,;
and

transmitting via a network communication link the
instructions to the appropriate IMD which may be
executed by the IMD in accordance with its firmware or
software.

19. The computerized method of claim 1, comprising the
further step of transmitting from the computing resource to
one or more IMDs a command to adjust a therapeutic or
diagnostic feature of the IMD.

20. The computerized method of claim 1, comprising the
further step of conducting real-time signal monitoring of the
baud rate or bandwidth during the communication session
and adjusting either the data being transferred or the avail-
able bandwidth to prevent loss of data during the commu-
nications session.

21. The computerized method of claim 1 wherein the step
of communicating real-time bandwidth validation data sig-
nals includes the step of detecting a communications link
interruption.

22. The computerized method of claim 21, further com-
prising the step of re-initiating the step of communicating
real-time bandwidth validation data signals if the bandwidth
required for the communications session is restored.

23. The computerized method of claim 20, comprising the
further step of alerting the user to the condition monitored.

24. A computerized method of communicating real-time
data from one or more IMDs deployed in one or more
patients, said IMDs having firmware or software, compris-
ing the steps of:

communicating real-time bandwidth validation data sig-
nals between a user interface and an IMD and another
network linked component,

verifying adequate bandwidth for an intended communi-
cation session;
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transmitting via a network communication link real-time
IMD-accessible data gathered from an IMD to an
external device capable of communicating real-time
with a computing resource external to any patient; and

conducting real-time signal monitoring of the baud rate or
bandwidth during the communication session and
adjusting either the data being transferred or the avail-
able bandwidth to prevent loss of data during the
communications session.

25. A computerized information network system linking
one or more IMDs deployed in one or more patients to a
computer via a data communication network, said network
comprising;

a first computer accessible by the network, said first
computer capable of storing patient data recorded by an
IMD;

at least one network interface capable of wireless com-
munication with at least one IMD deployed in a patient,
said network interface being capable of real-time com-
munication with the network; and

a bandwidth monitor for real-time monitoring of the
available bandwidth during a real-time communication
session between the IMD and the network interface.

26. The computerized network of claim 25, wherein the
network comprises a direct link between the at least one
network interface and the computer.

27. The computerized network of claim 26, wherein the
first computer comprises a supercomputer.

28. The computerized network of claim 26, wherein the
first computer comprises a multi-processor workstation.

29. The computerized network of claim 26, wherein the
first computer comprises a networked or parallel cluster of
computers.

30. The computerized network of claim 26, wherein the
data communication is asynchronous.

31. The computerized network of claim 26, wherein the
data communication is synchronous.

32. The computerized network of claim 26, further com-
prising a second computer on which device instructions or
device operation and control software may be accessed by
the first computer.
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