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A system, method and personal apparatus for managing
highly secured personal data is provided. The system and the

(76)  Inventors: Gila FISH, Mevasseret Z}On (L); personal apparatus are complementary, both providing highly
Avner KORMAN, Herzlia (IL) secured personal data, mass, safe and secured data access,

storage and management solutions, while serving the needs

(21) Appl. No.: 12/849,971 for managing and exchanging secured personal data with
external services and data providers and with other such

(22) Filed: Aug. 4, 2010 highly secured personal data users. The apparatus may be

used independently of the system by securely connecting the
L apparatus to service providers. The apparatus, which is
Related U.S. Application Data uniquely identified with a unique user, includes a sensor

. . module comprising a plurality of biometric sensors for read-
(60)  Provisional application No. 61/313,145, filed on Mar. ing a plurality of personal biological identification param-

12, 2010. eters of the user and an authentication unit for positive
authentication of the user’s personal biological identification
Publication Classification parameters stored in the authentication unit. The system is
designed to securely serve the needs of conducting and main-
(51) Int.CL taining multiple users’ personal data access, storage, updating
AGIB 5/00 (2006.01) and retrieval capabilities. The method supports the safe and
GOG6F 12/14 (2006.01) secured operation of the apparatus by its owner, in order to get
HO4L 9732 (2006.01) access to the system and to exchange highly secured personal
data with external pre-registered service providers and with

(52) US.CL .coveivivcrrncnee 600/301; 713/189; 726/7 other registered system users.
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SECURED PERSONAL DATA HANDLING
AND MANAGEMENT SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. provi-
sional patent application No. 61/313,145 filed on Mar. 12,
2010 and incorporated by reference as if set forth herein

FIELD AND BACKGROUND OF THE
INVENTION

[0002] The present invention relates in general to the need
of modern computer age users to have easy, affordable, and
immediate access to their personal information regarding
many aspects of their daily life, including but not exclusively
related to their financial, economical, work related sensitive
data files, their medical updated records, other and important
personal files and their many registered and favorite websites
access data needs. The invention also relates to secured pet-
sonal data exchange, storage and handling processes done
through a combined computer, Internet and telephony based
system.

[0003] More particularly, the invention relates to combined
computers, Internet and telephony dedicated systems sup-
porting for a plurality of users solutions to get access, store
and manage their personal data in a safe and secured way, by
using a personal data authenticator functioning as a smart and
advanced token, to get a safe and highly secured access to the
system and to store updated vast amount of their personal data
on easy to carry tokens.

[0004] The ways, communication channels and the
required data storage size and data throughput capacity of
modern computer systems and their user’s communication
needs are fast expanding in the required operational perfor-
mance needs, data storage capacity and associated required
technical capabilities. Modern computer systems need in
many cases also to support the communication needs between
the users and various computer supported services, enabling
the handling and exchange of very large files of data between
services and information providers and clients. Such large
files sizes handling systems are in many cases required to
securely manage their users and clients textual, numeric,
imagery, audio, graphics and many other personal data files of
ahighly sensitive information related to the system’s users, or
clients personal data. Such systems are typical to the needs of
organizations such as hospitals, government and municipal
agencies, banks, insurance companies and other financial
institutes, which needs are rapidly changing towards higher
data throughput and storage capacity, vet keeping the users
and clients personal information in full security and confi-
dentiality.

[0005] Inparallel, today more and more users have the will
to use new technological solutions and methods to be able to
store and easily get access to their own personal data while
storing it in small portable devices and through these devices
also to be able to download, retrieve and manage most if not
all their personal data and daily operational needs. The users
may also have the need to use their personal ID data to create
personal files and other private files and to have an access to
other large size data files, through special highly secured
dedicated computerized systems. By using such dedicated
secured combined systems, the users will be able to securely
transfer and exchange sensitive and private personal data and
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information with other authorized specific users and with
suppliers of large scale size personal data files. These files
may serve the growing secured personal data exchange, shar-
ing and transfer needs of external services providers and
suppliers using and generating highly personal data files, such
as hospitals, banks, Insurance companies, government office
and agencies, etc.

[0006] In order to get access to secured data files in most
computerized systems users are usually required to be first
recognized and identified by the computerized system as
legitimate registered users, prior to getting access to the
secured data files. Each one of these systems users is therefore
required to first provide the computerized system with some
data strings of secret information, unique to this user, in order
to be recognized by the computerized system as a legitimate
user and then the user is permitted to get entry access to the
system. The process of the user being recognized and
approved by a computerized system is called authentication.
A two-factor authentication is an improved security process
in which a user provides two types or means of his personal
identification, one of which is typically a physical token, such
as a card, and the other of which is typically something
memorized, such as a security code. In this context, the two
factors involved are sometimes spoken of or referred to as
something a user has and something a user knows—a pass
code. A common example of two-factor authentication is a
bank card: the card itself is the physical item and the personal
identification number (PIN) is the known data, as a second
factor, that goes with the bank card.

[0007] Markets available hardware token generators may
presently be used for authentication to enterprise systems.
However, a hardware token generator only generates a token
to be used by a user or a holder of the hardware token gen-
erator to manually supply the token for authentication. For
example, a two factor authentication can require that the
second factor be a “physical token,” i.e., something the user
has, that can produce (i.e., display) the second factor token
(such as a numeric string) that the holder of the “physical
token” can enter at a terminal providing access to a sought
service. However, a drawback of a hardware token generator
is that a lost or stolen hardware token generator can be used to
breach security or for fraud. Another drawback is requiring a
user to manage an additional physical token for authentica-
tion purposes. Another drawback is multiple hardware token
generators are needed for multiple authentications to differ-
ent systems. Also, a hardware token generator does not
adequately prevent from phishing by hackers and criminals,
because a two-factor authentication using presently available
hardware token generator as the second factor, are still sus-
ceptible to “man in the middle” type attacks.

[0008] The prior art covering some of these capabilities is
described in several publications as detailed herein.

[0009] A method for writing medical prescriptions, storing,
and accessing patient medical records with improved port-
ability and improved patient data security using a USB dongle
device, is described in US Patent Application No.
20090204433, filed Aug. 13, 2009. The portable USB dongle
device containing the patient records and software is easily
removed and transported to other local terminals. The rel-
evant patent describes a method for controlling access to
medical records comprising: A) Providing a portable memory
device which is able to store controlling software and said
medical records; B) Providing a display device which is
operationally connected to a microprocessor which will dis-
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play said medical records & will selectively control a display
of said medical records; and C) Using Fingerprint biometric
authentication.

[0010] Medicard by Walletex Microelectronics Ltd. (http://
www.walletex.com), from 6300 N.W. 97 Ave. Miami, Fla.
33178, USA, is a credit card size and shape USB flash
memory for the user’s medical records. MediCard has a large,
double sided area that can be printed with the user’s name,
picture, doctors’ names and phone numbers, information on
allergies and medications, and other life-saving facts for
emergency first-responders. It has enhanced security offer-
ing_Strong AES Encryption, Password protection, Memory
partitioning (Read only part, Secured part, Public part), Large
memory capacity (up to 8 GB), may contain both data and
application software. Optional features are Biometric recog-
nition, Magnetic strip.

[0011] US patent application No. 2008/0041940 A1; filed
Jun. 4, 2007 partially covers some of the elements that were
integrated into the Walletex Medicard device product. This
patent application only includes two claims on a system
which partially relates to the Medicard product as prior art.
The first system claim is; A system of capturing and storing
personal data, patient medical records and medical insurance
and payment information comprising: a) providing a credit
card-sized USB flash drive or similar device to store said
patient medical records combined with a Smart Card or simi-
lar device to store said payment information including medi-
cal insurance and payment information such that said USB
flash drive and Smart Card combination easily fits into one’s
walletor worn on a necklace; and b) providing a USBjack and
a means for emergency medical workers, hospital workers,
and other health and medical workers to view and change said
patient medical records; and ¢) providing a Smart Card and a
means for health and medical workers to process said medical
insurance and payment information, whereby said system
will allow an individual to contain said patient medical record
and said medical insurance and payment information in one
small credit card-sized unit. Their second claim is: The credit
card-sized USB flash drive or other device of claim 1 provid-
ing a mechanism for encrypting patient data such that it may
only be viewed when a pass phrase, pin number, or similar
phrase is entered by the owner via keyboard. Biometric infor-
mation may also become available once Card development
allows for this feature.

[0012] What we can learn from the relevant prior art is that
medical data has the need to be readily available to the
patients and to the medical treatment teams when needed, but
the US patent application No: 2008/0041940 A1, as well as
the Walletex product do not cover several highly important
and medical markets required operational and security fea-
tures and capabilities, to make together a fully acceptable and
working solution. First due to the sensitivity of the medical
records, the access to them should be highly secured and a
simple password or even one biometric access permit, as
appears at the end of the above cited US patent application
second claim, but without any supportive description in the
cited patent body itself, is not enough to ensure that a third
party with negative intentions will not be able to get access to
the user/patient secured medial data. Also this invention card
does not have any connectivity and access to mobile phones
and especially to the fast growing numbers and types of smart
phones, as such an access capability is a real need in the
modern living environment, due to the support these phones
give to sustain the user’s continuous voice and data commu-
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nication capability with various service providers, as well as
medical support and aid services, wherever the user is
located. Also, essentially missing in the Walletex device and
US application No: 2008/0041940 A1 prior art, is the required
capability to measure and sense that a live person is authen-
ticated as the user of the device while the user is actually
holding the device in his hands, to avoid the possibility of
using the user’s access data and even a silicon copy of his
fingerprint to fake his presence and get access to the user’s
secured personal information, this is true not for only medical
personal records but also and even more crucial and relevant
in the case of getting access to financial records, private data
records and classified organizational records, if the user
belongs to organization and has a special personal access
permit to highly secured information that he needs to carry
with him.

[0013] It is also highly recommended that when access is
given to the sensitive medical records, or other personal data
files, when and if the life signs measured results of the devise
holder are not normal, to have in the devise the feature of self
initiating an emergency call through the user’s connected cell
phone, or by the user connecting to a host computer, to get a
safe access to a remote computer center that will call for
emergency medical treatment or an urgent evacuation of the
user to the nearby hospital. This requirement of a personal
emergency device was dealt by prior art but no practical
device was introduced successfully to the markets yet.
[0014] Also there is a need to create hierarchy in the access
level of permits to the sensitive medical data stored in such a
device, as the level of details and amount of medical data on
the patient required by the medical rescue team is different
and much lesser in content and details than the required
access to much more detailed and professional medical data
on the patient when the patient has to be professionally diag-
nosed and treated when he arrives at the hospital emergency
room.

[0015] Accordingly, there is a need to improve and enhance
the access control capabilities to first securely and efficiently
authenticate the specific user before giving this user access to
sensitive personal data files and then after the user being
authenticated in a very high level of security and reliability, to
be able to safely and securely communicate and exchange the
user’s personal secured data with other specific authenticated
and pre-approved users and especially with a wide spectrum
of registered and approved service and dedicated data provid-
ers.

[0016] Modern cellular phones, known as smart phones,
are being frequently used as personal data storage and access
devices, used for such applications as holding the user’s
phone books and personal data records, but the problems
associated with this solution is due to the frequent modern
cellular phones models changes and many technical failures
of these phones, all that leads to the fact that in many cases
critical users’ data is getting lost or injured during the process
of the devices repeating, maintenance and management pro-
cedures as well as the users frequent cellular phones and
personal computers changing and upgrading to newer mod-
els. A better solution will therefore be to separate the user’s
sensitive and private data storage and management functions
from the cell phone communication and display functions.
This functional separation importance between private and
personal data storage functions and the communication func-
tions, can be recognized, detected and clarified especially
during all the user’s sensitive acts of private and needed to be
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concealed and secured data transfer activities from one device
to the other. There is a need in this aspect for holding the
user’s private and needed to be secured data on a separate
highly operational and reliable device, that will be adapting
itself and act at the user’s portable private data storage device
through all the changes, upgrading and maintenance cycles
that the user does with his cellular phone and/or personal
computer. The user’s personal portable data storage device
will be able to be connected and then automatically and
immediately communicate and interact with the user’s new or
upgraded cellular phones, in parallel there is a need that the
personal device will be able to connect and interact also—
with the user’s personal computer, as well as with his com-
puter terminal at work, whenever required.

[0017] This set of combined capabilities is especially
required if the user wants to use the same device to store his
own personal mass data base of financial and/or medical
records of a highly sensitive level of data, combined with and
containing textual, imagery, audio, graphics and figures—
covering most if not all the specific user, continuously updat-
ing personal data, financial, medical and other modern life
management information while ensuring the highly demand-
ing requirements of secured data maintenance.

[0018] Regarding these very high security and privacy
maintenance requirements and the users sensitivity to the fast
expanding technical means and operational trends of
exchanging financial related data and making financial trans-
actions through modern computerized communication lines
and networks, such as the interment and intranet, there is a
need to improve the presently used means and methods of the
users interaction through those networks, as they are done
today mainly only by simply providing and exchanging the
user name and password information as the only security
protection means to enable users’ access to finance institu-
tions and banks and then it enables users to execute highly
sensitive and top security demanding actions such as execut-
ing actual financial transactions and stocks trading. Itis there-
fore highly recommended and required to offer more
advanced practical new technologies based means and solu-
tions, to provide and support enhanced and improved authen-
tication, communication and data access and remote transac-
tions executions means to provide much better personal
financial data exchange, providing enhanced security for sen-
sitive and private information exchange and provide secured
and safe sensitive storage and deals executions with better
safety and security. The present lack of such improved finan-
cial transactions security management solutions, creates the
existing markets vast spectrum of mal-opportunities to hack-
ers and criminals to get access to sensitive financial data and
the related financial resources of users and organizations and
then execute criminal acts on them, related a wide spectrum of
misrepresentation based transactions by practically using
other users’ money. These criminal activities are presently
creating annually hundreds of millions of US$ direct dam-
ages to the injured users and organizations and consequently
also to the insurance companies that insure them through their
banks and their credit card companies.

[0019] In addition, there is thus a widely recognized need
for, and it would be highly advantageous also to have, a
dedicated combined computer, Internet and telephony system
supporting the multiple authentication, sensitive and very
private personal data access and storage of users personal,
financial and medical data and then supporting the daily
needs for a plurality of said system pre-registered users, to

Sep. 15,2011

securely communicate and operate their daily highly secured
data interaction needs with a multiple of authorized, approved
and secured services providers by using the system and add-
ing to it as a critical highly required to security supporting
new element by the implementation and the use of said dedi-
cated hand held devices to communicate safely though this
dedicated system getting access to said system by the use of
said hand held apparatus which has the capabilities of being a
combined multi level personal data authenticator and a
secured and encrypted mass memory of personal or organi-
zational sensitive and very private data with immediate access
to the user holding his very private apparatus wherever he
goes.

[0020] There is also a need for a highly secured and com-
puterized communication system. Such a system will be open
only to pre-registered and enhanced security check approved
clients, while the system registered clients will get access to
said system only with their system advanced, also pre-regis-
tered authentication managing token concept—is expected to
dramatically reduce the cases of criminal acts by electronic
means to execute financial deals and enable better monitoring
and detection any suspicious such deals and quickly and
easily track hackers trials to enter that secured system. The
system users interaction with the secured system enabled
only by using their tokens, will provide each such system user
an optimal way to first verify that his entry and interaction
with the system is fully authenticated and thus highly pro-
tected, then to track his deals as they are processed and to
monitor their final execution results before each such a deal is
finally approved and finalized by the user.

[0021] It is therefore highly recommended and there is a
need to have an operational and reliable solution that will
support for a multiple of registered users a secured commu-
nication and data management needs through a dedicated
system and that the system’s users will need to use their
proposed private personal tokens, operating both as a user
combined personal data authenticator and as a secured mass
memory personal or organizational portable data storage and
handling device, for providing secured and safe accesses to
said secured system and to external databases containing
sensitive private information of the system users.

SUMMARY OF THE INVENTION

[0022] The following embodiments and aspects thereof are
described and illustrated in conjunction with systems, appa-
ratuses and methods, which are meant to be exemplary and
illustrative, not limiting in scope. In various embodiments,
one or more of the above-described limitations and emerging
modern user’s growing needs have been solved, reduced or
eliminated, while other embodiments are directed to other
advantageous or improvements.

[0023] Thecoreofthe present invention is an advanced and
highly reliable new generation of physical safe entry and
secured access support tokens, in the shape of a small palm
size, hand held apparatus, geared to serve and support the
user’s secured entry needs to modern computerized systems.
The invention apparatus has an integrated highly secured
personal data communication and management capability,
combined with a built-in multi level user’s bio parameters
measurement and authentication module. In parallel, the
invention apparatus fully supports the user’s needs for
secured data communication capability, to and from a very
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large data storage capacity, solid state memory module,
which 1s an integral part and is resident within the invention
apparatus.

[0024] According to the present invention, there is also
provided highly secured personal data storage and handling
combined system—integrating computers, Internet and tele-
phony components. Supporting the system and its users
highly secured personal data handling needs, is the dedicated
present invention apparatus, having an integrated built-in,
offering multiple security level set of at least two bio sensors,
measuring the user’s unique personal biological parameters
and further providing highly reliable and safe authentication
capability, based on the processing of user’s measured set of
biological parameters. The combined system is enabling for
very sensitive personal data files, local memory and remote
data suppliers secured access, highly secured personal data
exchange and secured personal data storage, by a plurality of
users. The system’s registered users are communicating and
operating through the dedicated system with a multiple of
specially authorized services providers, by using the dedi-
cated hand held personal data authenticator apparatus, having
abuilthighly secured and encrypted mass memory for its user
personal data storage capacity, thus enabling to upload and
down load to and from the apparatus memory updated pet-
sonal data from the authorized services providers that are
pre-registered in the invention system. The apparatus com-
prises a large memory capacity solid state data storage mod-
ule, adapted to store the user personal data, while the updated
personal data is residing and readily available to the single
and unique user. The invention apparatus can serve any user
on a private and personal level, or alternatively to serve
secured data handling by employees and management of
various types of organizations for securely managing all the
inter-organization proprietary data, while each such
employee is using the hand held present invention apparatus
as a high security access key to the company’s proprietary
information. For the usage of the present invention system,
each one of the invention system’s multiple users needs to use
the invention apparatus in order to provide him or her with
secured and safe accesses to the combined highly secured
dedicated present invention system.

[0025] The existence of such a highly secured communica-
tion system, closed for access to the open public according to
the present invention, is providing a unique secured and per-
sonal data management solution that is only open to pre-
registered and enhanced security check approved clients or
users. The system registered clients are getting access to the
invention system only by using their advanced, also pre-
registered authentication managing tokens, which are the
invention apparatuses. This new concept is expected to dra-
matically reduce the cases of criminal acts carried out by
penetrating into financial computerized systems, using elec-
tronic means to execute faulty financial deals. Furthermore, it
will enable better monitoring and detection of any suspicious
such deals followed by quick allocation and capture of the
financial system intruders who have criminal intentions.
Also, it will enable easier tracking of hackers” attempts to
enter the secured system and to damage its proper and normal
functionality. The system’s users interaction with the secured
system, which is enabled only by using their personal devices,
will provide each such system user an optimal way to first
verify that his entry and interaction with the system is fully
authenticated and thus highly protected, then to track his
deals as they are processed and to monitor their final execu-
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tion results, before each such a deal is finally approved and
finalized by the user. This means that only the authenticated
user and no other user will have the possibility to have access
to the user’s personal files and accounts and to be able do any
kind of transaction with, or through them.

[0026] In another typical embodiment of the invention,
there is a method of operating the invention system compris-
ing the steps of; A) a system user first applying a step of going
through a series of multiple level bio personal parameters
measurement, processing the measured parameters and then
use the results for the user authentication; then B) enabling
the authenticated user to manage his personal data, while
getting full access to his personal data as well as the user’s
personal data updating and storage in his personal apparatus.
The process is enabled by the user safely connecting through
the invention’s system with a plurality of such highly secured
other system users and for communicating and exchanging
secured and encrypted data with a multiple of dedicated,
approved and highly secured services providers. By using the
dedicated hand held personal data authenticator having an
integrated highly secured and encrypted mass memory pet-
sonal or organizational data module, all integrated within the
invention hand held dedicated apparatus, each of the inven-
tion system’s users needs to use his or her very personal and
highly secured present invention apparatus, in order to pro-
vide him or her with a secured and safe access to the com-
bined, dedicated secured system for handling and managing a
plurality of users secured personal data.

[0027] The present invention will create a new safe and
secured communication and secured personal data exchange
and updating method for private and organizational staff
users, which is highly required for supporting the handling,
exchanging and storing of mass sizes highly personal and/or
organization private and secret data packages, which does not
exist today. The system and its operational method is also
providing the user with the capability to actively manage a
secured safe access to the mass storage data capacity of his
highly sensitive and personal data bases and to files stored and
continuously updated, by the various registered data and set-
vice providers, while using the user’s private and secured
memory partition within the present invention system
memory, structured as very large data storage capacity bank.
The user might like to get new data from the system memory
and down-load it into the present invention apparatus, acting
as his personal data storage device and also decide which part
to send to another system user, or to specific approved and
highly secured special services providers.

[0028] According to another embodiment of the present
invention, there is provided an apparatus integrated with at
least two special bio sensors and physical parameters mea-
surement means, supporting exclusively and only the appa-
ratus owner and user’s personal biological and physical body
parameters measurements and authentication, while continu-
ously conducting multiple level bio personal parameters posi-
tive authentication process of the apparatus predefined legiti-
mate physical measured parameters. The apparatus is always
encrypting and also enabling only one specific user personal
data storage, access and data exchange and serving as a mass
memory capacity personal data storage by its private user,
enabling the device personal owner to communicate and
operate through the dedicated system with a multiple of spe-
cifically approved services providers by using the dedicated
hand held personal bio parameters measured data authentica-
tor and using the built-in and integrated secured and
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encrypted mass memory personal or organizational highly
sensitive and personal data, each of the dedicated systems
users needs to use only his/her own very private apparatus in
order to provide him or her with a secured and safe accesses
to the combined and highly safe and secured system.

[0029] According to another embodiment of the present
invention there is provided an apparatus that can detect the
user’s potential emergency situation while analyzing that the
life signs measured results of the apparatus holder are not
normal, to have in the apparatus the feature of self initiating
an emergency call through the user’s connected cell phone, or
by transmitting a message though the internet when the user
is connecting his apparatus to a host computer, to get a safe
access to a remote computer center that will call for emer-
gency medical treatment or for an urgent evacuation of the
user to the nearby hospital. With the apparatus integrated
electronics and communication means the apparatus can be
easily and seamless connected to and communicate through a
modern cellular phone, or any type of a host computer with
the invention dedicated central secured personal data storage
and management computer system that will call the emer-
gency units of the nearby hospital based on the location of the
sick person which can be calculated from the user’s location
identification, information that can be derived from the inhet-
ent device location identification capability of any modern
cellular phone.

[0030] To better understand the user’s benefits of using the
invention apparatus and system, it is required to learn that
presently users are frequently losing time and again, their
saved personal and important data files, due to mechanical or
electrical failures of their electromagnetic driven hard-discs,
or suffer from sensitive data files failure or damages related to
malfunctions of their personal computers or smart cell
phones. Another source for lost sensitive data files, that many
time are of a highly personal and important data, is due to
software malfunction problems while running on the users’
personal computers or smart cell phones, such problems are
also frequently created by viruses and Adware infections in
the users’ computers or cell phones. All these problems can be
eliminated, or at least substantially reduced, if the users will
use their invention apparatus with its very large solid-state
memory data storage capacity, to serve them, as their daily
needs supporting backup memory. The invention apparatus is
therefore fully supporting of the modern user needs for a
highly reliable secured data, solid-state based memory and is
protected against viruses by embedded, related, advanced
anti-virus anti-Adware software that is frequently updating
its DB every time the user is connecting his apparatus to the
system, or to the internet through his host computer. Another
family of common cases of frequently lost sensitive and
important data files is typical to the modern users’ habits of
frequently changing or upgrading their host computers and
even more so, it is common and frequent for them to do model
changes with the users’ cellular phones. Every time it hap-
peus, the users are exposed to losing sensitive data such as a
phone books stored in their changed devices. It happens
mainly due to the user, or the related cellular service provider,
or cell phone supplier not taking enough care and not per-
forming professional and full coverage backup of all the
stored data prior to changing the computer or phone. Most
users are familiar with the cases that their electronic phone
book content was damaged, if not totally erased, when they
upgraded their cell phone. Keeping all the users sensitive
data, such as his medical records, financial records, credit
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card access data, phone books, etc on their present invention
apparatus wherein the invention system will always automati-
cally create in its own memory a backup file for every file
stored by the user on his personal invention apparatus, will
support the modern users daily and growing need not to lose
their sensitive personal data files in any of the above fre-
quently happening and common system failure and lost data
cases.

[0031] The apparatus of the invention therefore can inte-
grate allits user’s data storage needs in one small and portable
device that can store sensitive data in a secured access and
encrypted format structure.

[0032] There is a growing tendency in the recent years to
put all the modern user communication needs in his smart
cellular phone but the storage capacity and the safety of the
data the user accumulates during his daily life will be much
better managed and protected while serving the data in a
separate device as described in the invention apparatus motile
functions and capabilities.

[0033] The modern user could therefore gain the best solu-
tion for his daily needs by carrying with him and using on a
daily basis both his smart phone as well as the invention’s
apparatus. Even in cases that the invention apparatus will be
lost or stolen, the data in it as well as the user access given by
it to other service providers such as the users’ financial insti-
tutes will be secured and no access can be possible to this
sensitive data to any other person rather than the user owning
this specific apparatus.

[0034] Due to the total data handling high security and
safety by using the invention apparatus, it can serve also for
processing fully secured financial transactions, whilekeeping
full records of the transaction stages and partners, both in the
invention apparatus memory, as well as in the invention sys-
tem server memory.

[0035] In one preferred embodiment of the present inven-
tion apparatus, the apparatus is managing personal and
secured data and documentation files stored in the apparatus,
the apparatus comprising: A) a sensor module comprising a
plurality of biometric sensors for reading a plurality of per-
sonal biological identification parameters of the user holding
the apparatus, the apparatus being uniquely identified with
the user; and B) a processing module in communication with
the sensor module for processing their personal biological
identification parameters and for processing and managing
the personal and secured data and documentation files asso-
ciated with the apparatus user; and C) an authentication unit
in communication with the processing module configured to
receive and authenticate the identity of the apparatus user by
comparing the apparatus unique user’s personal biological
identification parameters, as read by the sensor module and
processed by the processing module, with a pre-recorded set
of personal biological identification parameters stored in the
apparatus authentication unit; and D) an encryption module
in communication with the apparatus processing module for
the encryption plus compression and/or decompression plus
decryption of the apparatus’s user’s data files; and E) a
memory module in communication with the processing mod-
ule and the encryption module for the storage of the appara-
tus’s user’s data and documentation files; and F) communi-
cation and data connection set of means in communication
with the processing module for connecting the apparatus with
an external device; wherein access to the user’s stored per-
sonal data and documentation files associated with the unique
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user is only enabled after positive authentication of the user’s
personal biological identification parameters by the authen-
tication unit.

[0036] In another further embodiment of the present inven-
tion apparatus, at least one of the apparatus’s integrated plu-
ralities of biometric sensors is a life signs detector, wherein
the life signs detector is configured to measure and record at
least one of the user’s life sign parameters.

[0037] Yet, in another further embodiment of the present
invention apparatus, at least one of the user’s life sign param-
eters is measured by any of a group of life sign indicators
including a body pulse rate measurement indicator, a body O,
saturation level indicator, a body heat measurement indicator,
an electro-dermal activity indicator, a body respiration indi-
cator and a physical or emotional stress indicator.

[0038] In another embodiment of the present invention
apparatus, whenever any of the group of life sign indicators
detects a critical level, the apparatus is configured to initiate
an emergency call to any of a group of registered emergency
centers, and send to the registered emergency centers any of a
group of data files containing information associated with the
user, including the identification data file of the user, personal
medical data file of the user, the measured set of life sign
parameters of the user and location of the user.

[0039] Inanother further embodiment of the present inven-
tion apparatus, the apparatus has an integrated emergency
button in communication with its processing module and the
apparatus communication and data connection means mod-
ule; and when the emergency button is being activated, com-
munication is initiated between the apparatus and any of a
group of registered emergency centers, the apparatus emet-
gency call transmitting any of a group of data files containing
information associated with the unique user of the invention
apparatus, including the identification data of the user, the
personal medical data file of the user, and location of the user.
[0040] In another further embodiment of the present inven-
tion, the apparatus is further comprising an integrated soft-
ware module that automatically detects the operating system
of the computer or cellular phone, connected to the apparatus
through one of a group of communicating devices through
which the apparatus is connected, and wherein the computer
or cellular phone have a keyboard and display units associ-
ated therewith, thereby allowing the user to interact with the
memory module and with the processing module of the appa-
ratus via the external devices keyboard and display units,
whereby the computer or cellular phone is configured to
utilize and interact with the memory module, the processing
module and the sensor module of the apparatus.

[0041] In another embodiment of the present invention,
there is provided a method for managing personal and secured
data and documentation files of a plurality of unique users,
each one of the plurality of unique users having a personal
identification unit, uniquely associated with the one user for
storing each user’s personal data and documentation files,
each of the personal identification units comprising;: a sensor
module comprising a plurality of biometric sensors; and a
processing module in communication with the sensor mod-
ule; and an authentication unit in communication with the
processing module; and an encryption module in communi-
cation with the processing module; and a memory module in
communication with the processing module and the encryp-
tion module; and communication and data connection means
in communication with the processing module. The method
comprises the steps of: a) the sensor module reading a plu-
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rality of personal biological identification parameters of the
user holding the apparatus; and b) the authentication module
comparing the personal biological identification parameters
of the user with a pre-recorded set of personal biological
identification parameters stored in the authentication unit;
and c) if the authentication unit positively identifies the user,
allowing the user access to the user’s personal data and docu-
mentation files stored in the memory module and allowing the
user to communicate with other communication means
through the apparatus.

[0042] In another embodiment of the present invention,
there is provided a system for managing personal and secured
data and documentation files of a plurality of unique users, the
system comprising: A) a system manager for managing and
updating personal data of the system plurality of unique users
and for communicating with each of the plurality of unique
users; and B) a memory sub-system connected to the system
manager to store updated personal data of each of the plurality
of unique users; and C) a plurality of personal identification
units, each of the personal identification units being associ-
ated with a unique user, each unique user being registered
with the system manager and the personal 1D data file of each
unique user being stored in the memory sub-system; and D) a
plurality of computer hosts and cellular phones in communi-
cation with the system manager, enabling the direct connec-
tion by the system manager with the plurality of unique users
through their corresponding personal identification unit; and
E) a plurality of registered emergency centers and a plurality
of registered service providers in communication with the
system manager, the plurality of service providers including
banks, credit card companies, insurance companies, clinics,
hospitals and medical insurance companies, government,
municipal and utility entities and selected websites frequently
accessed by the plurality of users; and wherein the system
manager’s access to and communication with the personal
data and documentation files stored in the personal identifi-
cation units associated with each of the unique users and to
the personal data and documentation files stored by the group
of service providers is only enabled after positive authentica-
tion of the unique user’s personal biological identification
parameters by the authentication unit.

[0043] Inyet another embodiment of the present invention,
there is provided a system for managing personal and secured
data and documentation files of a plurality of unique users; the
system further comprises: a computerized call center config-
ured to receive phone calls or emergency voice and data
messages from any of the plurality of registered emergency
centers and a plurality of registered service providers and to
communicate with any of the plurality of cellular phone and
host computers; and wherein the call center is configured to
communicate the user’s location coordinates to an emergency
rescue team and simultaneously the call center is configured
to comniunicate with any of the plurality of registered emer-
gency centers and service providers to receive the user’s
updated medical data and to transfer the data to the user’s
personal identification unit.

BRIEF DESCRIPTION OF THE DRAWINGS

[0044] The invention is herein described, by way of
example only, with reference to the accompanying drawings,
wherein:
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[0045] FIG.1is a schematic illustration of an embodiment
of the present invention related to the invention highly
secured personal data dedicated communication and manage-
ment system;

[0046] FIG. 2 is a schematic illustration of an embodiment
of the present invention block diagram related to one of its
possible conceptual modular structure and the internal sub-
modules layout and functionality of the present invention
apparatus;

[0047] FIG. 3 is a schematic illustration of an embodiment
of the present invention apparatus, related to a conceptual
external device look and functionality of one embodiment of
the present invention apparatus;

[0048] FIG. 4is a schematic illustration of an embodiment
of the present invention related to one possible flowchart of
the process for the use of the invention apparatus while inter-
phasing to a cellular phone or a host personal computer for
activation of various operations between the cellular phone
and the apparatus, while using the cellular phone or the host
computer display and keyboard hardware and functions;
[0049] FIG. 5 is a schematic illustration of an embodiment
of the present invention related to a possible flowchart of the
use of the invention apparatus to interact with the invention
system servers, starting from the user’s authentication and up
to the stage of the user getting an approved access to the
systems servers’ data and for his further interactions with the
system;

[0050] FIG. 6is a schematic illustration of an embodiment
of the present invention related to a possible flowchart of the
mode of usage of the invention system, wherein a user apply-
ing the invention apparatus to interact with the system serv-
ers, starting from the stage of the user getting an approved
access to the systems servers’ data and then the user’s further
interaction with the invention system to execute various types
of secured financial transactions;

[0051] FIG. 7is a schematic illustration of an embodiment
of the present invention related to another possible flowchart
of the use of the invention system, wherein a user applying the
invention apparatus to interact with the invention system
servers, starting from the stage ofthe user getting an approved
access to the systems servers data and the user’s further inter-
actions with the system to execute highly secured import and
export storage and processing of personal medical files;
[0052] FIG. 8is a schematic illustration of an embodiment
of the present invention related to another possible flowchart
of the use of the invention system, for a user applying the
invention apparatus to interact with the system servers, start-
ing from the stage of getting an approved access to the inven-
tionsystem servers data and then for further interaction by the
user with the invention system as required to execute upload-
ing or downloading of any user’ personal data files; and
[0053] FIG.9isaschematic illustration of one embodiment
of the present invention related to the invention dedicated
device for charging and data backup operations of the inven-
tion apparatus, the device is demonstrating one possible con-
ceptual modular structure block diagram and the internal
sub-modules layout and functionality of the present invention
device functional capabilities.

[0054] The present invention will be more fully understood
from the following detailed description of the embodiments
thereof, taken together with the drawings.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0055] Itwould therefore be highly advantageous to have a
highly confidential personal data and information manage-

Sep. 15,2011

ment and storage combined solution, both on the user’s per-
sonal portable device level, as well as the multi-users system
level, that enable improved and highly secured personal or
organizational data access, storage and management locally
and remotely, serving the daily needs of secured and highly
confidential data access of private users, as well as for large
organizations internal staff

[0056] In the following description, various aspects of the
invention will be described. For the purposes of explanation,
specific details are set forth in order to provide a thorough
understanding of the invention. It will be apparent to one
skilled in the art that there are other embodiments of the
invention that differ in details without affecting the essential
nature thereof Therefore the invention is not limited by that
which is illustrated in the figures and described in the speci-
fication, but only as indicated in the accompanying claims,
with the proper scope determined only by the broadest inter-
pretation of said claims.

[0057] Inthe following detailed description, numerous spe-
cific details are set forth in order to provide a thorough under-
standing of the disclosure. However, it will be understood by
those skilled in the art that the present disclosure may be
practiced without these specific details. In other instances,
well-known methods, procedures, components and circuits
have not been described in detail so as not to obscure the
present disclosure.

[0058] Unless specifically stated otherwise, as apparent
from the following discussions, it is appreciated that through-
out the specification discussions utilizing terms such as “stor-
ing”, “computing”, “communicating”, “authenticating”, or
the like, refer to the action and/or processes of a computer or
computing system, or similar electronic computing device,
that manipulate and/or transform data represented as physi-
cal, such as electronic, quantities within the computing sys-
tem’s registers and/or memories into other data similarly
represented as physical quantities within the computing sys-
tem’s memoties, registers or other such information storage,
transmission or display devices.

[0059] The present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment, or an embodiment containing both hardware and soft-
ware elements. In a preferred system embodiment, the dis-
closure is implemented in software, which includes but is not
limited to firmware, resident software, microcode, and so on.
[0060] Embodiments ofthe present disclosure may include
apparatuses for performing the operations described herein.
This apparatus may be specially constructed for the desired
purposes, or it may comprise a general purpose computer
controlled device selectively activated or reconfigured by a
computer program stored in the computer.

[0061] Furthermore, the disclosure may take the form of a
computer program product accessible from a computer-us-
able or computer-readable medium providing program code
foruse by or in connection with a computer or any instruction
execution system. For the purposes of this description, a
computer-usable or computer readable medium can be any
apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.

[0062] The invention data processing, managing and stor-
age system as well as the present invention apparatus are also
adapted for storing and/or executing program codes, may
include at least one processor coupled directly or indirectly to
memory elements through a system bus. The memory ele-
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ments may include local memory employed during actual
execution of the program code, bulk storage, and cache
memories which provide temporary storage of at least some
program code in order to reduce the number of times code has
to be retrieved from bulk storage during execution. Input/
output or I/O devices (including but not limited to keyboards,
displays, pointing devices, and so on) can be coupled to the
system either directly or through intervening I/O controllers.
[0063] The present invention is of a system, an apparatus
and a method combining and supporting highly secured data
encryption, personal sensitive data storage, transfer, manage-
ment and handling, carried out by and through the invention
computerized, Internet and telephony based dedicated sys-
tem. Supporting the system and its registered and pre-ap-
proved users secured access needs, is the dedicate present
invention apparatus having an integral, built in, multiple level
set of bio sensors, for collecting and measuring the device
owning user personal parameters measured data. The present
invention apparatus is used for highly reliable and safe and
approved authentication of the device owner. The invention
combined dedicated system is enabling very sensitive per-
sonal data access, personal private data exchange and per-
sonal private data storage by a plurality of similar such pre-
approved users, communicating and operating through said
dedicated system with a multiple of specially authorized and
pre-approved services providers. The system registered users
are using, as a highly safe and secured access key, their
dedicated hand held devices or apparatuses, which are acting
for each such system registered user as his personal data entry
authenticator. The invention apparatus has a built-in, highly
secured and encrypted mass memory solid state data storage
module, both of which reside within said personal or organi-
zational hand held compact size dedicated apparatus. Each of
the invention system’s pre-approved user’s needs to use his
specific personal and private present invention apparatus, in
order to provide him or her with a secured and safe accesses
to the invention combined and highly secured dedicated sys-
tem.

[0064] The principles, the building blocks and functional
modules layout and the various functional operations of a
system and an apparatus according to the present invention,
may be better understood with reference to the drawings and
the accompanying description.

[0065] Referring now to the drawings, FIG. 1 illustrates the
dedicated system 300 related to an embodiment of the present
invention, when a pre-approved user is getting an access to the
system through any one ofthe system server based multi-user
1/O terminals 362, or through any kind of a host personal
computer 360, or alternatively getting the access through a
digital landline phone 365, or a cellular phone unit, 355.
Secured access to the system is enabled by passing the user
through a sequence of at least three bio parameters measure-
ment and authentication process, carried out by the user’s
apparatus 350.

[0066] 305 is a typical landline telephone communication
network infrastructure, A user with his apparatus 350 of the
present invention may connect to a digital smart telephone
terminal 365 wherein the landline based digital smart tele-
phone terminal 365, is connected to the system manager 335
through the switch 320, the landline phone network 305 and
through a general communication Multiplexer sub-module
330. A user may connect his apparatus 350 to a smart cellular
phone 355 and his phone then connects through switch 325 to
the cellular infrastructure network 310 and from there

Sep. 15,2011

through the general communication multiplexer sub-module
330to the system server 335. Another system user may access
the system 300 through the use of his personal apparatus 350
linked to his computer terminal 360 which is connected
through the international internet network 370 to the internet
communication system server 345. 340 is a mass memory
subsystem of the invention system 300, storing and managing
the system 300 entire Terabytes order of magnitude size typi-
cal memory capacity, containing personal data of all the sys-
tem 300 users, in a highly secured, protected and encrypted
format

[0067] The entire system 300 controlled and managed by a
computerized server manager subsystem 335, is securely
transmitting and receiving, processing and storing all the
system users set of ID data and secured large memory capac-
ity personal dedicated data to be stored on the 340 storage
subsystem. The system is interphasing its activities through
the internet infrastructure 370 by using the system website
server 345. Multiplexer sub-module 330 enables the central
system server 335 communication and data transfer from the
landlines and cellular and phone networks 305, 310 through
the switches 320, and 325 and multiplexed to the system
server trough multiplexer module 330. The system sever 375
is another server subsystem of the system 300 multiple users
data management center, which manages the system secured
connection and communication through a secured firewall
gate protected switch 380, which manages the system secured
connection and data exchange communication through the
internet, or through multiple dedicated point to point commu-
nication lines and channels 386, to a plurality of pre-approved
number of government offices, municipalities and other
selected secured services and products purchasing providers
as well as external personal memory data banks that the
system needs to securely communicate and exchange relevant
data with them for its registered plurality of user.

[0068] Server 375 is also responsible for managing the
communication through a secured firewall gate protected
switch 382 which manages the system secured connection
and communication through the internet, or through multiple
dedicated point to point communication lines and channels
388, with a large number of registered banks and insurance
institutes and other financial institutes that have accumulated
and continuously updating relevant highly secured personal
data related to each of the system multiple users and that the
system 300 needs to communicate with and download and
upload data relevant to each of the system 300 registered
multiple number of users.

[0069] Server 375 is also responsible for managing the
communication through a secured firewall gate protected
switch 384, which manages the system secured connection
and communication through the internet, or through multiple
dedicated point to point communication lines and channels
390, with a large number of registered hospitals, medical
insurance companies, clinics, medical testing laboratories
and medical imaging centers that generate and have accumu-
lated and continuously updating relevant highly secured
medical personal data about each of the system users, that the
system 300 needs to communicate with and down load and
upload data relevant to each of the system 300 registered
multiple number of users.

[0070] System 300 has an emergency management inte-
grated section that enables any of the system’s registered
users to immediately connect with the system in an emer-
gency case. Connection is enabled by the user when pressing
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on an integral dedicated emergency button the user has in his
apparatus 350, when the apparatus 350 is connected to a
cellular phone 355 or to a host computer 360. In such a case,
a connection sequence is created between the user apparatus
350 and the system server 335; the system server 335 then
identifies this connection as an emergency message and
directs the emergency message to emergency server 345. The
emergency message includes a continuously updating medi-
cal and user ID details data package stored in the apparatus
350.

[0071] From the emergency server 345 the user emergency
message will be forwarded to the system’s special controls
and emergency management center 348, this emergency cen-
ter will be regularly managed by human operators for further
handling and best managing the user emergency situation.
The center 348 may then select and call through the emer-
gency management network 392 the medical rescue team
which is most relevant and geographically closest to the user,
as well as the final destination hospital or medical treatment
center and provide the emergency rescue team and the hos-
pital with the user name and ID data, his present geographical
location and all the personal and medical data files of the user
that are stored in the system memory related to this user. The
hospital will receive the specific user’s full set of relevant
health and medical related data files stored in the system
memory, while the rescue team will get only the emergency
data package stored on the user’s apparatus 350. The emer-
gency center 348 will also be able to work automatically
without human intervention and will in case of no human
presence at the emergency center 348, contact the national
medical emergency services phone number and read to them
in a synthetic voice, for example, the content of the emer-
gency message created and generated by the user personal
apparatus 350 and in parallel will transfer the same emer-
gency message content to the emergency messages reception
section at the website of the national emergency center. In the
case where the user connects to the system though his cellular
phone, the invention apparatus detects if the connected cel-
lular phone has a built in GPS unit. Since GPS is becoming a
very common module in most smart phones, then the appa-
ratus controller may read from the cell phone the local posi-
tion of the user, in the emergency case, and will be able to
transmit the user’s present location data to the system emer-
gency management center 348 for further notifying this infor-
mation to the rescue units.

[0072] A possible block diagram layout configuration of
the present invention apparatus and the related apparatus’s
user operation in using the apparatus for secured data com-
munication and storage, in a preferred embodiment of the
invention apparatus is shown in FIG. 2.

[0073] The apparatus 100 is comprised of at least 5 differ-
ent main and essential sub modules and may be also com-
prised of any combination of additional optional five sub
modules, each module providing the associated part and spe-
cial functionality features of the present invention apparatus,
special features and capabilities. Apparatus 100 preferably is
compact sized and is light in weight as possible, ergonomi-
cally designed to be easily held and operated by and within
one palm of any potential user and easily attached to the USB
or asimilar data communication port of a host computer, or of
a cellular phone. To support the need for reliable operation of
the apparatus 100 in daily use for at least several years, it may
be also designed to be highly shock and vibration resistant on
the same level of durability that modern cellular phone have,
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yet to be water resistant and to have high temperature, indus-
trial level, endurance capability. For special users in heavy
duty applications, the apparatus may also be built in and be
waterproof and will be in such cases also very durable to wide
amplitude and range of vibrations and shocks, in a wide range
of operational and storage conditions.

[0074] Module 110 is the apparatus host terminals, cellular
phones and other accessories connection support. Module
110 may include any combination of standard USB type
and/or non standard data connectors 112 extended out of the
of the apparatus case, a wireless Bluetooth communication
interphase 118, a RF medium to short range communication
interphase 117 and another in-room IR communication intet-
phase 114 data communication interphases with the outer
world, that will support quick and affordable non-contact
communication, as well as physical connection of the inven-
tion apparatus 100 to any computer terminal, mobile phone
devices, ATM and vending machines Etc. Such connectors
could be USB data connectors 112 integrated in most stan-
dard PC computers and laptops and mini USB, or compatible
Mini USB data connectors 116 that one could find in all
modern smart-phone cellular phones models. The preferred
embodiment apparatus shown in this figure has in the terminal
connection unit 110 a Bluetooth wireless communication
interphase circuit 118 to enable easy and quick data commu-
nication and non-contact short range connection to most mar-
ket’s available cellular phones, to some models of laptops and
notebooks that have built-in wireless Bluetooth data commu-
nication capability and through available Bluetooth USB
plug-in, token/dongle type devises, that enable contact-less
data communication with all modern PC and laptop/note-
book, types of host computers.

[0075] Module 120 is the module containing the apparatus
authentication dedicated set of biosensors, wherein in the
preferred embodiment demonstrated in this figure, the appa-
ratus includes two biometric sensors with different optics that
are based on imaging. Sensor 124 is an imaging camera based
sensor that images the user specific face pattern or the user’s
eye iris, and generates a set of parameters that are specific to
the user face pattern, or his iris structure and pattern, and are
based on processing and compressing the specific user face or
eye iris pattern and colors. The imaging sensor 124 may be a
conventional two dimensional Black & White solid-state
miniature camera, or a similar color camera, or a 3 dimen-
sional imaging camera that is based on the integration of
either two perspectives images 3-D conventional imaging
components, or laser holographic imaging of the user’s 3-D
face pattern. Activation of camera sensor 124 is carried out by
pressing camera on/off button; the user presses the button 196
whenever he needs to pass through an authentication process.
The camera will operate until it grabs a good quality image of
the use’s face features, to enable processing of the user’s
unique face structure parameters. After grabbing the user’s
face image the camera’s power is shut-off, in order to save the
apparatus’s battery power. If the camera does not shut down
when needed, the user can always shut the camera down by
pressing again button 196.

[0076] Imaging sensor 126 is one or more fingerprint sen-
sors thatimage and analyze the fingerprint of one or two ofthe
user’s fingerprints. Sensor 128 is biological life sign detection
and measurement dedicated electro optical sensor that
through projection of a diode laser illumination on the user’s
holding palm internal blood vessels and the detection and
processing and measurement of the back reflected light signal
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from these blood vessels, it measures the heart pulse rate of
the user, while holding the apparatus in his palm and also
measures the oxygen (O,) content in % in the user blood at
that moment. These two sensors are based on a single electro-
optical unit that projects laser or LED diodes light on the user
palm and then screens and analyses the modulation of the
back reflected light to calculate and monitor the amount of
oxygen in user’s the red blood cells and the pulsating fluctua-
tion in his blood vessels that due to the user heart bit rate. If the
user is in a stress state like the situation that he is forced to use
the device by another person, then his blood pulse rate will be
out of normal range and the apparatus will not enable the
authentication process positive termination unless the heart
bit rate will be normal again and for at least a predefined time
period. The sensor 128 will be an adaptive sensor so it will
measure the heart bit rate every time the user will use it and
will make a smart moving average of the heart pulse rate
results change in time, to act as an adaptive threshold specifi-
cally adapted to the apparatus’s personal user typical or nor-
mal heart bit rate. The O, content part of this sensor will
measure the well being of the user and will stop the authen-
tication process if there are any abrupt changes in the mea-
sures 0,%, as well as stop the authentication process if the
measured O, level is not in the normal range of 90-100%
oxygen content.

[0077] Another possible embodiment of the present inven-
tion apparatus may contain alternative life parameter mea-
surements indication by one or more sensors that can replace,
or be added on top of sensor 128, to detect the user’s evidence
normal or abnormal emotions, these are called Affect Sen-
sors. They are used to detect information related to emotional,
cognitive, and physical arousal of a user. These sensors are
coupled with algorithms that are specifically designed to dis-
tinguish and classify patterns associated with the user emo-
tional states. Among this group the apparatus may include
sensors that can detect physiological signals such as electro-
dermal activity and respiration.

[0078] Electrodermal activity may be measured by a skin
voltage sensor, like the Biowave, developed by the company
Infusion Systems Ltd. from Quebec Canada that developed a
sensor that captures the skin surface voltages.

[0079] Another similar sensor is the Skin Conductance
(SC) sensor Flex/Pro Sensor SA9309M that is sold by the US
Company WorldWorks, Unlimited, Santa Rosa, Calif. 95404.
This sensor measures the skin’s ability to conduct electricity.
A tiny electrical voltage, so small it is not felt by the user, is
applied through two electrodes, usually connected to two
fingers of one hand, in order to establish an electric circuit
where the user becomes a variable resistor. The real time
variation in conductance, which is the inverse of the resis-
tance (an alternative measure of the Galvanic Skin Response),
is calculated, changes in SC reflect changes in the activity of
the user sympathetic nervous system. As a user becomes more
or less stressed, the skin’s conductance increases or decreases
proportionally. Skin conductance, galvanic skin response and
electro-dermal response (EDR) are different terms for similar
physiological measures. The standard measurement unit for
conductance is called Siemens. Skin conductance is mea-
sured in micro-Siemens. Some biofeedback systems display
skin conductance in micro-mhos.

[0080] Module 130 is a hardware and software combined
module, containing the apparatus sub module 140 for carry-
ing out the user final authentication by first digitizing and
processing the output of module 120 set of sensors and then
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combining the measured results of the multi sensors tests
output to a final “go/no-go” user’s authentication result. Posi-
tive authentication result is only achieved when positive
results are derived from at least three biological parameters
measuring sensors 124, 126, 128, as detailed herein. This
module also includes a sub-module 150 that stores a set of
data files that are defined by the user as private, yet non-
secured, so they may be stored in the original digital format
without encryption. These data files may store the apparatus
owner full name and his national ID number or National
Security number, passport number, driver license number,
date and country of birth, address and any additional similar
information that appears in the user various cards and his
picture. This picture and also other information, such as
height and eye color, for example will be sent as a highly
reliable patient identification to the rescue team, in case of an
accident. It may also include the apparatus owner’s private
main medical data, which is needed in case of an emergency,
for initial medical treatment. The data may include medical
data such as the user’s blood type, sensitivity to medications,
chronic diseases, last standard blood tests results and the user
recent medical treatments data of the apparatus 100 owner,
for example. It may also include, name and contact details of
a selected relative/contact person to be called by the rescue/
medical team in case of emergency and the contact details of
his private doctor in case the user has a chronic disease, such
as heart or a gastro problems.

[0081] The medical emergency team may have a special
token that can be connected to the USB plug 112 in the
apparatus 100 and when needed and the emergency button
192 is pressed, then that apparatus 100 stored emergency
data, stored in sub module 150, will be automatically down-
loaded into this emergency team special token together with
the user’s picture to verify that the user’s apparatus belongs to
this specific user. Emergency button 192 may be also pressed
by the apparatus 100 user himself, in case he does not feel
well, or if he is involved in an accident. Whenever emergency
button 192 is pressed by the user, while holding the apparatus
in his hand, the user is being authenticated by the apparatus
100 controller module 160. At this stage the user’s name, his
ID data and the user emergency medical data, as stored in
memory module 150, are all sent to the invention system
server and from there to the emergency control room unit 348.

[0082] From there the emergency call will be forwarded to
various medical units through a network of dedicated com-
munication lines and the internet network infrastructure.
Using the system emergency control room and the related
user’s emergency situation maintenance service will enable a
reliable and quicker service for the user or the control room
manager to help the emergency rescue team and provide first
medical aid and other types of help from a spectrum of medi-
cal assistance units.

[0083] When the apparatus 100 needs to communicate with
the outer world through a cellular phone 355 or a host com-
puter terminal 360, it first sends the command to connect the
user apparatus to the Internet. Then the apparatus 100 sends to
the selected service provider website, the data needed to
connect the user to this specific website, such as the specific
site user’s registered user name, his password and if needed
also an account in case of a financial institute or member
number. When connected to the service provider website, in
some cases the apparatus might be requested by the service
provider website manager to provide another data file that
identifies the legitimate registered user specific apparatus by
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transferring a file containing the ID unique embedded num-
bers of the specific apparatus and its user ID data. If needed
and requested, this additional data file may also include the
user’s national 1D card number, and/or his national security
number and/or it passport or driving license number, so that
the receiving entity such as a medical institute or a bank can
compare this data to a reference data stored in its memory
before it starts secured personal data exchange with the appa-
ratus and its user.

[0084] Module 160 is the central controller and data pro-
cessing unit for apparatus 100. Unit 160 is an advanced gen-
eration low power CPU processor such as the ARM. The
ARM is a 32-bit reduced instruction set computer (RISC)
with instruction set architecture (ISA) offered by ARM Hold-
ings, a technology company headquartered in Cambridge,
UK. The relative simplicity of ARM processors makes them
suitable for low power applications and a preferred CPU
solution in mobile and portable electronic devices.

[0085] Module 160 will control the operation of all the
apparatus sub-modules, but also will do through sub-module
172 the encryption and the deciphering data processing work
carried out by memory sub-module 172 upon storage and
retrieval processes of all the highly secured user’s personal
data files, stored in the secured mass memory sub-module
174. Module 160 will also make the required data processing
on the output of the apparatus integrated at least 3 bio sensors,
done through sub-module 140. Module 140 will store the
registered user’s original, initial registration step, bio sensors
measured output for reference and module 140 will also pro-
cess the authentication parameters output data formatted ref-
erence file from the sensors reference output. Module 160
will create, via the authentication sub-module 140, the
authentication process and the related decision required to
enable operation of the apparatus 100 only by the legitimate
owner and user of said specific apparatus. Module 160 also
includes sub-module 168 that acts as the emergency button
192 interphase circuits that triggers the processing of module
150 stored data, that creates and sends a user’s private and
dedicated medical emergency situation data package when
needed to the emergency services and rescue teams and to the
system emergency center 348.

[0086] Module 160 also includes an embedded SW sub
module 162 that has the function to support the apparatus 100
automatic adaptation required to enable two way communi-
cation with all commonly used Operating Systems (OS) soft-
ware packages, resident on the external host computer or on
the cellular phone that the user has linked his apparatus 100
to. This automatic adaptation, by the apparatus’s controller
unit 160 for quick adaptation to the external CPU OS needs,
is highly required in order to operate with the host or cellular
phone in case of a simple apparatus data updating and man-
agement process, or to communicate with other users or sys-
tems, in most cases through the invention secured communi-
cation and personal data storage and management system
300; required in most cases to communicate with the outer
world. Such OS automatic identification, interphasing and
communication SW package resident in sub-module 162, can
automatically recognize, adapt itself and communicate
through data connection sub-module 110 with any host com-
puter running on Microsoft’s Windows, or Mac OS, or Unix
OS, resident in such host computer, or for interphasing with
the OS of a cellular phone, such as Symbian, or Android,
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Embedded Linux, Palm, or Blackberry OS, all commonly
used in advanced cellular phones, also called smart phones.
RIM

[0087] Operating Systems offer a number of services to
application programs. Applications access these services
through application programming interfaces (APIs) or sys-
tem_calls. By invoking these interfaces, the application may
request a service from the Operating System, pass param-
eters, and receive the results of the operation. In cases where
the host computer is one typical terminal 360 in a cluster of a
multiple array of terminals of large system, such as Unix-like
systems including http://en.wikipedia.org/wiki/Free_soft-
ware free Unix variants such as GNU/Linux and BSD, the
user interface at the host side is always implemented as soft-
ware that runs outside the host Operating System. In some
other OS like Windows, the Window manager can be part of
the operating system itself.

[0088] Whileservers generally run Unix or some Unix-like
operating system, embedded system markets are split
amongst several operating systems, although the Microsoft
Windows line of operating systems has at this time almost
90% of the client PC market, other such case OS can be Mac
OS, or Google chrome OS, or other host type resident OS.
[0089] While the apparatus controller unit 160 can auto-
matically detect and adapt itself to communicate and interact
with all commonly available Operating Systems managing
the host or cellular phone that apparatus 100 is connected to,
unit 160 also can interphase with the external host computer
or cellular phone devise it is connected with, in a way that
regardless of the type of host computer or cellular phone the
apparatus 100 is connected to. The displayed screens and the
apparatus 100 supported operational functions selection
menus that are displayed on the host computer monitor or the
cellular phone display screen may all look the same and
function in the same way.

[0090] The present invention apparatus 100 holds in its
controller’s operational memory, a dedicated software pack-
age 164 that is capable of identifying (by the SW module 162)
the Operating System of the host computer or the cellular
phone apparatus 100 to which it is connected to. Then SW
package 164 automatically converts all the prepared and
stored interaction screens and menus of the apparatus 100, to
fit the host computer or cellular phone detected operating
system and the dedicated SW package 164 automatically
makes the corrections and required adaptations in the appa-
ratus 100 to host or Cellular phone interphasing SW modules,
so that the displayed screens and menus on the host or cellular
phone screens, will always look the same to the user while
viewing the host computer or the cellular phone screens,
regardless to the specific host or cellular phone type and
model the apparatus 100 is connected to by the user.

[0091] Mass memory secured data module 170 includes the
encryption SW and hardware sub-modules 172 that will
encrypt and compress the user’s highly sensitive private and
personal medical and financial data files, as well as carrying
out the counter operations of decompression and deciphering
of the sub-module stored secured personal data when needed.
[0092] Inorder to ensure that the encryption process will be
highly immune to potential hackers trials to break the encryp-
tion code and read the personal highly secured data of the
apparatus 100 user, the encryption keys required to encrypt
and decipher the secured data in sub-module 174 will be
stored in a separate special memory partition located in the
other memory module 150 under a secured memory storage
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structure and in a way that it will be very hard for the hacker
to allocate them and use them when he might try to break the
encryption codes of the data stored in the secured data
memory sub-module 174. Sub-module 150 is part of the
memory and authentication larger module 130.

[0093] The apparatus user sub-module 174 is a very large
data storage medium based on solid state memory chips,
preferably but not exclusively of Flash memory type. An
alternative solution for the sub-module 174 may be a new
generation of erasable multiple-use memory device which is
the Nano-RAM. The Nano-RAM is a proprietary computer
memory technology from the company Nantero. Itis atype of
nonvolatile random access memory based on the mechanical
position of carbon nanotubes deposited on a chip-like sub-
strate. In theory the small size of the nanotubes allows for
very high density memories. Nantero also refers to it as
NRAM in short.

[0094] Typical storage space required in sub-module 174
will be in the range of 16-256 Gigabyte data storage capacity
and may be better configured with advanced memory com-
ponents, such as NRAMs, to have data storage capacity of up
to several hundred Gigabytes and in specific users require-
ments can be upgraded to up to several Terabytes of com-
pressed data storage capacity, while still maintaining a very
compact and minimal physical volume, as required for a
compact size hand held device, such as apparatus 100.
[0095] Sub-module 190 is a RFID receiver and transmitter
unit that enables remote identification of the apparatus and its
user by other systems which have integrated RFID units.
Sub-module 190 may support the use of apparatus 100 as an
electronic contactless key, to enable safe, secured and easy
access through secured entrance gates and doors and in other
cases also enables, by pressing the RFID button 197, the use
of apparatus 100 for safely and remotely opening and locking
private homes and offices keyless RF operated door locks and
cars.

[0096] Sub-module 198 is a RF Transceiver unit that can
receive encoded RF commands from a remotely located appa-
ratus’s dedicated charger and data backup unit 1000
described in FIG. 9. Unit 1000 is usually located at a short to
medium distance from the apparatus 100. Sub-module 198,
once triggered by a coded RF signal coming from the charger
and data backup unit 1000, will operate an electronic sound
buzzer circuit 166, located in the controller module 160, to
enable quick and easy finding and allocation of the apparatus
100 by the apparatus’s personal user.

[0097] Units 115 and 113 together, may create the com-
bined electrical power source and multiple voltage electronic
power supply sub module of the apparatus 100. Unit 115 may
be lithium, NiCd, or other dry cell rechargeable battery situ-
ated in a battery housing that can be opened to change the
battery if needed. Unit 115 may also connected to the terminal
110 through which the battery 115 recharges when the con-
nector integrated in module 110 is plugged for charging and
memory backup into the dedicated device 1000. Power sup-
ply unit 113 may provide all the required voltages to the
electronic module 160 and the memory modules 130 and 170;
also it may provide the voltages required to the sensors unit
120 and to the RF transceiver and RF ID units 198 and 190.
Apparatus’s main on/off switch 199 controls the on/off status
of the power supply unit 113 operation and though it the
on/off operational status of the entire apparatus 100.

[0098] Apparatus 100 may include, in another preferred
embodiment, an optional additional GPS module 180 that
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connects to the controller module 160 through its data bus
sub-module 182, wherein the GPS optional module 180 will
enable apparatus 100 to accurately measure and calculate the
momentary precise geographical position of the apparatus
and its user and in case of emergency, when the user will press
on the emergency button 192, or alternatively when the appa-
ratus integrated bio sensors module 120 detects an emergency
case based on a medical abnormality state of said apparatus
user, such as if the user’s pulse rate as well as his blood
oxygen saturation level are both far out of normal range and
while the user holds the apparatus in his palm and the appa-
ratus 100 is connected and communicating with the system
300 though the user’s cellular phone, or connected to any host
computer that is connected to the interet network. In this
case, the emergency updating data package stored in a dedi-
cated processing and storage sub-module 150 managed by
controller module 160, will be transferred to the system
server 345. From there, the emergency case data will be
forwarded to the system’s special control and emergency
management center 348 for further handling of the user emer-
gency situation notification and then the emergency manage-
ment center 348 will select and call through the emergency
management network 392 to the most relevant and closest to
the user medical rescue team and provide the team with the
user name and ID data, his present geographical location and
all the personal and medical data file of the user that is stored
in the system memory related to this user.

[0099] In case the system 300 does not respond, then the
apparatus’s controller 160 will automatically dial through the
connected cellular phone, and get connected with the national
medical emergency call center number and, in a synthetic
voice generated by the controller 160 special synthetic voice
circuit, will indicate the geographical position and the emer-
gency situation stored medical data package of the specific
user. Alternatively, or in parallel, in case that the apparatus
100 can be connected to the internet network by the user
through a host computer, or through a smart cellular phone,
the apparatus will then connect through the host or phone to
the website of the national medical emergency services and
will send to this website an emergency case notification and a
data file including the user name and ID data and all the
personal and medical data file of the user that is stored in the
non encrypted and open to access memory sub-module 150 of
the user apparatus 100.

[0100] It should be noted that for allocating the apparatus
and its user, in case of an emergency medical situation of the
user, the user location can be alternatively calculated and
transmitted to the user apparatus 100 by the cellular service
provider in case the user is connecting his apparatus 100 to a
cellular phone 355. These cellular phone allocation services
are offered today by most cellular services providing compa-
nies. Such a connection was previously explained in the sec-
tion covering system 300 structures and operational method.
Therefore the GPS sub module 180 in apparatus 100 is
optional in cases of a need to get more precise user’s geo-
graphical allocation data and might be integrated into appa-
ratus 100 only for users who want a better positional accuracy
indication to the rescue and medical teams, in case of emer-
gency to the apparatus 100 user.

[0101] Apparatus 100 may include in its modular structure
two additional optional modules as well as the GPS optional
module 180. One additional optional module 185 may be a
display and touch screen optional module 185 that enables a
user using the apparatus 100 to communicate with the remote
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system 300 and to get access and communicate through
menus and data typing through the internet with external
services providers without the need for the user to have an
external cellular phone or to connect to a host computer.
Touch screen module 185 will communicate with the appa-
ratus’s controller module 160 through bus 182 and interphase
sub-module 169 An optional third module 195 is a cellular
modem acting as the apparatus data communication module
that when connected to the apparatus’s computer controller
module 160 through data bus 182 and the interphase sub-
module 169, it will support the full scale operation and the
execution of all the apparatus 100 functions without the need
for connection to an external host computer or to connect the
apparatus to a cellular phone. Integration of optional modules
195 and 185 might have some drawbacks such as the need to
have an apparatus 100 in a much larger size, it will have more
power consumption and shorter battery charging life cycle, it
will have higher price and operational costs as it functions as
a cellular phone and needs to be registered at a cellular com-
pany and what is more important is that it will have very
limited user interaction functionality due to the small size of
the apparatus display and visual keyboard.

[0102] Another embodiment of the present invention appa-
ratus, demonstrating one preferred embodiment of the inven-
tion apparatus, related to the apparatus physical structure,
design and look, demonstrating also its related I/O inter-
phases and its multiple sensors integration preferred solutions
as integrated in the apparatus 100 specific embodiment
design and structure, are shown in FIGS. 3A and 3B

[0103] Apparatus front view 200 as appears in FIG. 3A,
shows the front side view of a preferred embodiment and
apparatus view 200A shows the rear side view of the same
embodiment of apparatus 100.

[0104] Element 210 in the apparatus 100, as seen on the
front view 200, is an extending magnetic card thin profile
element, that enables interphasing the apparatus 100 with
magnetic cards readers/writers such as those one can find in
any shop, or gas stations or ATM machines. Magnetic card
element 210 is designed to be normally concealed within the
apparatus 100 case and can be extended out of the housing by
the user for easy interphasing to and interaction with any
magnetic card reader and then exchanging data and further
enabling the execution of a transaction through any ATM
machine or any purchasing point magnetic card reader. The
extension of the magnetic card element out of the apparatus
100 case can be carried out by the user fully pulling out and
extending this element 210, only if first it is enabled by the
apparatus controller 160 in FIG. 2, by releasing in apparatus
100 an internal electronically operated safely locking pin,
situated inside the apparatus 100 housing, The safety pin is
released by controller 160 in FIG. 2, only when the original
apparatus 100 owner and user is actually holding the appara-
tus in his hands, and only after the user has been recognized
and positively authenticated by the apparatus controller 160
while comparing the measured bio sensed set of parameters
of the apparatus present holder, to the set of parameters,
stored in the apparatus’s authentication memory sub-module
140 in FIG. 2 for the relevant bio sensed parameters of the
apparatus 100 legitimate user and owner.

[0105] Each of the two elements 260 and 265 represents the
dual selectable, user’s personal bio ID sensor units, compris-
ing the group of sensors including but not exclusively, an
imaging sensor, a fingerprint scanning and analysis sensor, a
user iris reader sensor, and a 3D holographic or laser scanning
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imaging sensor. In the preferred embodiment shown in appa-
ratus 100 front view 200, the aperture 260 belongs to a camera
that takes high quality still pictures of the users face and then
process it to set of parameters that have very high reliability in
exclusively characterizing the user by a set of personal ID
characterizing parameters that are related to the user face
structure and the measured distances between his main face
elements. Element 262 is the ON activation button of the
sensor 260, to save apparatus 100 battery power consump-
tion, the sensor 260 deactivates itself whenever it has accom-
plished a satisfactory result of grabbing the face image of the
user.

[0106] The aperture 265 in the described apparatus front
view 200 embodiment belongs to an electro-optical sensor
that takes high quality images of the user’s eye iris and its
specific patterns and colors, and then processes it to set of
parameters that have very high reliability in characterizing
the user related to the specific user’s eye iris structure and
colors.

[0107] Element 220 in the apparatus 100, as seen in front
view 200 is an extendable or fixed USB connector or any
similar industrial level available data access connector that
can be used when the user wants to connect the apparatus 100
to his host PC computer or to connect to any multi-user
computerized server based system, using a computer terminal
that has data interphasing capability with a data connector of
any kind integrated into the computer terminal. Element 295
in the apparatus’s front view 200, is a fixed or an extendable
mini USB data transfer connector or any other industry data
mini size connector equivalent, that is integrated into all mod-
ern cellular phones, a connector that can be used when the
apparatus 100 user wants to connect to the outer world
through his cellular phone.

[0108] Element 262 is the on/off switch of the camera 260
unit. Element 280 in this preferred embodiment of apparatus
100, is a third biosensor unit that executes a fingerprint scan-
ning and analysis of the user’s thumb finger if he is right
handed and naturally holding the apparatus 100 in his left
palm.

[0109] Element 270 in this preferred embodiment of appa-
ratus 100, is a forth optional biosensor unit that executes a
second fingerprint scanning and analysis of the user’s left
hand middle finger, if he is right handed and naturally holding
the apparatus 100 in his left palm.

[0110] Element 254 is an optional back lighted LCD dis-
play and touch screen unit, that can be integrated to the
apparatus 100 for users that do not own a smart phone and do
not have easy access to a host computer and they need to
interact with the apparatus 100 controller and review the
menu screens and communicate with the system 300 servers
as well. In such a user demand, the apparatus 100 optional
configuration should support and be supplied with the
optional cellular modem 195 (in FIG. 2) that enables the
apparatus 100 to function also as a simple cellular phone,
while dialing out and interaction with the apparatus will be
carried out by the touch screen functional capabilities which
are a part of this display unit option 254 for apparatus 100
(external view 200).

[0111] Element 290 in front view 200 of this apparatus 100
preferred embodiment is a general on/off switch of the appa-
ratus 100 which has an integrated ON status indication red
light emitting LED.

[0112] Element 240 are press button functions for the appa-
ratus 100 integrated RF sub-module communication and



US 2011/0224509 Al

RFID activation switch, for remotely operating and securing
operations such as contact-less access to secured sites, com-
munication with advanced contact-less ATM machines, smart
cards readers and RFID operated door locks and car doors
and/or ignition switches.

[0113] Emergency button 215, is used for pressing by the
user in case of emergency, in such a case apparatus 100 is
connected and communicating with the system 300 if the user
is connecting his apparatus 100 to his cellular phone, or if he
connects his apparatus 100 to any host computer that is con-
nected to the internet network.

[0114] Apparatus 100 back view 200A shows the rear side
view of the same preferred embodiment of the apparatus 100
shown front view 200.

[0115] Element 250 in view 200A is the sensing aperture of
the life signs detection biosensor to sense and indicate the
real-time operation of the invention apparatus 100 by a living
and healthy human operator. This sensing function is carried
out by a dedicated sensor or combined set of sensors, which
may be selected of a list of possible life signs indication
bio-sensors and will be one or more possible bio-sensors
selected from the group containing at least a body tempera-
ture measurement sensor, a body pulse rate measurement
sensor, a body O, saturation level sensor, an electrodermal
activity sensor and a respiration sensor. The preferred
embodiment shown in apparatus 100 view 200A behind aper-
ture 250 may have a dedicated integrated life signs measure-
ment sensor module, made of such combined and integrated
two life signs indication dual channel electro-optical sensor,
that measures and performs simultaneously both human body
pulse rate in one channel and blood O, saturation level in the
other channel, which is offered by the company SPO Medical
Equipment Ltd., of Kfar Saba, Israel (www.SPOmedical.
com)

[0116] Element 297 of view 200A is the external opening
lead and cover of the rechargeable battery housing of the
apparatus 100. The rechargeable buttery in the housing can be
replaced or checked by removing the cover lead 297.

[0117] While the invention apparatus has been described
with respect to a limited number of embodiments, it should be
appreciated that many variations, modifications and other
applications of the invention apparatus may be made.

[0118] Onepossible flow-chart of the sequence of steps and
related process, generally designated 400, needed for the use
of the invention apparatus while interphasing to a host pet-
sonal computer, or to a cellular phone, for activation of vari-
ous operations between the cellular phone/host computer and
the apparatus, while using the cellular phone display and
keyboard operational functions, or the host PC monitor and
keyboard, for the user’s interaction with the invention appa-
ratus, is shown in FIG. 4.

[0119] Stage 401 connects the apparatus 100 to the cellular
phone mini USB or compatible connector or connecting
apparatus 100 regular USB to a personal computer and then
the user is switching on the apparatus 100.

[0120] Stage 402: checks whether the user is properly hold-
ing the apparatus 100 in his palm to enable reliable and
accurate sensing of the apparatus integrated set of sensors.
[0121] Instage 403, the user is starting executing the appa-
ratus 100 user’s authentication sequence through the execu-
tion of the holding user biometric required parameters testing
process, which is based on the measurement and processing
of at least three biometric parameters (as described herein in
one preferred embodiment). As will be appreciated by per-
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sons knowledgeable in the art, in another embodiment, fewer
biometric parameters, such as at least two parameters, may be
processed. In executing a biometric testing process: First
tested parameter is a life sign indication sensor output either
his pulse rate that should be normal in a predefined normal
non active state range, say 50-80 PPM, or his O, saturation
level that should be in the normal range of 90-100%, or both
should be normal, or his body temperature that should bein a
normal range of 36-41 degrees centigrade. Second tested
parameter is to measure and evaluate the first one of the user’s
two biometric measured parameters, such as one or two of his
fingers fingerprints, and/or the apparatus holding user face
pattern set of measured parameters and/or the user measured
and analyzed iris pattern. Third tested parameter is to measure
and evaluated the user second measured biometric parameter,
such as one or two of the user fingerprints, and/or the appa-
ratus holding user face pattern set of measured personal
parameters, and/or the user’s detected eye iris pattern.

[0122] In Stage 404, the at least three presently measured
parameters are authenticated when compared and analyzed
by the apparatus 100 internal controller and data processing
unit 160. The at least three presently measured parameters are
compared to the previously measured, analyzed and stored
identical at least three parameters of the same apparatus
owner stored in memory unit 140, Upon authentication a
positive response is created by the apparatus 100 and it con-
tinues to stage 406.

[0123] Iftheauthentication process fails, then the apparatus
100 controller unit 160 shifts the apparatus 100 to stage 405,
wherein the apparatus shuts itself off and blocks the apparatus
from further use or operation for a predefined time duration.

[0124] In stage 406, the apparatus unit 160 sends to the
cellular phone or to the host it is connected to through inter-
phasing unit 110, a request to identify the operating system on
which the phone or host unit is running on.

[0125] Instage 407, if the unit 160 gets a positive response
of identifying a known operating system that is in the appa-
ratus memory bank then it initiates the operation of the related
stored operating system dedicated communication interphas-
ing SW package and it continues to stage 408,

[0126] Otherwise it goes back to stage 405 wherein the
apparatus 100 controller unit 160 is shutting-off the apparatus
and blocks the apparatus from further use or operation for a
predefined time duration.

[0127] In stage 408, the apparatus initiates a main menu
screen, displayed on the cellular phone or host PC screen
enabling the user to select between four options:

[0128] A:410—retrieving stored data from the apparatus’s
memory going to stage 411;

[0129] B: 420—saving a file from the host or the cellular
phone memory into the apparatus memory 150 or 190, going
to stage 421;

[0130] C: 445—searching in the internet for a website of a
selected medical institute, or financial institute, or other,
going to stage 430; and

[0131] D: 450—by selecting in the menu to go to stage 451,
itis exposing to the user a frame that enables the user to select,
retrieve or update data and information from and into the
apparatus 100 stored data that creates for the user a handy
organizer function, including the user’s various types of
needed to be easily accessible personal stored data, that
includes a personal tabular data-base of all the user’s set of his
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registered member data for his frequently visited websites
452 and official certificate cards 454 and point of sale service
providers 456.

[0132] Stage 452 provides the user with the user’s ID num-
bers, User names and password codes for all his favorite
websites that require registration and personal organizer, as
well as the user’s personal phone book and important memos
[0133] Another option which may be selected is 456 in this
menu. It is implemented in case of a user using the apparatus
for purchasing at a store; the user can show the merchant his
apparatus’s stored face picture, so the merchant can compare
it to the user face that he observes in real time before approv-
ing and finalizing a transaction with the user. Option 454 is all
the official cards (certificate) a man need like passport, driv-
ing license and so on.

[0134] The process may be terminated by selecting and
shifting to final stage 999.

[0135] Instage 411, the user is exposed to a new screen of
the cellular or the PC host display with options to select from:
A) selecting 412 for medical data; B) selecting 415 for finan-
cial data; and C) selecting 416 for other personal data.
[0136] In stage 412, the apparatus initiates a menu dis-
played on the cellular phone or host screen, wherein the user
can select from the options:

[0137] A) injured/checked body part, B) ID code of the
requested medical doctor, C) required HMO (medical
insurer) and D) Required hospital, then moving to stage 413.
[0138] Instage413, the apparatus initiates internal memory
search for retrieval and display of the relevant data stored in
its memory units 150 and 170.

[0139] In stage 414, the apparatus supports operating
usable applications enabling the user to compare stored medi-
cal/financial/other data from various periods/dates and data
sources;

[0140] Instage 418, the operational sequence take the appa-
ratus back to stage 408 where the user can select a new option
[0141] In stage 415, the user can select from the related
hierarchical composite screens by using typical keywords for
feeding in, or retrieving the user personal DB stored data
retrieval, from the 5 or more keywords search options: A)
Bank B) Insurance company/financial institute, C) Date, D)
Credit/Debit transaction deal, E) Type of expenditure/income
counter account for the transaction, then the sequence moves
back to stage 413 to retrieve from the database.

[0142] In stage 416, the user gets a menu screen to select a
subject to retrieve stored data from the subjects used as search
keywords.

[0143] Instage 417, the user select keys to retrieve the data
refers to the subject he has chosen in stage 416, than—goes to
stage 413.

[0144] Stage 421 refers to saving new data logically emerg-
ing from stage 408 main menu, a screen appears on the
display of the host or the cellular phone, requesting keywords
for data storage—file subject and date are the main keywords
and the user can select up to 5 additional data storage keys,
suggested from a readymade list, said list is different for each
subject like described in stages 411 and 415.

[0145] In stage 422, the apparatus controller adds one digit
to the last processed user’s personal data base record number
and this number will be the record number to the newly saved
record in the apparatus memory.

[0146] In stage 423, the controller creates an encrypting
code for each newly processed Record and saves it into the
apparatus 100 secured mass storage module 170.
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[0147] Instage 424, the apparatus 100 controller 160 shifts
the user screen back to stage 408 menu selection screen.
[0148] In stage 445, the user selects the menu option of
getting access to the Internet.

[0149] In stage 430, the user sees on the host or cellular
phone screen a list of preferred favorite sites whichhave in the
personal secured data of the apparatus’s personal user. In
stage 431, if the user clicks on any one of them then the
controller moves to stage 432, or if the user clicks in an open
data feeding field new website address, then the controller
160 moves the sequence to stage 435.

[0150] In stage 432, the controller 160 detects the URL
(internet address) of a user selected preferred favorite website
and then the controller feeds in from the memory 150 the
stored specific site predefined user name and password into
the selected page user ID data feed spaces to enable the user
to get easy and automatic access to any such selected favorite
website as a registered and access authorized member.
[0151] Instage 433, thehostor the cell phone automatically
moves to display the first registered user’s website entrance
screen at the selected website address, to display the selected
site registered members home page and to enable the user to
further interact with the selected website and associated per-
sonal data he may wish to find there, like his personal medical
tests results, prescriptions and bank statements.

[0152] Instage 434, a screen appears requesting the user to
either save his personal data he got from the website he has
visited going back to stage 421 how to save this day and under
what search keys, alternatively the user can go back to stage
408 where he can choose another apparatus operation
optional activity from the main menu.

[0153] Instage 435, the user gets an internet screen and he
types a new address as he likes and gets his wanted informa-
tion. In stage 436 the controller generates a two options
selection screen one is to save the retrieved personal results in
the Device 100 memory then it goes to stage 434, otherwise it
suggests the user to purchase a service or a product than it
goes to stage 437.

[0154] Instage 437, the user is asked if he wants to use the
details of the credit card from the apparatus

[0155] Stage 438 requests the user to define the kind of
credit card the user wants to execute, and the selected pur-
chase transaction, after selecting the preferred user credit card
for this transaction, the controller takes from the apparatus’s
secured memory 170 the file containing the user’s credit card
number, the user name, card expiration date and the other card
secret code number and sends this data to the vendor (stage
439).

[0156] In stage 440, the transaction is then approved.
[0157] Instage 441, a screenappears questioning the userif
to save the transaction details and then go to 421 and if not the
user may be transferred and select another activity option
from the main menu screen 408.

[0158] Stage 999 takes the user out of the apparatus to host
operational process and disconnects all communication
between the apparatus 100 and the host computer or the
cellular phone.

[0159] A possible flowchart of the process steps, generally
designated 500, associated with the use of the invention appa-
ratus while a user is establishing a connection with the inven-
tion system and applying the invention apparatus to be
authenticated and get access to the system servers, is shown in
FIG. 5. The described process 500 in this flowchart is starting
from the user authentication stage up to the stage of getting an
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approved access to the system servers’ data and for the user
further interaction with the system to fulfill specific data
search and updating tasks, is shown in FIG. 5.

[0160] Stage 501, connects the uset’s apparatus 100 to his
cellular phone mini USB or a compatible connector, or con-
necting the apparatus USB connector to a USB slot in a
personal computer, or establishing a Bluetooth wireless data
connection between the apparatus and the user’s cellular
phone, when the user switches on the apparatus 100.

[0161] Instage 502, the user holds the apparatus 100 in his
palm, pressing his fingers to the fingerprint sensors 270 and
280 as seen in FIG. 3A, looking into the apparatus camera
aperture 260 and/or focusing his line of site to the center of the
iris imaging sensor aperture 265. In parallel, on the other side
of the apparatus, the user is attaching his palm to the physi-
ological sensor aperture 250 which senses’ the user’s heart bit
rate and his blood oxygen saturation level sensing his blood
then pressing the on/off button 290 that starts the authentica-
tion process.

[0162] Instage 503, the apparatus then executes a biometric
sensing and testing sequence of the holding user three bio-
metric parameters. One is a life sign indication sensor (128)
output, either his pulse rate that should be normal in a pre-
defined normal non active state range, say 50-80 PPM, or his
O, saturation level that should be in the normal range of
90-100%, or his body temperature that should be in a normal
range of 36-41 degrees centigrade. The other two measured
and evaluated parameters are the user’s one or two of his
fingerprints, and/or grabbing and processing the holding user
face pattern set of measured parameters, and/or the user eye
iris image grabbing and then analyzing the iris image struc-
ture and pattern.

[0163] Stage 504, is a junction point for options evaluation
and decision stage. [fthe user’s measured and processed set of
bio parameters fits to the apparatus’s original user’s first reg-
istration stored set of bio parameters in unit 140, then the
process continues to stage 506, otherwise the process stops at
stage 505.

[0164] Instage 505, the user receives a text message on the
connected cellular phone or host computer screen that the
authentication process failed and the apparatus then shuts off
and the user needs to restart and repeat the same process till
that stage.

[0165] In stage 506, the apparatus controller checks the
results of the user’s now measured life indication sensor
output and if the measured parameters are different in more
that 15% than the user’s moving average results of previous
life indication tests, then it goes to stage 524 if the difference
is less than 15% then it continues to stage 507.

[0166] Instage 507, the user gets a menu screen on the host
or cellular phone display that enables him to choose either to
be connected with the invention system for further interaction
in stage 508, or to continue working only on interactions with
his host computer or smart phone, in stage 408 as described in
process 400 above.

[0167] Instage508,ifthe userisanew user that it is his first
interaction with the invention system, then he has to pass a
testing and verification procedure to verify that he is the
legitimate owner of the specific apparatus having the appara-
tus’s registered product embedded serial number and there-
fore the process continues to phase 522 which requires the
user to visitin person a service station ofthe invention system
and identity himself in person as well as his personal appa-
ratus in front of an employee of the system, a procedure which
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will be done in stage 509. If the user is not a first time system
entry user, then the process goes to stage 530.

[0168] In stage 509, the user identifies himself in front of
the system employee by showing his national ID card and at
least one additional ID document such as a passport or a
driving license, for example, then the invention system
employee reads the embedded serial number of the apparatus
by connecting the apparatus to the system computer terminal
and then this number is automatically fed into the system
memory to the same temporary file where the employee will
manually feed the user’s set of ID data including his national
ID number, nationality, full name, date of birth and his resi-
dence address.

[0169] Instage 510, the invention system registers the user
as a new customer and opens a dedicated new customer basic
data file in the system memory and allocating for that user
data file a predefined dedicated and private memory space in
the non secured section of the system memory. The system
manager registers each user and stores the personal ID data
file of each user in a memory sub-system connected to the
system. The registration further includes an additional step
wherein the system manager generates for each user N pairs
of two different randomly selected alphanumeric characters
strings; each of said strings is combined of n alphanumeric
characters in length.

[0170] The system manager stores the N pairs in the system
memory sub-system and also sends the n characters strings N
pairs to be stored in the user personal apparatus. In stage 511,
the apparatus, while still connected to the system computer
terminal, generates a random alphanumeric data string with L
characters that will serve as the unique user secret access code
to his secured private memory partition in the system
memory.

[0171] Instage 512, the processed L. characters string is fed
to the invention system and is checked by the system com-
puter if the processed L characters string has not already been
processed and fed to the system memory in the past by
another registered user’s apparatus. If the system computer
finds in its records an identical memory ID data string of
another already registered user then it goes back to stage 511
and then the apparatus generates a new randomly selected
string of L alphanumeric characters. If the system could not
find in its records an identical memory ID data string already
dedicated to and serving another registered user, then this
string is selected to be the new secret access code for the
newly registered user.

[0172] In stage 513, the system computer creates for the
newly registered user a secured private memory space in the
system mass memory thatit will be defined and will be further
allocated for this user and could be accessed only by using the
specific user secret access code with [ characters data string,
which is stored only in the user’s own apparatus.

[0173] In stage 514, the user and the system employee
receives a written displayed message from the system com-
puter saying that the new user registration has ended success-
fully and the user can from now on work with and interact
with the invention system from any remote location while
using his registered personal apparatus for identification and
authentication. The user and his apparatus when connected to
any cell phone or host computer can now be transferred to
work in stage 515.

[0174] Instage 530, and upon normal initiation of commu-
nication between the system manager and each user, the sys-
tem manager may further communicate with the user and first
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compare the user’s ID data file and his personal apparatus
unique embedded characterizing serial number, as stored in
the user’s personal apparatus, with the corresponding user’s
and apparatus’s identification data stored in the system
memory module. If the two sets of identification data match,
then the system manager sends a first string of the stored N
strings of coded alphanumeric data to the user’s apparatus and
the user’s apparatus responds with the second matching string
from the same stored pair of coded alphanumeric data
uniquely associated with the user’s apparatus and the system
manager compares the received second string of coded alpha-
numeric data with a second string of coded alphanumeric data
pre-stored in the system’s memory. Then the system manager
compares for consecutive M out of N times the received
additional different strings of coded alphanumeric data pre-
stored in the memory of the user’s apparatus that is associated
with the unique user, with the additional strings of coded
alphanumeric data pre-stored in the memory of the system.
[0175] Instage 531, if all M strings of coded alphanumeric
data match, then the system manager authenticates the user
and permits the user access to the system and the process goes
to stage 515. Otherwise, the system goes to stage 505 which
ends the session.

[0176] Instage 515, the user is already a system registered
user and can be connected to the system after a short identi-
fication and authentication sequence, as detailed herein. In
this stage, the user selects from the main menu displayed to
him on his host screen; he can choose the option to work and
interact with the system and can choose between several
interaction options. If the user chooses to work in the unse-
cured part of the system-stored data, the user chooses the
menu option that transfers him to stage 520. If the user
chooses to work in the user’s secured and protected part of the
system stored data, then he chooses the menu option that
transfers him to stage 516. If the user chooses to work and
interact through the systems on his financial and insurance
issues, the user can do it through the system and can get safe
and secured access to all his relevant banking services, insut-
ance companies, investment houses, pension funds, etc. All
the relevant data is being easily accessed and managed by the
system through a dedicated menu screen, the user chooses the
menu option that takes him to stage 518. If the user chooses to
work and interact through the systems on his medical issues
and through the system to get access to all his relevant medi-
cal services, hospitals, and clinics data, all managed by the
system through a dedicated menu, the user chooses the menu
option that takes him to stage 720. If he wants to end the
interaction with the system, the user chooses option 999 that
closes the communication with the system,

[0177] 1Instage 516, the user’s apparatus sends, via the host
or cellular phone that is connected to, the system, secured
access code which is the memory ID data string created in
stage 512.

[0178] In stage 517, if the string is recognized as a legiti-
mate string associated with the user, the processes continues
to 801, otherwise it shifts the user to stage 515 and shows him
again the main menu with several choice options.

[0179] In stage 518, the system checks at the background
all the time if the user has pressed on the emergency button, or
alternatively in stage 524 if the physiologic sensor detects
abnormality in the user physical condition and it sends an
alarm that the user is not in a normal health condition. If an
emergency is indicated, then the system goes to stage 525,
otherwise it continues to stage 650 for processing financial
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oriented activities. The system continuously checks that the
user is connected to the financial section of its services, if the
user has pressed the emergency button of his apparatus, or
alternatively in stage 524 if the physiologic sensor detects
abnormality in the user physical condition and it sends an
alarm that the user is not in a normal health condition, and if
ves the system goes to stage 525 and the user’s interaction
with the system supported financial services section, stops.
[0180] In stage 520, the user (after the stage of requesting
interaction with non secured data and the user’s apparatus) is
requested by the system to transfer to the system the ID data
of the user and the apparatus embedded serial number from
the apparatus memory.

[0181] In stage 521, the system checks if the numbers and
data stored in its memory are matching those received from
the linked user’s apparatus and if positive it continues to stage
545 for further interaction with the system and external ser-
vices providers and if not it goes to stage 522 for a second
authentication stage.

[0182] In stage 522, a second human operator based
authentication sequence is undertaken with the user at the
system clients security center, to check if the apparatus
belongs to the user that holds it, this process is carried out
every time the system does not authenticate the user during
any of the user’s access checking stages, as detailed in stages
516 and 517 and/or in 520 and 521. The employee at the
system security center checks if the legitimate apparatus user
face picture stored in the apparatus memory matches the face
of the user that came to the office; the system employee also
asks the user to operate an authorization process with the
apparatus he claims is his, in front of the system employee. If
that second human supervised authentication process results
are negative then it starts a security investigation with that
user.

[0183] Stage 525 is related to an emergency case message
received at the system’s special control and emergency man-
agement center 348. The center 348 team automatically
receives, from the user’s apparatus through the communica-
tion lines, the entire user’s ID data stored in the user’s appa-
ratus including his national ID number and his medical insur-
ance number and the name of the medical insurance company
is registered in. In addition, the center 348 team receives the
data on the user’s emergency contact person as stored in his
apparatus memory

[0184] In stage 526, the emergency center team may con-
tact this person via his cell phone and also contact and request
the user’s emergency case contact persons to get to this person
detected location, as soon as possible.

[0185] In stage 527, if the emergency center is calling and
the user is answering his phone and requesting for medical or
other type of immediate help, then the process goes to stage
528. Otherwise, the user may get access to his most updated
medical records stored in the system memory, in a process
undertaken in stage 720 and then the user may download them
to his apparatus through the host computer or cell phone,
before he goes by himself to get medical assistance.

[0186] In stage 528, the emergency center team are calling
the user location rescue team nearest to the user and giving
them by phone the user’s exact location and a briefing on the
user’s medical emergency case records, as stored in his per-
sonal apparatus. In parallel, the emergency center team
updates all the medical records of this user, stored in the
system memory and prepares a full medical file report on this
user, which is transferred electronically or by fax to the emer-
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gency room team in the selected hospital—to which the res-
cue team are intending to take the user to, for further treat-
ment.

[0187] In Stage 545, the user is connected to a menu that
supports all the user’s needs to deal with and interact with
non-secured personal data and connection related with the
user interaction needs with government and municipalities
institutes, universities, customers’ clubs, for example.
[0188] In Stage 650, the user is connected to a menu that
supports all the user’s needs to deal with and interact with
secured personal data related with the user interaction needs
with banks, other financial institutes, insurance companies,
etc.

[0189] In Stage 720, the user is connected to a menu that
supports all the user’s needs to deal with and interact with
secured personal data related with the user’s interaction needs
with hospitals,

[0190] Instage 801, theuserreceives on his host display the
menu related to storage and retrieval of his secured personal
data to and from his personal apparatus.

[0191] In stage 999, the user interaction with the system
ends, or the user may choose to be transferred back to the
interaction with the system main menu, which is represented
by stage 515.

[0192] Another possible flowchart of the process steps,
generally designated 600, associated with the use of the
invention apparatus and the user interaction with the inven-
tion system done after the stage wherein the user is positively
authenticated and obtains an approved access to the invention
system and then establishes a connection with the invention
system. The described process 600 in this flowchart is starting
from the stage when the user is obtains a secured access
through the system to various kinds of banks, credit card
companies and financial institutes, as needed to fulfill specific
related data searches and for records updating and executing
financial transactions the process starts when the user has
reached the first stage and start of process 600 in the invention
system user’s access creation process, is described in FIG. 6.
[0193] In the first stage 650 of process 600, the user
receives a menu screen enabling him to choose a credit card
company shifting to stage 664, a bank company shifting to
stage 651, or to an insurance company shifting to stage 671. If
the user dose not wants to proceed in any of these routes, he
can choose to go back to the previously described stage 515 in
FIG. 5.

[0194] Instage 651, the user has chosen the bank selection
option and obtains a list of the system registered banks menu,
to select the bank he is interested in, or that he has an account
in it.

[0195] In stage 652, the invention system is connecting
through a highly secured communication line with the user’s
selected bank and the specific branch he works with.

[0196] In stage 653, the uset’s apparatus is sending to the
selected bank and branch the user’s bank account and the
user’s ID data (e.g. username and password) in the format
requested by the specific chosen bank.

[0197] In stage 654, the bank computer is allocating in its
memory the specific user registered bank access permit data
details and the account status and compares them with the
user’s related details derived from the user’s apparatus
memory, if the details are matching and the requested bank
account is found in the bank records, then the process goes to
stage 655; if not the user goes back to stage 650.
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[0198] In stage 655, the user receives a menu to choose
from, retrieving details from his account or executing finan-
cial transactions. If the user wants to execute financial trans-
actions in his account it goes to stage 656. If the user wants to
retrieve the details of a past transaction he will choose and be
transferred to stage 660.

[0199] Instage 656, the user chooses between charging his
electronic purse section in his apparatus secured memory
sub-module with money, by continuing to stage 658, or
choosing a money transfer operation to a third party account
by going to stage 657.

[0200] In stage 657, the screen of the host, through which
the user is securely interacting with the bank’s computer
through the invention system, requests the user to fill in the
empty fields on the screen the name of the third party, his
account number and his bank and branch details.

[0201] In stage 658, the host screen requests the user to
enter into the empty field in the screen the amount to be
transferred.

[0202] In stage 659, if the transaction is approved by the
bank, it goes to stage 662; if not the process goes back to stage
655.

[0203] In stage 660, a screen on the host display requests
the user to enter the parameters of the financial details he
wants to retrieve, regarding the time range of transaction
dates or transaction numbers.

[0204] Instage 661, the bank retrieves the requested finan-
cial data, sends it in a highly secured way via a dedicated
communication channel to the invention system, and through
the system the relevant user’s financial data is then transferred
and displayed on the user’s host computer screen.

[0205] In stage 662, the user receives a screen on his host
asking him to choose how he wants to store the requested
financial data. He can choose between storing it in his appa-
ratus memory, or in his personal data memory sector at the
system data bank, or in both memories in parallel.

[0206] In stage 663, the process goes back to stage 801 as
described in FIG. 8.

[0207] In stage 664, the user receives a menu screen to
choose from a list of credit card companies or to go back to
stage 650.

[0208] In stage 665, the invention system connects to the
selected credit card company.

[0209] In stage 666, the user’s apparatus sends the credit
card company via the system in a secured format, as agreed
with the specific credit card company, the user’s credit card
number and the additional credit card data associated with the
user name.

[0210] Instage 667, the credit card company may approve
the card and the process continues to 668, otherwise the
process returns to stage 664.

[0211] In stage 668, a screen on the host display requests
the user to fill in the details of the entity that should get the
funds and the amount of money to credit the selected entity.
[0212] Instage 669, the user enters the details of the entity
to be credited and if he knows only part of the required details
then the user is automatically offered a suggestion by his
apparatus on the selected entity full set of details, if he did
with the selected entity any previous deal in the past. The
selected details are then sent through the system to the credit
card company. If the transaction is approved, then the process
continues to 670, otherwise it goes back to the beginning of
the interaction with the credit card company stage 664.
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[0213] 1In stage 670, the credit card company approves the
transaction and continues to stage 671; otherwise if the trans-
action is rejected, the process goes back to stage 664.

[0214] In stage 671, the credit card company executes the
requested transaction and sends, via the invention system to
the user’s apparatus, a deal approval detailed note.

[0215] Instage 672, the user gets a screen asking him if he
wants to process another transaction through any credit card
company. If yes, the process returns him to stage 664; if not
the process goes back stage 662 to keep the transaction in the
selected memory choice.

[0216] In stage 673, the user receives a menu screen to
choose from a list of insurance companies that are approved
by the system supervisor and registered at the system server,
or alternatively to go back to stage 650.

[0217] In stage 674, the system server is contacting and
creating direct access to the user’s selected insurance com-
pany server.

[0218] In stage 676, the user’s apparatus sends, via the
system to the insurance company server, the user ID data plus
his registered user name and password at the specific selected
insurance company.

[0219] In stage 677, the insurance company server
approves the user as a registered client and opens for the user
direct access to his accounts in the insurance company. If the
user’s sent ID and access data was not approved, then the user
is sent back to stage 673 for another insurance company
access trial.

[0220] Instage 678, the insurance company gets a specific
instruction from the user such as, to download a specific
insurance policy to his apparatus, or to update data in another
policy and then the insurance company server approves the
user’s request. At the end of the user’s interaction process, the
user’s access to the insurance company server is closed and
the user is sent back to stage 673.

[0221] Another possible flowchart of the process steps is
associated with the use of the invention apparatus and the user
interaction with the invention system after the stage of the
user is positively authenticated and getting an approved
access to the invention system and then establishing a con-
nection with the invention system. The described process in
this flowchart starts from the user getting secured access
through the system with various kind of hospitals, medical
clinics, HMOs and other medial entities and services provid-
ers to fulfill specific related data search and for records updat-
ing and executing updating of the user’s medical records, is
shown in previous FIG. 5 where the process starts when the
user has reached stage 720 in the invention system user’s
access creation process 700 described in FI1G. 7.

[0222] In stage 720, in process 700 the user has received
full access to the invention system as described in FIG. 5 and
the user has selected the option in his interaction screen to get
access to the system memory dealing with his medical
records and getting secured access through the system to
various system registered medical service providers.

[0223] In stage 720, the user receives a menu screen
requesting him to choose between medical insurance compa-
nies (HMO) and then he goes to stage 721, or altematively to
choose hospitals then he goes to stage 740, or ending the
process by going back to stage 515.

[0224] In stage 721, the system creates secured access to
the medical insurance company server that the user is a mem-
ber of, according to the relevant data in the medical records
stored in the user apparatus memory.

Sep. 15,2011

[0225] 1In stage 722, the apparatus sends to the medical
insurance server the user’s member username and medical
insurance member ID number and if requested also the user’s
access password to the medical insurance website.

[0226] Instage 723, the medical insurance company server
checks if the user medical file ID data fits to the ID and user
data that was received from the user’s apparatus through the
invention system and continues to stage 724 if positive and
returns back to stage 720 if negative.

[0227] In stage 724, the system requests the user to select
between several options in a menu screen he gets on through
his host or cell phone display. In option 725, the user may
choose making a doctor/clinic appointment. In choosing
option 730, the user requests all his past medical tests results,
otherwise the user is directed back to stage 720 and then stops
if no further action item is selected by him.

[0228] In stage 725, the user receives a screen from the
medical insurance through the system and to his host display
requesting the user to select the type and the name of the
medical doctor he wants to meet.

[0229] In stage 726, the user gets a screen with the recep-
tion open dates, hours for the selected doctor.

[0230] In stage 727, the user is selecting his best date and
time choice for appointment to the selected doctor.

[0231] In stage 728, the user receives from the medical
insurance computer a final confirmation notice on his host
screen regarding the user’s final approved medical appoint-
ment time and day, then goes to stage 729.

[0232] In stage 729, the user receives a menu on his host
screen display to choose if he wants to make another appoint-
ment. Then he may move to 725 or to see his past medical tests
results he goes to 730, or to return to main menu 720 or to save
in stage 801.

[0233] In stage 730, the user receives on his host screen
display a menu screen from the medical insurance server, to
select the medical tests results he wants to review.

[0234] 1In stage 731, the user selects the requested tests
results and the user’s apparatus forwards to the host screen the
most updated results the user has in his apparatus memory on
this specific test, if any.

[0235] Instage 732, the medical insurance company server
searches its memory records to check if it finds more relevant
updated tests data on this user and then it sends the found files
to the user’s host to enable the user to select either to display
the results on the screen or/and to save them in his apparatus
memory for long term storage.

[0236] In stage 733, the user selects his choice on the pro-
cessing of the retrieved medical tests results and the system
goes back to stage 729, which may connect to the save stage
801 in FIG. 8.

[0237] Instage 740, the user receives a menu screen on his
host display to choose a hospital from a list, or to return to
stage 720. He then chooses the preferred hospital from the list
and then goes to stage 741.

[0238] Instage 741, the system server contacts the selected
hospital via a secured communication channel it has with
each of the hospitals in the displayed list and creates an open
communication link with the hospital server.

[0239] InStage 742, the user’s personal apparatus sends the
user’s ID data file including full name, ID card number and
details.

[0240] Instage 743, the selected hospital server checks ifit
has in its records that the specific user was a hospitalized
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patient or was treated by the hospital’s clinics; if yes goes to
stage 744, if not, it goes back to stage 740.

[0241] Instage 744, the user receives a screen with a menu
requesting him to choose if he needs a hospital release medi-
cal report, or medical tests results and the user selects his
choice.

[0242] In stage 745, the hospital server searches for the
selected data files and goes to 746 if the requested data files
were found, and if not, the process goes back to stage 740.

[0243] Instage 746, the user receives the information from
the hospital on his host screen.

[0244] In stage 747, the user receives a menu screen
requesting him to choose where to store the retrieved hospital
data in the system memory wherein the user’s personal medi-
cal data files are stored, or in the user’s personal apparatus
memory, or in both then it goes to stage 801.

[0245] After the new medical files are saved and stored in
oneor two of the selected storage memories in stage 801, then
the process goes back to stage 720, where the user gets a new
menu screen to start another medical data processing
sequence with the invention system and with external medical
services providers or goes back to stage 515 in FIG. 5.

[0246] Another possible flowchart of the a dedicated pro-
cess steps, 1s associated with the use of the invention appara-
tus and the user’s interaction with the invention system, after
the stage in which the user is positively authenticated and
getting an approved access to the invention system and estab-
lishing an open connection link with the invention system.
The described dedicated process in this flowchart is related to
the steps of the user needs to store and retrieve data in and out
of the system memory bank, the related processes are
described in FIG. 8 which covers the process 800 of data
storage and retrieval in the invention system memory.

[0247] In step 801, the user is requested by a menu on his
host screen to choose between retrieval of data from the
system memory and then the process goes to stage 805. Alter-
natively, if the user selects the option to save data in the
system memory, then the process goes to stage 820, or if the
user wants to end this process it goes to stage 999.

[0248] In step 805, if the data requested is from the non-
secured data memory partition of the system mass memory
bank, then the process goes to 810, or if the user needs to
retrieve secured data from the secured data partition of the
system memory the process goes to 816.

[0249] Instage 810, the user’s personal apparatus send the
user’s 1D data file.

[0250] In stage 812, the system server approves the user’s
1D and requests to get from the user his selected data retrieval
keywords, to enable the system server to find the requested
data from the system’s memory vast data base.

[0251] Instage 814, the system server approves the selected
search keywords, finds the requested data files according to
the given keywords and returns to stage 805.

[0252] In stage 816, where the user has selected in stage
805 the option to retrieve secured data files, then the user’s
apparatus sends to the system server for secured identifica-
tion, the apparatus” memory stored L alphanumeric charac-
ters of the secured access code, security string, that was
generated in the first user’s registration stage activities at the
system server and is stored both at the apparatus memory as
well as in the system memory sector that stores the specific
user data.
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[0253] 1Instage 817, the system server requests the user to
enter the requested secured data files relevant DB access
keywords and goes to stage 818.

[0254] In stage 818, the system server retrieves the user
requested secured data files according to the user’s selected
search keywords, then the user is requested through the host
if to return back to 801. If the user wishes to store further data
or initiate the retrieval sequence, he returns to 805, or he may
go to end stage 999 and stop.

[0255] In stage 820, the user is requested through a menu
screen in his host, to save the retrieved or the new data in the
system non-secured data memory sector—stage 821, or if he
wishes to store the new data in the system secured data
memory sector he goes to stage 826, or to go back to stage 801
to restart the entire process 800.

[0256] Instage 821, theuser’s personal apparatus sends the
user’s ID card number.

[0257] In stage 822, the system server requests the user,
while connecting to the user through the host or the cellular
phone he is connected to, to get the user’s selected data base
save and retrieval keywords for the specific new data file the
user wants to save in his personal files sector in the system’s
database.

[0258] In stage 824, the personal apparatus encrypts the
specific file in process and sends it for the user’s retrieval to
the user’s personal files sector in the system’s database and
then return to stage 801.

[0259] In stage 826, the personal apparatus sends to the
system server the hidden user-system agreed identification
string of L alphanumeric characters of the secured access
code.

[0260] In stage 828, the system sever requests the user to
define and send the user’s selected data base save and retrieval
keywords for the specific new data file the user wants to save
securely encrypted in his non accessible personal files sector
in the system’s database.

[0261] In stage 829, the personal apparatus encrypts the
user’s file and then sends it to the system server to be stored in
the system’s secured and encrypted data files memory sector.
Then the user can select if to repeat the data handling process
and go to stage 801 or to end the process and go to end stage
999.

[0262] In stage 999, the process ends and the user is dis-
connected from the system server and from his personal appa-
ratus which also shuts down.

[0263] Referring now to FIG. 9, which illustrates the dedi-
cated device 1000 related to the present invention, serving as
one possible embodiment of a charging and user personal data
backup device for the invention apparatus. FIG. 9 demon-
strates a conceptual modular structure and the related device
internal sub-modules layout and functionality for the present
invention apparatus’s charging and data backup device.
[0264] Block 1010 in FIG. 9 is the device 1000 mains
plug-in charging module that includes the device 1000 charg-
ing plug 1012 for its connection to the mains supply, an
AC-DC converter unit 1014 and a power supply unit 1016.
Unit 1014 converts the mains AC voltage to DC voltage and
the power supply 1016 generates from the converted DC
voltage, all the DC voltages that are required to drive the
device 1000 electronic sub-module 1020 various electronic
components.

[0265] Sub-module 1040 includes a battery charger and a
rechargeable battery, to enable power backup and safe opera-
tion of the device 100, in case of lack of voltage supply from
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the mains electrical power. Sub-module 1020 is the device
main electronic module that includes a micro processor and
associated electronics sub-module 1024 and a mass memory,
solid state, flash memory based sub-module 1028, that is of a
similar memory capacity size, when compared to the memory
units 150 and 170 combined data storage capacity in the
apparatus 100. The electronic unit 1020 automatically checks
the memory sub-module 1028 updating requirements, when-
ever the apparatus 100 is connected through its interphasing
data plug 110 to the device 1000 connection plug unit 1030.
Processor sub-module 1024 checks the apparatus 100 last
updating date and its related secured and non secured
memory data content and status and if it is more updated then
the data stored in the memory 1028 of the device, then it
creates a mirror image of the apparatus 100 memory sub-
modules 150 and 170 content, in memory unit 1028. In case
that for some reason the memory content of the apparatus 100
is erased or injured, then the sub-module 1024 detects it and
automatically updates the apparatus 100 memory units 150
and 170 with the last version of the data stored in memory
module 1028 of devise 1000.

[0266] Sub-module 1050 is an electronic buzzer activation
module that operates upon pressing a button, located on the
device 1000 housing, an RF transmitter also integrated in this
sub module 1050. When a user needs to allocate the exact
position of his apparatus in the home or office environment,
the user presses the module 1050 buzzer button, then the
integrated RF transmitter sub-module 1050 transmits a coded
signal to the Buzzer RF receiver sub-module 198 embedded
within the apparatus 100 housing and then the detected coded
signal activates an electronic sound buzzer that emits an eas-
ily detectable sound. The sound buzzer is integrated in the
apparatus 100 sub-module 166 and enables the user to easily
allocate through the generated sound the position of the appa-
ratus 100 in a room or an open space.

What is claimed is:

1. Apparatus managing personal and secured data and

documentation files stored in the apparatus, comprising:

(a) a sensor module comprising a plurality of biometric
sensors for reading a plurality of personal biological
identification parameters of the user holding the appa-
ratus, said apparatus being uniquely identified with said
user;

(b) a processing module in communication with said sen-
sor module for processing said personal biological iden-
tification parameters and for processing and managing
the personal and secured data and documentation files
associated with said user;

(¢) an authentication unit in communication with the pro-
cessing module configured to receive and authenticate
the identity of said user by comparing said user’s pet-
sonal biological identification parameters read, by the
sensor module and processed by the processing module,
with a pre-recorded set of personal biological identifi-
cation parameters stored in said authentication unit;

(d) an encryption module in communication with said pro-
cessing module for the encryption plus compression
and/or decompression plus decryption of said user’s data
files;

(e) amemory module in communication with said process-
ing module and said encryption module for the storage
of said user’s data and documentation files;
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(f) communication and data connection means in commu-
nication with said processing module for connecting
said apparatus with an external device.
wherein access to the user’s stored personal data and

documentation files associated with said unique user
1s only enabled after positive authentication of said
user’s personal biological identification parameters
by said authentication unit.

2. The apparatus according to claim 1, wherein said plu-
rality of biometric sensors continuously read a plurality of
personal biological identification parameters associated with
said user holding the apparatus and in the event that a change
occurs in any of the plurality of personal biological identifi-
cation parameters, access to the stored personal data files is
denied and the operation of the apparatus is completely shut
down.

3. The apparatus according to claim 1, wherein at least one
of said plurality of biometric sensors is a life signs detector,
said life signs detector being configured to measure and
record at least one of said user’s life sign parameters.

4. The apparatus according to claim 3, wherein said at least
one of said user’s life sign parameters is measured by any of
a group of life sign indicators including a body pulse rate
measurement indicator, a body O, saturation level indicator, a
body heat measurement indicator, an electro-dermal activity
indicator, a body respiration indicator and a physical or emo-
tional stress indicator.

5. The apparatus according to claim 3, wherein, whenever
any of the group of life sign indicators detects a critical level,
the apparatus is configured to initiate an emergency call to any
of a group of registered emergency centers, and send to said
registered emergency centers any of a group of data files
containing information associated with the user, including the
identification data file of the user, personal medical data file of
the user, the measured set of life sign parameters of the user
and location of the user.

6. The apparatus according to claim 1, further comprising:

an emergency button in communication with said process-
ing module and said communication and data connec-
tion means module;

wherein on said emergency button being activated, com-
munication is initiated between said apparatus and any
of a group of registered emergency centers, said emer-
gency call transmitting any of a group of data files con-
taining information associated with the unique user of
said apparatus, including the identification data of said
user, the personal medical data file of said user, and
location of said user.

7. The apparatus according to claim 1, wherein said appa-
ratus is configured to communicate with any of a group of
service providers including banks, credit card companies,
clinics, hospitals and medical insurance companies, munici-
pal and utility entities and websites frequently accessed by
said user thereby allowing said user to access and manage
said user’s personal data and documentation files processed
stored and provided to said user’s apparatus by said group of
service providers.

8. The apparatus according to claim 1, wherein said exter-
nal device comprises any one of a group including a remote
server, a local server, a host computer, voice or data commu-
nication means and a cellular phone.

9. The apparatus according to claim 5, wherein said emer-
gency call is initiated via any one of a group of communica-
tion means including a secured server, directly via the internet
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by said apparatus connection and communication means, via
the internet through any host computer, via a voice and data
communication device and via any cellular phone network.

10. The apparatus according to claim 6, wherein said emer-
gency call is initiated via any one of a group of communica-
tion means including a secured server, directly via the internet
by said apparatus connection and communication means, via
the internet through any host computer, via a voice and data
communication device and the cellular phone network.

11. The apparatus according to claim 1, wherein said com-
munication and data connection means comprises at least one
of a group of connection and communication devices includ-
ing any data interface connector attached to a host computer,
a Mini USB or compatible industrial data interface connector
attached to a cellular phone, a near field wireless communi-
cation interface, a magnetic reader interface, and a smart card
reader based on a contact-less communication interface using
induction or RF communication.

12. The apparatus according to claim 1, wherein said
memory module comprises a detachable and upgradeable
miniature PCB board having Flash and/or Nano type solid
state read and write memory components with a memory
capacity of at least 10 Gigabytes of accessible memory size.

13. The apparatus according to claim 1, further compris-
ing:

amagpnetic strip element that is only activatable after posi-

tive authentication of said user’s personal biological
identification parameters; and

wherein said magnetic strip is configured to be concealed

within the apparatus and on activation configured to
extend out of the apparatus for swiping and reading by
any of group of devices including a credit card reader,
ATM and point of sale magnetic strip reading device.

14. The apparatus according to claim 1, further comprising
a updating module in communication with the processing
module configured to securely update the user’s data and
documentation files.

15. The apparatus according to claim 1, further comprising
an integrated digital data encoder/decoder and a RF trans-
ceiver module in communication with the processing module,
said integrated digital data encoder/decoder and a RF trans-
ceiver module being configured to communicate with any of
a group of external devices including RF operated credit card
readers, ATM machines and electronic locks or gate/door
opener remotely operated using RFID based techniques.

16. The apparatus according to claim 15, further compris-
ing a supplementary base-station device in communication
with said RF transceiver, said base-station device configured
to electrically charge the apparatus and simultaneously auto-
matically execute a backup of the internal secured and non-
secured stored data of the apparatus.

17. The apparatus according to claim 11, further compris-
ing an integrated software module that automatically detects
the operating system of the computer or cellular phone con-
nected to said apparatus through one of said group of com-
municating devices through which the apparatus is con-
nected, said computer or cellular phone having keyboard and
display units associated therewith, thereby allowing the user
to interact with said memory module and with said processing
module of said apparatus via said keyboard and display units,
whereby said computer or cellular phone is configured to
utilize and interact with said memory module, said processing
module and said sensor module of said apparatus.
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18. The apparatus according to claim 1, further comprising
a power charging and data backup device in communication
with the processing module of said apparatus, said device
comprising;

1. a charging and power sub module comprising a charging
plug for connecting to the mains supply, an AC-DC
converter, a power supply unit and a rechargeable
backup battery.

ii. an electronic sub module comprising a micro processor,
and a mass memory unit,

iii. an activation sub-module comprising an electronic
buzzer activator, a button connected to said buzzer acti-
vator and an RF transmitter connected to said electronic
buzzer activator, wherein on activating said buzzer but-
ton, said RF transmitter is configured to transmit a coded
signal to the apparatus to enable the user to determine the
location of the apparatus; and

wherein said charging and power sub module, said elec-
tronic sub module and said activation sub-module are in
communication with each other; and

wherein the memory module of said apparatus is in com-
munication with the mass memory unit of said device,
thereby to compare and synchronize the version of data
stored in the memory module of said apparatus with the
version of data stored in mass memory unit of said
device.

19. The apparatus according to claim 1, further comprising
an integrated GPS module in communication with the pro-
cessing module to precisely locate the geographical position
of the apparatus.

20. The apparatus according to claim 1, further comprising
at least one module selected from the group comprising a
cellular modem module in communication with the process-
ing module; and a flat display and touch screen module in
communication with the processing module.

21. A method for managing personal and secured data and
documentation files of a plurality of unique users, each one of
said plurality of unique users having a personal identification
unit uniquely associated with said one user for storing each
user’s personal data and documentation files, each of said
personal identification units comprising;:

a sensor module comprising a plurality of biometric sen-

sors;

a processing module in communication with said sensor
module;

an authentication unit in communication with the process-
ing module;

an encryption module in communication with said process-
ing module;

a memory module in communication with said processing
module and said encryption module; and

communication and data connection means in communi-
cation with said processing module;

the method comprising the steps of:

a. said sensor module reading a plurality of personal bio-
logical identification parameters of the user holding the
apparatus; and

b. said authentication module comparing the personal bio-
logical identification parameters of said user with a pre-
recorded set of personal biological identification param-
eters stored in said authentication unit; and

¢. if said authentication unit positively identifies said user,
allowing said user access to said user’s personal data and
documentation files stored in said memory module and
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allowing said user to communicate with other commu-
nication means through said apparatus.

22. The method ofclaim 21 further comprising the steps of:

said biometric sensors continuously reading a plurality of

personal biological identification parameters of said
user holding the apparatus; and

in the event that a change occurs in any of the plurality of

personal biological identification parameters, denying
access to the stored personal data files and completely
shutting down the operation of said apparatus.

23. The method of claim 21, wherein at least one of said
plurality of biometric sensors is a life signs detector, config-
ured to measure and record at least one of a group of life sign
indicators including a body pulse rate measurement indicator,
abody O, saturation level indicator, a body heat measurement
indicator, an electro-dermal activity indicator, a body respi-
ration indicator and a physical or emotional stress indicator,
the method further comprising the steps of:

initiating an emergency call to anty of a group of registered

emergency centers, whenever any of the life sign indi-
cators detects a critical level; and

wherein said emergency call transmits any of a group of

data files information associated with the user, including
identification of the user, personal medical data file of
the user, the measured set of life sign parameters of the
user and location of the user.

24. The method of claim 21, wherein said apparatus further
comprises an emergency button in communication with said
processing module and said communication and data connec-
tion means module, the method further comprising the steps
of:

when said emergency button is activated, communication

is initiated between said apparatus and any of a group of
registered emergency centers; and

said emergency call transmitting any of a group of data files

information associated with the user, including identifi-
cation of the user, the personal medical data file of the
uset, and location of the user.

25. The method of claim 21, further comprising the step of:

communicating, via any one of a group of communication

means, with any of a group of service providers includ-
ing banks, credit card companies, clinics, hospitals and
medical insurance companies, municipal and utility
entities and websites frequently accessed by said user
thereby allowing said user to access and manage said
user’s personal data and documentation files stored by
said group of service providers.

26. The method of claim 21, wherein said apparatus further
comprises a magnetic strip element, the method further com-
prising the step of:

after positive authentication of said user’s personal biologi-

cal identification parameters, activating said magnetic
strip thereby allowing said magnetic strip to be read by
any of group of devices including a credit card reader,
ATM, and point of sale magnetic strip reading device.

27. The method of claim 21, wherein said apparatus further
comprises a power charging and data backup device, said
device comprising a charging and power sub module, an
electronic sub module and a mass memory solid-state
memory unit, the method further comprising the steps of:

comparing the memory content of said apparatus memory

module to the memory content of said device mass
memory solid-state memory unit; and
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ifthe memory module of the apparatus lacks data, updating
the apparatus memory with the last version of the data
stored within said memory sub-module; and

if said solid-state memory unit of said device lacks data,
updating the solid-state memory unit of said device with
the last version of the data stored within said apparatus
memory sub-module.

28. The method of claim 21, wherein each of said plurality
of unique users is in communication with a system manager,
said system manager managing a remote centralized data
communication storage and management system of said plu-
rality of unique users, the method further comprising the steps
of:

a. said system manager registering each unique user and
storing the personal ID data file of each unique userin a
memory sub-system connected to said centralized sys-
tem; and

b. said registration further includes the step wherein said
system manager generates for each system user N pairs
of two different randomly selected characters strings,
each of said strings is a combination of n alphanumeric
characters in length; and

c. said system manager storing said N pairs in said system
memory sub-system and sending said n characters
strings pairs to be stored in said unique user personal
identification unit memory module; and

d. said personal identification unit generating a secret
access code of L alphanumeric characters to be further
stored in said system memory within a special partition
containing the list of said secret access codes for said
plurality of unique users without assigning any identifi-
cation or link between the associated users to his regis-
tered secret access code.

29. The method of claim 28, wherein after registration and
upon normal initiation of communication between said sys-
tem manager and each unique user, said system manager
further communicating with said unique user and first com-
paring said unique user’s ID data file and said personal iden-
tification unit unique embedded characterizing serial number
stored in the unique user’s personal identification unit with
the corresponding user’s ID and personal identification data
stored in said memory sub-system; and

if the two sets of identification data match;

1. said system manager sending a first string of said stored
N strings of coded alphanumeric data, to said user’s
personal identification unit; and

1i said user personal identification unit responding with the
second matching string from the same stored pair of
coded alphanumeric data uniquely associated with said
user personal identification unit: and

iil said system manager comparing the received second
string of coded alphanumeric data with a second string
of coded alphanumeric data pre-stored in the memory
sub-system; and

1v. said system manager comparing for consecutive M out
of N times the received additional different strings of
coded alphanumeric data pre-stored in the memory of
said personal identification unit associated with said
unique user with the additional strings of coded alpha-
numeric data pre-stored in the memory of sub-system;
and
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v. if all M strings of coded alphanumeric data match, then
said system manager declares authenticating of said
unique user and permitting said unique user access to
said system.

30. The method of claim 29, wherein after said user gains
access to said system, said user chooses either to work with
the unsecured parts of said system memory or to gain access
to said user secured personal data stored in said system
memory by sending from said personal identification unit
said secret access code that permits each such user sole access
to his private secured memory partition in said system
memory.

31. The method of claim 28, further comprising the steps
of:

after the step of authenticating, said system manager con-
necting the personal identification unit of said unique
user with any of a group of emergency centers or service
providers registered with said system manager at the
request of said user personal identification unit; and

in the case of a medical emergency call initiated by said
personal identification unit, transferring the user’s
updated medical data to the emergency center.

32. A system for managing personal and secured data and
documentation files of a plurality of unique users, the system
comptrising:

a. a system manager for managing and updating personal
data of said system plurality of unique users and for
communicating with each of said plurality of unique
users; and

b. amemory sub-system connected to said system manager
to store updated personal data of each of said plurality of
unique users; and

¢. a plurality of personal identification units, each of said
personal identification units being associated with a
unique user, each unique user being registered with said
system manager and the personal ID data file of each
unique user being stored in said memory sub-system;
and

d. a plurality of computer hosts and cellular phones in
communication with said system manager, enabling the
direct connection by said system manager with said
plurality of unique users through their corresponding
personal identification unit; and

e. aplurality of registered emergency centers and a plural-
ity of registered service providers in communication
with said system manager, said plurality of service pro-
viders including banks, credit card companies, insur-
ance companies, clinics, hospitals and medical insur-
ance companies, government, municipal and utility
entities and selected websites frequently accessed by
said plurality of users; and

wherein said system manager’s access to and communica-
tion with the personal data and documentation files
stored in said personal identification units associated
with each said unique user and to the personal data and
documentation files stored by said group of service pro-
viders is only enabled after positive authentication of
said unique user’s personal biological identification
parameters by said authentication unit.

33. The system according to claim 32, wherein each of said

plurality of personal identification units comprises:

1. a sensor module comprising a plurality of biometric
sensors for reading a plurality of personal biological
identification parameters of the user holding the of per-
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sonal identification units, said of personal identification
units being uniquely identified with said user;

ii. a processing module in communication with said sensor
module for processing said personal biological identifi-
cation parameters and for processing and managing the
personal and secured data and documentation files asso-
ciated with said user;

iil. an authentication unit in communication with the pro-
cessing module configured to receive and authenticate
the identity of said user by comparing said user’s per-
sonal biological identification parameters read, by the
sensor module and processed by the processing module,
with a pre-recorded set of personal biological identifi-
cation parameters stored in said authentication unit;

iv. an encryption module in communication with said pro-
cessing module for the encryption plus compression
and/or decompression plus decryption of said user’s data
files;

v. a memory module in communication with said process-
ing module and said encryption module for the storage
of said user’s data and documentation files; and

vi. communication and data connection means in commu-
nication with said processing module for connecting
said of personal identification units with said system
manager and plurality of service providers;

34. The system according to claim 33, wherein said system

manager is configured:

to communicate with said personal identification units to
compare the user’s ID data file stored in the unique user’s
personal identification units with the corresponding
identification data stored in said memory sub-system,
and

ifthe two sets of identification data match, then said system
manager is configured to initiate a further level of secu-
rity identification prior to full communication and data
updating capability being enabled between said system
manager and said user personal identification unit; and

wherein said further level of security identification com-
prises said system manager sending a first string of
coded alphanumeric data uniquely associated with said
user personal identification unit to said user personal
identification unit, said personal identification unit
responding with a second string of coded alphanumeric
data uniquely associated with said user personal identi-
fication unit, and said system manager verifying the
received second string of coded alphanumeric data with
asecond string of coded alphanumeric data pre-stored in
the memory sub-system; and said system manager com-
paring for full matching for N consecutive times
received additional different strings of coded alphanu-
meric data pre-stored

in the memory of said personal identification unit associ-
ated with said unique user with counter generated addi-
tional strings of coded alphanumeric data pre-stored in
the memory of sub-system.

35. The system according to claim 33, wherein said plural-
ity of biometric sensors continuously read a plurality of per-
sonal biological identification parameters associated with the
user holding his unique personal identification units and in
the event that a change occurs in any of the plurality of
personal biological identification parameters, access to the
stored personal data files is denied and the operation of said
identification units is completely shut down.
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36. The system according to claim 33, wherein each per-
sonal identification unit further comprises an emergency but-
ton in communication with said processing module and said
communication and data connection means module;

wherein at least one of said plurality of biometric sensors is

a life signs detector, said life signs detector being con-
figured to measure and record at least one of said user’s
life sign parameters; and

wherein said at least one of said user’s life sign parameters

is measured by any of a group of life sign indicators
including a body pulse rate measurement indicator, a
body O, saturation level indicator, a body heat measure-
ment indicator, an electro-dermal activity indicator, a
body respiration indicator and a physical or emotional
stress indicator; and

wherein the personal identification unit is configured to

initiate an emergency call to any of said plurality of
registered emergency centers, whenever said emergency
button is activated or whenever any of the group of life
sign indicators detects a critical level; and

wherein the personal identification unit is configured to

transmit any of a group of data files containing informa-
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tion associated with the user, including the identification
data of the user, personal medical data file of the user, the
measured set of life sign parameters of the user and
location of the user.

37. The system of claim 36, wherein said system, further
comprises:

a computerized call center configured to receive phone
calls or emergency voice and data messages from any of
said plurality of registered emergency centers and a plu-
rality of registered service providers and to communi-
cate with any of said plurality of cellular phone and host
computers; and

wherein said call center is configured to communicate the
user’s location coordinates to an emergency rescue team
and simultaneously said call center is configured to com-
municate with any of said plurality of registered emer-
gency centers and service providers to receive said
user’s updated medical data and to transfer said data to
the user’s personal identification unit.

® ok % ok %
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