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Description
TECHNICAL FIELD

[0001] The presentinvention relates to a system com-
prising a database, where in the database, there is stored
personal information regarding at least one individual,
which information comprises information regarding said
individual’s state of health. The system also comprises
a safety device adapted to protect at least parts of the
information against unauthorized access.

PRIOR ART

[0002] It is previously known to store medical records
in a database where the responsible care provider stores
specific information about the state of health of an indi-
vidual. This information is accessible to the responsible
nursing staff, and the individual him-/herself may be
granted access to the information about him-/herself if
this is asked for.

[0003] It is also known that an individual uses a so-
called patient’s card, a plastic card including name, per-
sonal code number and address data used in the care
sector. It simplifies the administrative work for the nursing
staff and minimizes the risk of personal data becoming
incorrect. The patient’s card is embossed free of charge
at the patient information desk of the hospitals and is an
important stage not only upon the admission but all
through the "care chain".

[0004] Different care providing institutions with which
an individual may get into contact use different systems
to identify the individual and store information about the
individual. Accordingly, in certain cases, an individual is
identified by a patient’s card and in other cases by some
other kind of identification. The respective care provider
uses its own databases to store medical records includ-
ing information about the individual. This entails that dif-
ferent hospitals among themselves have different
records about one and the same individual. Care provid-
ers in public as well as private medical services and other
institutions that an individual is contacting, such as hos-
pitals, dentists, care centres, optical and audiology clin-
ics, opticians, pharmacies and different therapists, have
all the their own systems to store information about their
respective patients, where one and the same individual
may be presentin one or more of these different systems.
[0005] Publication US 2009/0037224 A1 discloses a
system where a user carries an electronic device upon
which electronic medical records are aggregated from
multiple electronic repositories and displayed as a single
setofrecords. Emergency medical service providers may
be able to access medical records for a patient using the
electronic device after being authenticated as a valid/li-
censed medical services provider.

[0006] It should also be mentioned that different sys-
tems are known whereby the identity of a user or an in-
dividual can be established. These may roughly be di-
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vided into two categories, one category where the user
or the individual carries something that can be used to
show his/her identity, such as a magnetic card, a smart
card, a bar-code, an RFID transmitter, an inductive trans-
mitter, or a USB key, whereby it is possible to establish
the identity of the carrier. Another category is that the
user or the individual is identified by biometric information
that is unique to the user or the individual.

SUMMARY OF THE PRESENT INVENTION
Problems

[0007] There is atechnical problem to be able to afford
integrated information about the state of health of an in-
dividual where a care provider can be given a complete
picture of the actions of different care providers, which
complete picture may be crucial to be able to afford ad-
equate aid in a specific situation.

[0008] There is a technical problem to afford the indi-
vidual a security that personal information is handled in
a proper way, that the information only is accessible to
authorized users, and that required information is acces-
sible in case of special needs, such as upon acute ill-
nesses or accidents when the individual maybe is not
close to the care provider.

[0009] There is also a technical problem to afford ac-
cess to general information about the state of health of
an individual for a certain category of users, where this
general information concerns information that is required
to provide adequate help in public medical service or in
connection with an acute situation, and to afford access
to specific information for another category of users,
where this specific information concerns confidential in-
formation regarding a specific health care action.
[0010] There is a problem to prevent abuse or unau-
thorized access to the information, as well as to prevent
anyone from changing, deleting or adding information
about an individual without this being made in a way so
that the individual or authorized users can view what has
been made, when it was made, and who made it.
[0011] There is a problem to allow the individual to get
access in a simple way to the general as well as the
specific information that has been stored regarding
him-/herself, and simultaneously to prevent said individ-
ual from altering the information about him-/herself in an
undue way.

[0012] There is also a problem to make accessible the
information to a user in several different places, such as
at various care institutions or even outside in the field at
scenes of accidents or emergency areas.

[0013] There is a technical problem to make the infor-
mation accessible to a user that does not know the indi-
vidual if the individual is not contactable, such as at a
scene of an accident where an individual is found and is
unconscious.
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Solution

[0014] The invention provides a solution to the prob-
lems defined above by means of a system according to
claim 1.

[0015] With the purpose of solving one or several of
the above problems, and on the basis of prior art such
as it has been shown above and the indicated technical
field, the present invention teaches that a database ac-
cording to the invention is divided into a first storage
space and a second storage space, and that the safety
device is adapted to grant an authorized user access to
the first storage space according to a first safety level
and to the second storage space according to a second
safety level.

[0016] Inthe firststorage space, thereis stored general
information about the individual’s state of health, and in
the second storage space, there is stored specific infor-
mation about the individual's state of health. The safety
device is adapted to demand a first authorization key
belonging to the individual in combination with a second
authorization key belonging to the authorized user in or-
der for access to the first storage space to be granted to
the authorized user.

[0017] When all information about the individual is in-
tegrated in a common database, an authorized user can
accordingly be granted access to a general picture of the
different care actions the individual has been subjected
to, which may be crucial to how continued care should
be offered in a way that is best for the individual.
[0018] The present invention teaches that the general
information concerns information that is required to pro-
vide adequate help in an acute situation, such as the
individual’'s personal data, blood group, diseases that
may require fast actions, mental or physical handicap,
heart disease, diabetes, allergies, epilepsy, impaired vi-
sion and/or hearing as well as vitally important medica-
tion, and that the first safety level is adapted to grant an
authorized user from public or private medical service or
immediate assistance corps, such as staff from the res-
cue services agency, ambulance services, fire fighting
services, police force, pharmacies, dentists, opticians,
receptions in emergency wards, optical and audiology
clinics, care institutions and primary care, access to this
general information.

[0019] This solves the existing problems of being able
to take into consideration the general condition of an in-
dividual in connection with an acute situation or of easily
being able to get a comprehensive picture of the individ-
ual’'s general state of health when the individual gets into
contact with public medical service.

[0020] The present invention teaches further that the
specific information concerns confidential information re-
garding a specific health care action, and that the second
safety level is adapted to grant registered staff in the care
sector access to specific information about the individual
regarding the special action this very user works with,
where registered staff, for instance, may be caring staff
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such as a physician, a nurse, a dentist, an optician, or a
registered therapist. Registered staff may also consist of
non-nursing staff that still may need access to datain the
specific information, such as an officer at the regional
social insurance office.

[0021] The present invention teaches that the safety
device comprises means for reading and checking the
first and second authorization key.

[0022] With the purpose of making accessible the in-
formation of the database in several different and geo-
graphically scattered places, the presentinvention teach-
es that the safety device comprises a plurality of different
means, which means are distributed and geographically
placed to be easily accessible to different authorized us-
ers.

[0023] With the purpose of securely establishing that
the information in the database is notincorrectly changed
or deleted, or that information is incorrectly added, the
presentinvention teaches that the safety device is adapt-
ed to determine a first degree of authorization, which is
adapted to give an authorized user an authorization to
read information from the database, a second degree of
authorization, whichis adapted to give an authorized user
authorization to write information to the database, as well
as a third degree of authorization, which is adapted to
give an authorized user authorization to remove informa-
tion from the database, and that an authorized user can
be assigned access to the information in the database
according to a suitable combination of the first and sec-
ond safety level and the first, second and third degree of
authorization, respectively.

[0024] With the intention to afford a possibility of view-
ing who has made changes in the information, when
changes were made and what changes were being
made, the present invention teaches that the system
comprises a log, and that each access of the database,
and each action taken upon such an access, is recorded
in the log together with the user’s identity as well as the
instant of time of the access.

[0025] In order to give an individual the possibility of
viewing which information is stored regarding him-/her-
self, the present invention teaches that the safety device
is adapted to grant the individual access to the first and
second storage space by means of the first authorization
key. Such an access for the individual is assigned at least
according to the first degree of authorization, i.e., the
right to read information.

[0026] An authorization key may consist of different
items whereby an individual and a user can identify
him-/herself. Accordingly, it comprises a means that is
available to read and check the first and second author-
ization key, an interface for the communication with an
authorization key, such as a keyset, a touch panel, a
reader of magnetic cards or smart cards, a reader of bar-
codes, an RFID receiver, an inductive receiver, or an
interface for the communication with a USB key, and the
first and/or second authorization key may accordingly
consist of something an individual or a user possesses,
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such as a personal code, a magnetic card, a smart card,
abar-code, an RFID transmitter, an inductive transmitter,
or a USB key.

[0027] Accordingtothe presentinvention, itis also pos-
sible that the means that is available to read and check
the first and second authorization key comprises an in-
terface for the reading of biometric information and the
provision of biometric identification, such as a reader of
finger prints, hand prints, eye recognition, ear recogni-
tion, face recognition, or voice recognition, and that the
firstand/or second authorization key aref/is a biometrical-
ly unique feature belonging to the individual or the user.
[0028] Another type of biological unique information is
the DNA of an individual, which in certain cases, such as
in accidents or catastrophes, may be the only way of
identifying an individual, so it is possible that the means
that is available to read and check the first authorization
key comprises analysis tools for DNA, and that the first
authorization key is the individual’'s DNA.

[0029] It is also possible that the safety device com-
prises means that are mobile, and that these means are
adapted to be carried in emergency vehicles or rescue
vehicles to be usable at scenes of accidents or emergen-
cy areas and in such a way grant access to information
about individuals that may need help directly on a scene
of an accident.

[0030] With the intention to afford a possibility of giving
an authorized user access to the general information in
a situation where it is difficult or impossible to establish
communication with the database, the present invention
teaches that the means may comprise a third storage
space, and that a copy of the general information stored
in the first storage space and belonging to the respective
individual is stored in the third storage space.

[0031] This makes it possible to grant an authorized
user access to the general information via the third stor-
age space in a situation where it is difficult or impossible
to establish communication with the database.

[0032] In order to afford a possibility of keeping the
third storage space updated, the present invention teach-
es that the third storage space is adapted to be synchro-
nized with the first storage space upon a contact between
the means and the database.

[0033] The first authorization key should preferably be
carried by the individual all the time, and the present in-
vention teaches different kinds of first authorization keys
that easily are brought and carried by the individual with-
out major effort. In the same way, it may be important
that also the second authorization key easily can be car-
ried by a user.

[0034] Accordingly, the present invention teaches that
the first and/or second authorization key are/is inserted
by operation in the individual’s or the user’s body.
[0035] It is also possible that the first and/or second
authorization key arefis a piece of jewellery or, for in-
stance, a tattoo.
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Advantages

[0036] The advantages that foremost may be associ-
ated with a system according to the presentinvention are
that the system according to the invention affords inte-
grated information about the state of health of an individ-
ual, which means that a care provider can be granted
access to crucial information that is required to be able
to provide a correct caring action.

[0037] Evenifthe information is integrated, the system
only allows that authorized users are granted access to
the information, and different users can be given different
authorization so that only required information should be
accessible to the respective user.

[0038] The general information is accessible every-
where where means for reading the individual’s author-
ization key are available, which means that also in acute
situations at scenes of accidents or emergency areas,
ambulance service staff or rescue services staff can be
granted access to essential information about the med-
ical background and health of the victims, and this even
if the individual is unconscious. Accordingly, the present
invention can save lives by crucial information being eas-
ily accessible in critical situations.

[0039] Afurtheradvantageis thatthe presentinvention
gives the possibility of fast and easily identifying de-
ceased individuals by reading the individual’s authoriza-
tion key.

[0040] The presentinvention also grants the individual
access to his/her own stored information, which gives a
possibility of his/her own checking of the information to
avoid mistake and prevent errors.

[0041] The presentinvention also affords the individual
a freedom to make his/her own choice of care provider
and still know that this care provider has access to pos-
sible information of earlier care actions as well as infor-
mation about the current state of health as the basis for
the care actions that should be carried out.

[0042] By the present invention, a possibility of com-
piling a historical account of the medical and care record
of an individual is afforded. Accordingly a historical ac-
count of, for instance, the individual’s vaccinations may
be readily compiled. It is also possible to compile other
historical accounts, such as the accumulated exposure
to x-rays of an individual or an accumulated intake of a
medical preparation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0043] A system having the properties associated with
the presentinvention will now be described in more detail
for the purpose of exemplifying, reference being made
to the accompanying drawing, wherein:

Figure 1 shows schematically a system comprising
a database and a safety device, and

Figure 2 shows schematically a system according to
the invention.
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DETAILED DESCRIPTION OF PREFERRED EMBOD-
IMENTS

[0044] In the following, the present invention will be
described with a reference to Figure 1 showing a system
1 comprising adatabase 11 in which personal information
12 regarding at least one individual A is stored, where
the information 12 comprises information regarding the
individual A’s state of health.

[0045] It should be appreciated that even if the present
invention in the following many times will be described
with an individual A, the invention is adapted to handle
information related to a large number ofindividuals where
the advantages of the invention increase with the number
of individuals and where the number of individuals only
is limited by the size of accessible storage spaces in the
database and the capacity of the database management
used of handling great amounts of information.

[0046] A system 1 according to the present invention
also comprises a safety device 13 adapted to protect at
least parts of the information 12 against unauthorized
access.

[0047] The present invention teaches particularly that
the database 11 is divided into a first storage space 14
and a second storage space 15, and that the safety de-
vice 13 is adapted to grant an authorized user B access
to the first storage space 14 according to a first safety
level and to the second storage space 15 according to a
second safety level.

[0048] It should be appreciated that even if the present
invention in the following many times will be described
with a user B, the invention is adapted to handle a large
number of users and their respective authorizations
where the advantages of the invention can be considered
to increase with the number of users.

[0049] Inthefirststorage space 14, thereis stored gen-
eral information 12a about the individual A’s state of
health, and in the second storage space 15, there is
stored specific information 12b about the individual A’s
state of health. The safety device 13 is adapted to de-
mand a first authorization key 16 belonging to the indi-
vidual A in combination with a second authorization key
17 belonging to the authorized user B in order for access
to the first storage space 14 to be granted to the author-
ized user B.

[0050] The general information 12a concerns informa-
tion that is required to provide adequate help in an acute
situation. Such information may be the individual A’s per-
sonal data, blood group, diseases that may require fast
actions, mental or physical handicap, heart disease, di-
abetes, allergies, epilepsy, impaired vision and/or hear-
ing as well as vitally important medication. The first safety
levelis adapted to grant an authorized user B from public
medical service or immediate assistance corps, such as
staff from the rescue services agency, ambulance serv-
ices, fire fighting services, police force, pharmacies, den-
tists, opticians, receptions in emergency wards, optical
and audiology clinics, care institutions and primary care,
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access to the general information 12a.

[0051] The specific information 12b concerns confi-
dential information regarding a specific health care ac-
tion, and the second safety level is adapted to grant users
B, which are registered staff in the care sector, access
to specific information about the individual regarding the
special action this very user works with, where registered
staff, for instance, may be a physician, a nurse, a dentist,
an optician, a registered therapist, a pharmacist, or an
officer at the regional social insurance office.

[0052] It should be appreciated that different users
may, according to his/her respective authorization, be
granted access to different parts of the general informa-
tion 12a and the specific information 12b, the information
12 is accordingly selectively accessible according to au-
thorization. For instance, a pharmacist can only read pre-
scriptions but is not granted access to the entire case
sheet of an individual. Officers at, for instance, an insur-
ance company have only access to information requisite
for them. A physician may be given further authorization
to be able to view information regarding other users’ car-
ing actions, thereby being able to adapt his/her own ac-
tion to what has been made in other circumstances.
[0053] Itshould be appreciated that the presentinven-
tion is not limited to how "registered staff’ is defined, since
the one who is to be considered to be a user that should
get access to the system according to the invention may
vary from country to country depending on local legisla-
tion. In some countries, complementary or alternative
forms of treatment are accepted, and therapists that act
within these forms of treatment may then, for instance,
be registered staff. The important thing is to protect the
individuals’ integrity by the information only being made
accessible to users that ought to have access to it.
[0054] The present invention teaches that an author-
ized user B also may be person or a company that has
got admission or commission from the individual A, such
as an insurance company or physician that works in an
insurance company.

[0055] According to a proposed embodiment, it is pos-
sible to make accessible the information 12 in anony-
mous form 12’ regarding the individual's identity, i.e., the
information about the individuals is accessible but without
the respective individual can be identified and associated
with the information. Such anonymous information 12’
may be very valuable in other contexts than in caring
actions of the individual A, such as for research and de-
velopment, statistical compilations or for evaluation of
medicines, methods of treatment, or other caring actions,
particularly since the information 12 and accordingly also
the anonymous information 12’ is updated continuously
in connection with the individuals’ contact with different
medical care institutions, which makes that new and fresh
information is made directly accessible in anonymous
form 12’ for research and development, statistical com-
pilations and evaluations.

[0056] Itis suggestedthatthe safety device 13isadapt-
ed to determine a first degree of authorization, which is
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adapted to give an authorized user B an authorization to
read information from the database 11, a second degree
of authorization, which is adapted to give an authorized
user B authorization to write information to the database
11, as well as a third degree of authorization, which is
adapted to give an authorized user B authorization to
remove information from the database 11, and the safety
device 13 is adapted to assign an authorized user B ac-
cess to the information 12 in the database 11 according
to a suitable combination of the first and second safety
level and the first, second and third degree of authoriza-
tion, respectively.

[0057] The present invention teaches that the system
1 comprises a log 18, in which each access of the data-
base 11, and each action taken upon such an access, is
recorded together with the user B’s identity as well as
the instant of time of the access.

[0058] It is possible to adapt the safety device 13 to
grant the individual A access to the first and second stor-
age space 14, 15 by means of the first authorization key
16, in which way the individual him-/herself can get ac-
cess to the information available about him/her.

[0059] Such an access is assigned at least according
to the first degree of authorization, i.e., the authorization
to read information. Such an access can, for instance,
be used to allow the individual A to get reminded about
medication, vaccinations or next visit to medical care.
[0060] If the individual A also is granted access to the
database 11 according to the second degree of author-
ization, i.e., the authorization to write information, such
an access and authorization may, for instance, be used
to allow the individual A to make his/her own notes about
his/her state of health and accordingly create a historical
account of his/her state of health, where a user B at a
later stage can be granted access to such personal notes
made by the individual A.

[0061] The present invention teaches that the safety
device 13 comprises means 2 to read and check the first
and second authorization key 16, 17.

[0062] Such means 2 comprises an interface 2a for the
communication with an authorization key 16, 17.
[0063] Such an interface 2a may be a keyset, a touch
panel, a reader of magnetic cards or smart cards, a read-
er of bar-codes, an RFID receiver, an inductive receiver,
or an interface for the communication with a USB key.
[0064] Accordingly, the first and/or second authoriza-
tion key 16, 17 may consist of something an individual A
or user B possesses and that can be used to communi-
cate with a means 2 according to the invention. Hence,
an authorization key 16, 17 may, for instance, be a per-
sonal code, a magnetic card, a smart card, a bar-code,
an RFID transmitter, an inductive transmitter, or a USB
key.

[0065] It is also possible that a means 2 according to
the invention comprises an interface 2a for the reading
of biometric information and the provision of biometric
identification, such as a reader of finger prints, hand
prints, eye recognition, ear recognition, face recognition,

10

15

20

25

30

35

40

45

50

55

or voice recognition, and that the first and/or second au-
thorization key 16, 17 arelis a biometrically unique fea-
ture belonging to the individual A or the user B.

[0066] For instance, it is possible that the means 2
comprises analysis tools for DNA, and that the first au-
thorization key is the individual’'s DNA.

[0067] It should be appreciated that a means 2 may
comprise different interfaces whereby the means 2 can
communicate with different types of authorization keys.
[0068] Figure 2 shows a system according to the in-
vention, where the safety device 13 comprises a plurality
of different means 21, 22, 23, ..., 2n, which may be dis-
tributed and geographically placed to be easily accessi-
ble to the authorized user B. These means may be mu-
tually different regarding interfaces 2a for the communi-
cation with an authorization key to allow a communication
with different types of authorization keys.

[0069] The distributed means 21, 22, 23, ..., 2n may
be adapted to communicate with the database 11 in var-
ious ways. One part may communicate via connection
to the Internet 3, others may communicate via local net-
works, telecommunication, radio communication or in
other ways. The invention is not limited to how the differ-
ent distributed means 21, 22, 23, .., 2n communicate with
the database 11.

[0070] It should also be mentioned that a means 23
according to the invention may be mobile, where the
means 23 is adapted to be carried in an emergency ve-
hicle or rescue vehicle 4 in order to be accessible and
useable at scenes of accidents or emergency areas.
[0071] Itis suggested thatthe means 23 may comprise
a third storage space 5, and that a copy 12a’ of the gen-
eral information 12a stored in the first storage space 14
and belonging to the respective individual A is stored in
the third storage space 5.

[0072] This means that an authorized user B can be
granted access to the copy 12a’ of the general informa-
tion 12a via the third storage space 5 in a situation where
itis difficult orimpossible to establish communication with
the database 11, which may be the case at inaccessible
scenes of accidents or in connection with natural disas-
ters. When the copy 12a’ of the general information 12a
is accessible locally, authorized users B can still gain
access to the general information 12a of an individual by
the individual’s first authorization key 16 and the user’s
second authorization key 17 in spite of the circumstances
maybe making that no communication can be estab-
lished with the database 11.

[0073] Itis suggested that the third storage space 5 is
adapted to be synchronized with the first storage space
14 upon a contact between the means 23 and the data-
base 11.

[0074] There are different ways to carry an authoriza-
tion key 16, 17, and in order for the individual A or the
user B always to be able to carry his/her authorization
key 16, 17, the present invention teaches that the first
and/or second authorization key 16, 17 may be inserted
by operation in the individual A’s or the user B’s body.
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[0075] It is also possible that the first and/or second
authorization key 16, 17 arefis a piece of jewellery or a
tattoo.

[0076] Theinventionis of course not limited to the em-
bodiments given above as examples but may be subject-
ed to modifications within the scope of the subsequent
claims.

Claims

1. System (1) comprising a database (11), where in the
database, there is stored personal information (12)
regarding several individuals (A), where said infor-
mation (12) comprises information regarding said in-
dividual’s state of health, as well as a safety device
(13) adapted to protect at least parts of said infor-
mation (12) against unauthorized access, where
said database (11) is divided into a first storage
space (14) and a second storage space (15), where
said safety device (13) is adapted to grant authorized
users (B) access to said first storage space (14) ac-
cording to a first safety level and to said second stor-
age space (15) according to a second safety level,
where in said first storage space (14), there is stored
general information (12a) about each of said individ-
ual’'s (A) state of health, where in said second storage
space (15), there is stored specific information (12b)
about each of said individual's (A) state of health,
where said safety device (13) is adapted to demand
a first authorization key (16) belonging to said indi-
vidual (A) in combination with a second authorization
key (17) belonging to said authorized user (B) in or-
der for access to said first storage space (14) to be
granted to said authorized user (B), where said gen-
eral information (12a) concerns information that is
required to provide adequate help in an acute situ-
ation, where said first safety level is adapted to grant
an authorized user from public medical service or
immediate assistance corps access to said general
information (12a), where said specific information
(12b) concerns confidential information regarding a
specific health care action, where said second safety
level is adapted to grant registered staff in the care
sector access to specific information about said in-
dividual regarding the special action this very user
works with, where
said safety device (13) comprises means (2) for
reading and checking said first and second authori-
zation keys (16, 17), where said means (2) compris-
es an interface (2a) for the communication with an
authorization key (16, 17), where said first and/or
second authorization key (16, 17) are/is something
an individual or a user possesses, characterized in
that
said safety device (13) comprises a plurality of dif-
ferent reading and checking means (21, 22, 23, ...,
2n), each being configured for reading and checking
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said first and second authorization keys (16, 17),
and in that said safety device (13), in response to a
first authorization key (16) belonging to any individ-
ual (A) in combination with a second authorization
key (17) belonging to any authorized user (B), is con-
figured to grant access to said general information
(12a) from said first storage space (14) concerning
the individual (A) to which said first authorization key
belongs,

and that said means are distributed and geographi-
cally placed to be easily accessible to said author-
ized user (B).

System according to claim 1, characterized in that
said safety device (13) is adapted to determine a first
degree of authorization, which is adapted to give an
authorized user (B) an authorization to read informa-
tion from said database (11), a second degree of
authorization, which is adapted to give an authorized
user (B) authorization to write information to said da-
tabase (11), as well as a third degree of authoriza-
tion, which is adapted to give an authorized user (B)
authorization to remove information from said data-
base (11), that an authorized user (B) can be as-
signed access to the information in said database
(11) according to a suitable combination of said first
and second safety level and said first, second and
third degree, respectively, of authorization, that said
system (1) comprises a log (18), and that each ac-
cess of said database (11), and each action taken
upon such an access, is recorded in said log (18)
together with said user’s (B) identity as well as the
instant of time of the access.

System according to any one of the preceding
claims, characterized in that said safety device is
adapted to grant said individual access to said first
and second storage space (14, 15) by means of said
first authorization key (16), and that said access is
assigned at least according to said first degree of
authorization.

System according to any one of the preceding
claims, characterized in that said means (2) com-
prises an interface (2a) for the reading of biometric
information and the provision of biometric identifica-
tion, and that said first and/or second authorization
key (16, 17) arelis a biometrically unique feature be-
longing to said individual or user.

System according to any one of the preceding
claims, characterized in that said means (2) com-
prises analysis tools for DNA, and that said first au-
thorization key is said individual's DNA.

System according to claim 1, characterized in that
said means (23) is mobile, and that said means (23)
is adapted to be carried in emergency vehicles or
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rescue vehicles (4).

System according to claim 6, characterized in that
said means (23) comprises a third storage space (5),
that a copy (12a’) of the general information (12a)
stored in said first storage space (14) and belonging
to the respective individual (A) is stored in said third
storage space (5), that an authorized user (B) can
be granted access to said general information (12a)
via said third storage space (5) in a situation where
it is difficult orimpossible to establish communication
with said database (11), and that said third storage
space (5) is adapted to be synchronized with said
first storage space (14) upon a contact between said
means (23) and said database (11).

System according to any one of claims 1 to 3, char-
acterized in that said first and/or second authoriza-
tion key (16, 17) arelis inserted by operation in said
individual’s (A) or user’s (B) body.

System according to any one of claims 1 to 3, char-
acterized in that said first and/or second authoriza-
tion key (16, 17) arelis a piece of jewellery.

System according to any one of claims 1 to 3, char-
acterized in that said first and/or second authoriza-
tion key (16, 17) arefis a tattoo.

Patentanspriiche

1.

System (1), das eine Datenbank (11), in der persén-
liche Daten (12) von einigen Personen (A) gespei-
chertsind, wobei die Daten (12) Daten bezlglich des
Gesundheitszustands der Person umfassen, und ei-
ne Sicherheitseinrichtung (13), die ausgelegt ist,
mindestens Teile der Daten (12) gegen unberech-
tigten Zugriff zu schiitzen, umfasst, wobei die Da-
tenbank in einen ersten Speicherbereich (14) und
einen zweiten Speicherbereich (15) unterteilt ist und
die Sicherheitseinrichtung (13) ausgelegt ist, be-
rechtigten Anwendern (B) gemaR einer ersten Si-
cherheitsstufe Zugriff auf den ersten Speicherbe-
reich (14) und gemaR einer zweiten Sicherheitsstufe
Zugriff auf den zweiten Speicherbereich (15) zu ge-
wahren, wobei im ersten Speicherbereich (14) all-
gemeine Daten (12a) Uber den Gesundheitszustand
jeder Person (A) gespeichert sind und im zweiten
Speicherbereich (15) konkrete Daten (12b) tiber den
Gesundheitszustand jeder Person (A) gespeichert
sind, die Sicherheitseinrichtung (13) ausgelegt ist,
einen ersten Berechtigungsschlissel (16), der der
Person (A) gehort, in Kombination miteinem zweiten
Berechtigungsschlissel (17), der dem berechtigen
Anwender (B) gehdort, zu verlangen, damit dem be-
rechtigten Anwender (B) Zugriff zum ersten
Speicherbereich (14) gewahrt werden kann, die all-
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gemeinen Daten (12a) Daten betreffen, die erforder-
lich sind, in einer akuten Situation angemessene Hil-
fe bereitzustellen, die erste Sicherheitsstufe ausge-
legt ist, einem berechtigten Anwender aus dem &f-
fentlichen Sanitatsdienst oder einem Soforthilfe-
korps Zugriff auf die allgemeinen Daten (12a) zu ge-
wahren, die konkreten Daten (12b) vertrauliche Da-
ten bezlglich einer bestimmten MalRnahme zur me-
dizinischen Versorgung betreffen und die zweite
Sicherheitsstufe ausgelegt ist, registriertem Perso-
nal im Pflegebereich Zugriff auf konkrete Daten der
Person hinsichtlich der speziellen MaRnahme, an
der der bestimmte Anwender arbeitet, zu gewahren,
wobei

die Sicherheitseinrichtung (13) ein Mittel (2) zum Le-
sen und Prufen des ersten und des zweiten Berech-
tigungsschllssels (16, 17) umfasst, das Mittel (2) ei-
ne Schnittstelle (2a) fir die Kommunikation mit ei-
nem Berechtigungsschlissel (16, 17) umfasst und
der erste und/oder der zweite Berechtigungsschlus-
sel (16, 17) etwas ist, das eine Person oder ein An-
wender besitzt, dadurch gekennzeichnet, dass
die Sicherheitseinrichtung (13) mehrere verschiede-
ne Lese- und Prifmittel (21, 22, 23, ..., 2n) umfasst,
die jeweils zum Lesen und Prifen des ersten und
des zweiten Berechtigungsschlissels (16, 17) kon-
figuriert sind,

die Sicherheitseinrichtung (13) konfiguriert ist, als
Antwort auf einen ersten Berechtigungsschlissel
(16), der einer Person (A) gehort, in Kombination mit
einem zweiten Berechtigungsschlissel (17), der ei-
nem berechtigten Anwender (B) gehért, Zugriff auf
die allgemeinen Daten (12a) aus dem ersten
Speicherbereich (14), die die Person (A), derderers-
te Berechtigungsschliissel gehért, betreffen, zu ge-
wahren, und

die Mittel verteilt sind und geographisch derart an-
geordnet sind, dass sie fiir den berechtigten Anwen-
der (B) leicht zuganglich sind.

System nach Anspruch 1, dadurch gekennzeich-
net, dass die Sicherheitseinrichtung (13) ausgelegt
ist, einen ersten Berechtigungsgrad, der ausgelegt
ist, einem berechtigten Anwender (B) eine Berech-
tigung zu geben, Daten aus der Datenbank (11) zu
lesen, einen zweiten Berechtigungsgrad, der ausge-
legt ist, einem berechtigen Anwender (B) eine Be-
rechtigung zu geben, Daten in die Datenbank (11)
zu schreiben, sowie einen dritten Berechtigungs-
grad, der ausgelegt ist, einem berechtigten Anwen-
der (B) eine Berechtigung zu geben, Daten aus der
Datenbank (11) zu entfernen, zu bestimmen, dass
einem berechtigten Anwender (B) Zugriff auf die Da-
ten in der Datenbank (11) gemaR einer geeigneten
Kombination der ersten und der zweiten Sicherheits-
stufe und dem ersten, dem zweiten bzw. dem dritten
Berechtigungsgrad zugewiesen werden kann, dass
das System (1) ein Protokoll (18) umfasst und dass
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jeder Zugriff auf die Datenbank (11) und jede
MaRnahme, die nach einem derartigen Zugriff ergrif-
fen wird, gemeinsam mit der Identitdt des Anwen-
ders (B) sowie dem Zeitpunkt des Zugriffs im Proto-
koll (18) aufgezeichnet wird.

System nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass die Sicher-
heitseinrichtung ausgelegt ist, der Person mittels
des ersten Berechtigungsschlissels (16) Zugriff auf
den ersten und den zweiten Speicherbereich (14,
15) zu gewahren und dass der Zugriff mindestens
gemal dem ersten Berechtigungsgrad zugewiesen
wird.

System nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass das Mittel (2)
eine Schnittstelle (2a) zum Lesen biometrischer Da-
ten und die Bereitstellung einer biometrischen Iden-
tifizierung umfasst und dass der erste und/oder der
zweite Berechtigungsschliissel (16, 17) biometrisch
eindeutige Merkmale sind, die der Person oder dem
Anwender gehdren.

System nach einem der vorhergehenden Anspri-
che, dadurch gekennzeichnet, dass das Mittel (2)
DNA-Analysewerkzeuge umfasstund dass der erste
Berechtigungsschliissel die DNA der Person ist.

System nach Anspruch 1, dadurch gekennzeich-
net, dass das Mittel (23) mobil ist und dass das Mittel
(23) ausgelegt ist, in Einsatzfahrzeugen oder Ret-
tungsfahrzeugen (4) mitgefiihrt zu werden.

System nach Anspruch 6, dadurch gekennzeich-
net, dass das Mittel (23) einen dritten Speicherbe-
reich (5) umfasst, dass eine Kopie (12a’) der allge-
meinen Daten (12a), die im ersten Speicherbereich
(14) gespeichert sind und der entsprechenden Per-
son (A) gehdren, im dritten Speicherbereich (5) ge-
speichertist, dass einem berechtigten Anwender (B)
mittels des dritten Speicherbereiches (5) in einer Si-
tuation, in der es schwierig oder unmdglich ist, eine
Kommunikation mitder Datenbank (11) aufzubauen,
Zugriff auf die allgemeinen Daten (12a) gewahrt wer-
den kann und dass der dritte Speicherbereich (5)
ausgelegt ist, nach einem Kontakt zwischen dem
Mittel (23) und der Datenbank (11) mit dem ersten
Speicherbereich (14) synchronisiert zu werden.

System nach einem der Anspriiche 1 bis 3, dadurch
gekennzeichnet, dass der erste und/oder der zwei-
te Berechtigungsschlissel (16, 17) durch eine Ope-
ration in den Kérper der Person (A) oder des Anwen-
ders (B) eingesetzt werden.

System nach einem der Anspriiche 1 bis 3, dadurch
gekennzeichnet, dass der erste und/oder der zwei-
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10.

te Berechtigungsschlissel (16, 17) Schmuckstlicke
sind.

System nach einem der Anspriiche 1 bis 3, dadurch
gekennzeichnet, dass der erste und/oder der zwei-
te Berechtigungsschlussel (16, 17) Tatowierungen
sind.

Revendications

Systéme (1) comprenant une base de données (11),
dans lequel dans la base de données sont mémori-
sées des informations personnelles (12) relatives a
plusieurs personnes (A), lesdites informations (12)
comprenantdes informations (12) relatives audit état
de santé des personnes, ainsi qu’un dispositif de sé-
curité (13) congu pour protéger au moins des parties
desdites informations contre un accés non autorisé,
dans lequel ladite base de données (11) est divisée
en un premier espace mémoire (14) et un deuxieéme
espace mémoire (15), dans lequel ledit dispositif de
sécurité (13) est congu pour accorder a des utilisa-
teurs autorisés (B) un acces audit premier espace
meémoire (14) en fonction d’'un premier niveau de sé-
curité et audit deuxieme espace mémoire (15) en
fonction d’'un second niveau de sécurité, dans lequel
dans ledit premier espace mémoire (14) sont mémo-
risées des informations générales (12a) relatives a
I'état de santé de chaque dite personne (A), dans
lequel dans ledit deuxieme espace mémoire (15)
sontmémorisées des informations spécifiques (12b)
relatives a I'état de santé de chaque dite personne
(A), dans lequel ledit dispositif de sécurité (13) est
congu pour demander une premiére clé d’autorisa-
tion (16) appartenant a ladite personne (A) en asso-
ciation avec une seconde clé d’autorisation (17) ap-
partenant audit utilisateur autorisé (B) dans le but
que l'acces audit premier espace mémoire (14) soit
accordé audit utilisateur autorisé (B), dans lequel
lesdites informations générales (12a) concernent
des informations qui sontrequises pour apporterune
aide adéquate dans une situation grave, dans lequel
ledit premier niveau de sécurité est congu pour ac-
corder a un utilisateur autorisé provenant d’un ser-
vice médical public ou d’'un corps d’assistance im-
meédiate un acces auxdites informations générales
(12a), dans lequel lesdites informations spécifiques
(12b) concernent des informations confidentielles
relatives a une action de soins de santé spécifique,
dans lequel ledit second niveau de sécurité est con-
¢u pour accorder a du personnel enregistré dans le
secteur des soins un accés a des informations spé-
cifiques sur ladite personne concernant I'action spé-
ciale que ce méme utilisateur utilise, dans lequel

ledit dispositif de sécurité (13) comprend des
moyens (2) pour lire et vérifier lesdites premiére et
seconde clés d’autorisation (16, 17), dans lequel les-
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dits moyens (2) comprennent une interface (2a) pour
la communication avec une clé d’autorisation (16,
17), dans lequel ladite/lesdites premiére et/ou se-
conde clés d’autorisation (16, 17) sont/est quelque
chose que posséde une personne ou un utilisateur,
caractérisé en ce que

ledit dispositif de sécurité (13) comprend une plura-
lité de différents moyens de lecture et de vérification
(21, 22, 23, ..., 2n), chacun étant congu pour lire et
vérifier lesdites premiére et seconde clés d’autorisa-
tion (16, 17),

et en ce que ledit dispositif de sécurité (13), en ré-
ponse a une premiére clé d’autorisation (16) appar-
tenant a une personne (A) quelconque en associa-
tion avec une seconde clé d’autorisation (17) appar-
tenant a un utilisateur (B) quelconque, est congu
pour accorder I'accés auxdites informations généra-
les (12a) provenant dudit premier espace mémoire
(14) concernantla personne (A) alaquelle appartient
ladite premiére clé d’autorisation,

et en ce que lesdits moyens sont répartis et placés
géographiquement pour étre facilement accessibles
par ledit utilisateur autorisé (B).

Systeme selon la revendication 1, caractérisé en
ce que ledit dispositif de sécurité (13) est congu pour
déterminer un premier degré d’autorisation, qui est
congu pour donner a un utilisateur autorisé (B) 'auto-
risation de lire des informations provenant de ladite
base de données (11), un deuxiéme degré d’autori-
sation, qui est congu pour donner a un utilisateur
autorisé (B) l'autorisation d’écrire des informations
dans ladite base de données (11), ainsi qu’un troi-
siéme degré d’autorisation, qui est congu pour don-
ner a un utilisateur autorisé (B) I'autorisation de sup-
primer des informations de ladite base de données
(11), en ce qu’un utilisateur autorisé (B) peut se voir
accorder I'acces aux informations dans ladite base
de données (11) en fonction d’une association adap-
tée desdits premier et second niveaux de sécurité
et desdits premier, deuxiéme et troisi€me degrés,
respectivement, d’autorisation, en ce que ledit sys-
teme (1) comprend un journal (18), et en ce que
chaque acces de ladite base de données (11), et
chaque action entreprise lors d’un tel accés, soient
enregistrés dans ledit journal (18) conjointement
avec lidentité dudit utilisateur (B) ainsi que le mo-
ment de l'acceés.

Systeme selon I'une quelconque des revendications
précédentes, caractérisé en ce que ledit dispositif
de sécurité est congu pour accorder a ladite person-
ne un accés auxdits premier et deuxiéme espaces
mémoire (14, 15) au moyen de ladite premiere clé
d’autorisation (16), et en ce que ledit acces est ac-
cordé au moins en fonction dudit premier degré
d’autorisation.
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10

4.

10.

Systéme selon I'une quelconque des revendications
précédentes, caractérisé en ce que lesdits moyens
(2) comprennent une interface (2a) pour la lecture
d’informations biométriques et la fourniture d’'une
identification biométrique, et en ce que ladite/lesdi-
tes premiere et/ou seconde clés d’authentification
(16, 17) sont/est une caractéristique unique d’un
point de vue biométrique appartenant a ladite per-
sonne ou audit utilisateur.

Systéme selon I'une quelconque des revendications
précédentes, caractérisé en ce que lesdits moyens
(2) comprennent des outils d’analyse pour 'ADN, et
en ce que ladite premiére clé d’autorisation est
I’ADN de ladite personne.

Systéme selon la revendication 1, caractérisé en
ce que lesdits moyens (23) sont mobiles, et en ce
que lesdits moyens (23) sont congus pour étre trans-
portés dans des véhicules d’urgence ou des véhicu-
les de secours (4).

Systéme selon la revendication 6, caractérisé en
ce que lesdits moyens (23) comprennent un troisie-
me espace mémoire (5), en ce qu’une copie (12a’)
des informations générales (12a) mémorisées dans
ledit premier espace mémoire (14) et appartenant a
la personne (A) respective est mémorisée dans ledit
troisieme espace mémoire (5), en ce qu’un utilisa-
teur autorisé (B) peut se voir accorder un acces
auxdites informations générales (12a) par l'intermé-
diaire dudit troisieme espace mémoire (5) dans une
situation dans laquelle il est difficile ou impossible
d’établir une communication avec ladite base de
données (11), et en ce que ledit troisieme espace
meémoire (5) est congu pour étre synchronisé avec
ledit premier espace mémoire (14) lors d’un contact
entre lesdits moyens (23) et ladite base de données

(11).

Systéme selon I'une quelconque des revendications
1a 3, caractérisé en ce que ladite/lesdites premiéere
et/ou seconde clés d’autorisation (16, 17) sont/est
introduite par une opération dans le corps de ladite
personne (A) ou dudit utilisateur (B).

Systéme selon I'une quelconque des revendications
1a 3, caractérisé en ce que ladite/lesdites premiere
et/ou seconde clés d’autorisation (16, 17) sont/est
un élément de bijouterie.

Systéme selon I'une quelconque des revendications
1a 3, caractérisé en ce que ladite/lesdites premiéere
et/ou seconde clés d’autorisation (16, 17) sont/est
un tatouage.
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