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Description

[0001] The present invention generally relates to im-
plantable medical devices and ways to store and ana-
lyze data gathered by such devices.

[0002] Implantable medical devices (IMDs) are im-
planted within the body of a patient to monitor, regulate,
and/or correct physiological conditions. Implantable
medical devices include implantable cardiac stimulation
devices (e.g., pacemakers, implantable defibrillators)
that apply stimulation therapy to the heart, implantable
cardiac monitors that monitor heart activity, implantable
neurological devices that monitor and stimulate nerves,
and other implantable devices used for diagnostic and/
or therapeutic purposes, such as medication dosing de-
vices.

[0003] Implantable medical devices typically include
a control unit positioned within a casing that is implanted
into the body. A set of leads provide an electrical inter-
face between the encased control unit and the body.
With improved processor and memory technologies, the
control units have become increasingly more sophisti-
cated, allowing them to monitor many types of physio-
logical conditions and apply tailored therapies in re-
sponse to those conditions.

[0004] Some implantable medical devices can be de-
signed to communicate with, and/or be programmed by,
systems that are external to the patient. For example,
implantable cardiac devices are equipped with teleme-
try circuits that communicate with an external program-
mer via a proximally positioned electromagnetic wand.
The wand contains a coil that forms a transformer cou-
pling with the device's telemetry circuitry to transmit low
frequency signals by varying coil impedance.

[0005] Early telemetry communication was unidirec-
tional from the programmer to the implanted device.
Passive telemetry allowed a treating physician to down-
load instructions to the implanted device following im-
plantation. Due to power and size constraints, early
commercial versions of implanted devices were typically
incapable of transmitting information back to the pro-
grammer.

[0006] As power capabilities improved, active telem-
etry became feasible, allowing synchronous bi-direc-
tional communication between the implanted device
and the external system. One example of an active te-
lemetry protocol is to utilize a half-duplex communica-
tion mode in which the programmer sends instructions
in a predefined frame format and, following termination
of this transmission, the implanted device returns data
using the frame format. With active telemetry, the treat-
ing physician is able to not only program the implanted
device, but also retrieve information from the implanted
device to evaluate physiological activity and device per-
formance. The treating physician may periodically want
to review device performance or physiological data for
predefined periods of time to ensure that the device is
providing therapy in a desired manner. Consequently,
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current generation implantable cardiac therapy devices
incorporate memories, and the processors periodically
sample and record various performance parameter
measurements in the memories. Data pertaining to a pa-
tient's condition can also be passed to and stored by the
external system during communication sessions with
the implanted device. This data can then be analyzed
by the system.

[0007] One challenge that still persists, however, is
how to efficiently and effectively store and analyze data
captured by implantable medical devices.

[0008] According to one aspect of the invention, there
is provided a system comprising: at least one implanta-
ble medical device (IMD) that collects data; and a plu-
rality of computing devices that are communicatively
coupled, one to another, characterized in that: each of
the computing devices has capabilities to analyze the
data; at least one of the computing devices is commu-
nicatively coupled to the IMD to obtain the data; and one
or more of the computing devices is configured to de-
termine whether to communicate the data to another
one of the computing devices having analytical capabil-
ities that are not included in the analytical capabilities of
the one or more computing devices.

[0009] According to another aspect of the invention,
there is provided a system comprising: a hierarchy of
computing devices that are communicatively coupled,
one to another, characterized in that: at least one of the
computing devices is an implantable medical device
(IMD); the hierarchy is defined by each respective
amount of data that each of the computing devices is
configured to store; and one or more of the computing
devices is configured to determine whether to commu-
nicate the data to another one of the computing devices
that is configured to store a different amount of data.
[0010] The invention also extends to a method com-
prising: analyzing data collected by an implantable med-
ical device (IMD) by utilizing a set of analytical capabil-
ities; and determining, from the analyzing, whether to
communicate the data to a computing device having ad-
ditional analytical capabilities that are notincluded in the
set of analytical capabilities.

[0011] Preferably, the analyzing is performed by the
IMD. Preferably, the analytical capabilities are selected
from the group consisting of: processing capabilities;
memory resources; network resources; patient diagnos-
tic algorithms; device diagnostic algorithms; and any
combination thereof.

[0012] The data may describe a patient or operation
of the IMD.
[0013] Preferably, the analyzing and the determining

are performed automatically and without user interven-
tion, and the method further comprises notifying a des-
ignated user of a result of the analyzing. The method
may further comprise: communicating the data to the
computing device; analyzing the data by the computing
device utilizing the additional analytical capabilities; and
determining, from the analyzing by the computing de-
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vice, whether to communicate the data to another com-
puting device having analytical capabilities that are not
included in the additional analytical capabilities.

[0014] The invention may also extend to a method
comprising: collecting data by an implantable medical
device (IMD); and managing distribution of the data to
one or more of a plurality of computing devices based
on respective capabilities of each of the computing de-
vices to analyze the data.

[0015] Preferably, the managing further comprises
communicating data from the IMD at predetermined in-
tervals of time.

[0016] The managing may further comprise: analyz-
ing the data by utilizing a set of analytical capabilities;
determining, from the analyzing, whether to communi-
cate the data to one of the computing devices having
additional analytical capabilities that are not included in
the set of analytical capabilities; and forming a commu-
nication for notifying a designated user of a result of the
analyzing.

[0017] The method may further comprise: collecting
data by another IMD; and aggregating the data from
both IMDs, wherein the managing includes managing
distribution of the aggregated data.

[0018] Preferably, in a network system including a plu-
rality of computing devices, wherein at least one of the
computing devices is an implantable medical device
(IMD), at least one the computing devices is an interme-
diate computing device, and at least one of the comput-
ing devices is a endpoint device, wherein the IMD and
the intermediate computing device each includes a
communication agent and an analysis agent, the meth-
od comprises: analyzing data through execution of one
of the analysis agents; and when the data is determined
to be critical data, indicating the data is critical such that
the data is communicated by the communication agent
to the endpoint device without first being analyzed by
another one of the analysis agents, otherwise, analyzing
the data by the other one of the analysis agents before
communication.

[0019] The analysis agent, when executed, may pro-
vide work flow management. The method may further
comprise forming a communication for notifying a des-
ignated user of a result of the analyzing.

[0020] The invention may also extend to an implant-
able medical device comprising: memory for maintain-
ing data; and one or more agents that are executable
to: analyze the data; and communicate the data to an
external device when the analyzing provides an indica-
tion for additional analysis which is not provided by the
one or more agents.

[0021] Preferably, the one or more agents are further
executable to form a communication for notifying a des-
ignated user when a result of the analyzing indicates a
change in a patient's condition. The data may describe
a patient's condition. The external device may be con-
figured as a device selected from the group consisting
of: a patient-wearable device; a networked programmer;
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and an offline programmer. The external device may be
an intermediate computing device that is communica-
tively coupled to an endpoint device.

[0022] The invention also contemplates a network ar-
chitecture for managing data output by an implantable
medical device (IMD) through a plurality of computing
devices, the network architecture comprising: a hierar-
chy of agents, wherein each of the agents is executable
to analyze the data collected by the IMD; and at least
one of the plurality of agents is operative to determine
whether the agent has capabilities sufficient to analyze
the data, and that is responsive determining that the
agent does not have sufficient capabilities to cause the
data to be communicated to another one of the agents
that has capabilities sufficient to analyze the data.
[0023] One or more of the plurality of agents may be
executable to form a communication, based on the anal-
ysis, for notifying a designated user of a result of the
analysis. One or more of the plurality of agents may be
executable to aggregate data from at least two IMDs.
One or more of the plurality of agents may be executable
to aggregate data from the IMD and an external medical
device.

[0024] The invention also contemplates a network ar-
chitecture for managing data output by a plurality of im-
plantable medical devices (IMDs) to a plurality of com-
puting devices, wherein at least one of the computing
devices is operated by a knowledge worker that is inter-
ested in the data, the network architecture comprising:
an information tier to collect data from the plurality of
IMDs; a first analyzing tier to analyze the data collected
from the information source layer utilizing a first set of
analytical capabilities; and a second analyzing tier, sep-
arate from the first analyzing tier, to further analyze the
data analyzed by the first analyzing tier, wherein the sec-
ond analyzing tier utilizes a second set of analytical ca-
pabilities that are not included in the first set of analytical
capabilities.

[0025] Preferably, the second analyzing tier is config-
ured to communicate a result of the second analyzing
to one or more of the plurality of IMDs. Preferably, the
information tier includes the plurality of IMDs; the first
analyzing tier includes one or more of the computing de-
vices configured as intermediate computing devices;
and the second analyzing tier includes one of the com-
puting devices configured as a endpoint device.
[0026] The second analyzing layer may be configured
to request additional data from the information source
layer that was not included in the data provided by the
first analyzing layer. Preferably, at least one of the first
and second analyzing tier form a communication for no-
tifying a designated user of a result of the respective
analysis. The information layer may further comprise an
external medical device.

[0027] A hierarchical data storage and analysis sys-
tem for implantable medical devices is described. The
system may be implemented through a plurality of intel-
ligent agents that are executed at each tier of the hier-



5 EP 1 584 349 A1 6

archy to perform defined tasks. For example, execution
of the agents may be utilized to manage data based on
the capabilities of each tier of the hierarchy, such as an-
alytical capabilities to analyze patient data, processing
capabilities, memory capabilities, communication capa-
bilities, and so forth.

[0028] The invention may be carried into practice in
various ways and some embodiments will now be de-
scribed by way of example, with reference to the accom-
panying drawings, in which:

[0029] Fig. 1is a diagrammatic illustration of a cardiac
therapy network architecture with an implantable medi-
cal device (IMD), configured as an implantable cardiac
therapy device, connected to a network of computing
devices;

[0030] Fig. 2 shows a hierarchy in an exemplary im-
plementation in which the hierarchy is defined by ana-
lytical capabilities of each of the computing devices in-
cluded in the hierarchy;

[0031] Fig. 3 is a simplified illustration of the IMD of
Fig. 1 in electrical communication with a patient's heart
for monitoring heart activity and/or delivering stimulation
therapy;

[0032] Fig. 4 is a functional block diagram of the ex-
emplary IMD of Fig. 3;

[0033] Fig. 5 is a functional block diagram of an ex-
emplary computing device that may be used in the net-
work systems of the network architecture;

[0034] Fig. 6 is a block diagram depicting an agent
hierarchy having four separate tiers, each of the tiers
illustrated as having an agent to manage data in the re-
spective tier;

[0035] Fig. 7 is a block diagram showing an agent hi-
erarchy having exemplary agents for inclusion on one
or more of the computing devices of the hierarchy;
[0036] Fig. 8 is a flow chart depicting a process for
managing data in an agent hierarchy based on analyti-
cal capabilities of one or more computing devices in-
cluded in the network system;

[0037] Fig. 9 is a flow chart depicting a process for
managing data in an agent hierarchy based on process-
ing capabilities of one or more computing devices in-
cluded in the network system;

[0038] Fig. 10 is a flow chart depicting a process for
managing data in an agent hierarchy based on data crit-
icality and memory capabilities of one or more comput-
ing devices included in the network system;

[0039] Fig. 11 shows an agent hierarchy implemented
in a network system in which data is managed through
execution of a plurality of agents by respective comput-
ing devices;

[0040] Fig. 12 is a flow chart depicting a process for
managing critical data in a network system;

[0041] Fig. 13 shows an agent hierarchy implemented
in a network system in which data is communicated from
the endpoint device through tiers of the hierarchy to the
IMD through execution of a plurality of agents by respec-
tive computing devices; and

10

15

20

25

30

35

40

45

50

55

[0042] Fig. 14 shows an agent hierarchy implemented
in a network system in which data is communicated from
a plurality of IMDs and external medical devices through
tiers of the hierarchy to the endpoint device through ex-
ecution of a plurality of agents by respective computing
devices.

[0043] The following description sets forth animplant-
able medical device (IMD) network architecture in which
data collected from an IMD is managed for communica-
tion, analysis, and/or storage by computing devices in-
cluded in the network architecture. For example, the net-
work architecture may include a variety of computing de-
vices such as the IMD, one or more intermediate com-
puting devices, and an endpoint device. One or more of
the computing devices may have different analytical ca-
pabilities to analyze the data, may have differing amount
of data storage, may have different respective amounts
of processing resources, may utilize different respective
patient diagnostic algorithms to analyze the data, and
so forth. Accordingly, the network architecture may be
configured as one or more hierarchies that reflect the
different capabilities of each of the computing devices
such that analysis and storage of the data is optimized.

Cardiac Therapy Network

[0044] Fig. 1 shows an exemplary network architec-
ture 100 that includes an implantable medical device
(IMD) 102, which is represented pictorially as an im-
plantable cardiac therapy device (ICTD), coupled to a
network of computing devices. The IMD 102 is illustrat-
ed as being implanted in a human patient 104. The IMD
102is also illustrated in Fig. 1 as being in electrical com-
munication with a patient's heart 106 by way of multiple
leads 108 suitable for monitoring cardiac activity and/or
delivering multi-chamber stimulation and shock therapy.
Although the IMD 102 is illustrated as an ICTD, the IMD
102 may be configured in a variety of ways, such as im-
plantable cardiac monitors that monitor heart activity,
implantable neurological devices that monitor and stim-
ulate nerves, and other implantable devices used for di-
agnostic and/or therapeutic purposes, further discus-
sion of which may be found in relation to Fig. 14.
[0045] The IMD 102 may communicate with a stan-
dalone or offline programmer 110 via short-range telem-
etry technology. The offline programmer 110 is equipped
with a wand that, when positioned proximal to the IMD
102, communicates with the IMD 102 through a mag-
netic coupling.

[0046] The IMD 102 can alternatively, or additionally,
communicate with a local transceiver. The local trans-
ceiver 112 may be a device that resides on or near the
patient, such as an electronic communications device
that is worn by the patient or is situated on a structure
within the room or residence of the patient. The local
transceiver 112 communicates with the IMD 102 using
short-range telemetry or longer-range high-frequency-
based telemetry, such as RF (radio frequency) transmis-
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sions. Alternatively, the local transceiver 112 may be in-
corporated into the IMD 102, as represented by dashed
line 116. In this case, the IMD includes a separate and
isolated package area that accommodates high-fre-
quency transmissions without disrupting operation of
the monitoring and stimulation circuitry.

[0047] Depending upon the implementation and
transmission range, the local transceiver 112 can be in
communication with various other devices of the net-
work architecture 100. One possible implementation is
for the local transceiver 112 to transmit information re-
ceived from the IMD 102 to a networked programmer
114, which is connected to network 118. The networked
programmer 114 is similar in operation to standalone
programmer 110, but differs in that it is connected to the
network 118. The networked programmer 114 may be
local to, or remote from, the local transceiver 112; or al-
ternatively, the local transceiver 112 may be incorporat-
ed into the networked programmer 114, as represented
by dashed line 120.

[0048] Another possible implementation is for the lo-
cal transceiver to be connected directly to the network
118 for communication with remote computing devices
and/or programmers. Still another possibility is for the
local transceiver 112 to communicate with the network
118 via wireless communication, such as via a satellite
system 122.

[0049] The network 118 may be implemented by one
or more different types of networks (e.g., Internet, local
area network, wide area network, telephone, cable, sat-
ellite, etc.), including wire-based technologies (e.g., tel-
ephone line, cable, fiber optics, etc.) and/or wireless
technologies (e.g., RF, cellular, microwave, IR, wireless
personal area network, etc.). The network 118 can be
configured to support any number of different protocols,
including HTTP (HyperText Transport Protocol), TCP/IP
(Transmission Control Protocol/Internet Protocol), WAP
(Wireless Application Protocol), Bluetooth, and so on.
[0050] The network architecture 100 facilitates distri-
bution of data among the IMD 102, the local transceiver
unit 112, the networked programmer 114, and one or
more hierarchical endpoint devices, represented picto-
rially in Fig. 1 as a patient notification device 128, a
healthcare worker notification device 130, and a data-
base server 140. The endpoint devices can be imple-
mented using a wide variety of other computing devices,
ranging from small handheld computers or portable dig-
ital assistants (PDAs) carried by physicians to worksta-
tions or mainframe computers with large storage capa-
bilities.

[0051] Data gathered from the IMD 102 may be inte-
grated, processed, and distributed by each of the com-
puting devices (e.g., the IMD 102, offline programmer
110, networked programmer 114, patient notification de-
vice 128, knowledge worker notification device 130, and
database server 140) for viewing by knowledge work-
ers. The endpoint devices may maintain and store the
data from the IMD 102, and prepare the data for efficient
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presentation to knowledge workers. Additionally, the
endpoint devices may be utilized in a variety of ways.
For example, the endpoint devices may be utilized by
healthcare providers to store and process patient
records. A manufacturer may utilize the endpoint device
configured as a computer system that tracks data re-
turned from the IMD 102. Additionally, clinical groups
may utilize the endpoint device to store and analyze da-
ta across patient populations. Further, regulatory agen-
cies may utilize the endpoint device to register and track
healthcare risk data for a plurality of IMDs.

[0052] The network architecture 100 supports two-
way communication. Not only is data collected from the
IMD 102 and distributed to the various computing devic-
es, but also data may be returned from these computing
devices to the networked programmer 114 and/or the
local transceiver 112 for communication back to the IMD
102. Information returned to the IMD 102 may be used
to adjust operation of the device, update software exe-
cuted on the device, and/or modify therapies being ap-
plied by the device. Such information may be imparted
to the IMD 102 automatically, without the patient's
knowledge. Further discussion of adjustment of param-
eters used in patient diagnostic algorithms and software
upgrades may be found in relation to Fig. 13.

[0053] Additionally, data may be sent to a patient no-
tification device 128 to notify the patient of some event
or item. The patient notification device 128 can be im-
plemented in a number of ways including, for example,
as a telephone, a cellular phone as illustrated, a pager,
a PDA (personal digital assistant), a dedicated patient
communication device, a computer, an alarm, and so
on. Notifications may be as simple as an instruction to
sound an alarm to inform the patient to call into the
healthcare providers, or as complex as HTML-based
pages with graphics and textual data to educate the pa-
tient. Notification messages sent to the patient notifica-
tion device 128 can contain essentially any type of in-
formation related to therapeutic purposes and/or device
operation. Such information might include new studies
released by clinical groups pertaining to device opera-
tion and patient activity (e.g., habits, diets, exercise,
etc.), recall notices or operational data from the manu-
facturer, patient-specific instructions sent by the health-
care providers, or warnings published by regulatory
groups.

[0054] Notifications can also be sent from the knowl-
edge worker to the patient. Notification device 130 might
include, for example, one or more computing devices
designed to create and deliver notification messages on
behalf of the knowledge workers. The notification sys-
tem 130 delivers the messages in formats supported by
the various types of patient notification devices 128. For
instance, if the patient carries a pager, a notification
message might consist of a simple text statement in a
pager protocol. For a more sophisticated wireless-ena-
bled PDA or Internet-oriented cellular phone, messages
might contain more than text data and be formatted us-
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ing WAP formats.

[0055] Each of the computing devices illustrated in
Fig. 1 possess differing capabilities, such as different
analytical capabilities, different processing functionality
and/or different storage capacities. For example, IMD
102 may be configured with a processor 150 and mem-
ory 152 of limited capabilities, while database server
140 has a database processing system 142 and data-
base storage 144 of extensive capabilities. Intermediate
devices may have different sets of capabilities as com-
pared to the IMD 102 and database server 140. Here,
local transceiver unit 112 has a processor 154 and a
memory 156, and networked programmer 114 has a
processor 158 and a memory 160. The processors 154
and 158 and memories 156 and 160 can range from
more enhanced capabilities in comparison with the serv-
er to capabilities that fall somewhere between the IMD
and server, to less capabilities than the IMD.

[0056] Taken together as a single architecture, the
computing devices form a hierarchy of varying analytical
capabilities for processing and storing data collected by
the IMD 102. Data is migrated among the devices to take
advantage of these capability differences depending up-
on defmed sets of heuristics.

[0057] Fig. 2 shows a hierarchy 200 in an exemplary
implementation in which the hierarchy 200 is defined by
analytical capabilities of each of the computing devices
included in the hierarchy 200. The hierarchy 200 in-
cludes a computing device configured as the IMD 102
of Fig. 1 and another computing device configured as
an endpointdevice 140. The hierarchy 200 also includes
a plurality of intermediate computing devices 202(1), ...,
202(m), ..., 202(M). One or more of the plurality of inter-
mediate computing devices 202(1)-202(M) are commu-
nicatively coupled to the IMD 102. Additionally, one or
more of the plurality of intermediate computing devices
202(1)-202(M) are communicatively coupled to the end-
point device 140 over the network 118.

[0058] Each of the computing devices in the hierarchy
200 has respective analytical capabilities. The IMD 102
includes analytical capabilities 204, each of the interme-
diate computing devices 202(1)-202(M) includes re-
spective analytical capabilities 206(1)-206(M), and the
endpoint device 140 also includes analytical capabilities
208. However, the analytical capabilities of each of the
computing devices may differ.

[0059] The analytical capabilities 204 of the IMD 102,
for example, may be limited by hardware and software
capabilities of the IMD 102. For instance, the IMD 102
may have a limited amount of memory. Often, this mem-
ory is shared by diagnostic data and software that is ex-
ecuted on the IMD 102 to control the functionality of the
IMD 102. Thus, there is a continuing need for more
memory for use by software of the IMD 102 to provide
ever increasing levels of functionality and for use in stor-
ing additional diagnostic information to help a physician
in programming the IMD 102 to settings that are optimal
for a given patient. Adding more memory to the IMD 102,
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however, increases both the power consumption and
the size of the device.

[0060] Additionally, patient data stored in the memory
is telemetered out of the IMD 102 to a programmer for
examination by a knowledge worker (e.g. a physician,
nurse, physician's assistant, etc.). Telemetry speeds,
however, may be limited by the amount of current that
can be drawn from the battery of the IMD 102. Telemetry
speeds may also be limited due to attenuation of high
frequency signals when utilized to communicate the da-
ta through the patient's body and/or a casing of the IMD
102, which may pose limitations in which frequencies
can be used for communication. The processing capa-
bilities within the IMD 102 may also be limited due to the
power and space considerations in the design of the
IMD 102.

[0061] Therefore, to provide additional analytical ca-
pabilities to analyze data collected by the IMD 102, the
hierarchy 200 employs successive tiers, with one or
more successive tiers in the hierarchy 200 from the IMD
102 having additional analytical capabilities. For exam-
ple, the IMD 102 may communicate the data to an inter-
mediate computing device 202(1) which is represented
pictorially as an external patient device for being worn
by the patient. The intermediate computing device 202
(1) includes respective analytical capabilities 206(1) that
are not included in the analytical capabilities 204 of the
IMD 102. For instance, intermediate computing device
202(1) may include additional hardware resources (e.
g., processor, memory, battery power, etc.), and/or soft-
ware resources (e.g., patient diagnostic algorithms, de-
vice diagnostic algorithms, etc.) because the intermedi-
ate computing device 202(1) does not have the same
space and power limitations encountered by the IMD
102 when implanted in the patient's body. The interme-
diate computing device 202(1), however, may be con-
figured to be worn by the patient, and therefore have a
somewhat limited size.

[0062] Intermediate computing device 202(m) is rep-
resented pictorially as a programmer, which may or may
not correspond to the offline programmer 110 and/or the
networked programmer 114 of Fig. 1. The intermediate
computing device 202(m) is designed for mobile appli-
cations such that it may be transported for retrieving da-
ta from the IMD 102. As such, the intermediate comput-
ing device 202(m) is not as limited by size considera-
tions as the intermediate computing device 202(1) and
the IMD 102. Thus, analytical capabilities 206(m) of the
intermediate computing device 202(1) may include ad-
ditional capabilities that are not available to the interme-
diate computing device 202(1) and the IMD 102. For in-
stance, the intermediate computing device 202(m) may
have additional memory resources such that it may
store a greater amount of patient data and employ ad-
ditional diagnostic algorithms to analyze the data from
the IMD 102.

[0063] Likewise, intermediate computing device 202
(M) is represented pictorially as a server that is not con-
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figured for mobile applications. Therefore, intermediate
computing device 202(M) may include analytical capa-
bilities 206(M) that are not available to any of the previ-
ously described computing devices in the hierarchy 200,
i.e.the IMD 102 and the intermediate computing devices
202(1), 202(m).

[0064] The endpoint device 140 in this implementa-
tion includes the data processing system 124 and data-
base storage 126 of Fig. 1. Thus, the endpoint device
140 may provide a central repository for data relating to
one or more patients. The endpoint device 140, for in-
stance, may store data that was previously output by the
IMD 102 as well as current data output by the IMD 102.
The increased amount of patient data may increase the
analytical capabilities 208 of the endpoint device 140.
For example, the endpoint device 140 may execute pa-
tient diagnostic algorithms that utilize heuristics to track
patient progress. Thus, a greater overall "picture” of the
patient's condition may be provided through examina-
tion of the increased amounts of patient data. The end-
point device 140 may also include increased hardware
and/or software capabilities over other computing devic-
es in the hierarchy 200, such as increased processing
resources, increased network connection bandwidth,
and so on.

[0065] Thus, in the implementation shown in Fig. 2,
the hierarchy 200 is defined by a plurality of "tiers" hav-
ing additional analytical capabilities that may be provid-
ed through a combination of hardware, software, and
network resources of each of the computing devices in
the hierarchy 200. Although in this implementation five
tiers are shown with each tier corresponding to a differ-
ent computing device, the hierarchy 200 can be built to
include two to "n" tiers based on the desired capabilities
of a network system implementing the hierarchy. Addi-
tionally, although single computing devices are shown
for each tier in the hierarchy 200, the tiers may corre-
spond to logical tiers based on the capabilities of collec-
tions of devices. For example, the endpoint device 140
may employ a plurality of servers, e.g. a server farm,
that provides the analytical capabilities 208.

[0066] Tomanage datainthe hierarchy 200, both from
the IMD 102 through the intermediate computing devic-
es 202(1)-202(M) to the endpoint device 140, and vice
versa, each of the computing devices may execute one
or more agents. The agents, when executed, may man-
age distribution of the data based on capabilities of the
respective computing device, further description of
which may be found starting in relation to Fig. 6.

Exemplary IMD

[0067] Fig. 3 shows an exemplary IMD 102 in electri-
cal communication with a patient's heart 106 for moni-
toring heart activity and/or delivering stimulation thera-
py, such as pacing or defibrillation therapies. The IMD
102 is in electrical communication with a patient's heart
106 by way of three leads 302(1)-(3). To sense atrial
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cardiac signals and to provide right atrial chamber stim-
ulation therapy, the IMD 102 is coupled to an implanta-
ble right atrial lead 108(1) having at least an atrial tip
electrode 302, which typically is implanted in the pa-
tient's right atrial appendage. To sense left atrial and
ventricular cardiac signals and to provide left chamber
pacing therapy, the IMD 102 is coupled to a coronary
sinus lead 108(2) designed for placement in the coro-
nary sinus region via the coronary sinus. The coronary
sinus lead 108(2) positions a distal electrode adjacent
to the left ventricle and/or additional electrode(s) adja-
cent to the left atrium. An exemplary coronary sinus lead
108(2) is designed to receive atrial and ventricular car-
diac signals and to deliver left ventricular pacing therapy
using at least a left ventricular tip electrode 304, left atri-
al pacing therapy using at least a left atrial ring electrode
306, and shocking therapy using at least a left atrial coil
electrode 308.

[0068] The IMD 102 is also shown in electrical com-
munication with the patient's heart 106 by way of an im-
plantable right ventricular lead 108(3) having, in this im-
plementation, aright ventricular tip electrode 310, a right
ventricular ring electrode 312, a right ventricular (RV)
coil electrode 314, and an SVC coil electrode 316. Typ-
ically, the right ventricular lead 108(3) is transvenously
inserted into the heart 106 to place the right ventricular
tip electrode 310 in the right ventricular apex so that the
RV coil electrode 314 will be positioned in the right ven-
tricle and the SVC coil electrode 316 will be positioned
in the superior vena cava. Accordingly, the right ven-
tricular lead 108(3) is capable of receiving cardiac sig-
nals, and delivering stimulation in the form of pacing and
shock therapy to the right ventricle.

[0069] Fig. 4 shows an exemplary, simplified block di-
agram depicting various components of the IMD 102.
The IMD 102 can be configured to perform one or more
of a variety of functions including, for example, monitor-
ing heart activity, monitoring patient activity, and treating
fast and slow arrhythmias with stimulation therapy that
includes cardioversion, defibrillation, and pacing stimu-
lation. While a particular multi-chamber device is shown,
it is to be appreciated and understood that this is done
for illustration purposes.

[0070] The circuitry is housed in housing 400, which
is often referred to as the "can", "case", "encasing", or
"case electrode", and may be programmably selected
to act as the return electrode for unipolar modes. Hous-
ing 400 may further be used as a return electrode alone
or in combination with one or more of the coil electrodes
for shocking purposes. Housing 400 further includes a
connector (not shown) having a plurality of terminals
402, 404, 406, 408, 412, 414, 416, and 418 (shown
schematically and, for convenience, the names of the
electrodes to which they are connected are shown next
to the terminals).

[0071] To achieve right atrial sensing and pacing, the
connector includes at least a right atrial tip terminal (Ag
TIP) 402 adapted for connection to the atrial tip elec-
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trode 302. To achieve left chamber sensing, pacing, and
shocking, the connector includes at least a left ventricu-
lar tip terminal (V| TIP) 404, a left atrial ring terminal (A_
RING) 406, and a left atrial shocking terminal (A COIL)
408, which are adapted for connection to the left ven-
tricular ring electrode 304, the left atrial ring electrode
306, and the left atrial coil electrode 308, respectively.
To support right chamber sensing, pacing, and shock-
ing, the connector includes a right ventricular tip terminal
(Vg TIP) 412, aright ventricular ring terminal (Vg RING)
414, a right ventricular shocking terminal (RV COIL)
416, and an SVC shocking terminal (SVC COIL) 418,
which are adapted for connection to the right ventricular
tip electrode 310, right ventricular ring electrode 312,
the RV coil electrode 314, and the SVC coil electrode
316, respectively.

[0072] At the core of the IMD 102 is a programmable
microcontroller 420 that controls various operations of
the ICTD, including cardiac monitoring and stimulation
therapy. Microcontroller 420 includes a microprocessor
(or equivalent control circuitry), RAM and/or ROM mem-
ory, logic and timing circuitry, state machine circuitry,
and I/O circuitry. Microcontroller 420 includes the ability
to process or monitor input signals (data) as controlled
by a program code stored in a designated block of mem-
ory. Any suitable microcontroller 420 may be used.
[0073] For discussion purposes, microcontroller 420
is illustrated as including timing control circuitry 432 to
control the timing of the stimulation pulses (e.g., pacing
rate, atrio-ventricular (AV) delay, atrial interconduction
(A-A) delay, or ventricular interconduction (V-V) delay,
etc.) as well as to keep track of the timing of refractory
periods, blanking intervals, noise detection windows,
evoked response windows, alertintervals, marker chan-
nel timing, and so on. Microcontroller 420 may further
include a plurality of agents 434, 436. The agents, when
executed, can be utilized to control functionality of the
device 102. The agents 434, 436 may be implemented
in hardware as part of the microcontroller 420, or as soft-
ware/firmware instructions programmed into the device
and executed on the microcontroller 420 during certain
modes of operation. Further discussion of agent func-
tionality may be found in relation to Figs. 6 and 7.
[0074] The IMD 102 further includes an atrial pulse
generator 422 and a ventricular pulse generator 424 that
generate pacing stimulation pulses for delivery by the
right atrial lead 108(1), the coronary sinus lead 108(2),
and/or the right ventricular lead 108(3) via an electrode
configuration switch 426. It is understood that in order
to provide stimulation therapy in each of the four cham-
bers of the heart, the atrial and ventricular pulse gener-
ators, 422 and 424, may include dedicated, independent
pulse generators, multiplexed pulse generators, or
shared pulse generators. The pulse generators 422 and
424 are controlled by the microcontroller 420 via appro-
priate control signals 428 and 430, respectively, to trig-
ger or inhibit the stimulation pulses.

[0075] The electronic configuration switch 426 in-
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cludes a plurality of switches for connecting the desired
electrodes to the appropriate I/O circuits, thereby pro-
viding complete electrode programmability. Accordingly,
switch 426, in response to a control signal 442 from the
microcontroller 420, determines the polarity of the stim-
ulation pulses (e.g., unipolar, bipolar, combipolar, etc.)
by selectively closing the appropriate combination of
switches (not shown).

[0076] Atrial sensing circuits 444 and ventricular
sensing circuits 446 may also be selectively coupled to
the right atrial lead 108(1), coronary sinus lead 108(2),
and the right ventricular lead 108(3), through the switch
426 to detect the presence of cardiac activity in each of
the four chambers of the heart. Accordingly, the atrial
(ATR. SENSE) and ventricular (VTR. SENSE) sensing
circuits, 444 and 446, may include dedicated sense am-
plifiers, multiplexed amplifiers, or shared amplifiers.
Each sensing circuit 444 and 446 may further employ
one or more low power, precision amplifiers with pro-
grammable gain and/or automatic gain control, band-
pass filtering, and a threshold detection circuit to selec-
tively sense the cardiac signal of interest. The automatic
gain control enables the IMD 102 to deal effectively with
the difficult problem of sensing the low amplitude signal
characteristics of atrial or ventricular fibrillation. Switch
426 determines the "sensing polarity" of the cardiac sig-
nal by selectively closing the appropriate switches. In
this way, the clinician may program the sensing polarity
independent of the stimulation polarity.

[0077] The outputs of the atrial and ventricular sens-
ing circuits 444 and 446 are connected to the microcon-
troller 420 which, in turn, is able to trigger or inhibit the
atrial and ventricular pulse generators 422 and 424, re-
spectively, in a demand fashion in response to the ab-
sence or presence of cardiac activity in the appropriate
chambers of the heart. The sensing circuits 444 and 446
receive control signals over signal lines 448 and 450
from the microcontroller 420 for purposes of controlling
the gain, threshold, polarization charge removal circuitry
(not shown), and the timing of any blocking circuitry (not
shown) coupled to the inputs of the sensing circuits 444
and 446.

[0078] Cardiac signals are also applied to inputs of an
analog-to-digital (A/D) data acquisition system 452. The
data acquisition system 452 is configured to acquire in-
tracardiac electrogram signals, convert the raw analog
data into a digital signal, and store the digital signals for
later processing and/or telemetric transmission to an ex-
ternal device 454. The data acquisition system 452 is
coupled to the right atrial lead 108(1), the coronary sinus
lead 108(2), and the right ventricular lead 108(3)
through the switch 426 to sample cardiac signals across
any pair of desired electrodes.

[0079] The data acquisition system 452 may be cou-
pled to the microcontroller 420, or other detection cir-
cuitry, to detect an evoked response from the heart 106
in response to an applied stimulus, thereby aiding in the
detection of "capture". Capture occurs when an electri-
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cal stimulus applied to the heart is of sufficient energy
to depolarize the cardiac tissue, thereby causing the
heart muscle to contract. The microcontroller 420 de-
tects a depolarization signal during a window following
a stimulation pulse, the presence of which indicates that
capture has occurred. The microcontroller 420 enables
capture detection by triggering the ventricular pulse
generator 424 to generate a stimulation pulse, starting
a capture detection window using the timing control cir-
cuitry 432 within the microcontroller 420, and enabling
the data acquisition system 452 via control signal 456
to sample the cardiac signal that falls in the capture de-
tection window and, based on the amplitude, deter-
mines if capture has occurred.

[0080] The microcontroller 420 is further coupled to a
memory 460 by a suitable data/address bus 462, where-
in the programmable operating parameters used by the
microcontroller 420 are stored and modified, as re-
quired, in order to customize the operation of the im-
plantable device 102 to suit the needs of a particular
patient. Such operating parameters define, for example,
pacing pulse amplitude, pulse duration, electrode polar-
ity, rate, sensitivity, automatic features, arrhythmia de-
tection criteria, and the amplitude, waveshape and vec-
tor of each shocking pulse to be delivered to the patient's
heart 106 within each respective tier of therapy. The op-
erating parameters may be updated through communi-
cation with an external device, further discussion of
which may be found in relation to Fig. 13. With memory
460, the IMD 102 is able to sense and store a relatively
large amount of data (e.g., from the data acquisition sys-
tem 452), which may transmitted to the external network
of knowledge workers for subsequent analysis.

[0081] Operating parameters of the IMD 102 may be
non-invasively programmed into the memory 460
through a telemetry circuit 464 in telemetric communi-
cation with an external device, such as a programmer
110 or local transceiver 112. The telemetry circuit 464
advantageously allows intracardiac electrograms and
status information relating to the operation of the device
102 (as contained in the microcontroller 420 or memory
460) to be sent to the external devices.

[0082] The IMD 102 can further include one or more
physiologic sensors 470, commonly referred to as "rate-
responsive" sensors because they are typically used to
adjust pacing stimulation rate according to the exercise
state of the patient. However, the physiological sensor
470 may further be used to detect changes in cardiac
output, changes in the physiological condition of the
heart, or diurnal changes in activity (e.g., detecting
sleep and wake states, detecting position or postural
changes, etc.). Accordingly, the microcontroller 420 re-
sponds by adjusting the various pacing parameters
(such as rate, AV Delay, V-V Delay, etc.) at which the
atrial and ventricular pulse generators, 422 and 424,
generate stimulation pulses. While shown as being in-
cluded within the device 102, it is to be understood that
the physiologic sensor 470 may also be external to the
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device 102, yet still be implanted within or carried by the
patient. Examples of physiologic sensors that may be
implemented in device 102 include known sensors that,
for example, sense respiration rate and/or minute ven-
tilation, pH of blood, ventricular gradient, and so forth.
[0083] The IMD 102 additionally includes a battery
476 that provides operating power to all of circuits
shown in Fig. 4. If the device 102 is configured to deliver
pacing or shocking therapy, the battery 476 is capable
of operating at low current drains for long periods of time
(e.g., preferably less than 10 pA), and is capable of pro-
viding high-current pulses (for capacitor charging) when
the patient requires a shock pulse (e.g., preferably, in
excess of 2 A, at voltages above 2 V, for periods of 10
seconds or more). The battery 476 also desirably has a
predictable discharge characteristic so that elective re-
placement time can be detected. As one example, the
device 102 employs lithium/silver vanadium oxide bat-
teries.

[0084] The IMD 102 can further include magnet de-
tection circuitry (not shown), coupled to the microcon-
troller 420, to detect when a magnet is placed over the
device 102. A magnet may be used by a clinician to per-
form various test functions of the device 102 and/or to
signal the microcontroller 420 that the external program-
mer is in place to receive or transmit data to the micro-
controller 420 through the telemetry circuits 464.
[0085] The IMD 102 further includes an impedance
measuring circuit 478 that is enabled by the microcon-
troller 420 via a control signal 480. Uses for an imped-
ance measuring circuit 478 include, but are not limited
to, lead impedance surveillance during the acute and
chronic phases for proper lead positioning or dislodge-
ment; detecting operable electrodes and automatically
switching to an operable pair if dislodgement occurs;
measuring respiration or minute ventilation; measuring
thoracic impedance for determining shock thresholds;
detecting when the device has been implanted; meas-
uring stroke volume; and detecting the opening of heart
valves, etc. The impedance measuring circuit 478 is ad-
vantageously coupled to the switch 426 so that any de-
sired electrode may be used.

[0086] In the case where the IMD 102 is intended to
operate as an implantable cardioverter/defibrillator
(ICD) device, it detects the occurrence of an arrhythmia,
and automatically applies an appropriate electrical
shock therapy to the heart aimed at terminating the de-
tected arrhythmia. To this end, the microcontroller 420
further controls a voltage delivery circuit or shock circuit
482 by way of a control signal 484. The shocking circuit
482 generates shocking pulses of low (up to 0.5 Joules),
moderate (0.5 - 10 Joules), or high energy (11 to 40
Joules), as controlled by the microcontroller 420. Such
shocking pulses are applied to the patient's heart 106
through at least two shocking electrodes, and as shown
in this implementation, selected from the left atrial coil
electrode 308, the RV coil electrode 314, and/or the
SVC coil electrode 316. As noted above, the housing
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400 may act as an active electrode in combination with
the RV coil electrode 314, or as part of a split electrical
vector using the SVC coil electrode 316 or the left atrial
coil electrode 308 (i.e., using the RV electrode as a com-
mon electrode).

[0087] Cardioversion shocks are generally consid-
ered to be of low to moderate energy level (so as to min-
imize pain felt by the patient), and/or synchronized with
an R-wave and/or pertaining to the treatment of tachy-
cardia. Defibrillation shocks are generally of moderate
to high energy level (i.e., corresponding to thresholds in
the range of 5-40 Joules), delivered asynchronously
(since R-waves may be too disorganized), and pertain-
ing exclusively to the treatment of fibrillation. According-
ly, the microcontroller 420 is capable of controlling the
synchronous or asynchronous delivery of the shocking
pulses.

[0088] The IMD 102 is further designed with the ability
to support high-frequency wireless communication, typ-
ically in the radio frequency (RF) range. The IMD 102 is
equipped with a high-frequency transceiver 492 and a
diplexer 494. High-frequency signals received by a ded-
icated antenna 496, or via leads 108, are passed to the
transceiver 492 directly, or via diplexer 494. The high-
frequency transceiver 492 may be configured to operate
on one or a few frequencies. Alternatively, the transceiv-
er 492 may include a tuner 496 that tunes to various
frequencies when attempting to establish communica-
tion links with the external communication device (e.g.,
programmer, local transceiver, etc.).

[0089] In one implementation, the high-frequency cir-
cuitry may be contained within a secondary, isolated
casing 490 to enable handling of high-frequency signals
in isolation from the cardiac therapy circuitry. In this
manner, the high-frequency signals can be safely re-
ceived and transmitted, thereby improving telemetry
communication, without adversely disrupting operation
of the other device circuitry.

Exemplary Computing Device

[0090] Fig. 5 shows an exemplary computing device
500 employed in the network architecture 100. It in-
cludes a processing unit 502 and memory 504. Memory
504 includes both volatile memory 506 (e.g., RAM) and
non-volatile memory 508 (e.g., ROM, EEPROM, Flash,
disk, optical discs, persistent storage, etc.). An operat-
ing system and various application programs 510 and
software 512 are stored in non-volatile memory 508.
When a program is running, various instructions are
loaded into volatile memory 506 and executed by
processing unit 502. Examples of software 512 may in-
clude one or more agents 514 that may be stored and
executed on the computing device 500, further discus-
sion of which may be found in relation to Figs. 6 and 7.
[0091] The computing device 500 may further be
equipped with a network 1/0 connection 520 to facilitate
communication with a network. The network 1/0O 520
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may be a wire-based connection (e.g., network card,
modem, etc.) or a wireless connection (e.g., RF trans-
ceiver, Bluetooth device, etc.). The computing device
500 may also include a user input device 522 (e.g., key-
board, mouse, stylus, touch pad, touch screen, voice
recognition system, etc.) and an output device 524 (e.
g., monitor, LCD, speaker, printer, etc.).

[0092] Various aspects of the methods and systems
described throughout this disclosure may be implement-
ed in computer software or firmware as computer-exe-
cutable instructions. When executed, these instructions
direct the computing device (alone, or in concert with
other computing devices of the system) to perform var-
ious functions and tasks that enable the network archi-
tecture 100.

Agent Hierarchy

[0093] The agent hierarchy provides a mechanism for
managing collection, storage, and/or analysis of data
from one or more IMDs. The agent hierarchy may em-
ploy a variety of hierarchies that are configured to ad-
dress capabilities of computing devices of a network
system implementing the hierarchy. Examples of capa-
bilities may include analytical capabilities, processing
capabilities, memory capabilities, network capabilities,
and so on, examples of which are described in greater
detail in relation to Figs. 8, 9 and 10, respectively. Addi-
tionally, the agent hierarchy may dynamically address
capabilities of the computing devices in the network dur-
ing "runtime", further discussion of which may be found
in relation to Fig. 11. The network architecture may also
manage data based on "criticality" of the data, further
discussion of which may be found in relation to Figs. 6
and 10.

[0094] Fig. 6 is a block diagram depicting an agent
hierarchy 600 having four separate tiers 602-608, each
ofthe tiers illustrated as having an agentto manage data
in the respective tier. A first tier 602 includes the IMD
102 and is utilized to collect data describing a patient,
such as diagnostic data describing the patient and so
on. Second and third tiers 604, 606 include the interme-
diate computing devices 202(1), 202(m) of Fig. 2 that
are represented pictorially as a patient wearable unit
and a programmer, respectively. A fourth tier 608 in-
cludes the endpoint device 140.

[0095] As previously described, each of the tiers
602-608 may have different capabilities. In Fig. 6, a solid
arrow 620 illustrates the varying processing and mem-
ory capabilities across each of the tiers 602-608. For ex-
ample, the second tier 604 has more processing and
memory capabilities than the first tier 602, the third tier
606 has more processing and memory capabilities than
the second tier 604, and so on.

[0096] Each tier 602-608 includes an agent 610-616
that addresses capabilities of the respective tier
602-608. For example, the IMD 102 includes an IMD
agent 610 that, when executed, manages data on the
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IMD 102 according to the memory and processing ca-
pabilities of the IMD 102. The intermediate computing
device 202(1), represented as a patient wearable unit,
includes a patient wearable unit agent 612 that, when
executed, manages data on the intermediate computing
device 202(1) according to the memory and processing
capabilities of the intermediate computing device 202
(1). Likewise, the intermediate computing device 202
(M) includes a programmer agent 614 and the endpoint
device 140 includes an endpoint agent 616.

[0097] The execution of the agents 610-616 may be
utilized to manage data in the hierarchy 600. The IMD
agent 610, for example, may determine that data col-
lected by the IMD 102 may require additional processing
that is not available to the IMD agent 610, itself. There-
fore the IMD agent 610, when executed, may commu-
nicate the data to a next tier of the hierarchy 600, i.e.
the second tier 604, having additional processing re-
sources. Similar determinations may be made through
execution of the patient wearable unit and programmer
agents 612, 614. Thus, data collected by the IMD 102
may be communicated through successive tiers
602-608 of the hierarchy 600 to utilize additional
processing capabilities that are available in the hierar-
chy 600. An additional example of agent execution ac-
cording to processing capabilities may be found in rela-
tion to Fig. 9. Similar determinations may be made
through execution of the agents 610-616 based on
memory capabilities, and so on. For example, each of
the agents may be executed to migrate data through
successive tiers of the hierarchy 600 when additional
memory resources are required on the respective tiers,
further discussion of which may be found in relation to
Figs. 10 and 11.

[0098] Additionally, the agents 610-616 may manage
data in the hierarchy 600 based on data criticality in the
operation of the respective tiers 602-608. For example,
each successive tier 604-608 of the hierarchy 600 of Fig.
6 after the first tier 602 is "further away" when commu-
nicating with the IMD 102. For instance, the hierarchy
600 may be configured such that communication is pro-
vided between successive tiers 602-604-606-608 of the
hierarchy 600. Therefore, data may be stored at differ-
ent tiers 602-608 of the hierarchy based on the data's
criticality to operation of the IMD 102, such as to provide
treatment to a patient. For instance, data that is more
likely to be used in the operation of the IMD 102 may be
stored in tier 604, while data that is less likely to be used
by the IMD 102 may be stored in tier 606.

[0099] Fig. 7 is a block diagram showing an agent hi-
erarchy 700 having exemplary agents for inclusion on
one or more of the computing devices of the agent hier-
archy 700. The agents 610-616 on each of the respec-
tive computing devices of the hierarchy 700 provide in-
telligent decision-making capabilities to perform defined
tasks. The agent hierarchy 700 depicted in Fig. 7 arrang-
es the agents 610-616 according to whether the agent
is internal to the patent (e.g., agent 610) or external to
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the patient (e.g., agents 612-616). The agents may be
configured to perform a variety of tasks, such as man-
agement of critical events (e.g., recording, processing,
notification, etc.), memory resources, processing re-
sources, archiving, software upgrades, device repro-
gramming (e.g., readjustment of parameters used by a
patent diagnostic algorithm to analyze the patient, re-
place of patient diagnostic algorithms, etc.), patient data
from a plurality of sources, process automation for data
and communication processes, and so on. Each of
these tasks is described in the following discussion as
being performed by one or more agents that are config-
ured to address the specific tasks. However, each of the
agents may also be combined with another one or more
of the agents as desired as illustrated in Fig. 6.

[0100] The agenthierarchy 700 shows IMD agent610
as associated with the IMD 102 that is internal to the
patient. The PWU agent 612, the PRO agent 614, and
the ED agent 616 are associated with respective exter-
nal devices, such as the intermediate computing devic-
es 202(1), 202(m) and the endpoint device 140. As pre-
viously described, each of the agents 610-616 may be
configured to address the differing capabilities of re-
spective devices when implemented internally within the
patient or external from the patient. The IMD agent 610,
for instance, which is illustrated as being executed on
the IMD 102 may include a plurality of agents, such as
a critical events agent 702, one or more communication
agents 704, one or more work-flow automation agents
706, and so on. The critical events agent 702 is execut-
ed on the IMD 102 to monitor, capture and process data
collected by the IMD 102. For example, the critical
events agent 702 may analyze the data collected by the
IMD 102 to determine if the patient is experiencing, has
experienced, and/or will experience a critical event re-
lating to the health of the patient. The critical events
agent 702 may then invoke the communication agent
704 to communicate data describing the critical event
through the agent hierarchy 700 to a knowledge worker
and/or to the patient.

[0101] The communication agent 704 is executed to
manage communications between the IMD 102 and oth-
er computing devices of the agent hierarchy 700. For
example, the communication agent 704 may include a
network management agent that, when executed by the
IMD 102, locates and identifies other computing devices
that are communicatively coupled to the IMD 102. The
communication agent 704 may also be executed such
that the IMD 102 may communicate with the other com-
puting device. For instance, the communication agent
704 may also include an interoperability agent that man-
ages communication protocols and interoperability of
the IMD 102 with other computing devices. The interop-
erability agent determines which one of a plurality of
wireless protocols are to be used to communicate with
another computing device, data types supported by the
other computing device, and so on.

[0102] The IMD 102 may also include one or more
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work-flow automation agents 706. The work-flow auto-
mation agents 706, when executed, provide decision
support which may be utilized to notify the patient and/
or knowledge worker of the patient's condition. For ex-
ample, the work-flow automation agents may utilize one
or more diagnostic algorithms that analyze data collect-
ed by the IMD 102. Data resulting from this analysis may
then be communicated through the hierarchy to the end-
point device 140 to provide context-sensitive informa-
tion that may be utilized by the knowledge worker to help
diagnose the patient's condition, monitor operational
parameters of the IMD 102, and so on.

[0103] External computing devices of the agent hier-
archy 700 may also include a critical events agent 708,
one or more communication agents 710 and one or
more work-flow automation agents 712 that correspond,
respectively, to the critical events agent 702, communi-
cation agent 704, and work-flow automation agent 706
of the IMD 102. Each successive agent included on
each respective computing device of the hierarchy 700,
however, may have additional capabilities that are not
available to a previous agent in the agent hierarchy 700.
For example, each critical events agent may utilize ad-
ditional patient diagnostic algorithms that are not avail-
able to a previous critical events agent in the agent hi-
erarchy 700. In another example, each critical events
agent may utilize diagnostic algorithms that require ad-
ditional computational resources, such as additional
processing and/or memory resources. A critical events
agent, for instance, may execute a diagnostic algorithm
that analyzes data stored on the intermediate computing
device 202(m), e.g. a programmer. The intermediate
computing device 202(m) may also store patient data
for a predetermined amount of time, such as a week.
The critical events agent executed on the endpoint de-
vice 140, however, may have access to all previous data
that was collected by the IMD 102. Therefore, the critical
events agent executed on the endpoint device 140 may
have additional capabilities that are not available to the
critical events agent executed on the intermediate com-
puting device 202(m).

[0104] The external computing devices are illustrated
in Fig. 7 as each including a data management agent
710. The data management agent 710, when executed,
may provide a variety of functionality. For example, the
data management agent 710 may check data integrity
and memory constraints of each respective computing
device. The data management agent 710 may also con-
trol distribution of data between computing devices in
the hierarchy 700, such as to determine available mem-
ory resources and provide for distributed backup of data,
e.g. archiving the data. The data management agent
710 may also be utilized to search, filter and analyze
data, such as to determine which data is to be stored on
the respective computing device based on criticality of
the data. The data management agent 710 may also
provide access and transactional security, such as to
control device programming and software upgrades. In
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the agent hierarchy 700 of Fig. 7, the data management
agent 710 is not included on the IMD 102 to reduce the
amount of computational resources needed by the IMD
102. In another example, however, the IMD 102 may in-
clude a data management agent.

[0105] The critical events agent 702, 708, data man-
agement agent 714, and work-flow automation agent
706, 712 were each described as having one or more
capabilities to analyze data collected by the IMD 102.
Thus, in additional implementations the analysis func-
tionality provided by these agents may be referred to
collectively as being provided by an analysis agent.

Operation of the Agent Hierarchy

[0106] The following discussion describes a variety of
processes that may be implemented utilizing the previ-
ously described agent hierarchy. Aspects of each proc-
ess may be implemented in hardware, firmware, or soft-
ware, or a combination thereof.

[0107] Fig. 8 shows a process 800 for managing data
in a network system based on analytical capabilities of
one or more computing devices included in the network
system. The process 800 is shown as a set of blocks
that specify operations performed by one or more de-
vices. At block 802, data is collected by the IMD. The
IMD, for example, may collect patient data that de-
scribes the patient's condition. The IMD may also collect
data that describes operation of the IMD itself, such as
operational data describing battery power, available
memory capabilities, software being executed on the
IMD, and so forth.

[0108] Atblock 804, distribution of the data from block
802 is managed on a plurality of computing devices that
implement the agent hierarchy. At block 806, the data is
analyzed utilizing analytical capabilities of an agent that
is executed on one of the computing devices. For ex-
ample, the IMD may execute an agent that analyzes the
data by utilizing an algorithm having one or more pa-
rameters that relate to expected ranges of the data. The
agent may compare data with expected ranges of cor-
responding data to determine the patient's condition.
[0109] Atdecision block 808, a determination is made
based on the analysis of block 806 to determine whether
to notify one or more designated users of the patient's
condition. For example, the analysis at block 806 may
indicate that the patient's condition is worsening. There-
fore, at block 810 designated users may be notified of
the patient's condition, such as one or more knowledge
workers and/or the patient. A notification may be sent to
a knowledge worker in a variety of ways, such as via a
telephone, fax, desktop computer and/or laptop compu-
ter as illustrated. The notification may also be provided
to the intermediate computing device 202(m) configured
as a patient wearable device to notify the patient.
[0110] If a result of the decision at block 808 is that
notification is not needed, then at decision block 812 a
determination is made at to whether the data is to be
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communicated to another computing device having ad-
ditional analytical capabilities. For example, the other
computing device may have analytical capabilities that
are notincluded on the computing device that performed
the analysis at block 806. If additional analytical capa-
bilities are not needed, the computing device returns to
block 806 to analyze additional data. The determination
may be performed in a variety of ways. In one example,
the agent executes a diagnostic algorithm that returns
a result indicating whether further analysis is desired. In
another example, the agent determines that even
though the agent may analyze the data according to a
desired algorithm, that such analysis could be more
quickly performed by another agent executed on anoth-
er computing device having additional hardware and/or
software capabilities.

[0111] If additional analytical capabilities are needed,
then the data is communicated to the computing device
having the additional analytical capabilities, such as an
intermediate computing device (block 814). Blocks 806,
808, 812, 814 of the process 800 may then be repeated
by successive computing devices in the hierarchy. Thus,
in this process 800, data collected by the IMD at block
802 is communicated through the hierarchy using suc-
cessive computing devices when additional analytical
capabilities are desired for analyzing the patient data.
[0112] Fig. 9 shows a process 900 for managing data
in an agent hierarchy based on processing capabilities
of one or more computing devices included in the agent
hierarchy. At block 902, data is collected by an IMD. As
previously described, the data may relate to the patient's
condition and/or operation of the IMD itself. At block 904,
the data is analyzed by the IMD through execution of an
analysis agent on the IMD, such as to determine the pa-
tient's condition. At decision block 906, a determination
is made to decide whether additional processing re-
sources are needed to analyze the data. If not, the proc-
ess 900 returns to block 904.

[0113] If additional processing resources are needed,
the analysis agent on the IMD invokes the communica-
tion agent on the IMD to communicate the data to an-
other computing device at block 908. At decision block
910, the communication agent determines whether a
link is established with an intermediate computing de-
vice. Once established, the data is communicated to the
intermediate computing device (block 912).

[0114] At block 914, the intermediate computing de-
vice executes an analysis agent. The analysis agent,
when executed, analyzes the data and decides whether
additional processing resources are needed to further
analyze the data (block 916). For example, the interme-
diate computing device may be configured as a patient
wearable device that, while having processing resourc-
es that are greater than the IMD, may still have limited
processing resources due to size and/or battery limita-
tions of the patient wearable device. Therefore, the
agent on the intermediate computing device may exe-
cute one or more patient diagnostic algorithms that an-
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alyze the data to monitor the patient's condition which
are not available to the agent on the IMD. These algo-
rithms, when executed, may also be utilized to deter-
mine whether additional processing is needed. For in-
stance, the data, when analyzed through execution of
the agent, may indicate that additional patient diagnostic
algorithms should be utilized to analyze the data.
[0115] At block 918, the analysis agent executed on
the intermediate computing device may then invoke a
communication agent if additional processing resources
are needed. At block 920, the communication agent,
when executed, may then determine whether an addi-
tional intermediate computing device is available in the
hierarchy. If so, the communication agent communi-
cates the data to the next intermediate computing de-
vice in the hierarchy at block 922. The next intermediate
computing device may then repeat blocks 914-922 of
the process 900 to analyze the data and determine
whether additional processing resources are needed. In
this way, the data may be communicated through suc-
cessive tiers of the hierarchy for analysis by agents that
are executed on computing devices having additional
processing resources.

[0116] At decision block 920, if another intermediate
computing device is not available in the hierarchy, then
the data is communicated to the endpoint device
through execution of the communication agent (block
924). At block 926, the endpoint device also analyzes
the data through execution of an analysis agent to de-
termine the patient's condition as previously described.
At block 928, the analysis agent, when executed on the
endpoint device, may also determine whether analysis
may be completed from data available to the endpoint
device. For example, analysis of the data by the analysis
agent may indicate that a particular patient diagnostic
algorithm should be executed to analyze the data. The
patient diagnostic algorithm, however, may require ad-
ditional data that is not currently available on the end-
point device, such as additional data utilized to indicate
a trend over a specified period of time. Therefore, at
block 930, the communication agent is executed to re-
quest additional data. The requested data may be ob-
tained from a variety of computing devices in the hier-
archy. For example, the communication agent may com-
municate with the IMD, either directly or through the in-
termediate computing devices, to request additional da-
ta from the IMD. Additionally, the communication agent
may request data that is stored on one or more of the
intermediate computing devices, such as processing re-
sults of one or more patient diagnostic algorithms on the
intermediate computing devices that are not available
on the endpoint device. Thus, the hierarchy may support
two-way communication. For example, data describing
a patient's condition may flow "up" from the IMD through
the intermediate computing devices to the endpoint de-
vice, and the endpoint device may also communicate
back "down" through the hierarchy to obtain data from
the intermediate computing devices and/or the IMD. At
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block 932, the results of the analysis of the data are com-
municated to the IMD.

[0117] Fig. 10 shows a process 1000 for managing
data in an agent hierarchy based on data criticality and
memory capabilities of one or more computing devices
included in the agent hierarchy. At block 1002, the IMD
executes an agent to examine memory resources on the
IMD. For example, the agent may determine a percent-
age of the memory resources on the IMD that are avail-
able to store data collected by the IMD that describes
the patient's condition. The agent may also intelligently
determine an amount of memory resources that are
available based on amount of data that is collected by
the IMD. For instance, the agent may establish that the
IMD collects a particular amount of data during a partic-
ular amount of time to determine the amount of memory
resources that are available on the IMD.

[0118] At decision block 1004, the agent determines
if additional memory resources are needed to store the
data collected by the IMD. The agent, for instance, may
compare the amount of memory resources available
from the examination of block 1002 with a threshold
amount of memory resources. If additional memory re-
sources are needed, the agent communicates at least
a portion of the data to an intermediate computing de-
vice at block 1006. In this instance, the agent employs
afirst-inffirst-out (FIFO) mechanism to communicate the
oldest data. The agent may also employ a variety of oth-
er mechanisms.

[0119] At decision block 1008, the intermediate com-
puting device, like the IMD, determines if additional
memory resources are needed on the intermediate
computing device. If not, the process 1000 returns to
block 1002. If additional memory resources are needed,
the intermediate computing devices execute an agent
to examine criticality of the data and previously stored
data on the intermediate computing device (block 1010).
For example, the intermediate computing device may
include data that was previously collected on the IMD
and communicated from the EMD to the intermediate
computing device. The agent, when executed, may then
examine the previously stored data as well as the com-
municated data to determine which data is most critical
to operation of the network system.

[0120] Data criticality may be based on a variety of
factors. For instance, the data may describe times at
which the IMD administered therapy to the patient, such
as to restore a normal heart rhythm. Such data may re-
main stored on the intermediate computing device as
well as communicated "up" the hierarchy to additional
computing devices, e.g. the endpoint device, for further
analysis. Therefore, the intermediate computing device
may save data that may be relevant to future diagnosis
of the patient and also communicate that data for further
analysis.

[0121] In another instance, the network system may
implement an archiving hierarchy to archive older and
greater amounts of data on respective successive tiers
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of the hierarchy. The criticality of the data, in this in-
stance, may therefore reflect the archiving hierarchy
such that newer data is stored "closer" to the IMD for
faster communication with the IMD. For example, an in-
termediate computing device that is directly communi-
catively coupled with the IMD may have additional ana-
lytical capabilities as well as additional memory capabil-
ities to store a greater amount of the patient's diagnostic
data than the IMD. The intermediate computing device
may analyze the data and determine from the analysis
that the IMD should perform one or more therapeutic
operations. The intermediate computing device may
therefore communicate directly with the IMD and thus
initiate the therapeutic operation in a quicker manner
than if the intermediate computing device had to com-
municate with the IMD through one or more additional
computing devices.

[0122] At decision block 1012, the intermediate com-
puting device, through execution of the agent, deter-
mines if an additional computing device is available. The
agent, for instance, may include a communications
agent that, when executed, determines if other comput-
ing devices are communicatively coupled to the inter-
mediate computing device over a network. If an addi-
tional computing device is not available, then at block
1014, the data is stored until the memory is full, after
which, the least critical data is replaced in the memory
with data having a higher criticality as was described in
relation to block 1010. If an additional computing device
is available, the least critical data is communicated to
the next computing device at block 1016 and the proc-
ess 1000 continues at block 1008. Thus, in this exem-
plary process 1000, data is communicated "up" succes-
sive tiers of the hierarchy based on memory resources
and criticality of the data. Data may be managed in a
variety of other ways in the network system, additional
examples of which are described in relation to Fig. 11.
[0123] Fig. 11 shows a hierarchy 1100 implemented
in a network system in which data is managed through
execution of a plurality of agents by respective comput-
ing devices. The illustrated network system includes a
plurality of computing devices, such as the IMD 102, in-
termediate computing device 202(1)-202(M), and the
endpoint device 140 that were previously described in
relation to Fig. 2. Each of the computing devices in-
cludes a respective one of a plurality of agents
1102-1110 that, when executed, manage respective
memory 1112-1110 resources on the computing devices
for storing data, such as the data collected by the IMD
102. In Fig. 11, memory 1112-1120 included on each re-
spective computing device is configured to store greater
amount of data. This is represented pictorially in Fig. 11
as data 1122(1)-1122(2) stored on memory 1112, data
1124(1)-1124(3) stored on memory 1114, data 1126(1)-
1126(4) stored on memory 1116, and data 1128(1)-1128
(5) stored on memory 1118. In this implementation,
memory 1120 included on the endpoint device 140 may
be considered virtually limitless in that the memory 1120
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may be configured as one or more memory devices that
store vast amount of data, such as a RAID array. In other
words, memory 1120 may act as a central repository to
store all the data collected by the IMD.

[0124] The agents 1102-1110, when executed on re-
spective computing devices, manage data in the hierar-
chy in a variety of ways. For example, as previously de-
scribed in relation to Fig. 10, each of the plurality of
agents 1102-1108 may monitor respective memory
1112-1118. If additional memory resources are needed,
the agent may communicate the data to a successive
computing device in the hierarchy 1100. Thus, in this
example the agents 1102-1108 monitor respective
memories 1112-1118 without being "aware" of the status
of other memories in the hierarchy 1110 and therefore
"push" the data to the next tier of the hierarchy.

[0125] Inanotherexample, the agents 1104-1110 may
"pull" data from a previous tier in the hierarchy. For in-
stance, agent 1104 may be executed on the intermedi-
ate computing device 202(1) to monitor the memory
1112 of the IMD 102. The agent 1104 may monitor the
memory in a variety of ways, such as through direct
monitoring by the agent 1104 or through communication
with the agent 1102 that is executed on the IMD 102.
When the memory 1112 passes a described threshold,
the agent 1104 may read and erase data from the mem-
ory 1112 to make additional memory resources available
to the agent 1102 on the IMD 102. Thus, in this example,
each of the agents 1104-1110 is executable to examine
data located on another computing device in the hierar-
chy 1100.

[0126] In yet another example, each of the agents
1102-1110 of the hierarchy may communicate, one to
another, to manage data in the network system as a
whole. Each of the agents 1102-1110, for instance, may
communication with other agents 1102-1110 in the hier-
archy 1100 to determine the memory resources on each
computing device in the hierarchy, amount of data
stored by each of the computing devices, and so on.
Communication may be performed in a variety of ways.
Forinstance, each agent may communicate with agents
located immediately "next" to the agent. For example,
agent 1104 may communicate directly with agent 1102
and agent 1106 to discover available memory resources
on the IMD 102 and the intermediate computing device
202(m), respectively. The agent 1104 may also commu-
nicate data regarding the memory resources of the in-
termediate computing device 202(m) to the IMD 102.
Thus, the IMD 102 may be made "aware" of both the
presence and the memory resources of the intermediate
computing device 202(m). In another implementation,
each of the agents 1102-1110 may communicate directly
with other agents of the hierarchy 1100.

[0127] Further, communication between agents
1102-1110 in the hierarchy 1100 may be utilized for dy-
namic management of data in the hierarchy. For in-
stance, the agents 1102-1110 may respond to changing
states of each of the computing devices in the hierarchy

EP 1 584 349 A1

10

15

20

25

30

35

40

45

50

55

15

28

and rearrange the data according. In an example, the
data is communicated based on pending unavailability
of one or more of the computing devices, which may be
caused by a hardware, software, and/or network failure.
Intermediate computing device 202(m) executes the
agent 1106, for instance, which determines that failure
of the intermediate computing device 202(m) is immi-
nent, such as through one or more diagnostic algorithms
that monitor the operation of the computing device. In
another instance, the intermediate computing device
202(m) may become unavailable due to removal of the
device from the network system, such as when a patient
leaves a doctor's office. The agent 1106, in response to
the impending unavailability, communicates data 1126
(1)-1126(2) to intermediate computing device 202(1)
and data 1126(3)-1126(4) to intermediate computing de-
vice 202(M). Thus, the data may remain available to oth-
er agents 1102, 1104, 1108, 1110 of the hierarchy 1100
even when the intermediate computing device 202(m)
is no longer available.

[0128] One or more of the agents 1102-1110 may also
be executed to provide a variety of other data manage-
ment mechanisms. For instance, agent 1102 may be ex-
ecuted on the IMD 102 at periodic intervals to upload
data from the IMD 102 through the intermediate com-
puting devices 202(1)-202(M) to the endpoint device
140. In another instance, the agents 1102-1110 may be
executed to communicate software upgrades from the
endpoint device 140 to the intermediated computing de-
vices 202(1)-202(M) and the IMD 102 as described in
relation to Fig. 13. A variety of other data management
mechanisms may also be employed to manage patient
and other data in the network system.

[0129] Fig. 12 shows a process 1200 for managing
critical data in a network system. To quickly communi-
cate critical data through the network system, data may
be indicated as critical such that the data is communi-
cated before analysis is performed for determining the
patient's condition by the intermediate computing devic-
es. For example, at block 1202, data is analyzed by an
agent utilizing one or more patient diagnostic algo-
rithms. At decision block 1204, a determination is made
to decide whether the data is critical. If so, the data is
indicated as critical at block 1206. The indication may
be provided in a variety of ways, such as by setting a
flag, addition of one or more parameters to the data
which describe the criticality of the data, and/or inclusion
of the results of the analysis performed at block 1202.

[0130] At decision block 1208, a determination is
made to determine whether the endpoint device is di-
rectly reachable. For example, a communication agent
may be executed to locate the endpoint device and de-
termine whether the device is reachable over a network.
For instance, the IMD may perform the analyzing, de-
termining, and indicating of blocks 1202-1206. The IMD,
however, may not have sufficient power to directly com-
municate with the endpoint device. At block 1210, the
IMD may communicate the data to an intermediate com-
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puting device by establishing a link with an intermediate
computing device by invoking a communication agent.
If a link is established at block 1212, then the data is
communicated to the intermediate computing device
(block 1214).

[0131] At decision block 1216, the intermediate com-
puting device may determine whether the data is critical.
For example, the indication provided at block 1206 may
cause the intermediate computing device to automati-
cally invoke a communication agent to immediately
communicate the data. Thus, the data may be commu-
nicated immediately by the intermediate computing de-
vice without being first analyzed using one or more pa-
tient diagnostic algorithms. If the data is critical, the
process 1200 returns to block 1208 such that the inter-
mediate computing device determines if the endpoint
device is directly reachable. Continuing with the previ-
ous example, the intermediate computing device, for in-
stance, may be configured as the networked program-
mer 114 of Fig. 1 which is communicatively coupled to
the endpoint device 140 over the network 118. There-
fore, the intermediate computing device may then com-
municate the data directly to the endpoint device 140.
[0132] At block 1208, if the endpoint is directly reach-
able, then the critical data is communicated to the end-
point device, which then stores the data in a central da-
tabase (block 1218). At block 1220, the endpoint device
also determines whether to notify a knowledge worker
to the existence of the critical data. For instance, if the
knowledge worker is carrying a PDA or phone, a state-
ment may be sent by the endpoint device that "Patient
X has an irregular heart beat".

[0133] If the data is not determined to be critical at
block 1204, the process 1200 moves to block 1214 to
communicate the data to an intermediate computing de-
vice. If a result of the determination at block 1216 is that
the data is not critical (e.g., a critical flag is not set in the
data), then the data is analyzed at block 1222 by the
intermediate computing device using one or more pa-
tient diagnostic algorithms and the process returns to
block 1204. In this way, each successive tier of the hi-
erarchy may determine whether data s critical using one
or more patient diagnostic algorithms. When the data is
determined to be critical, the data is communicated to
the endpoint device without first being analyzed by other
intermediate computing devices. Even though the data
is communicated without first being analyzed, however,
the data may still be analyzed by each successive tier
through execution of respective analysis agents.
[0134] Fig. 13 shows a hierarchy 1300 implemented
in a network system in which data is communicated from
the endpoint device through tiers of the hierarchy to the
IMD through execution of a plurality of agents by respec-
tive computing devices. As previously discussed in re-
lation to Figs. 9 and 11, data may be communicated both
from the endpoint device 140 to the IMD 102 through
the intermediate computing devices 202(1)-202(M) and
vice versa. Two-way communication may be utilized to
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provide a variety of functionality.

[0135] In one example, software updates 1302(1)-
1302(4) (updates) are communicated from the endpoint
device 140 to respective computing devices of the hier-
archy 1300. For instance, the endpoint device 140 may
specify updates that are for specific computing devices
of the hierarchy 1300. Updates 1302(1) may be config-
ured for the intermediate computing device 202(M) and
therefore communicated directly from the endpoint de-
vice 140 to the intermediate computing device 202(M)
over the network 118. Updates 1302(4), however, are
for updating software on the IMD 102, such as the agent
1102. Therefore, the updates 1302(4) are communicat-
ed from the endpoint device 140 through each of the
intermediate computing devices 202(1)-202(M) to the
IMD 102. Similar techniques may be utilized to commu-
nicate updates 1302(2), 1302(3) to intermediate com-
puting devices 202(m), 202(1), respectively.

[0136] Likewise, parameters 1304(1)-1304(4) may be
communicated from the endpoint device 140 to the in-
termediate computing devices 202(1)-202(M) and/or
the IMD 102. The parameters 1304(1), 1304(2), 1304
(3), 1304(4) may be utilized by respective agents 1108,
1106, 1104, 1102 in analyzing the patient's condition as
was previously described in relation to Fig. 4. For in-
stance, parameters 1304(3) may be utilized to readjust
parameters employed by one or more patient diagnostic
algorithms of agent 1104. Thus, the parameters 1304(3)
may be utilized to readjust the analysis performed
through execution of the agent 1104. In another in-
stance, parameters 1304(4) are utilized by the agent
1102 of the IMD 102 to control therapeutic operations
performed by the IMD 102. For example, the parameters
1304(4) may specify changes to be made in the opera-
tion of the IMD 102, such as to provide cardiac stimula-
tion. Thus, the endpoint device 140 may readjust ther-
apy provided by the IMD 102 through communication of
the parameters 1304(4).

[0137] Fig. 14 shows a hierarchy 1400 implemented
in a network system in which data is communicated from
a plurality of IMDs and external medical devices through
tiers of the hierarchy to the endpoint device through ex-
ecution of a plurality of agents by respective computing
devices. In the previous description, data was described
as being collected by a single IMD 102 which was rep-
resented pictorially as an ICSD. The hierarchy 1400,
however, may also include a plurality of the IMDs as well
as external medical devices that provide additional data
that is utilized to describe a patient's condition.

[0138] IMD 1402, for instance, may be configured as
an implantable medical dosing device that outputs one
or more medications internally to the patient 104. The
patient 104 may also include an external medical device
1404 (EMD) that is configured to collect patient diagnos-
tic data externally from the patient 104, such as a blood-
pressure monitor. Data from the plurality of medical de-
vices, i.e. IMD 102, IMD 1402, EMD 1404, may be ag-
gregated for analysis by an analysis agent 1406 execut-
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ed on anintermediate computing device 202(m). For ex-
ample, the analysis agent 1406 may include an aggre-
gating agent 1408 that combines data points from the
various medical devices. The aggregating agent 1408
may intelligently combine the data points such that sim-
ilar data points are compared for inconsistencies and
omissions. For example, the IMD 102 and the EMD
1404 may both provide patient diagnostic data that de-
scribes a patient's pulse. The aggregating agent 1408,
when comparing the data from both devices, may there-
fore check the operation of the devices. Additionally, da-
ta provided by one of the devices may be utilized as a
backup should one of the other devices fail.

[0139] The analysis agent 1406, when executed, may
then utilize the data from the variety of devise to analyze
the patient's condition. The combined data may also be
communicated to the endpoint device 140 for analysis
by an analysis agent 1410 executed thereon as previ-
ously described.

Claims

1. Asystem comprising: at least one implantable med-
ical device (IMD) that collects data; and a plurality
of computing devices that are communicatively
coupled, one to another, characterized in that:
each of the computing devices has capabilities to
analyze the data; at least one of the computing de-
vices is communicatively coupled to the IMD to ob-
tain the data; and one or more of the computing de-
vices is configured to determine whether to commu-
nicate the data to another one of the computing de-
vices having analytical capabilities that are not in-
cluded in the analytical capabilities of the one or
more computing devices.

2. A system as claimed in Claim 1, characterized in
that one or more of the computing devices is further
configured to form a communication for notifying a
designated user of a result of the analysis.

3. Asystem as claimed in Claim 1 or Claim 2, charac-
terized in that that the analytical capabilities are
selected from processing capabilities, memory re-
sources, network resources, patient diagnostic al-
gorithms, device diagnostic algorithms and any
combination thereof.

4. A system as claimed in any preceding claim, char-
acterized in that the IMD is configured to deter-
mine whether to communicate the data to one of the
computing devices that has analytical capabilities
in addition to the analytical capabilities of the IMD.

5. A system as claimed in any of Claims 1 to 3, char-
acterized in that the IMD is configured as a device
selected from a cardiac stimulation device, a cardi-
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ac monitor, a medicine dosing device, a neurologi-
cal device for at least one of monitoring and stimu-
lating nerves and any combination thereof.

A system as claimed in any preceding claim, char-
acterized in that the computing network is config-
ured to distribute the data to computing devices se-
lected from a group of computing devices including
a computer, a portable computer, a personal digital
assistant, a wireless phone, a facsimile, and a da-
tabase.

A system comprising: a hierarchy of computing de-
vices that are communicatively coupled, one to an-
other, characterized in that: at least one of the
computing devices is an implantable medical de-
vice (IMD); the hierarchy is defined by each respec-
tive amount of data that each of the computing de-
vices is configured to store; and one or more of the
computing devices is configured to determine
whether to communicate the data to another one of
the computing devices that is configured to store a
different amount of data.

A system as claimed in Claim 7, characterized in
that the said one or more computing devices make
the determination based on how much data is
stored in the memory of the respective system.

A system as claimed in Claim 7 or Claim 8, charac-
terized in that at least two of the computing devices
are IMDs; and one or more of the computing devices
is configured to aggregate data collected by the
IMDs.

A system as claimed in any of claims 7 to 9, char-
acterized in that at least one other computing de-
vice is an external medical device (EMD); and one
or more of the computing devices is configured to
aggregate data collected by the IMD and the EMD.

A system as claimed in any of Claims 7 to 10, char-
acterized in that the said one or more computing
devices are further configured to: analyze the data;
and form a communication, based on the analysis,
for notifying a designated user of the analysis.
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