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(57) Abstract: Embodiments of the present disclosure provide tech-
niques and configurations for a signal transmission for an apparatus,
such as a mobile or wearable device, based on sensor fail-safety. In one
instance, the apparatus may comprise a transmitter to transmit a com-
munication signal of the apparatus at a first power level, a sensor to
monitor a process that is external to the apparatus and to provide an
output signal indicating a change in a state of the process, and a control
module communicatively coupled with the sensor and transmitter, to
determine whether the output signal provided by the sensor has indic-
ated a change in the external process over a threshold time period, and
based on result of this determination, cause the transmitter to switch
the transmission from first power level to a second power level that is
lower than the first power level. Other embodiments may be described
and/or claimed.
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SENSOR BASED SIGNAL TRANSMISSION METHODS AND APPARATUSES

Cross-Reference {o Related Application

This application claims priority to U.S. Application No. 14/721,879, filed May 26, 2015,
and entitied “SENSOR BASED SIGNAL TRANSMISSION METHODS AND
APPARATUSES." which is hereby incorporated by reference herein in its entirety for all
purposes.

Field

Embodiments of the present disclosure generally relate to the field of sensor-equipped

devices, and more particularly, to techniques for signal transmission using fail-safety techiiques

applied to sensors associated with the device.

Background

A variety of sensors is commonly used in sensor hubs for user devices, such as
smartphones, tablet computers, “2 in 17 mobile computing devices, or wearable devices. For
example, proximity sensors, gyroscopes, temperature sensors, heart rate sensors, and the like
may be used i these user devices.

The role of sensors in the user devices may often involve detecting a change in a state of
a particular process that may be external to the user device. For example, a proximity sensor in a
mobile computing device may detect the presence of human tissue {like a hand, finger, or face,
among others) when it is closer than a specific threshold distance mandated by governmental
agencies, such as Federal Commumications Commuission {(FCC) and/or European Conformity
{(CE}regulations. Typically, upon the sensor’s detection of human tissue in unsafe proximity to
the user device, the circuitry controlling the user device’s transmitter that mchudes radio
frequency (RF) power amplifier gamn, may tumn the power amplifier down (or off), ensuring the
RF power radiated by the device does not damage the detected human tissue.

Upon failure of a proxinity sensor either due to a manufacturing defect or any
environmentally-induced effect m-field, the detection of human tissue may no longer be possible,
Currently available solutions rely on the assaomption that a sensor, such as a proximity sensor,
may always work. As aresult, in the event of either a proximity sensor failure or a failure in the
commmumication channel between the proximity sensor and the processor running the operating
system of a mobile device, while the RF power amplifier 1s configured to be operating in a high-
power output mode, the presence of a human tissue within the FCC or CE mandated threshold

distance may be undetected. Consequently, the RF power emitied by the mobhile device may
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remain high even when the human tissue 1s closer than the mandated threshold distance, thereby
violating FCC and CE regulations and increasing the nisk of serious bodily mjury due to long-

term radio frequency power exposure of the human tissue of the user.

Brief Description of the Drawings

Embodiments will be readily understood by the following detailed description m
conjunction with the accompanying drawings. To facilitate this description, like reference
numerals designate like structural elements. Embodiments are illustrated by wav of example and
not by way of limitation i the figures of the accompanying drawings.

FIG. 1 is a block diagram illustrating an example apparatus incorporated with the
{eachings of the present disclosure, in accordance with some embodiments.

FIG. 2 14s a schematic diagram of an example tmplemeniation of a circuitry configured {o
provide conwnunication signal transiission for an apparatus based on sensor fail-safety, in
accordance with some embodiments.

FIG. 3 is a schematic diagram of an example implementation of a power amplifier of the
apparatus of FIGS. T and 2 configured to provide mudtiiple {e.g., at least two) power levels for
signal transmission by the apparatus, in accordance with some embodiments,

FIG. 4 1s a schematic diagram of an example circuitry implementation of a control
module of an apparatus of FIGS. 1 and 2, in accordance with some embodiments.

FI1G. 5 15 a process flow diagram for transnussion of a communication signal by an
apparatus based on sensor fail-safety, in accordance with some embodiments.

FIG. 6 15 an example computing device suitable to be configured as the apparatus of

FIGS. 1-4 10 accordance with various embodiments.

Betailed Description

Embodiments of the present disclosure include techniques and configurations fora
commurication signal transmission for an apparatus, such as a mobile or wearable device. In
accordance with embodiments, the apparatus may comprise a transmitter to iransmit a
communicaiion signal of the apparatus at least at a first power level, a sensor to moniior a
process that 1s external {o the apparatus and to provide an output signal indicating a change in a
state of the process, and a control module comnmumcatively coupled with the sensor and the
transmutter. The conirol module may be configured to determine whether the output signal
provided by the sensor has indicated a change i the external process over a threshold time
period. Based at ieast in part on a result of this determumation, the conirol module may cause the

transmitter to switch the transmission of the communication signal from the first power level to a
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second power level that is lower than the first power level.

In the following detailed description, reference 1s made to the accompanying drawings
that form a part hereof, wherein like numerals designate like parts throughout, and in which are
shown by way of illustration ernbodirsents in which the subject matter of the present disclosure
may be practiced. It1s to be understood that other embodiments may be utilized and structural or
logical changes may be made without departing from the scope of the present disclosure.
Therefore, the following detailed description is not t¢ be taken in a limiting sense, and the scope
of embodiments is defined by the appended claims and their equivalents.

For the purposes of the present disclosure, the phrase “A and/or B” means (A}, (B), (&)
or {(B). or (A and B). For the purposes of the present disclosure, the phrase “A, B, and/or {7
means (A}, (B), (CL. (Aad B), Aand C), (Band C), or (A, B, and C}.

The description may use perspective-based descriptions such as top/bottom, in/out,
over/under, and the like. Such descriptions are merelv used to facilitate the discussion and are
not iirterided to restrict the application of embodiments described herein to any particular
orientation.

The description may use the phrases “in an emabodiment,” or “in erobodiments,” which

may each refer to one or more of the same or different embodiments. Furthermore, the terms

B B

“comprising,” “including,” “having,” and the like, as used with respect to embodiments of the
present disclosure, are synonymous.

The term “coupled with,” along with iis derivatives, may be used herein. “Coupled” may
mean one or more of the following. “Coupled” may mean that two or more elements are in
direct physical, electrical, or optical contact. However, “coupled” may also mean that two or
more elements indirectly contact each other, but vet still cooperate or interact with each other,
and may mean that one or more other elements are coupled or connected between the elements
that are said to be coupled with each other. The term “directly coupled” may mean that two or
more elernents are in direct contact.

FIG. 1 is a block diagram ilustrating an example apparatus 100 incorporated with the
teachings of the present disclosure, in accordance with some embodiments. The apparatus 100
may comprise a mobile device {e.g., atablet compuler, a smartphone, a 1-in-2 computing device,
and the like) or a wearable device configured to be attachable o a user’s body 1n order to
conduct measurements associated with the fimctioning of the user’s body and user’s activities.

The apparatus 100 may include one or more {e.g., a plurality of} sensors 104, 106, The
sensors 104, 106 may be configured to roonitor a process that 1s external to the apparatus 100 and

to provide an output signal indicating a change in a state of the process. For example, in some
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embodiments, e.g

pdad

where the apparatus 100 comprises a wearable device, the sensors 104, 106
may provide readings related to external process, such as various user body functions. More
specifically, the sensors 104, 106 may include, but may not be limmted to, electromyography
{EMG) sensors, temperature sensors, sweat chemical sensors, motion sensors, optical
photodiodes, electrocardiogram {ECG) electrodes, galvanic skin response (GSR) sensors, pigzo
crystals, pressure sensors, ot the like.

In some embodiments, e g.. where the apparatus 100 comprises a mobile device, one of
the sensors 104, 106 may be a proximity sensor configured to monitor an external process such
as presence of an object, e.g., human tissue, to the apparatus 100, and detect the presence of the
human tissue within a distance that may be mandated by regulatory agencies to be unsafe.

It should be noted that sensors 104, 106, are showiv inn FIG. 1 for illustration only and are
not limiting the implementation of apparatus 100, It will be appreciated that any wumber or
types of sensors may be used in the apparatus 100.

In some embodiments, the apparatus 100 may include a processing unit 110 having a
processor 112 and memory 114 having instructions that, when executed on the processor 112,
may cause the processor 112 to perform tasks of the apparatus 100, some of which are described
below in reference to FIG. 5. The apparatus 100 may include a battery 116 configured to
provide power supply to the apparatus {00 and, more generally, to the components of the
apparatus 100,

The apparatus 100 may include a transmitter 118 to transmt a communication signal
provided by the apparatus 100 to different destinations, such as to an external device 120 (e.g.,
mobile or stationary computing device). The transmitter 118 may include circuitry configured to
provide communication signal transimission at a destred power level, for example, a power
amplifier 124 and antenna 126. In embodiments, the communication signal may include, for
example, data resulting from processing the sensor readings, or any other type of data to be
communicated by the apparatus 100, The commmunication signal of the apparatus 100 may
comprise a radio frequency (RF) communication signal.

The apparatus 100 may include other components 122 necessary for the functioning of
the apparatus 100, For example, other components 122 may include communications
interface(s) to enable the apparatus 100 to conununicate over one or more wired or wireless
network(s) and/or with anv other suitable device, such as external device 120, The other
components 122 may be further configured to perform signal pre-processing before transniission
of sensed signals via the transmitier 1138, such as de-noising, feature extraction, classification,

data compression, and the like.
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To enable signal communication at a desired power level, the apparatus 100 may inciude
a control module 130 communicatively coupled with the sensors 104 and 106 and the transmitter
118, and configured to control the power of the conununication signal provided by the amplifier
124 to the antenna 126. The comtrol module 130 may have hardware or software
implementation, or a combination thereof. The control modude 130 may be configured (o
determune whether the output signal provided by the sensors 104, 106 has indicated a change in
the external process over a threshold time period, and cause the transmitter 118 to switch the
transimission of the communication signal from the first power level {0 a second power level that
is lower than the frst power level, based at least in part on a result of that determination.

In some embodiments, the second power level may be health-safe, e.g., within output
signal power range mandated by governmental regulatory agencies {e.g., FCC or CE) for mobile
devices, in order to reduce or eliminate the risk of bodily injury of a user 134 of the apparatus
100 due to continuous exposure to radio waves associated with communication signal
transmission. For example, the sensor 104 {(or 106) may be a proximity sensor configured to
detect proximity of human tissue to the apparatus 100, If the sensor 104 detects a presence of
human tissue m proximity fo the apparatus 100 that 15 below a threshold distance, the sensor 104
may provide an output signal {or change in the output signal) indicating the detection of such
event. The control module 130 may recetve the ouiput signal from the sensor 104 indicating the
detection of presence of human tissue to the apparatus, and control the transmitter 118 to tum off
the power aroplifier 124 entirely or cause the power amplifier 124 to switch signal transmission
1o a safe power level (e.g , the level mandated by regulatory agencies for the apparatus 100},

The control module 130 mav be further configurad to enable the commumication signal
fransmission by the transmitier 113 using the sensor fail-safety techmques described herein. For
example, if the sensor 104 1s faulty. the sensor may not detect a presence of the human tissue in
dangerous proximity to the apparatus or may not report the detected presence in the output
signal. The control module 130 may be configured to determine whether the output signal
provided by the sensor 104 has indicated a change in the external process over a threshold tiroe
period. If the output signal from the sensor 104 has not indicated a change in the process (e.g.,
proximity event) over the threshold time period, it may be assumed that the sensor 104 15 faulty.
Accordmgly, the control modude 130 may countrol the transmitter 118 to turn off the power
amplifier 124 entirely or to cause the power amplifier 124 to switch the signal transnussion to the
safe power level.

In another example, periodic or continuous ambient or body temperature measurements
may be conducted by the sensors associated with the apparatus 100, e.g., a wearable device. In

some applications, periodic changes in femperature may be expected. One example of such
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application may be a bum-irr chamber for integrated circuiis running through a specified
temperature profile. Ancther example may be body temperature measurements with a wearable
or mobile device, in which body ternperature is expected to change {e.g.. from davtime
femperaiure corresponding 1o a user’s active time o nightlime temperature corresponding {0 a
user’s sleeping time). It the temperature sensor fails, the sensor may not report i its ouiput
signal a change in temperature for a threshold period of time, which may be longer than an
average temperature change time period for a particular application. Accordingly, it may be
assumed that the temperature sensor s faulty. If the signal transmission by the apparatus 100 1s
related to providing temperature readings, the control module 130 may conirol the transmmiter
118 to turn off signal fransoussion entirely or switch signal transmission to a lower power level,
to conserve battery 116 power.

In general, the threshold tirwe period during which a sensor may have detected no change
in the measured process {(which may mdicate that the sensor is faulty) may vary depending on
device type, method of use, user preferences, particular market segment, and other factors. The
threshold time period may be determined using statistical analvsis of typical use of the apparatus
100 or group of similar devices over a particular time period. For example, information
comprising history of use of apparatus 100 {e g., mobile devices or wearable devices) may be
gathered and analvzed. Such information may include statistical data gathered over a period of
time {e.g., amonth, avear, or the like) about the timne pertods during which devices of a given
type stayed n idle or sleep mode (e.g., not in use), and time pertods of active use of these
devices. Such information may further include statistical data gathered over a period of time
about a ratio of faulty sensors to healthy sensors in devices of a particidar type. Based on the
gathered information, threshold time periods corresponding to the highest probability of a
presence of a faulty sensor in the device may be determined. The threshold time period
determination may be further based, for example, on a given market segment, device type, user
group, or a combination of these and/or other factors.

Technmiques for health~safe power level signal transnussion or power conservation as
described above may be provided for wearable or mobile devices with sensors measuring a
user’s body motion, sweat, ambient light, electrocardiogram (ECG), pressure (e.g., atmospheric
or foot pressure), and the Like.

In some embodiments, the apparatus 100 may include more than one sensor, for example,
a plurality of sensors, such as sensors 104, 106 as described above. These muktiple sensors
associaied with apparatus 100 may be configured to monitor the same external process and
provide respective output signals indicating a change n a state of the process. The control

module 130 may poll the output signals from the sensors 104, 106 at least over the threshold
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fime period and determine respective statuses of the sensors 104, 106 based at least in part o a
result of the poll.

For example, apparatus 100 may include three proxinuty sensors. 1f one of the proxamity
sensors has failed, two remaimng sensors may still give the same output signal corresponding to
the same reading, and one failed sensor may give a differing output signal. Tn this case, it may
be assumed that at least one sensor out of three has fatled based on the “majority” readings, and
the other two sensors are providing correct readings. If ali three sensors give the same output
sigrial over a threshold period of time, it may be assumed that the sensors provide correct
readings and are not faulty, or all three sensors are faulty, based on the “majonty” readings. If
all three sensors are providing different output signals, 1t may be assumed that etther all three
sensors or at feast two sensors have failed. Accordingly, depending on a particular application,
the control module 130 may control the transmitter 113 to turn off signal fransmission or switch
stgnal transnussion to a lower {e.g., safe) power level as described above,

A numeric example of the apparatus 100’s signal transnussion based on sensor fail-safety
ermabled by the control module 130 is provided below. Let us assume that the chance of a
proxumity sensor 1047s failure in the apparatus 100 {e.g., a mobile device) is 0.5. Let us further
assume that each time the proxinuty sensor 104 fails, the resulting failure may trigger the power
amplifier 124 to provide an unsafe power level 50% of the time. The chance of a functionally
fail-unsafe operation of the apparatus 100 without the fail-safe signal transmission provided by
the control module 130 mav become 0.5%30%= 0.5%0.5 = 0.25 = 25%.

et us assume the same numbers apply for failure probabilities for the apparatus 100
having a fail-safe sensor logic enabled by the control module 130, Let us atiribute a fail rate of
0.01 for the control module 130 (implemented as digital logic circuitry or software application)
used to monitor the proximity sensor 104 status. Such assumption may be presumed fair because
the digital logic or sofiware implemeniation tend o be more robust {(e.g., fail-safe) than the
sensor, {or example, by an order of magnitude. Let us {urther assume that 50% of the times the
control module 130 fails in a functionally unsafe state.

The effective chance of fail-unsafe operation of the apparatus 100 having the control
modute 130 may be calculated as follows: chance of control module 130 failing independent of
proxumity sensor in a functionally unsafe staie plus chance of control module 130 falingn a
safe state but coupled with a proximity sensor failure in a functionally unsafe state, which equals
0.01%0.50+0.01*%0.50%0.25 = 0.625%, where 0.01 is a fail rate that may be attributed to the
digital logic circuiiry used to montfor the proximity sensor status. This is a fair assumption since
the digital logic tends to be much more robust than the proximity sensor,

Accordingly, the chance of fail-unsafe operation of a mobile or wearable device may
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decrease from 25% in a conventional apparaius to less than 1%, {e.g., 0.625%) in the apparatus
100 having the control module 130 as described above. Tn other words, approximately a 23-
fimes improvement i functional fail-safety of the apparatus 100 roay be achieved.

FIG. 2 is a schematic diagram of an example implemeniation of a circuitry configured (o
provide communication signal {ransmission for an apparatus based on sensor fail-safety, in
accordance with some embodiments. More specifically, the schematic diagram of FIG. 2
lustrates an example apparatus 200 comprising an example of at least partial implementation of
the apparatus 100 of FIG. 1. For simplicity purposes, like components of FIGS. 1 and 2 may be
enumerated with like numerals.

As shown, the apparatus 200 may include a sensor 104, such as a proximity sensor that
may be sensitive to solid states, coupled with a logic circuit to monitor sensor status, such as
control module 130, The proximity sensor 1034 may provide an output signal, such as Proximity
Sensor Service Request (PS_serv_req), which may be input into the control module 130,

PS serve req signal may indicate a status of the sensor 104. A healthy status of the sensor 104
may be indicated by a state of P5_serve req signal (e.g., togical high or logical low). Ifthe
signal state remains the same over a period of time that 1s below a threshold time period
described above, the control module 130 may provide a signal sensor OK to an AND logic gate
202, Another imput signal io the AND logic gate 202 may be a PA_enable control signal.

In embodiments, the PA_enable control signal may be a function of PS_serv_req. For
example, if the proxinuty sensor 104 is in a working state, then the signal sensor OK may be a
iogical high. When a human tissue comes close to the proximity sensor 104, the sensor 104 may
detect a proximity event and issue a PS_serv _req signial. The proximity event may be a presence
of human tissue at an unsafe distance to the apparatus 200, The active siate of the PS_serv_req
signal may be needed to disable the power amplifier 124 of the transmitter (not shown in its
entirety) of the apparatus 200. Accordingly, the PA enable control signal at the input of the
AND logic gate 202 may be an inverse function of the PS_serv_req signal.

In the absence of a detection of a proximity event bv the sensor 104 over the time pertod
below the threshold, the conirol module 130 may issue a sensor K signal, to enable the passing
of the PA enable signal to the power amplifier 124. The PA enable signal may control the input
communication signal P_in to be amplified by the power amphifier 124, to produce an output
signal PA_out that may be fed to the antenna 126 for transnussion.

For example, a change from a logical high state to a logical low state of PS_serve req (or
vice versa) may indicate a detection of a proximuty event by the sensor 104, This control module
130 may send the signal sensor OK to the AND logic gate 202, which in tum may gate the

PA enable signal. If no proxinuty event has been detected over the time period above the
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threshold, the sensor OK signal may gate the PA enable sigmal from passing to the power
amplifier 124 and enabling provision of the PA_out signal to the anterma 126, The threshold
fime period may be counted by the control module 130 using, for exarmple, a svstem clock, via a
stgnal System Clk as shown in FIG. 2.

The PA_enable signal may control the power gain that may be added by the power
amplifier 124 to the RF communication signal before being transnutted through the antenna 126
In the example illustrated 1n FIG. 2, the PA_enable signal, if gated, may shut off the power
amplifier 124,

In some embodiments, the PA_enable signal may serve as a selection hine of a two-input
multiplexer to enable choice of one of multiple, e.g., at least two different gains of the power
amplifier to the mcoming signal PA in. The gains may correspond to different {e.g., first and
second) power levels of the RF commumication signal that the control module 130 may be
configured to control based on sensor fail-safety techniques described herem.

F1G. 3 1s a schematic diagram of an example implementation of a power amplifier of the
apparatus of FIGS. T and 2 configurad to provide muliiple {at least two) power levels for signal
fransmission by the apparatus, in accordance with some erbodiments.  As shown, the example
power amplifier 300 may include an amplifier 302 configured to provide high gan (first power
level P1) and amplifier 304 configured to provide low gain (second power level P2 that 1s lower
than the first power tevel P1). The amplifier input signal PA_in may be provided to the
amplifiers 302 and 304, as shown. The respective output signals P1 and P2 may be provided to a
multiplexer 306, controlied by PA enable signal described in reference to FIG. 2. When
PA enable = 1 (fogical high), a high gain amplifier 302 output P may be selected and become
available at amplifier ouiput PA_oul. When PA_enable = 0 (Jogical low), a low gain amplifier
304 output P2 may be selected and become available at PA out.

FI(:. 4 is a schematic diagram of an example circuttry implementation 400 of a control
module of an apparatus of FIGS. 1 and 2, m accordance with some embodiments. As shown, the
circuitry implementation 400 may include a counter 402, into which signals Systern Clk and
PS serv_req desciibed in reference to FIG. 2 may be inputted. The counter 402 may provide a
time period T counter withinn which the signal PS_serv req has not changed. Threshold count
{e.g., threshold time period data value T threshold) may be stored i memory (e.g., non-volatile
memory} 404, The counter time period value T counter and the threshold count value T
threshold may be inputted to the comparator 406 that generates sensor OK signal to the AND
logic gate 202 as described in reference to FIG. 2, until the T counter value reaches the threshold
value T threshold. After the T counter value reaches the threshold value T threshold, the

comparator 406 cancels the sensor OK signal, effectively shutting off the PA_enable signal that
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conirols the power amplifier 124 ouiput, as described in reference to FIG. 2.

FIG. S 15 a process flow diagram for transmission of a commumication signal by an
apparatus based on sensor fail-safety, in accordance with some embodiments. The process 500
may comport with some of the apparatus embodiments described in reference to FIGS. 1-4. In
alternate embodiments, the process 500 may be practiced with more or fewer operations, or a
different order of the operations. In embodiments, the process may be implemented as a control
module 130 of FIG. 1.

The process 500 may begin at block 502 and mchude receiving, by a control module of an
apparatus that mclodes a transmitter (o fransmit a commumication signal and a sensor {0 monitor
a process that is exiernal to the apparatus, an ouiput signal provided by the sensor. The
apparatus may be configured to transmit a communication signal that may include an RF
communication signal.

At block 504, the process 500 may nclude determining whether the output signal
provided by the sensor has indicated a change in the external process over a threshold time
period. The threshold time period may be determined based on information comprising history
of use of the apparatus, such as mobile devices or wearable devices.

At block 506, the process 500 may include causing, by the control module, to switch a
{fransmission of a communication signal from a first power level to a second power level that is
lower than the first power level, based at least in part on a result of the determunation, which may
melude deterrmning that the output signal provided by the sensor has not indicated a change in
the external process over the threshold time period. (ausing to switch a transmmssion of a
communication signal from a first power level to a second power level may inchade disabling a
power arnplifier of the transmitier or inittating the power amplifier to convert the communication
signal from the first power level to the second power level. The second power leval may be
within output signal power range mandaied by a governmental regulatory agency for mobile

devices, such as FCC or CE.

FI1G. 6 1s an example computing device 600 suitable to be configured as the apparatus of
FIGS. 1-4 im accordence with various embodiments. I some embodiments, various components
of the example computing device 600 may be used to configure the apparatus 100, In some
embodiments, various components of the example computing device 600 may be used to
contfigure the extemnal device 120

As shown, computing device 600 may include one or more Processors of Processor cores
602 and system memory 604, For the purpose of this application, including the claims, the terms

“processor’” and “processor cores” may be considered synonvmous, unless the context clearly
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requires otherwise. The processor 602 mayv mchude any type of processors, such as a central
processing unit {CPU), a microprocessor, and the ke, The processor 602 may be implemented
as an integrated circuit having nmulti-cores, e.g., a multi-core microprocessor. The computing
device 600 may include mass storage devices 606 (such as solid state drives, volatile memory
{e.g., dvnamic random-access memory (DRAM), and so forth)). In general, sysiem memory 604
and/or mass storage devices 606 may be temporal and/or persistent storage of any type,
including, but not limited to, volatile and non-volatile memory, optical, magnetic, and/or solid
state mass storage, and so forth. Volatile memory may include, but is mot limited to, static and/or
dvnamic random-access memory. Non-volatile memory may inchude, but is not limited to,
electrically erasable programmable read-only memory, phase change memory, resistive memory,
and so forth. System memory 604 and/or mass storage devices 606 mayv inchude respective
copies of programmng nstructions configured to perform operations related (o apparatus 100,
for exarople, collectively denoted as computational logic 622.

The computing device 600 may further include input/output (1/0) devices 608 (such as a
display, soft kevboard, touch sensitive screen, image capture device, and so forth) and
commumication mterfaces 610 (such as network interface cards, modems, mfrared receivers,
radio receivers {e.g., Near Field Commumication (NFC), Bluetooth, WiFi, 4G/6G Long-Term
Evolution {LTE}, and so forth}}.

The communication interfaces 610 may nchude communication chips (not shown) that
may be configured fo operate the device 600 in accordance with a Global System for Mobile
Commurmication {(GSM}, General Packet Radio Service (GPRS), Universal Mobile
Telecommumications System (UMTS), High Speed Packet Access (FISPA}, Evolved HSPA (E-
HSPA}, or Long-Term Evolution (LTE) network. The communication chips may also be
contfigured to operate in accordance with Enhanced Data for GEM Evolution (EDGE), GSM
EDGE Radio Access Network {GERAN), Universal Terrestrial Radio Access Network
{UTRAN}, or Evolved UTRAN (E-UTRAN). The communication chips may be configured to
operate in accordance with Code Division Multiple Access (CDMA), Time Division Multiple
Access (TDMA), Digital Enhanced Cordless Telecommunications (DECT), Evolution-Data
Optimized (EV-D0), denvatives thereof, as well as any other wireless protocols that are
designated as 3G, 4G, 5G, and beyvond. The communication interfaces 610 may operate in
accordance with other wireless protocols in other embodiments.

In embodiments, the computing device 600 may comprise the apparatus 100, For
example, the computing device may nclude sensors 104 and 106, and transmitter 118 coupled
with the communication mterfaces 610, In some embodiments, the apparatus 100 may be

commmunicatively coupled with the external device 120 implemented as computing device 600

11
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described herein

The above-described computing device 600 glements may be coupled to each other via
system bus 612, which may represent one or more buses. fn the case of multiple buses, they may
be bridged by one or more bus bridges (not shown). Each of these elements may perform its
conventional functions known in the art. In particalar, svstermn memory 604 and mass storage
devices 606 may be emploved to store a working copy and a permanent copy of the
programming instructions implementing the operations associated with the apparatus 100, such
as the control module 130 of FIG. 1. The various elements may be implemened by assembler
instructions supported by processor{s) 602 or high-level languages that may be compiled into
such istructions.

The permanent copy of the programming mstructions of computational logic 622 may be
placed mito mass storage devices 606 in the factory, or in the field, through, for example, a
distribution medium (not shown), such as a compact disc (C13), or through commumnication
interface 610 (from a distribution server (not shown)). That is, one or more distribution media
having an implementation of the agent program may be emploved to distribute the agent and {o
program various computing devices.

The number, capability, and/or capacity of the elements 608, 610, 612 may vary,
depending on whether computing device 600 is used as a stationary computing device, such as a
set-top box or deskiop compuler, or a mobile computing device, such as a tablet computing
device, laptop computer, game console, or smartphone. Their constitutions are otherwise known,
and accordingly will not be further described.

At least one of processors 602 may be packaged together with memory having
computational logic 622 configured to practice aspects of embodiments described in reference to
FIGS. 1-4. For one embodiment, at least one of processors 602 may be packaged together with
memory having computational logic 622 configured to practice aspects of process 500 of FIG. 5
{0 form a System m Package (SiP) or a System on Chip (SoC). For at least one embodiment, the
So may be utihized m, e.g., but not imited to, a computing device, such as external device 120
of FIG. 1. In another embodiment, the SoC may be wilized to form the apparatus 100 of FIG. 1.

In various implementations, the computing device 600 may comprise a laptop, a netbook,
anotebook, an ultrabook, a smartphone, a tablet, an ultra-mobile PC, a mobile phone, or a
wearable device. In further implementations, the computing device 600 may be anv other
electronic device that processes data.

Example 1 1s a signal transmission apparatus with fail-safe properties, the signal
transmission apparatus comprising: a transmitter to transmit a communication signal of the
apparatus at least at a first power level; a sensor to monitor a process that is external to the

12
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apparatus and to provide an output signal indicating a change in a state of the process; and a
conirol module commumicatively coupled with the sensor and the transmitter, to determing
whether the output signal provided by the sensor has indicated a change in the external process
over a threshold time period, and cause the transmitter to switch the transmission of the
communication signal from the first power level to a second power level that 1s lower than the
first power level, based at least in part on a result of the determination,

Exanple 2 may include the subject matter of Example 1, wherein the sensoris a
proximiy sensor, whereir the sensor detects proximity of human {issue 1o the apparatus, wherein
the ouiput signal indicates a proximity of human tissue 1o the apparatus that 1s below a threshold
distance.

Example 3 may include the subject matter of Example 1, wherein the sensor is selected
from one of; heart rale sensor, temperature sensor, or posttion sensor, wherem the sensor {o
momnitor a process includes to monitor phvsiological conditions of a user of the apparatus.

Exanple 4 may include the subject matter of Example 1, wherein the communication
stgnal comprises a radio frequency (RF) commumication signal, and wherein the second power
fevel is within an output signal power range mandated by a governmental regudatory agency for
mobile devices.

Example 5 may include the subject matter of Example 4, wherein the transmutter inchudes
a power amplifier to convert the RF commmumication signal from the f{irst power level (o the
second power level.

Exanple 6 may include the subject matter of Example 5, wherein the control module
comprises circuitry comprising logic to disable the power amplifier or to cause the power
amplifier to convert the RF communication signal from the first power level (o the second power
level, in response to a deternunation that the output signal provided by the sensor has not
indicated a change in the external process over the threshold time period.

Example 7 may include the subject matter of Example 6, wherein the circuitry includes a
clock counter to deternune the threshold time period within which the sensor has not indicated a
change in the external process.

Example 8 may include the subject matter of Example 7, wherein the apparatus is
selected from one of amobile device or a wearable device, wherein the threshold time period 15
determined based on information cornprising history of use of mobile devices or wearable
devices respectively.

Example 9 may include the subject matter of Example 1, wherein the control module is to
determune a status of the sensor based on a result of the deternunation whether the output signal

provided by the sensor has indicated a change in the external process over a threshold time
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period.

Example 10 may include the subject matter of Example 9, wherein the sensor is to detect
a change in a state of the process, wherein the change in a state of the process includes a
difference in a monitored parameter of the process that is above a predetermined change
threshold.

Example 11 may include the subject matter of Example 9, wherein the countrol module 1s
to deternune that a status of the sensor is a failed status, in response to the deternunation that the
output signal provided by the sensor has not indicated a change in the external process over the
threshold time period.

Example 12 may include the subject matter of Example 9, wherein the apparatus further
comprises at least another sensor to monitor the external process and provide another output
signal indicating a change in a state of the process, wherein the control module is to poll the
output signal and the other output signal at least over the threshold titne period and to determine
a status of the sensor and the another sensor based at least in part on a result of the poll.

o at a control

o0

Example 13 15 a fail-safe communication method, comprising: receivin
module of an apparatus that includes a transmitter to transmit a compnunication signal and a
sensor to monitor a process that is external to the apparatus, an output signal provided by the
sensor; determining, by the control module, whether the oulput signal provided by the sensor has
indicated a change in the external process over a threshold time pertod; and switching, by the
control module, a transmission of a conwmunication signal from a first power level to a second
power level that is lower than the first power level, based at least in part on the output signal
recetved at the control module.

Example 14 may include the subject matier of Example 13, wherein causing to switch a
transnussion of a commumication signal from a first power level to a second power level that is
fower than the first power level includes disabling a power amplifier of the transmitter or
imitiating the power amplifier to convert the commumication signal from the first power level to
the second power level.

Exanple 15 may include the subject matter of Example 14, wherein causing to switch a
transimission of a communication signal from a first power level 1o a second power level includes
determiming, by the control module, that the output signal provided by the sensor has not
mdicated a change in the external process over the threshold time period.

Example 16 may include the subject matter of Example 14, wherein causing to switch a
{fransmission of a communication signal from a first power level to a second power level includes
iutiating, by the control module, the transnussion of the commumcation signal at the second

power level that is within an output signal power range mandated by a governmental reguiatory
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agency for mobile devices.

Example 17 is one or more non-transtiory compuiing device~-readable media having
mstructions for transmission of a communication signal by a transmutter of a computing device
based on sensor fail-safety stored thereon that, in response {0 execution on the computing device,
cause the computing device to: receive an output signal provided by a sensor to monitor a
process that 1s external to the computing device; determine whether the output signal provided by
the sensor has mdicated a change in the external process over a threshold time period; and cause
the {ransmitter to switch a transmission of a commumication signal from a first power level to a
second power level that is lower than the first power level, based at least in part on a result of the
determination.

Example 18 may contain the subject matter of Example 17, wherem the instructions that
cause the computing device to imttiate the transmatter to switch a transmission of a
commurication signal frora a first power level to a second power level further cause the
computing device to disable a power amplifier of the transmitter or to cause the power amplifier
to convert the communication signal from the first power level to the second power level.

~
7
b

Example 19 may include the subject matier of Example 17, wherein the instructions that
cause the computing device to determine whether the output signal provided by the sensor has
mdicated a change in the external process over a threshold time period further cause the
computing device to determime whether the output signal changed from a first logical state to a
second logical state over the threshold period of time.

Example 20 may include the subject matter of Example 17, wherein the computing
device is one of. a mobile device or a wearable device,

Example 21 is an apparatus for transmission of a communication signal based on sensor
fail-safety, comprising: means for receiving an output signal provided by a sensor to monitor a
process that is external to the apparatus; means for determining whether the output signal
provided by the sensor has indicated a change i the external process over a threshold time
period; and means for causing to switch a transmussion of a coramunication signal by a
transmitter of the apparatus from a first power level to a second power level that is lower than the
first power level, based at least in part on a result of the determining,

Example 22 may include the subject matier of Example 21, wherein the means for
causing to switch a transmission of a communication signal from a first power level to a second
power level that is lower than the first power level includes means for disabling a power
amplifier of the transmitter or initiating the power amplifier 1o convert the communication signal
from the first power level to the second power level.

Example 23 may include the subject matter of Example 22, wherein the means for

15
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causing 1o switch a transmission of a commumication signal from a first power {evel to a second
power level includes means for determiming that the output signal provided by the sensor has not
mdicated a change in the external process over the threshold time perod.

Example 24 may include the subject matter of Example 22, wherein the means for
causing to switch a transmission of a communication signal from a first power level {0 a second
power level includes means for initiating the transnussion of the communication signal at the
second power level that is within an output signal power range mandated by a governmental
regulatory agency for mobile devices.

Example 25 may include the subject matier of Example 21, wherein the apparatus is one
of. a mobile device or a wearable device.

Various operations are described as multiple discrete operations i1y turn, in a manner that
is most helpful 1n understanding the clammed subject matier. However, the order of description
should not be consirued as to iroply that these operations are necessarily order dependent.
Embodiments of the present disclosure may be implemented into a system using any suitable
hardware and/or software io configure as desired.

Although certain embodiments have been illusirated and described herein for purposes of
description, a wide variety of alternate and/or equivalent embodiments or implementations
calculated to achieve the same purposes may be substitited for the embodiments shown and
described without departing from the scope of the present disclosure. This application i3
mtended to cover any adaptations or varnations of the embodiments discussed herein. Therefore,
it 1s manifestly intended that embodiments described herein be limited only by the claims and the

equivalents thereof,



WO 2016/190974 PCT/US2016/027163

Claims
What 1s claimed 1s;
1. A signal transnussion apparatus with fail-safe properties, the signal

transmission apparatus comprising:

a transmuiter to transmut a comununication signal of the apparatus at least at a first
power level;

a sensor to monitor a process that is external to the apparatus and to provide an
output signal indicating a change in a state of the process; and

a control module communicatively coupled with the sensor and the transmitter, o
determine whether the output signal provided by the sensor has indicated a change in the external
process over a threshold time period, and cause the transmitter to switch the {ransmission of the
communication signal from the first power level 1o a second power level that is lower than the
first power level, based at least in part on a result of the determination,

2. The apparatus of claim 1, wherein the sensor is a proximity sensor,
wherein the sensor detects proximity of human tissue to the apparatus, wherem the output signal

mdicates a proximity of human tissue to the apparatus that is below a threshold distance.

3 The apparatus of clairn 1, wherein the sensor i3 selected from one of heart
rate sensor, ternperature sensor, or position sensor, wherein the sensor to monitor a process

includes to monitor physiclogical conditions of a user of the apparatus.

4. The apparatus of claim 1, wherein the communication signal comprises a
radio frequency (R¥F} communication signal, and wherein the second power level is within an

ouiput signal power range mandated by a govemnmental regulatory agency for mobile devices.

5. The apparatus of claim 4, wherein the transnutter includes a power
amplifier to convert the RF communication signal from the first power level {o the second power
level.

6. The apparatus of ¢laim 3, wherein the control module comprises circuitry
comprising logic to disable the power amplifier or to cause the power amplifier to convert the RF
conumunication signal from the first power level to the second power level, in response to a
determmnation that the output signal provided by the sensor has not indicated a change in the

external process over the threshold time period.

17



WO 2016/190974 PCT/US2016/027163

7. The apparatus of claim 6, wherein the circuitry includes a clock counter to
determine the threshold time period within which the sensor has not indicated a change in the

external process.

8. The apparatus of claim 7, wherein the apparatus 1s selected from one of a
mohile device or a wearable davice, wherein the threshold time period 15 determined based on

iformation comprising history of use of mobile devices or wearable devices respectively.

9. The apparatus of any of claims 1 to 8, wherein the control module is to
determine a status of the sensor based on a result of the determination whether the output signal
provided by the sensor has indicated a change i the external process over a threshold time
period.

10, The apparatus of claim 9, wherein the sensor is to detect a change in a
state of the process, wherein the change in a state of the process includes a difference ima

monitored parameter of the process that is above a predetermined change threshold.

11, The apparatus of claim 9, wherein the control module is to determine that
a status of the sensor 1s a failed status, in response to the determination that the output signal
provided by the sensor has not indicated a change in the external process over the threshold time
period.

12. The apparatus of claim 9, wherein the apparatus further comprises at least
another sensor to monitor the external process and provide ancther output signal indicating a
change in a state of the process, wherein the control module is to poll the output signal and the
other output signal at least over the threshold time period and to determine a status of the sensor

and the another sensor based at least in part on a result of the poll.

13. A fail-safe communication method, comprising:

receiving, at a conirol module of an apparatus that inchudes a transmitter to
fransmit a communication signal and a sensor to monitor a process that is external to the
apparatus, an output signal provided by the sensor;

determining, by the control module, whether the ouwtput signal provided by the

sensor has mdicated a change in the external process over a threshold time period; and

18



WO 2016/190974 PCT/US2016/027163

switching, by the control module, a transmission of a conmumunication signal from
a first power level {0 a second power level that is tower than the first power level, based at least

i part on the output signal received at the control module.

14. The method of claim 13, wherein causing to switch a transmission of a
commurication signal frora a first power level to a second power level that is lower than the first
power level includes disabling a power amplifier of the transnutter or inttiating the power
amphfier to convert the communication signal from the first power level to the second power
level,

15, The method of claim 14, wherein causing to switch a transmission of a

comumunication signal from a first power tevel 10 a second power level inchudes determining

gl

by
the control module, that the output signal provided by the sensor has not indicated a change m

the external process over the threshold time period.

16. The method of claim 14, wherein causing to swiich a transmission of a
communication signal from a first power level o a second power level includes initiatimg, by the
control module, the transmission of the communication signal at the second power level that is
within an output signal power range mandaied by a governmental regulatory agency for mobile
devices.

17. One or more non-transitory computing device-readable media having
mnstructions for transmission of a communication signal by a transmitter of a2 computing device
based on sensor fail-safety stored thereon that, in response to execution on the computing device,
cause the computing device to:

receive an output signal provided by a sensor to monitor a process that is external
{o the computing device,

determine whether the output signal provided by the sensor has indicated a change
in the external process over a threshold time period; and

cause the transmutter to switch a transmussion of a communication signal from a
first power level 1o a second power ievel that is lower than the first power level, based at feast in

part on a result of the determunation.

18. The non-transitory computing device-readable media of claim 17, wherein
the mstructions that cause the compuling device to initiate the {ransmitter {o switch a
transrission of a communication signal from a first power level to a second power level further

cause the computing device to disable a power amplifier of the transmitter or to cause the power
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amplifier to convert the communication signal from the first power level o the

second power level.

19, The nou-transitory computing device-readable media of clairn 17, wherein
the mnstructions that cause the computing device 1o determine whether the output signal provided
by the sensor has indicated a change in the external process over a threshold time period further
cause the computing device to determine whether the output signal changed from a first logicat

state to a second logical state over the threshold period of time.

20.  The non-transttory computing device-readable media of claim 17, wherein

the computing device is one of! a mobile device or a wearable device.

21 An apparatus for fail-safe communication, comprising;

means for receiving an output signal provided by a sensor to monitor a process
that 1s external to the apparatus;

means for determiming whether the output signal provided by the sensor has
indicated a change in the external process over a threshold time period; and

means for causing to switch a transmission of a8 communication signal by a
transroitter of the apparatus from a first power level 1o a second power level that is lower than the

first power lavel, based at least in part on a result of the determining,

22, The apparatus of claim 21, wherein the means for causing to switch a
transmission of a commumication signal from a first power level to a second power level that is
lower than the first power level includes means for disabling a power amplifier of the transmitter
or inifiating the power amplifier (o convert the commumication signal from the first power level

{0 the second power level.

23. The method of claim 22, wherein the means for causing {o switch a
transmission of 8 communication signal from a first power level 1o a second power level includes
means for determining that the output signal provided by the sensor has not indicated a change in

the external process over the threshold time period.

24, The method of claim 22, wherein the means {or causing o switch a

transrmission of a communication signal from a first power level to a second power level includes
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means for initiating the transmission of the communication signal at the second power level that
is within an output signal power range mandated by a governmental regulatory agency for

mobile devices.

25, The apparatus of claim 21, wherein the apparatus is one of. a mobile

device or a wearable device,
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