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Description

Field of the Invention

[0001] This invention pertains to implantable medical
devices such as cardiac pacemakers and implantable
cardioverter/defibrillators. In particular, the invention re-
lates to a system and method for transmitting telemetry
data from such devices.

Background

[0002] Implantable medical devices (IMDs), including
cardiac rhythm management devices such as pacemak-
ers and implantable cardioverter/defibrillators, typically
have the capability to communicate data with an external
device called an external programmer via a radio-fre-
quency telemetry link. One use of such an external pro-
grammer is to program the operating parameters of an
implanted medical device. For example, the pacing mode
and other operating characteristics of a pacemaker are
typically modified after implantation in this manner. Mo-
dem implantable devices also include the capability for
bidirectional communication so that information can be
transmitted to the programmer from the implanted de-
vice. Among the data that may typically be telemetered
from an implantable device are various operating param-
eters and physiological data, the latter either collected in
real-time or stored from previous monitoring operations.
[0003] External programmers are commonly config-
ured to communicate with an IMD over an inductive link.
Coil antennas in the external programmer and the IMD
are inductively coupled so that data can be transmitted
by modulating a radio-frequency carrier waveform which
corresponds to the resonant frequency of the two coupled
coils. An inductive link is a short-range communications
channel requiring that the coil antenna of the external
device be in close proximity to the IMD, typically within
a few inches. Other types of telemetry systems may uti-
lize far-field electromagnetic radiation or other types of
data links such as telephone lines or networks (including
the internet) to enable communications over greater dis-
tances. Such long-range telemetry allows the implanta-
ble device to transmit data to a remote monitoring unit or
be programmed from a remote location. Long-range te-
lemetry thus allows physicians to monitor patients and
to conduct patient follow-ups from across the room or
even across the world.
[0004] Long-range telemetry for implantable medical
devices, however, causes some special concerns which
are not present with short-range telemetry. Communica-
tion with an implantable device over a short-range com-
munications channel such as an inductive link requires
that the external device be near the patient, so that the
clinician knows whose implantable device is being pro-
grammed and the patient knows who is programming
and receiving data from the implantable device. Long-
range telemetry, on the other hand, does not require such

physical proximity and allows the possibility of a physi-
cian inadvertently programming the wrong device. Com-
munications with far-field electromagnetic radiation or
over some kind of network also allows the communica-
tions to be intercepted by an unintended user, raising
privacy concerns for the patient. A malicious user might
even try to use the long-range telemetry system to re-
program an implanted device. The present invention is
a system and method for providing long-range telemetry
which addresses these concerns.
[0005] US 2003/0114898 A1 relates to a telemetry sys-
tem enabling radio frequency communications between
an implantable medical device and an external device.
[0006] US 2001/0027331 A1 relates to an encryption
apparatus, system and method in which data from an
implantable medical device and a data center could be
transferred based on a differentiated encryption system.

Summary

[0007] The present invention relates to a method ac-
cording to claim 1 and a system according to claim 10
for enabling secure communications between an im-
plantable medical device (IMD) and an external device
(ED) over a telemetry channel. A telemetry interlock is
implemented which limits any communications between
the ED and the IMD over the telemetry channel. The te-
lemetry interlock is released when the ED transmits an
enable command to the IMD via a short-range commu-
nications channel requiring physical proximity to the IMD.
A data communications session between the IMD and
ED over the telemetry channel is allowed to occur only
after the IMD and ED have been authenticated to one
other. The IMD is authenticated to the ED when the ED
receives a message from the IMD evidencing use of an
encryption key expected to be possessed by the IMD,
and the ED is authenticated to the IMD when the IMD
receives a message from the ED evidencing use of an
encryption key expected to be possessed by the ED.

Brief Description of the Drawings

[0008]

Fig. 1 is a block diagram of an exemplary telemetry
system for an implantable medical device.
Fig. 2 illustrates a secret key authentication protocol.
Fig. 3 illustrates a public key authentication protocol.
Fig. 4 illustrates a particular public key authentication
protocol.

Detailed Description

[0009] The present invention relates to a long-range
telemetry system for implantable medical devices which
guards against the possibility of malicious or inadvertent
reprogramming of an implanted device. In another as-
pect, the system may also provide for maintaining the
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confidentiality of data transmissions. Ensuring such pa-
tient safety and confidentiality may be accomplished us-
ing three separate techniques: encryption of data, au-
thentication of the participants in a telemetry session,
and telemetry interlock.

1. Encryption/Decryption

[0010] Encryption refers to cryptographic algorithms
which are used to encode messages in such a way that
they cannot be read without possession of a special key
that decrypts the message. Encryption of a message is
performed by applying an encryption function to the mes-
sage, where the encryption function is defined by a cryp-
tographic algorithm and an encryption key. In the follow-
ing descriptions and referenced drawings, such an en-
crypted message will be designated as E(m,k), where E
is the encryption function, m is an unencrypted message,
and k is the key used to encrypt the message. Decryption
of a message involves the application of a reverse func-
tion D to an encrypted message m using a decryption
key k, designated as D(m,k).
[0011] The encryption and decryption keys may be the
same or different depending upon the type of crypto-
graphic algorithm which is used. In secret key cryptog-
raphy, both participants in a communication share a sin-
gle secret key which is used for both encryption and de-
cryption of a message. Thus a message m encrypted by
a secret key encryption function E with a key k is recov-
ered by applying the decryption function D with same key
k: 

Well-known examples of secret key cryptographic algo-
rithms are DES (Data Encryption Standard), AES (Amer-
ican Encryption Standard), triple-DES, and Blowfish.
[0012] In public key cryptography, on the other hand,
the encryption and decryption keys are different. In order
to send a secure message using public key cryptography,
the sender encrypts the message with the recipient’s
public key which is known to all authorized senders and
may be widely-known to allow anyone to send a mes-
sage. The message can then only be decrypted by the
private key which corresponds to the public key used to
encrypt the message, the private key being held by the
message recipient and shared with no one else. Thus, a
message encrypted with a public key encryption function
E with a public key k1 is recovered by applying the de-
cryption function D with the corresponding private key k2: 

Each participant in a secure two-way communications
session must therefore possess its own private key and

know the other’s public key. A well-known example of a
public key cryptographic algorithm is RSA.
[0013] Although either public key or secret key cryp-
tography may be used to securely transmit data, public
key cryptographic algorithms are much more computa-
tionally intensive. For this reason, it would usually be pref-
erable to use secret key cryptography for the actual data
communications between an implantable device and an
external device. As explained below, however, public key
cryptography may be advantageously used for authenti-
cation and to transmit the secret keys used for the data
communications.

2. Authentication

[0014] Authentication refers to the mechanisms or pro-
tocols by which the participants in a communications ses-
sion may reliably identify one another. An authentication
protocol may be implemented using either secret key or
public key cryptography to allow an implantable medical
device (IMD) and an external device (ED) to authenticate
one another. A data communications session between
the IMD and ED over the telemetry channel is allowed to
occur only after the IMD and ED have been authenticated
to one other. With authentication by either public key or
secret key cryptography, the IMD is authenticated to the
ED when the ED receives a message from the IMD evi-
dencing use of an encryption key expected to be pos-
sessed by the IMD, and the ED is authenticated to the
IMD when the IMD receives a message from the ED ev-
idencing use of an encryption key expected to be pos-
sessed by the ED.
[0015] In authentication by secret key cryptography,
the IMD is authenticated to the ED when the ED transmits
a first message to the IMD over the telemetry channel
and receives in response a message derived from the
first message which is encrypted by a secret key expect-
ed to be possessed by the IMD. The ED is then authen-
ticated to the IMD when the IMD transmits a second mes-
sage to the ED over the telemetry channel and receives
in response a message derived from the second mes-
sage which is encrypted by a secret key expected to be
possessed by the ED.
[0016] An authentication protocol employing public key
cryptography would work as follows. The IMD is authen-
ticated to the ED when the ED encrypts a first message
with a public key having a corresponding private key ex-
pected to be possessed by the IMD, transmits the en-
crypted first message over the telemetry channel to the
IMD, and receives in response a message from the IMD
derived from the first message which evidences posses-
sion of the corresponding private key by the IMD. The
ED is authenticated to the IMD when the IMD encrypts
a second message with a public key having a correspond-
ing private key expected to be possessed by the ED,
transmits the encrypted second message over the telem-
etry channel to the ED, and receives in response a mes-
sage from the ED derived from the second message
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which evidences possession of the corresponding pri-
vate key by the ED. The messages derived from the first
and second messages may include the first and second
messages, respectively, along with identifying data such
as identity codes for the ED and IMD. Rather than having
separate transmissions for each, the IMD may transmit
the message derived from the first message and the sec-
ond message as a combined message (i.e., the message
derived from the first message which is transmitted by
the IMD would then include the second message). In one
embodiment, the first and second messages include ran-
dom numbers generated by the ED and IMD, respective-
ly. The messages derived from the first and second mes-
sages would then either include the respective random
number itself or a number derived therefrom (e.g., the
random number incremented by one). In order to main-
tain confidentiality of the responses which authenticate
one participant to the other, the messages derived from
the first and second messages and which are transmitted
by the IMD and ED, respectively, may be encrypted using
the public keys of the ED and IMD, respectively.

3. Telemetry interlock

[0017] As explained above, cryptographic techniques
may be used both to authenticate the IMD and ED to one
another and to securely transmit data. All cryptographic
techniques, however, depend upon either the secret key
or private key being kept secret. In order to give the pa-
tient added security with respect to long-range telemetry,
a technique referred to herein as a telemetry interlock is
employed. A telemetry interlock is a technique which lim-
its communications between the ED and the IMD over
the long-range telemetry link until the interlock is re-
leased. The telemetry interlock is released by transmit-
ting an enable command to the IMD via a short-range
communications channel requiring physical proximity to
the IMD. According to the invention, transmission of data
from the IMD to the ED is allowed, but programming of
the device is not. This supports remote patient monitoring
without the patient having to release the interlock.
[0018] One way of implementing the telemetry inter-
lock is to use an inductive link as the short-range com-
munications channel. As noted above, traditional im-
plantable medical devices have an inductive telemetry
link that is very short range (just a few inches). In this
implementation of a telemetry interlock, the IMD hard-
ware will require that an inductive link be established with
keys exchanged inductively to release the long-range te-
lemetry interlock. In one embodiment the release of the
telemetry interlock would time out after a few tens of min-
utes, and again a wave of the inductive wand over the
device would be needed to continue the session. In an-
other embodiment the telemetry interlock would not ex-
pire until the end of the current telemetry session.
[0019] Another way of implementing the telemetry in-
terlock is to use the static magnetic field of a magnet as
a short-range communications channel so that the telem-

etry interlock is released when a magnet is held near the
IMD. This may be needed in cases where the IMD is not
equipped with an inductive telemetry system. The doctor
or other person trusted by the patient would then be re-
quired to wave a magnet over the implantable medical
device to enable programming. Again the release of the
interlock would expire after either some short duration of
time or at the end of the present telemetry session.
[0020] Both of these interlock techniques will stop ma-
licious programming from a remote hacker because the
interlock can only be released by someone physically
very close to the patient. These interlock techniques will
also stop unintentional programming by a valid user. Be-
cause a doctor or other authorized user may accidentally
establish a telemetry session with the wrong device (long
range telemetry will allow multiple patients to be in range
of a doctor’s programmer), having to wave an inductive
wand or magnet over the device to enable programming
would prevent the doctor from accidentally programming
the wrong device.

4. Secure data communications session

[0021] Once authentication and release of the telem-
etry interlock have occurred, the IMD and the ED can
proceed to communicate data over the long-range telem-
etry link with each device knowing that the other is not
an impostor. If the data is sent in the clear during the data
communications session, however, an eavesdropper
could intercept the data and compromise the patient’s
privacy. It may therefore be desirable to encrypt some or
all communications between the ED and the IMD during
the data communications session. As stated earlier, se-
cret key encryption is much less computationally inten-
sive than public key encryption and is preferred for trans-
mitting relatively large amounts of data. If secret key cryp-
tography is used for authentication, the ED and IMD can
use the same secret key for data transmission. If public
key cryptography is used for authentication, secret key
cryptography can be used for data communications,
where one of either the ED or the IMD transmits to the
other of either the ED or the IMD a secret session key
encrypted by the latter’s public key. That secret session
key can then be used by both participants to encrypt data.

4. Exemplary hardware description

[0022] Fig. 1 is a block diagram of the telemetry com-
ponents of an implantable medical device 1 and two rep-
resentative external devices 2 and 3. Each of the devices
has a microprocessor or other type of controller desig-
nated 10, 20, or 30 for processing the digital data. Soft-
ware or firmware executed by the controller in each de-
vice may implement various communications algorithms
and protocols when transmitting or receiving messages,
including the encryption, authentication, and telemetry
interlock schemes described above. A data receiver and
a data transmitter are interfaced to the controller in each
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of the devices for receiving and transmitting either a mod-
ulated carrier signal or a baseband signal. A demodulator
or decoder for extracting digital data from the carrier sig-
nal or baseband signal is incorporated into each receiver.
A modulator or encoder is incorporated into each trans-
mitter for modulating the carrier signal with digital data
or encoding the baseband signal. The data transmitted
by each of the devices is digital data that can be trans-
mitted directly as baseband data in certain types of data
links or as a modulated carrier signal. In either case, the
data is transmitted in the form of symbols representing
one or more bits of information. For example, in on-off
amplitude shift keying, each pulse represents either a
one or a zero. Other modulation methods (e.g., M-ary
modulation techniques) utilize symbols representing a
greater number of bits.
[0023] Each of the external devices 2 and 3 would typ-
ically be an external programmer which can both re-pro-
gram and download data from the implantable device 1.
The external device 3 is intended to represent a device
designed for short-range telemetry via an inductive link
where a coil C3 is interfaced to the receiver 35 and trans-
mitter 34 for inductively linking with a corresponding coil
C1 interfaced to the receiver 15 and transmitter 14 of the
implantable device. The coil C3 would typically be incor-
porated into a wand for positioning close to the implant-
able device, while the coil C1 is typically wrapped around
the periphery of the inside of the implantable device cas-
ing. An example of an inductive link telemetry system for
an external programmer and a cardiac pacemaker is de-
scribed in U.S. Patent No. 4,562,841, issued to Brockway
et al. and assigned to Cardiac Pacemakers, Inc. The ex-
ternal device 2 is intended to depict a device which com-
municates with the implantable device 1 over a long-
range telemetry link, implemented with either far-field ra-
dio transmissions or over a network. For transmitting and
receiving data between the devices over the long-range
telemetry link, a data receiver 11 and a data transmitter
12 are interfaced to the controller in the implantable de-
vice 1, and a data receiver 21 and a data transmitter 22
are interfaced to the controller in the external device 2.
In the case of a far-field radio link, the receiver/transmitter
pair of the implantable device 1 and external device 2
are interfaced to antennas A1 and A2, respectively. In
the case where long-range telemetry is implemented
over a network, the receiver/transmitter pair of external
device 2 would be interfaced to a network connection,
while the implantable device would 1 would be wirelessly
interfaced to a repeater unit with a network connection.
[0024] The implantable device 1 is also equipped with
a magnetically actuated switch S1 and associated pull-
up resistor R1 which is interfaced to the controller 10. In
this embodiment, the telemetry interlock may be released
by either a command transmitted from the external device
3 over the inductive link formed by the coils C1 and C3
or by actuation of the switch S1 by proximity of an external
magnet M1 may be used to release the telemetry inter-
lock. In other examples, the implantable device would

perhaps only have one type of short-range communica-
tions channel for releasing the telemetry interlock, either
a magnetically actuated switch or an inductive link telem-
etry system. Other types of short-range communications
channels for releasing the telemetry interlock are also
possible, including short-range telemetry systems imple-
mented with a capacitive link or a physically actuated
switch.

5. Exemplary specific embodiments

[0025] As described above, a system in accordance
with the invention for providing secure long-range telem-
etry for an implantable medical device comprises: 1) a
telemetry interlock released via a short-range communi-
cations channel, 2) an authentication protocol by which
an external device and the implantable device can iden-
tify one other, and 3) encryption of the long-range telem-
etry communications to ensure patient privacy.
[0026] In one particular example, the telemetry inter-
lock technique described above is used as the sole
means for providing security before the initiation of a long-
range telemetry session, with no cryptographic authen-
tication protocols being employed and the data sent in
the clear. In another example, only cryptographic authen-
tication is used to provide security for initiating a long-
range telemetry session, with no use of a telemetry in-
terlock. In either of these examples, a long-range telem-
etry session can either be prevented entirely or limited
to particular types of data transfers if no release of the
telemetry interlock or cryptographic authentication oc-
curs. For example, while it would probably not be desir-
able to allow an external device to program an implant-
able device via long-range telemetry without either re-
lease of a telemetry interlock or cryptographic authenti-
cation, certain types of data could still be allowed to be
transferred from the implantable device, either with or
without encryption. In another example, neither crypto-
graphic authentication nor a telemetry interlock is em-
ployed, but the implantable device uses either public key
or secret key encryption to send certain types of data to
an external device over a long-range telemetry link.
[0027] One example of a method or system for ena-
bling secure communications between an implantable
medical device (IMD) and an external device (ED) over
a telemetry channel includes a telemetry interlock which
limits any communications between the ED and the IMD
over the telemetry channel, where the telemetry interlock
is released by transmitting an enable command to the
IMD via a short-range communications channel requiring
physical proximity to the IMD. The IMD is authenticated
to the ED when the ED receives a message from the IMD
evidencing use of an encryption key expected to be pos-
sessed by the IMD, and the ED is authenticated to the
IMD when the IMD receives a message from the ED ev-
idencing use of an encryption key expected to be pos-
sessed by the ED. A data communications session be-
tween the IMD and ED over the telemetry channel is then
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allowed to occur only after the IMD and ED have been
authenticated to one other. Either public key or secret
key cryptography can be used for the authentication. In
another example secure communications between IMD
and an ED over a telemetry channel is provided solely
by a telemetry interlock which is released by transmitting
an enable command to the IMD via a short-range com-
munications channel requiring physical proximity to the
IMD, where data communications between the IMD and
ED over the telemetry channel is limited until the telem-
etry interlock has been released.
[0028] In another example secure communications be-
tween an IMD and an ED over a telemetry channel is
provided by authenticating the IMD to the ED when the
ED receives a message from the IMD evidencing use of
an encryption key expected to be possessed by the IMD,
authenticating the ED to the IMD when the IMD receives
a message from the ED evidencing use of an encryption
key expected to be possessed by the ED, and allowing
a data communications session between the IMD and
ED over the telemetry channel to occur only after the IMD
has been authenticated to the ED. In another example,
unilateral authentication is employed so that only one of
either the IMD or the ED needs to be authenticated to
the other before a data communications session is al-
lowed to occur. For example, when an ED communicates
with an IMD, it may authenticate the IMD so that the ED
knows that it is gathering data from the correct device.
However, the IMD may not need to authenticate the ED
unless the ED tries to alter its state (re-program it). As
long as the ED is only reading data, there is no safety
concern (although there may be a privacy concern).
[0029] Fig. 2 depicts a communications session be-
tween the external device 2 and the implantable device
1 over a long-range telemetry channel using a telemetry
interlock and where authentication is performed with se-
cret key cryptography. After the telemetry lock is released
by an ENABLE command from the external device 3, the
external device 2 transmits a message M1 encrypted by
a secret key encryption algorithm using a key K1. The
implantable device 1 responds by decrypting the mes-
sage to obtain M1, modifying M1 in an agreed upon man-
ner (e.g., incrementing the number M1 by one) to obtain
M1*, transmitting M1* back to the implantable device en-
crypted by the key K1. After decrypting the message to
obtain M1*, the external device 2 has authenticated the
implantable device 1, as the latter has evidenced pos-
session of the secret key K1. The implantable device 1
at the same time sends a message M2 encrypted by se-
cret key K1. The external device 2 responds by decrypt-
ing the message to obtain M2, modifying M2 to obtain
M2*, and transmitting M2* encrypted with key K1 back
to the implantable device 1, thus authenticating the ex-
ternal device 2. The implantable device 1 then transmits
a secret session key SK encrypted by key K1. A data
communications session may then ensue in which DATA
is transmitted by either of the devices encrypted with the
secret session key SK. In another embodiment, data is

exchanged between the devices during the data commu-
nications session using the same secret key K1 as used
for authentication. The session continues until one of the
devices sends an end of session signal or a time-out
occurs, at which point the telemetry interlock is re-acti-
vated.
[0030] Fig. 3 depicts a communications session be-
tween the external device 2 and the implantable device
1 over a long-range telemetry channel using a telemetry
interlock and where authentication is performed with pub-
lic key cryptography. After the telemetry lock is released
by an ENABLE command from the external device 3, the
external device 2 transmits a message M1 encrypted by
a public key encryption algorithm using a key PubKey1
having a corresponding private key thought to be pos-
sessed by the implantable device. The implantable de-
vice responds by decrypting the message with the private
key corresponding to PubKey1 to obtain M1 and trans-
mitting M1 back to the implantable device encrypted by
a public key PubKey2 having a corresponding private
key thought to be possessed by the external device 2.
When the external device 2 decrypts the message with
its private key and obtains M1, the external device 2 has
authenticated the implantable device 1, as the latter has
evidenced possession of the private key corresponding
to public key PubKey1. The implantable device 1 at the
same time sends a message M2 also encrypted by public
key PubKey2. The external device 2 responds by de-
crypting the message with the private key corresponding
to public key PubKey2 to obtain M2 and transmitting M2
encrypted with public key PubKey1 back to the implant-
able device 1, thus authenticating the external device 2
to the implantable device. The external device 2 also
transmits a secret session key SK encrypted by encrypt-
ed with public key PubKey1. A data communications ses-
sion may then ensue using secret key cryptography in
which DATA is transmitted by either of the devices en-
crypted with the secret session key SK. The session con-
tinues until one of the devices sends an end of session
signal or a time-out occurs, at which point the telemetry
interlock is re-activated.
[0031] Fig. 4 depicts a communications session using
a more specific example of the authentication protocol
illustrated in Fig. 3. It is assumed that the external device
2 and the implantable device know each other’s public
authentication key. When an instigator (in this example,
the instigator is the external device 2) wants to establish
an authenticated long-range telemetry session with an
implantable device, it begins by encrypting its identity ID2
and a random number RA with the implantable device’s
public key PubKey1. No listener except the intended re-
cipient will be able to decrypt this information (even if the
listener knows the recipient’s public key) because no one
except the intended recipient knows the recipient’s pri-
vate key. The recipient device decrypts this message with
its private key. It then looks up the public key of the in-
stigator PubKey2 and uses this to encrypt its identity ID1,
the random number RA, and a second random number
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RB. The recipient then transmits this encrypted informa-
tion back to the instigator. Again, no one but the instigator
is able to decrypt this information because no one but
the instigator knows the instigator’s private key. The in-
stigator upon receiving back and verifying the random
number it sent RA, now knows that the implantable device
it is communicating with is in fact the intended device,
because only the intended device could have decrypted
and returned RA. The instigator then encrypts RB with
the recipient’s public key PubKey1 and sends this back
to the recipient. Upon receiving, decrypting, and verifying
RB, the recipient now knows that the instigator is in fact
the holder of the correct private key, because only the
holder of that private key could have decrypted and re-
turned RB. Authentication has now occurred. Both sides
of the communication session now know that its commu-
nication partner holds the proper private key. Note that
in this example, recording the authentication exchanges
and retransmitting parts of the exchanges in an attempt
to impersonate an authorized device would not work be-
cause random numbers were used by both participants
in the authentication, and these will be different each
time.
[0032] Again, because a public key cryptographic al-
gorithm is computationally expensive, it is only used in
Fig. 4 for authentication at the start of each session, and
the messages encrypted are of minimal size (typically a
few hundred bits). The instigator transmits a secret ses-
sion key SK encrypted with public key PubKey1 so that
data communications session may be performed using
secret key cryptography. In this example, the secret ses-
sion key SK is transmitted to the recipient device during
authentication in the same frame that sends back RB. In
this way the number of frames using public key encryption
is reduced by one (and public key encryption is very com-
putationally expensive). In a particular example, the se-
cret session key SK is 64 bits. Although a 64-bit key is
easier to decipher than the 128 bit public key, it is suffi-
cient to provide security for the relative short duration of
a typical telemetry session. The data communications
session continues until one of the devices sends an end
of session signal or a time-out occurs, at which point the
telemetry interlock is re-activated. In another particular
example, the session key expires at the end of each te-
lemetry session, and a new key is chosen at random for
the next session.
[0033] Even using secret key cryptography for data
communications, it still may not be feasible for an im-
plantable medical device to encrypt or decrypt every
message that it sends or receives. It is not easy for the
present generation of cardiac rhythm management de-
vices to encrypt real-time electrograms without adding
significant latency to the transmission. In one example,
therefore, the implantable medical device only encrypts
selective data and sends other data in the clear. For ex-
ample, only the most sensitive patient data (such as pa-
tient name, social security number and diagnosis) may
be encrypted. An encryption flag in the header of each

data packet could indicate if the contents are encrypted
or not.
[0034] With either public key or secret key authentica-
tion, it is evidence of possession of a particular key which
authenticates a device. In general, all authentication pro-
tocols are only as secure as the private keys in the case
of public key cryptography and the secret keys in the
case of secret key cryptography. For this reason the pri-
vate or secret keys should be long (e.g., 128 bit in one
embodiment). For added security, the private or secret
key may be either hardwired into a device at the factory
or generated internally by the device, and then prevented
from being read out by telemetry. For example, a private
key may be programmed into a device during manufac-
ture, with its corresponding public key then included with
the product documentation or obtainable through short-
range inductive telemetry. A physician can then program
the device’s public key into a home monitor, a portable
repeater, or a programmer. All external devices have
unique public and private authentication keys as well,
with the public key included with the product documen-
tation. A physician can thus program a number of external
device’s public keys into an implantable device. In an-
other example, both implantable and external devices
are capable of randomly generating new public/private
key pairs by the RSA algorithm or through some other
standard key pair generating algorithm. In this example,
new keys can be generated when the physician com-
mands it via secure short-range inductive telemetry.
[0035] In a specific example, the authentication
schemes described above only apply to the long-range
telemetry link so that communication is always available
in an emergency via short-range telemetry. For example,
in case of a device reset, or some other fault that may
cause the authentication keys to be corrupted, a long-
range authenticated telemetry session will not be possi-
ble. In this case, short-range telemetry should still be
available to reset the authentication keys. Another ex-
ample of why short-range telemetry should be available
without authentication is the traveling patient who needs
device interrogation when away from his home physician.
[0036] Although the invention has been described in
conjunction with the foregoing specific embodiment,
many alternatives, variations, and modifications will be
apparent to those of ordinary skill in the art without de-
parting from the scope of the following appended claims.

Claims

1. A method for enabling secure communications be-
tween an implantable medical device (IMD) and an
external device (ED) over a telemetry channel, com-
prising:

implementing a telemetry interlock which limits
communications between the ED and the IMD
over the telemetry channel, wherein a data com-
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munications session over the telemetry channel
can be established which allows transmission
of data from the IMD to the ED if the telemetry
interlock is not released, but programming of the
IMD by the ED cannot be performed unless the
telemetry interlock is released;
releasing the telemetry interlock by transmitting
an enable command to the IMD via a short-range
communications channel requiring physical
proximity to the IMD;
authenticating the IMD to the ED when the ED
receives a message from the IMD evidencing
use of an encryption key expected to be pos-
sessed by the IMD;
authenticating the ED to the IMD when the IMD
receives a message from the ED evidencing use
of an encryption key expected to be possessed
by the ED; and,
allowing a data communications session be-
tween the IMD and ED over the telemetry chan-
nel to occur only after the IMD and ED have been
authenticated to one other.

2. The method of claim 1 wherein the ED and the IMD
are authenticated to one another using public key
cryptography by:

authenticating the IMD to the ED when the ED
encrypts a first message with a public key having
a corresponding private key expected to be pos-
sessed by the IMD, transmits the encrypted first
message over the telemetry channel to the IMD,
and receives in response a message from the
IMD derived from the first message which there-
by evidences possession of the corresponding
private key by the IMD; and,
authenticating the ED to the IMD when the IMD
encrypts a second message with a public key
having a corresponding private key expected to
be possessed by the ED, transmits the encrypt-
ed second message over the telemetry channel
to the ED, and receives in response a message
from the ED derived from the second message
which thereby evidences possession of the cor-
responding private key by the ED.

3. The method of claim 1 further comprising encrypting
communications between the ED and IMD during
the data communications session.

4. The method of claim 2 further comprising encrypting
communications between the ED and IMD during
the data communications session with secret key
cryptography, wherein the secret key data commu-
nications session is established by one of either the
ED or the IMD transmitting to the other of either the
ED or the IMD a secret session key encrypted by the
latter’s public key.

5. The method of claim 1 wherein one of either the ED
or the IMD is designated as a session instigator and
the other of the ED or IMD is designated as a session
recipient, the ED and the IMD are authenticated to
one another using public key cryptography, and au-
thentication is accomplished by:

the instigator encrypting a first message with a
public key having a corresponding private key
expected to be possessed by the recipient,
wherein the first message includes an identity
code for the instigator and a random number RA,
the instigator transmitting the encrypted first
message over the telemetry channel to the re-
cipient;
the recipient decrypting the first message with
its private key, looking up a public key having a
corresponding private key expected to be pos-
sessed by the instigator using the identity code
contained in the first message, and encrypting
a second message with the public key of the
instigator, wherein the second message in-
cludes an identity code for the recipient, the ran-
dom number RA, and a second random number
RB;
the recipient transmitting the encrypted second
message over the telemetry channel to the in-
stigator;
the instigator decrypting the second message
with its private key corresponding to the public
key used to encrypt the second message and
verifying that the second message contains RA
to thereby authenticate the recipient;
the instigator encrypting a third message de-
rived from the second message with the public
key of the recipient, wherein the third message
includes the random number RB;
the instigator transmitting the encrypted third
message over the telemetry channel to the re-
cipient; and,
the recipient decrypting the third message with
its private key corresponding to the public key
used to encrypt the third message and verifying
that the third message contains RB to thereby
authenticate the instigator.

6. The method of claim 5 further comprising encrypting
communications between the instigator and the re-
cipient during the data communications session with
secret key cryptography, wherein the secret key data
communications session is established by the insti-
gator transmitting to the recipient a secret session
key encrypted by the recipient’s public key.

7. The method of claim 1 wherein the ED and the IMD
are authenticated to one another using secret key
cryptography by:
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authenticating the IMD to the ED when the ED
transmits a first message to the IMD over the
telemetry channel and receives in response a
message derived from the first message which
is encrypted by a secret key expected to be pos-
sessed by the IMD;
authenticating the ED to the IMD when the IMD
transmits a second message to the ED over the
telemetry channel and receives in response a
message derived from the second message
which is encrypted by a secret key expected to
be possessed by the ED.

8. The method of claim 1 wherein, after a data commu-
nications session ends, the telemetry interlock is re-
activated to limit communications over the telemetry
channel until the telemetry interlock is again re-
leased.

9. The method of claim 1 wherein the short-range com-
munications channel is a switch within the IMD which
is actuated by a magnet held in close proximity to
the IMD to thereby release the telemetry interlock.

10. A system for enabling secure communications be-
tween an implantable medical device (IMD) and an
external device (ED) over a telemetry channel, com-
prising:

means for implementing a telemetry interlock
which limits any communications between the
ED and the IMD over the telemetry channel,
wherein a data communications session over
the telemetry channel can be established which
allows transmission of data from the IMD to the
ED if the telemetry interlock is not released, but
programming of the IMD by the ED cannot be
performed unless the telemetry interlock is re-
leased;
means for releasing the telemetry interlock by
transmitting an enable command to the IMD via
a short-range communications channel requir-
ing physical proximity to the IMD;
means for authenticating the IMD to the ED
when the ED receives a message from the IMD
evidencing use of an encryption key expected
to be possessed by the IMD;
means for authenticating the ED to the IMD
when the IMD receives a message from the ED
evidencing use of an encryption key expected
to be possessed by the ED; and,
means for allowing a data communications ses-
sion between the IMD and ED over the telemetry
channel to occur only after the IMD and ED have
been authenticated to one other.

11. The system of claim 10 wherein the ED and the IMD
are authenticated to one another using public key

cryptography and further comprising:

means for authenticating the IMD to the ED
when the ED encrypts a first message with a
public key having a corresponding private key
expected to be possessed by the IMD,
transmits the encrypted first message over the
telemetry channel to the IMD, and receives in
response a message from the IMD derived from
the first message which thereby evidences pos-
session of the corresponding private key by the
IMD; and,
means for authenticating the ED to the IMD
when the IMD encrypts a second message with
a public key having a corresponding private key
expected to be possessed by the ED, transmits
the encrypted second message over the telem-
etry channel to the ED, and receives in response
a message from the ED derived from the second
message which thereby evidences possession
of the corresponding private key by the ED.

12. The system of claim 10 or 11 further comprising
means for encrypting communications between the
ED and IMD during the data communications ses-
sion with secret key cryptography, wherein the secret
key data communications session is established by
one of either the ED or the IMD transmitting to the
other of either the ED or the IMD a secret session
key encrypted by the latter’s public key.

13. The system of claim 10 wherein the ED and the IMD
are authenticated to one another using secret key
cryptography and further comprising:

means for authenticating the IMD to the ED
when the ED transmits a first message to the
IMD over the telemetry channel and receives in
response a message derived from the first mes-
sage which is encrypted by a secret key expect-
ed to be possessed by the IMD;
means for authenticating the ED to the IMD
when the IMD transmits a second message to
the ED over the telemetry channel and receives
in response a message derived from the second
message which is encrypted by a secret key ex-
pected to be possessed by the ED.

Patentansprüche

1. Verfahren zum Ermöglichen sicherer Kommunikati-
on zwischen einer implantierbaren medizinischen
Vorrichtung (IMD) und einer externen Vorrichtung
(ED) über einen Telemetriekanal, umfassend:

Implementieren einer Telemetriezugriffsperre,
die Kommunikation zwischen der ED und der
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IMD über den Telemetriekanal einschränkt, wo-
bei eine Datenkommunikationssitzung über den
Telemetriekanal hergestellt werden kann, die
Übertragung der Daten von der IMD an die ED
erlaubt, falls die Telemetriezugriffsperre nicht
aufgehoben ist, jedoch die Programmierung der
IMD durch die ED erst durchgeführt werden
kann, wenn die Telemetriezugriffsperre aufge-
hoben ist;
Aufheben der Telemetriezugriffsperre durch
Übertragen eines Ermöglichungsbefehls an die
IMD über einen Kurzstreckenkommunikations-
kanal, der physische Nähe zu der IMD erfordert;
Authentifizieren der IMD durch die ED, wenn die
ED eine Nachricht von der IMD erhält, die die
Verwendung eines Verschlüsselungsschlüs-
sels belegt, von dem erwartet wird, dass die IMD
ihn besitzt;
Authentifizieren der ED durch die IMD, wenn die
IMD eine Nachricht von der ED erhält, die die
Verwendung eines Verschlüsselungsschlüs-
sels belegt, von dem erwartet wird, dass die ED
ihn besitzt; und
Erlauben des Stattfindens einer Datenkommu-
nikationssitzung zwischen der IMD und der ED
über den Telemetriekanal nur dann, wenn die
IMD und ED einander authentifiziert haben.

2. Verfahren nach Anspruch 1, wobei die ED und die
IMD einander unter Verwendung von Kryptographie
mit öffentlichem Schlüssel authentifizieren durch:

Authentifizieren der IMD durch die ED, wenn die
ED eine erste Nachricht mit einem öffentlichen
Schlüssel verschlüsselt, der einen entsprechen-
den privaten Schlüssel aufweist, von dem er-
wartet wird, dass die IMD ihn besitzt, die ver-
schlüsselte erste Nachricht über den Telemet-
riekanal an die IMD überträgt und in Reaktion
darauf eine Nachricht von der IMD empfängt,
die von der ersten Nachricht abgeleitet ist, die
dadurch den Besitz des entsprechenden priva-
ten Schlüssels durch die IMD belegt; und Au-
thentifizieren der ED durch die IMD, wenn die
IMD eine zweite Nachricht mit einem öffentli-
chen Schlüssel verschlüsselt, der einen ent-
sprechenden privaten Schlüssel aufweist, von
dem erwartet wird, dass die ED ihn besitzt, die
verschlüsselte zweite Nachricht über den Tele-
metriekanal an die ED überträgt und in Reaktion
darauf eine Nachricht von der ED empfängt, die
von der zweiten Nachricht abgeleitet ist, die da-
durch den Besitz des entsprechenden privaten
Schlüssels durch die ED belegt.

3. Verfahren nach Anspruch 1, ferner umfassend Ver-
schlüsseln von Kommunikation zwischen der ED
und IMD während der Datenkommunikationssit-

zung.

4. Verfahren nach Anspruch 2, ferner umfassend Ver-
schlüsseln von Kommunikationen zwischen der ED
und IMD während der Datenkommunikationssitzung
mit Kryptographie mit geheimem Schlüssel, wobei
die Datenkommunikationssitzung mit geheimem
Schlüssel durch eine von der ED oder der IMD her-
gestellt wird, die an die jeweilige andere von der ED
oder der IMD einen geheimen Sitzungsschlüssel
überträgt, der mit dem öffentlichen Schlüssel der
letzteren verschlüsselt ist.

5. Verfahren nach Anspruch 1, wobei eine von entwe-
der der ED oder der IMD als Sitzungsinitiator be-
zeichnet wird und die andere von der ED oder IMD
als Sitzungsempfänger bezeichnet wird, wobei die
ED und die IMD einander unter Verwendung von
Kryptographie mit öffentlichem Schlüssel authentifi-
zieren, und die Authentifizierung wie folgt bewirkt
wird:

der Initiator verschlüsselt eine erste Nachricht
mit einem öffentlichen Schlüssel, der einen ent-
sprechenden privaten Schlüssel aufweist, von
dem erwartet wird, dass der Empfänger ihn be-
sitzt, wobei die erste Nachricht einen Identitäts-
code des Initiators und eine Zufallszahl RA ein-
schließt,
der Initiator überträgt die verschlüsselte erste
Nachricht über den Telemetriekanal an den
Empfänger;
der Empfänger verschlüsselt die erste Nachricht
mit seinem Privatschlüssel, schlägt einen öffent-
lichen Schlüssel nach, der einen entsprechen-
den privaten Schlüssel aufweist, von dem er-
wartet wird, dass der Initiator ihn besitzt, wobei
der in der ersten Nachricht enthaltene Identitäts-
code verwendet wird, und verschlüsselt eine
zweite Nachricht mit dem öffentlichen Schlüssel
des Initiators, wobei die zweite Nachricht einen
Identitätscode für den Empfänger, die Zufalls-
zahl RA und eine zweite Zufallszahl RB ein-
schließt;
der Empfänger überträgt die verschlüsselte
zweite Nachricht über den Telemetriekanal an
den Initiator;
der Initiator entschlüsselt die zweite Nachricht
mit seinem privaten Schlüssel, der dem öffent-
lichen Schlüssel entspricht, der zum Verschlüs-
seln der zweiten Nachricht verwendet wurde,
und verifiziert, dass die zweite Nachricht RA ent-
hält, um dadurch den Empfänger zu authentifi-
zieren;
der Initiator verschlüsselt eine dritte Nachricht,
die von der zweiten Nachricht abgeleitet ist, mit
dem öffentlichen Schlüssel des Empfängers,
wobei die dritte Nachricht die Zufallszahl RB ein-
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schließt;
der Initiator überträgt die verschlüsselte dritte
Nachricht über den Telemetriekanal an den
Empfänger; und
der Empfänger entschlüsselt die dritte Nachricht
mit seinem privaten Schlüssel, der dem öffent-
lichen Schlüssel entspricht, der zum Verschlüs-
seln der dritten Nachricht verwendet wurde, und
verifiziert, dass die zweite Nachricht RB enthält,
um dadurch den Initiator zu authentifizieren.

6. Verfahren nach Anspruch 5, ferner umfassend Ver-
schlüsseln von Kommunikation zwischen dem Initi-
ator und dem Empfänger während der Datenkom-
munikationssitzung mit Kryptographie mit gehei-
mem Schlüssel, wobei die Datenkommunikations-
sitzung mit geheimem Schlüssel durch den Initiator
hergestellt wird, der an den Empfänger einen gehei-
men Sitzungsschlüssel überträgt, der mit dem öf-
fentlichen Schlüssel des Empfängers verschlüsselt
ist.

7. Verfahren nach Anspruch 1, wobei die ED und die
IMD einander unter Verwendung von Kryptographie
mit geheimem Schlüssel authentifizieren durch:

Authentifizieren der IMD durch die ED, wenn die
ED eine erste Nachricht über den Telemetrieka-
nal an die IMD überträgt und in Reaktion darauf
eine Nachricht empfängt, die von der ersten
Nachricht abgeleitet ist, die durch einen gehei-
men Schlüssel verschlüsselt ist, von dem erwar-
tet wird, dass die IMD ihn besitzt;
Authentifizieren der ED durch die IMD, wenn die
IMD eine zweite Nachricht über den Telemetrie-
kanal an die ED überträgt und in Reaktion darauf
eine Nachricht empfängt, die von der zweiten
Nachricht abgeleitet ist, die durch einen gehei-
men Schlüssel verschlüsselt ist, von dem erwar-
tet wird, dass die ED ihn besitzt.

8. Verfahren nach Anspruch 1, wobei die Telemetrie-
zugriffsperre, nachdem eine Datenkommunikations-
sitzung endet, reaktiviert wird, um Kommunikation
über den Telemetriekanal einzuschränken, bis die
Telemetriezugriffsperre erneut aufgehoben wird.

9. Verfahren nach Anspruch 1, wobei der Kurzstre-
ckenkommunikationskanal ein Schalter innerhalb
der IMD ist, der durch einen Magneten betätigt wird,
der in enger Nähe zu der IMD gehalten wird, um
dadurch die Telemetriezugriffsperre aufzuheben.

10. System zum Ermöglichen sicherer Kommunikation
zwischen einer implantierbaren medizinischen Vor-
richtung (IMD) und einer externen Vorrichtung (ED)
über einen Telemetriekanal, umfassend:

Mittel zum Implementieren einer Telemetriezu-
griffsperre, die Kommunikation zwischen der ED
und der IMD über den Telemetriekanal ein-
schränkt, wobei eine Datenkommunikationssit-
zung über den Telemetriekanal hergestellt wer-
den kann, die Übertragung der Daten von der
IMD an die ED erlaubt, falls die Telemetriezu-
griffsperre nicht aufgehoben ist, jedoch die Pro-
grammierung der IMD durch die ED erst durch-
geführt werden kann, wenn die Telemetriezu-
griffsperre aufgehoben ist;
Mittel zum Aufheben der Telemetriezugriffsper-
re durch Übertragen eines Ermöglichungsbe-
fehls an die IMD über einen Kurzstreckenkom-
munikationskanal, der physische Nähe zu der
IMD erfordert;
Mittel zum Authentifizieren der IMD durch die
ED, wenn die ED eine Nachricht von der IMD
erhält, die die Verwendung eines Verschlüsse-
lungsschlüssels belegt, von dem erwartet wird,
dass die IMD ihn besitzt;
Mittel zum Authentifizieren der ED durch die
IMD, wenn die IMD eine Nachricht von der ED
erhält, die die Verwendung eines Verschlüsse-
lungsschlüssels belegt, von dem erwartet wird,
dass die ED ihn besitzt; und
Mittel zum Erlauben des Stattfindens einer Da-
tenkommunikationssitzung zwischen der IMD
und der ED über den Telemetriekanal nur dann,
wenn die IMD und ED einander authentifiziert
haben.

11. System nach Anspruch 10, wobei die ED und die
IMD einander unter Verwendung von Kryptographie
mit öffentlichem Schlüssel authentifizieren, und fer-
ner umfassend:

Mittel zum Authentifizieren der IMD durch die
ED, wenn die ED eine erste Nachricht mit einem
öffentlichen Schlüssel verschlüsselt, der einen
entsprechenden privaten Schlüssel aufweist,
von dem erwartet wird, dass die IMD ihn besitzt,
die verschlüsselte erste Nachricht über den Te-
lemetriekanal an die IMD überträgt und in Re-
aktion darauf eine Nachricht von der IMD emp-
fängt, die von der ersten Nachricht abgeleitet
ist, die dadurch den Besitz des entsprechenden
privaten Schlüssels durch die IMD belegt; und
Mittel zum Authentifizieren der ED durch die
IMD, wenn die IMD eine zweite Nachricht mit
einem öffentlichen Schlüssel verschlüsselt, der
einen entsprechenden privaten Schlüssel auf-
weist, von dem erwartet wird, dass die ED ihn
besitzt, die verschlüsselte zweite Nachricht über
den Telemetriekanal an die ED überträgt und in
Reaktion darauf eine Nachricht von der ED emp-
fängt, die von der zweiten Nachricht abgeleitet
ist, die dadurch den Besitz des entsprechenden
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privaten Schlüssels durch die ED belegt.

12. System nach Anspruch 10 oder 11, ferner umfas-
send Mittel zum Verschlüsseln von Kommunikation
zwischen der ED und IMD während der Datenkom-
munikationssitzung mit Kryptographie mit gehei-
mem Schlüssel, wobei die Datenkommunikations-
sitzung mit geheimem Schlüssel durch eine von der
ED oder der IMD hergestellt wird, die an die jeweilige
andere von der ED oder der IMD einen geheimen
Sitzungsschlüssel überträgt, der mit dem öffentli-
chen Schlüssel der letzteren verschlüsselt ist.

13. System nach Anspruch 10, wobei die ED und die
IMD einander unter Verwendung von Kryptographie
mit geheimem Schlüssel authentifizieren, und ferner
umfassend:

Mittel zum Authentifizieren der IMD durch die
ED, wenn die ED eine erste Nachricht über den
Telemetriekanal an die IMD überträgt und in Re-
aktion darauf eine Nachricht empfängt, die von
der ersten Nachricht abgeleitet ist, die durch ei-
nen geheimen Schlüssel verschlüsselt ist, von
dem erwartet wird, dass die IMD ihn besitzt;
Mittel zum Authentifizieren der ED durch die
IMD, wenn die IMD eine zweite Nachricht über
den Telemetriekanal an die ED überträgt und in
Reaktion darauf eine Nachricht empfängt, die
von der zweiten Nachricht abgeleitet ist, die
durch einen geheimen Schlüssel verschlüsselt
ist, von dem erwartet wird, dass die ED ihn be-
sitzt.

Revendications

1. Procédé d’activation de communications sécurisées
entre un dispositif médical implantable (IMD) et un
dispositif externe (ED) sur un canal de télémétrie,
comprenant les étapes suivantes :

mettre en oeuvre un verrouillage télémétrique
qui limite les communications entre l’ED et l’IMD
sur le canal de télémétrie, dans lequel il peut
être établi sur le canal de télémétrie une session
de communication de données qui permet la
transmission de données de l’IMD à l’ED si le
verrouillage télémétrique n’est pas relâché,
mais une programmation de l’IMD par l’ED ne
peut pas être effectuée, sauf si le verrouillage
télémétrique est relâché ;
relâcher le verrouillage télémétrique en trans-
mettant une commande d’activation à l’IMD par
le biais d’un canal de communication à courte
distance nécessitant une proximité physique
avec l’IMD ;
faire authentifier l’IMD par l’ED quand l’ED reçoit

un message de l’IMD prouvant l’utilisation d’une
clé de cryptage censée être possédée par
l’IMD ;
faire authentifier l’ED par l’IMD quand l’IMD re-
çoit un message de l’ED prouvant l’utilisation
d’une clé de cryptage censée être possédée par
l’ED ; et
permettre à une session de communication de
données de se dérouler entre l’IMD et l’ED sur
le canal de télémétrie uniquement après que
l’IMD et l’ED ont été authentifiés l’un par l’autre.

2. Procédé de la revendication 1 dans lequel l’ED et
l’IMD sont authentifiés l’un par l’autre au moyen
d’une cryptographie à clé publique par :

authentification de l’IMD par l’ED quand l’ED
crypte un premier message avec une clé publi-
que ayant une clé privée correspondante cen-
sée être possédée par l’IMD, transmet le pre-
mier message crypté sur le canal de télémétrie
à l’IMD, et reçoit en réponse un message de
l’IMD dérivé du premier message qui prouve ain-
si la possession de la clé privée correspondante
par l’IMD ; et
authentification de l’ED par l’IMD quand l’IMD
crypte un deuxième message avec une clé pu-
blique ayant une clé privée correspondante cen-
sée être possédée par l’ED, transmet le deuxiè-
me message crypté sur le canal de télémétrie à
l’ED, et reçoit en réponse un message de l’ED
dérivé du deuxième message qui prouve ainsi
la possession de la clé privée correspondante
par l’ED.

3. Procédé de la revendication 1 comprenant en outre
le cryptage des communications entre l’ED et l’IMD
pendant la session de communication de données.

4. Procédé de la revendication 2 comprenant en outre
le cryptage des communications entre l’ED et l’IMD
pendant la session de communication de données
avec une cryptographie à clé secrète, la session de
communication de données à clé secrète étant éta-
blie par l’un de l’ED ou l’IMD transmettant à l’autre
de l’ED ou l’IMD une clé de session secrète cryptée
par la clé publique de ce dernier.

5. Procédé de la revendication 1 dans lequel l’un de
l’ED ou l’IMD est conçu comme un instigateur de
session et l’autre de l’ED ou l’IMD est conçu comme
un destinataire de session, l’ED et l’IMD sont authen-
tifiés l’un par l’autre au moyen d’une cryptographie
à clé publique, et l’authentification est accomplie
par :

l’instigateur cryptant un premier message avec
une clé publique ayant une clé privée corres-
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pondante censée être possédée par le destina-
taire, le premier message comportant un code
d’identité pour l’instigateur et un nombre aléa-
toire RA,
l’instigateur transmettant le premier message
crypté sur le canal de télémétrie au destinataire ;
le destinataire décryptant le premier message
avec sa clé privée, cherchant une clé publique
ayant une clé privée correspondante censée
être possédée par l’instigateur en utilisant le co-
de d’identité contenu dans le premier message,
et cryptant un deuxième message avec la clé
publique de l’instigateur, le deuxième message
comportant un code d’identité pour le destina-
taire, le nombre aléatoire RA, et un deuxième
nombre aléatoire RB ;
le destinataire transmettant le deuxième mes-
sage crypté sur le canal de télémétrie à
l’instigateur ;
l’instigateur décryptant le deuxième message
avec sa clé privée correspondant à la clé publi-
que utilisée pour crypter le deuxième message
et vérifiant que le deuxième message contient
RA pour authentifier ainsi le destinataire ;
l’instigateur cryptant un troisième message dé-
rivé du deuxième message avec la clé publique
du destinataire, le troisième message compor-
tant le nombre aléatoire RB ;
l’instigateur transmettant le troisième message
crypté sur le canal de télémétrie au destinataire ;
et
le destinataire décryptant le troisième message
avec sa clé privée correspondant à la clé publi-
que utilisée pour crypter le troisième message
et vérifiant que le troisième message contient
RB pour authentifier ainsi l’instigateur.

6. Procédé de la revendication 5 comprenant en outre
le cryptage des communications entre l’instigateur
et le destinataire pendant la session de communica-
tion de données avec une cryptographie à clé secrè-
te, la session de communication de données à clé
secrète étant établie par l’instigateur transmettant
au destinataire une clé de session secrète cryptée
par la clé publique du destinataire.

7. Procédé de la revendication 1 dans lequel l’ED et
l’IMD sont authentifiés l’un par l’autre au moyen
d’une cryptographie à clé secrète par :

authentification de l’IMD par l’ED quand l’ED
transmet un premier message à l’IMD sur le ca-
nal de télémétrie et reçoit en réponse un mes-
sage dérivé du premier message qui est crypté
par une clé secrète censée être possédée par
l’IMD ;
authentification de l’ED par l’IMD quand l’IMD
transmet un deuxième message à l’ED sur le

canal de télémétrie et reçoit en réponse un mes-
sage dérivé du deuxième message qui est cryp-
té par une clé secrète censée être possédée par
l’ED.

8. Procédé de la revendication 1 dans lequel, une fois
qu’une session de communication de données s’est
terminée, le verrouillage télémétrique est réactivé
pour limiter les communications sur le canal de té-
lémétrie jusqu’à ce que le verrouillage télémétrique
soit de nouveau relâché.

9. Procédé de la revendication 1 dans lequel le canal
de communication à courte distance est un commu-
tateur à l’intérieur de l’IMD qui est actionné par un
aimant maintenu à proximité étroite de l’IMD pour
relâcher ainsi le verrouillage télémétrique.

10. Système d’activation de communications sécuri-
sées entre un dispositif médical implantable (IMD)
et un dispositif externe (ED) sur un canal de télémé-
trie, comprenant :

un moyen pour mettre en oeuvre un verrouillage
télémétrique qui limite toutes communications
entre l’ED et l’IMD sur le canal de télémétrie,
dans lequel il peut être établi sur le canal de
télémétrie une session de communication de
données qui permet la transmission de données
de l’IMD à l’ED si le verrouillage télémétrique
n’est pas relâché, mais une programmation de
l’IMD par l’ED ne peut pas être effectuée, sauf
si le verrouillage télémétrique est relâché ;
un moyen pour relâcher le verrouillage télémé-
trique en transmettant une commande d’activa-
tion à l’IMD par le biais d’un canal de communi-
cation à courte distance nécessitant une proxi-
mité physique avec l’IMD ;
un moyen pour faire authentifier l’IMD par l’ED
quand l’ED reçoit un message de l’IMD prouvant
l’utilisation d’une clé de cryptage censée être
possédée par l’IMD ;
un moyen pour faire authentifier l’ED par l’IMD
quand l’IMD reçoit un message de l’ED prouvant
l’utilisation d’une clé de cryptage censée être
possédée par l’ED ; et
un moyen pour laisser une session de commu-
nication de données se dérouler entre l’IMD et
l’ED sur le canal de télémétrie uniquement après
que l’IMD et l’ED ont été authentifiés l’un par
l’autre.

11. Système de la revendication 10 dans lequel l’ED et
l’IMD sont authentifiés l’un par l’autre en utilisant une
cryptographie à clé publique et comprenant en
outre :

un moyen pour faire authentifier l’IMD par l’ED
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quand l’ED crypte un premier message avec une
clé publique ayant une clé privée correspondan-
te censée être possédée par l’IMD, transmet le
premier message crypté sur le canal de télémé-
trie à l’IMD, et reçoit en réponse un message de
l’IMD dérivé du premier message qui prouve ain-
si la possession de la clé privée correspondante
par l’IMD ; et
un moyen pour faire authentifier l’ED par l’IMD
quand l’IMD crypte un deuxième message avec
une clé publique ayant une clé privée corres-
pondante censée être possédée par l’ED, trans-
met le deuxième message crypté sur le canal
de télémétrie à l’ED, et reçoit en réponse un
message de l’ED dérivé du deuxième message
qui prouve ainsi la possession de la clé privée
correspondante par l’ED.

12. Système de la revendication 10 ou 11 comprenant
en outre un moyen pour crypter les communications
entre l’ED et l’IMD pendant la session de communi-
cation de données avec une cryptographie à clé se-
crète, la session de communication de données à
clé secrète étant établie par l’un de l’ED ou l’IMD
transmettant à l’autre de l’ED ou l’IMD une clé de
session secrète cryptée par la clé publique de ce
dernier.

13. Système de la revendication 10 dans lequel l’ED et
l’IMD sont authentifiés l’un par l’autre en utilisant une
cryptographie à clé secrète et comprenant en outre :

un moyen pour faire authentifier l’IMD par l’ED
quand l’ED transmet un premier message à
l’IMD sur le canal de télémétrie et reçoit en ré-
ponse un message dérivé du premier message
qui est crypté par une clé secrète censée être
possédée par l’IMD ;
un moyen pour faire authentifier l’ED par l’IMD
quand l’IMD transmet un deuxième message à
l’ED sur le canal de télémétrie et reçoit en ré-
ponse un message dérivé du deuxième messa-
ge qui est crypté par une clé secrète censée être
possédée par l’ED.
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