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to seeif bodily changes such as decreased blood oxygen
levels or significant changes in heart rate or acceleration
have occurred, and the monitoring device or the base
station determines whether to sound an alarm to indicate
an emergency such as death or severe bodily injury.
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Description
FIELD

[0001] The present invention generally relates to a
method and system for monitoring at-risk individuals in
confinement situations and alerting personnel to emer-
gency situations when those individuals may attempt to
harm themselves.

BACKGROUND OF THE INVENTION

[0002] People who are mentally ill are often times kept
in a confined cell, room, or building and can be at risk of
being injured by others or purposefully injuring them-
selves. Sometimes, incarcerated prisoners attempt sui-
cide. The same is also true for patients in a psychiatric
ward or hospital. The most common method of suicide
attempted is strangulation by hanging. A second method
of suicide attempted is cutting one’s wrists. Those indi-
viduals who are believed to be a threat to themselves are
usually placed on a suicide watch. This means that the
individual must be at least periodically checked and pref-
erably continuously checked to prevent the individual
from committing suicide.

[0003] The requirement that the individual be continu-
ally observed results in a huge amount of expended man-
power. However, if the individual is only checked or ob-
served periodically, the individual may commit suicide
between the checks or observations. In a prison situation,
sudden deaths of agitated inmates in officer custody pro-
voke allegations of misconduct by other inmates and,
occasionally, unnecessary force TASER deployment.
Therefore a system or method is needed that is cost-
efficient and that can permit continuous monitoring of at-
risk individuals, can detect an emergency situation (for
example, when a person attempts to commit suicide),
that sends a signal to supervising personnel, and that
enables the personnel to reduce the likelihood of death
and/or serious injury.

SUMMARY OF THE INVENTION

[0004] A cost-efficient method of monitoring attempted
self-inflicted injury is disclosed, which comprises the
steps of (1) providing to an individual an oximeter, pref-
erably a pulse oximeter, having a Radio Frequency (RF)
transmitter associated therewith, which will transmit a
signal that contains datarelating to the calculated oxygen
saturation level of the blood of the individual, the pulse
rate of the individual and the acceleration of the individ-
ual; (2) locking the oximeter and an RF transmitter onto
the ankle or wrist of the individual so that the oximeter
will sense and calculate the oxygen level of the individ-
ual’s blood; (3) providing a monitor including an RF re-
ceiver in a location remote from the individual; (4) trans-
mitting an RF signal containing the calculated oxygen
saturation level of the individual, the pulse rate of the
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individual, and/or the acceleration level of the individual
to the monitor so that the monitor will be alerted that the
individual is attempting to inflict self-injury should the ox-
ygen saturation level of the individual’s blood drop to a
certain level, should the pulse rate of the individual drop
to a certain level, or should the acceleration of the indi-
vidual drop to a certain level; and (5) alerting supervising
personnel through an audio and/or visual alarm that the
individual is possibly attempting to inflict self-injury. In
summary, the system can detect vital sign changes and
can alert supervising personnel, thereby helping agen-
cies detect preventable in-custody emergencies.

[0005] Therefore the present invention provides a
method of monitoring a confined individual and to alert
personnel if that individual attempts to inflict self-injury.
It also provides a method of monitoring a confined indi-
vidual wherein a bracelet is locked onto either the wrist
or ankle of the individual with the bracelet including a
pulse oximeter having an RF transmitter associated
therewith that transmits a signal that contains the calcu-
lated oxygen saturation level of the individual’s blood to
an RF receiver in a location remote from the individual
with an alarm being sounded when indicated should the
oxygen saturation level of the individual drop to a prede-
termined level, should the pulse rate of the individual drop
to a predetermined level, or should the acceleration of
the individual drop to a predetermined level.

[0006] The present invention also provides a method
of monitoring a confined individual that eliminates the
need for continually or periodically observing the individ-
ual. Additionally, the presentinvention provides a method
of monitoring a confined individual that will also indicate
and sound an alarm should the individual attempt to re-
move the bracelet from his or her wrist or ankle. These
and other systems and methods will be apparent to those
skilled in the art.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007]

FIG. 1 illustrates the components of the system.
FIG. 2 is a block diagram of exemplar circuitry for a
remote monitoring device.

FIG. 3 illustrates a perspective top view of a remote
monitoring device without a finger-based pulse oxi-
meter attached.

FIG. 4 illustrates a side view of a remote monitoring
device without a finger-based pulse oximeter at-
tached.

FIG. 5 illustrates a top view of a remote monitoring
device without a finger-based pulse oximeter at-
tached.

FIG. 6 illustrates a perspective top view of a remote
monitoring device without a finger-based pulse oxi-
meter attached.

FIG. 7 illustrates a perspective back view of aremote
monitoring device without a finger-based pulse oxi-



3 EP 2 901 921 A2 4

meter attached.

FIG. 8 illustrates a perspective bottom and side view
of aremote monitoring device without a finger-based
pulse oximeter attached and with the battery re-
moved.

FIG. 9 illustrates a top down view of a remote mon-
itoring device with a finger-based pulse oximeter at-
tached.

FIG. 10 illustrates an exploded bottom-up view of a
remote monitoring device with a finger-based pulse
oximeter attached.

FIG. 11 illustrates an exploded top-down view of a
remote monitoring device with a finger-based pulse
oximeter attached.

FIG. 12illustrates a perspective side view of aremote
monitoring device, finger-based pulse oximeter, and
wrist strap that are all separated.

FIG. 13illustrates a perspective side view of aremote
monitoring device with afinger-based pulse oximeter
attached.

FIG. 14 illustrates a perspective back view of a re-
mote monitoring device without a finger-based pulse
oximeter attached.

FIG. 15 illustrates a perspective bottom view of a
remote monitoring device wherein the pulse oxime-
ter is attached to the inside of the wrist strap.

FIG. 16 is a schematic block diagram of an example
method by which the system works according to one
embodiment of the present invention.

FIG. 17 is a schematic block diagram of an example
computing system that may be used in accordance
with one embodiment of the present invention.
FIG. 18 illustrates a graphical user interface of the
setup screen.

FIG. 19illustrates a graphical user interface wherein
the home screen shows an alert for one remote mon-
itoring device wearer.

FIG. 20 illustrates a graphical user interface wherein
an administrator can enter information about a per-
son wearing a remote monitoring device.

FIG. 21 illustrates a graphical user interface wherein
the home screen shows an alert for one remote mon-
itoring device wearer.

FIG. 22 illustrates a graphical user interface wherein
a status box displays a concise message containing
instructions associated with the most current alert
condition.

FIG. 23 illustrates a graphical user interface wherein
the home screen shows an alert for one remote mon-
itoring device wearer.

FIG. 24 illustrates a graphical user interface wherein
an administrator can add or edit administrator activ-
ity.

FIG. 25 illustrates a graphical user interface wherein
an administrator can view all data reports.

FIG. 26 illustrates a graphical user interface wherein
an administrator can register orremove remote mon-
itoring devices.
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FIG. 27 illustrates a graphical user interface wherein
an administrator can edit or setup another adminis-
trator.

DETAILED DESCRIPTION

[0008] Various user interfaces and embodiments will
be described in detail with reference to the drawings,
wherein like reference numerals represent like parts and
assemblies throughout the several views. Reference to
various embodiments does not limit the scope of the
claims attached hereto. Additionally, any examples set
forth in this specification are not intended to be limiting
and merely set forth some of the many possible embod-
iments for the appended claims. Itis understood that var-
ious omissions and substitutions of equivalents are con-
templated as circumstances may suggest or render ex-
pedient, but these are intended to cover application or
embodiments without departing from the spirit or scope
of the claims attached hereto. Also, it is to be understood
that the phraseology and terminology used herein are for
the purpose of description and should not be regarded
as limiting.

OVERALL SYSTEM DESCRIPTION

[0009] Generally, the disclosed invention includes a
Remote Monitoring Device, Battery Charger, Base Sta-
tion, and software program application. These compo-
nents operate cooperatively to monitor and alert person-
nel when a wearer of the Remote Monitoring Device at-
tempts to injure and/or kill him or herself.

[0010] The disclosed system can continuously monitor
the blood oxygen (SpO,) levels and heart rate of individ-
uals and can alert administrators when SpO, levels or
heart rate move outside of an established threshold or
when tampering has been detected. The intention of the
device is to detect decreased oxygenation levels in the
bloodstream or changes in heart rate.

[0011] The system includes three major components:
at least one Remote Monitoring Device 102 that is worn
by individuals; a Base Station comprising a Base Station
Radio Appliance 104 and a Base Station Host Computer
106; and a Battery Charging Station 108, as illustrated
in FIG. 1. The Remote Monitoring Device 102 contains
at least one pulse oximeter, which is a sensor for quan-
tizing SpO, levels and the heart rate of the individual
wearing the device. It can also detect tampering and can
use a wireless data connection for bidirectional commu-
nication to a centralized monitoring system (referred to
herein as the Base Station). Further, in some embodi-
ments, it has a ruggedized mechanical design to prevent
intentional or accidental damage. The Base Station in-
cludes a Host Computer 106 and Radio Appliance 104
and can support a wireless data connection for bidirec-
tional communication from all localized Remote Monitor-
ing Devices 102. The Base Station also contains a com-
puter interface for communicating sensor data on a local
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computer station and an alarm for alerting administrators
of an event. Further, the Base Station Host Computer
106 can communicate with Remote Viewers 110 through
a network connection. The Battery Charging Station 108
contains an AC power-connected charging station for re-
charging the removable batteries of the Remote Moni-
toring Devices.

[0012] In one embodiment, the system can support at
least twenty (20) concurrently connected Remote Moni-
toring Devices. The wireless data communication can
operate within the 900MHz ISM band, implement a com-
munication protocol, and can operate over a distance of
50 meters. The wireless data communication can be ro-
bust in that it can tolerate up to 3 bits of missing or cor-
rupted data per transmitted block without necessitating
a transmission retry.

[0013] As illustrated in FIG. 16, one example of using
the disclosed system and method in an emergency situ-
ation includes steps wherein (1) a person in a confine-
ment setting wears the Remote Monitoring Device (here-
inafter referred to as Wearer), (2) the Wearer attempts a
self-inflicted injury, (3) the Wearer’s vitals, such as SpO,
levels, heart rate, or acceleration, changes by 15%, (4)
the system sends an alert to personnel that the Wearer's
vitals have changed by 15%, (5) the personnel respond
to the alert, and (6) the Wearer’s injury or death is pre-
vented.

[0014] Alsoillustratedin FIG. 16, one example of using
the disclosed system and method in an emergency situ-
ation includes steps wherein (1) a person in a confine-
ment setting wears the Remote Monitoring Device (here-
inafter referred to as Wearer), (2) the Wearer attempts a
self-inflicted injury, (3) the Wearer’s vitals, such as SpO,
levels, heart rate, or acceleration, changes by 25%, (4)
the system sends an alert to personnel that the Wearer's
vitals have changed by 25%, (5) the personnel respond
to the alert, and (6) the Wearer’s injury or death is pre-
vented.

[0015] The system as described, while particularly
useful in confinement settings, has broader capabilities.
It could be modified to work in vehicles, educational in-
stitutions, office buildings and private homes. In automo-
tive applications, for example, when individuals are being
transferred to a building such as a hospital via a medical
transport vehicle, or jail via a squad car, the signal can
select and utilize existing communication networks al-
ready available in the area (such as mobile or other wire-
less data networks).

BASE STATION: HOST COMPUTER

[0016] The Base Station includes the host computer
platform and a Radio Appliance connected to the host
computer through a wired USB link. The Base Station
Host Computer (BSC) and Radio Appliance (BSR) are
responsible for receiving data from all localized Remote
Monitoring Devices. The BSR is simply a data transfer
device. Its primary responsibility is to provide the data
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link between the Remote Monitoring Device and the BSC.
The BSC is responsible for managing the data and run-
ning the necessary monitoring algorithms on the data.
The Remote Monitoring Devices communicate with the
Base Station.

[0017] The BSC can be an off the shelf personal com-
puter that includes an operating system; Ethernet net-
work port; at least two (2) USB ports; a keyboard and
mouse (or equivalent); and monitor. The exact specifica-
tions of the BSC may vary. In fact any desktop or laptop
computer may be used as long as it conforms to this
minimal set of specifications.

[0018] The BSC can perform user authentication using
an attached finger print scanner. In lieu of passwords, a
user’s fingerprint can be used to identify an authorized
user. The fingerprint can be registered with the applica-
tion when a new user is added. In one embodiment, no
significant action may be allowed to be performed prior
to the user scanning their fingerprint for identification.
[0019] The BSC can activate audible and visible
alarms when a Remote Monitoring Device Event is de-
tected. The BSC software can provide the user with a
visual indication of the SpO,, heart rate, and motion sta-
tus of each connected Remote Monitoring Device. It can
also allow the user to selectany of the connected Remote
Monitoring Devices and view real-time status and histor-
ical reports for the current connection session. The BSC
software can display a message to the user when any of
the Remote Monitoring Devices has a low battery and
can display a signal strength indicator for each of the
connected Remote Monitoring Devices.

[0020] The BSC software can prevent the system from
storing sensor data on the BSC prior to entering, at min-
imum, a wearer identification number, which is different
from a’user’ identification number. A wearer identification
number is the identification number of the person wearing
the Remote Monitoring Device. This identification is
needed to map the data to the respective person. The
BSC can request a current list of node serial numbers
visible to the BSR when required to assign a radio to a
wearer. The BSC can request a data packet from each
authenticated node at a periodic rate.

[0021] The BSC can initialize the fingerprint sensor
through its APl function calls upon initial startup. The BSC
can catalog, in an encrypted file on the computer, all user
info with the clearance to user the fingerprint sensor for
authentication. It can allow users with clearance to be
suspended from the active list.

[0022] Battery replacement activity can be limited to
situations when the Wearer is in an inactive state. Simi-
larly, the pulse oximeter replacement activity can be lim-
ited to situations when the Wearer is in an inactive state.
In an inactive state, the Wearer is not being monitored,
so the removal of the battery or pulse oximeter does not
cause an alert.

[0023] The BSC can, in one embodiment, only initiate
sound alert 'chirps’ at the Base Station. However, in one
embodiment, it caninitiate alert ‘chirps’ and alarm sounds
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at the Base Station and/or the Remote Monitoring De-
vice. For example, the BSC can initiate an alert chirp if
the SpO,, level drops by the configured alert percentage
from the baseline, which is a configured parameter for
each given wearer. It can also initiate a chirp alert if a
Remote Monitoring Device reports a heart rate below the
configured alert heart rate or if a Remote Monitoring De-
vice reports wearer movement below the configured still-
ness threshold continuously for the configured stiliness
alert duration. It can initiate an alarm sound if a Remote
Monitoring Device reports a heart rate below the config-
ured alarm heart rate, if a Remote Monitoring Device re-
ports that the SpO, levels dropped by a configured alarm
percentage, or if a Remote Monitoring Device reports
wearer movement below the configured stillness thresh-
old continuously for the configured stillness alarm con-
dition.

[0024] The BSC can allow the user to silence an alarm
on the Base Station only. The BSC should not allow the
user to silence an alarm on the Remote Monitoring De-
vice once it has been initiated. The alarm condition atthe
Remote Monitoring Device, in one embodiment, must be
silenced by direct operator/user intervention at the Re-
mote Monitoring Device.

[0025] TheBSC canhave adefaultbaseline in the soft-
ware. It can also be modified by allowing a baseline read-
ing to be taken by the Remote Monitoring Device. There
may be a GUI requirement and Remote Monitoring De-
vice requirementto reflect this. In addition, the configured
alert percentage has a software default of 15%. The BSC
can initiate an alarm sound if the SpO,, heart rate, or
movement levels drop by the configured alarm percent-
age from the baseline, which has a default in the software
of 25%. However, the configured alert and configured
alarm percentages may be modified through the GUI.
[0026] This section lists all of the requirements asso-
ciated with the GUI for the BSC. lts intent is to ensure
general functionality is provided by the GUI. Specific
screen elements and function are defined in the GUI
Functional Specification.

[0027] The BSC User Interface (Ul) Setup Screen can
permit the user to choose between permanently storing
and discarding any changes made to any fields or selec-
tions. The Setup Screen fields, as illustrated in FIG. 18,
can include information such as, but not limited to, the
Base System Name and identity and authentication in-
formation for a single Administrator. The Administrator
identity and authentication information can include infor-
mation such as, but not limited to, first, middle and last
name, ID Number, Administrator Email Address, Admin-
istrator User ID and Administrator Password. The Setup
Screen, in one embodiment, shall not allow exit until at
least one System Administrator and the System Name
is entered.

[0028] In one embodiment, the BSC Graphical User
Interface (GUI) can show, on monitoring screen, the sta-
tus of each measured vital sign and the status of each
battery in a Remote Monitoring Device. In one embodi-
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ment, the GUI shall monitor and display at least twenty
(20) watches on the screen at atime. The BSC can main-
tain data of monitored people in a de-identified state, with
the option to add personal identification. 'De-identified’
means that the GUI will not force a user to enter the name
of the person wearing the Remote Monitoring Device;
only an identification number will be required. The option
to enter additional information, such as the persons’
name, will be allowed.

[0029] The GUI supports a variety of actions. For ex-
ample, a user can be disabled without the loss of their
history; Administrators can edit users’ permission levels;
and new users can be set up in the system using finger-
print sensor ID. Additionally, the GUI can automatically
override a minimized screen if an alert or code is detected
and not allow it to be cleared until staff responds, and it
can allow a baseline SpO, level to be recorded from a
Remote Monitoring Device. The GUI can allow the fol-
lowing algorithm variable/thresholds to be configured at
the system level: SpO, Alert Percentage; SpO, Alarm
Percentage; Heart Rate Alert Percentage; Hear Rate
Alarm Percentage; Motionless Alert Time.

[0030] The BSC Ul Home Screen can display the Base
System Name, status information for at least twenty (20)
connected Remote Monitoring Devices simultaneously,
and each actively monitored Remote Monitoring Device
Wearer with the Wearer’s identification number and Re-
mote Monitoring Device serial number, as illustrated in
FIGS. 19,21, and 23. The Home Screen can also provide
a link to the Administrator Login screen. Within the Home
Screen, each Remote Monitoring Device can indicate
whether it needs to be Set Up with user information, as
illustrated in FIG. 19, has a low battery, as illustrated in
FIG. 21, or is sending an alert to the Base Station, as
illustrated in FIG. 23.

[0031] The Home Screen can generate an individually
identifiable, time-stamped report for each Alert/Alarm
event. Additionally, the Home Screen can display a cur-
rent status box shall for each Remote Monitoring Device
Wearer that quickly indicates overall alert/alarm status.
The status box can have border colors as follows: nom-
inal condition is grey; mouse pointer click within box is
highlighted (e.g., white); alert condition is flashing yellow;
alarm condition is flashing red. Each status box can also
display individual icons representing the following infor-
mation: person photo thumbnail; heart rate change sta-
tus; SpO, change status; motion change status; battery
life status; signal strength status; and reports generated,
as illustrated in FIGS. 19, 21, and 23.

[0032] Ifthere is a current or recent alert condition, the
status box can display a concise Alert Text message con-
taining instructions associated with the most current alert
condition, as illustrated in FIG. 22. Otherwise, if no alert
condition has recently occurred or is currently occurring,
the status box is blank. Once an alarm or alert has oc-
curred and a new report has been created, the status
box "reports generated" icon can appear and show the
number of total reports. The status box icons can, for
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alert/alarm conditions, change appearance to indicate in-
creasing, decreasing, and static conditions in regard to
heart rate change, SpO, change, and motion change.
[0033] The Home Screen can respond to a user click-
ing anywhere within a status box by prompting the user
for login credentials. Only a valid login may allow a user
to do one of the activities described below. If the condition
is nominal, clicking anywhere within a status box and
inserting proper credentials may permit the user to, for
example, display, edit, or report related person informa-
tion via the Person Detail Screen, as illustrated in FIG.
20.Ifthe condition is alert/alarm, clicking anywhere within
a status box and inserting proper credentials may permit
the user to, for example, verify or report the reason for
the alert/alarm via the Alert/Alarm Verified Dialog, as il-
lustrated in FIG. 22.

[0034] Inoneembodiment, only users with Person Set-
up/Edit permissions may be allowed to access the BSC
Ul Wearer Setup Screen, with permission failure indicat-
ed by a corresponding message. The Wearer Setup
Screen can display the base system name and the Re-
mote Monitoring Device serial number associated with
the respective person, as illustrated in FIG. 20.

[0035] Ingeneral, the Wearer Setup Screen can permit
the user to choose between permanently storing and dis-
carding any changes made to fields or selections through
the use of a corresponding action button. Within the
Wearer Setup Screen, as illustrated in FIG. 20, the user
can input information such as, but not limited to, person
info, thresholds, location, and medical history. In addition
to inputting information, a user can take certain actions
within the program. These actions include, but are not
limited to, viewing reports, initiating manual battery re-
placement, reporting battery replacement with a time and
date stamp, and initiating pulse oximeter replacement.
The Wearer Setup Screen can provide a means to Acti-
vate (turn on monitoring) and Deactivate (turn off moni-
toring for the wearer).

[0036] As stated above, the Wearer Setup Screen, as
illustrated in FIG. 20, can provide means to display, edit,
or select person information such as, but not limited to,
first name, middle name, last name, person ID number,
date of birth, gender, and photo. The Wearer Setup
Screen can provide means to select between normal and
sensitive  thresholds used to determine nor-
mal/alert/alarm levels for heart rate, SpO,, and/or motion
changes, the default of which is a normal threshold. The
Wearer Setup Screen can provide means for the user to
specify person location as a selection from a location list.
It can also allow the user the option of providing answers
for the following questions about the corresponding per-
son: history of self-inflicted bodily harm/suicide attempts,
history of mental illness, currently in restraints, and on
medical observation.

[0037] Further, the Wearer Setup Screen can provide
means to view the reports for a Wearer. Sometimes the
reports are in the form of a Summary Report File format-
ted as a comma-separated-values (CSV) file containing
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all reports generated for the Wearer. The Wearer Setup
Screen can also provide means to initiate a manual bat-
tery replacement action and it can provide means to in-
itiate a pulse oximeter replacement action. The Wearer
Setup Screen can generate a reportindicating the battery
replacement action with a time and date stamp.

[0038] The BSC Insert Photo Dialog can provide
means to select, replace, and delete a person. In one
embodiment, it can support JPEG, PNG, and GIF image
file formats. The Photo Dialog can auto-scale images as
required for efficient storage while preserving aspectratio
so that person identification photos are not stretched or
otherwise distorted.

[0039] Only approved users with stored fingerprint da-
ta may be able to access the BSC Ul Alert/Alarm Verified
Dialog, with authentication failure indicated by a corre-
sponding message. The Alert/Alarm Verified Dialog may
uniquely identify itself as an Alert or Alarm and can dis-
play text that describes the nature of the Alert or Alarm
condition, as illustrated in FIG. 22. The Alert/Alarm Ver-
ified Dialog can display the following person identity in-
formation: thumbnail photo, person name, and person ID
number.

[0040] Asillustratedin FIG.22,the Alert/Alarm Verified
Dialog can also provide means for the user to specify all
actions taken in response to the Alert/Alarm condition,
which includes a multiple checklist of common associat-
ed responses as well as an "Other" option to provide for
manual entry of a custom action description. In one em-
bodiment, the Alert/Alarm Verified Dialog may require
selection of at least one action, and subsequent pressing
of a "verify" button, before allowing exit.

[0041] After an alert or alarm, the Alert/Alarm Verified
Dialog may append details to the current alert/alarm re-
port such as, but not limited to, authenticated user’s ID
number and timestamp indicating time of Alert/Alarm ac-
knowledgement. Further, it can notify the user that an
associated report is available.

[0042] The BSC Ul Administrator Detail Screen, as il-
lustrated in FIGS. 24 through 27, may, in one embodi-
ment, only be accessed through an authenticated admin-
istrator login. It can display the base system name and
can provide access to administrative activities such as,
but not limited to, add/edit users; view all data reports;
edit/setup administrators; monitor parameters; and sys-
tem setup. The Administrator Detail Screen can be
closed and/or exited by logging out.

[0043] Within the Administrator Detail Screen, the
Add/Edit Users Activity, as illustrated in FIG. 24, can pro-
vide means to display a list of administrators that includes
fields such as, but not limited to, user name, ID number,
access/usage permissions, and biometric authentication
status, some of which may be sortable. The Add/Edit
Users Activity can provide the means to add a new user
or modify current user records by selecting a user from
the list for display, edit, or deletion.

[0044] After selecting a user from the list, the screen
can display and permit the user to edit user details such
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as, but not limited to, first name; middle name; last name;
ID number; access/usage permissions; and biometric au-
thentication status, as illustrated in FIG. 24. The ac-
cess/usage permissions include person setup/edit,
which allows access to person detail screen, and key
holder, which allows access to alert/alarm verified dialog,
one or both of which can be selected. The biometric au-
thentication status options include active and disabled.
In active state, this user is allowed to log in and this shall
not be selectable (shall be greyed out) until biometric
data has been captured. In disabled state, this user is
prevented from logging in (default state).

[0045] An action button (e.g., "Re-Set Authentication")
can also be on this screen that, when selected, initiates
biometric capture. This can be used for both initialization
and replacement of user biometric data. The Add/Edit
Users Activity on the Administrator Detail Screen can al-
low the user to choose between permanently storing and
discarding all changes made to user data fields.

[0046] Within the Administrator Detail Screen, a user
can view all data reports, as illustrated in FIG. 25. The
user interface can provide means to display a list of per-
son report records that includes fields such as, but not
limited to, person name; person ID number; Remote
Monitoring Device activation status; and total reports for
this person, some of which may be sortable. The Data
Reports Activity Ul can permit selection of an individual
person report record, which can then display a person’s
photo, name, ID number, date of birth, Remote Monitor-
ing Device serial number, and a list of this person’s re-
ports, which can be individually selected by the user. The
Data Reports Activity Ul can permit an administrator to
edit settings for any administrator.

[0047] The Administrator Detail Screen can permit an
Administrator to create and maintain a text list of unique
labels for all Remote Monitoring Device use locations.
The Person Detail Screen can allow the user to select a
person’s current location from this list.

[0048] The Administrator Detail Screen also permits
an Administrator to edit and setup one or more adminis-
trators, as illustrated in FIG. 27. Within this edit and setup
screen, an Administrator can enter information such as,
but not limited to, new Administrator first name, middle
name, last name, ID number, Administrator 1D, Pass-
word, and email address. This screen can permit the Ad-
ministrator to choose between permanently storing and
discarding any changes made to fields through the use
of a corresponding "update" or "cancel" action button.
[0049] In one embodiment, the BSC Ul Administrator
Login Dialog can require an Administrator ID and Pass-
word for access authentication. In the event of authenti-
cation failure, the Administrator Login Dialog can display
text indicating that the Administrator ID/Password com-
bination is invalid. The Administrator Login Dialog can
provide means to accommodate a forgotten password
by allowing an administrator to login with a fingerprint
scan.

[0050] The BSC Ul User Login Dialog can prompt the
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user to place his or her finger on a fingerprint sensor for
proper biometric verification, and can provide a progress
bar, or similar animated graphic, to indicate that the fin-
gerprint sensor is actively awaiting finger placement. The
User Login Dialog can provide a means to cancel the
login and any biometric verification in progress and may
time out after a period of thirty (30) seconds of no inter-
action from the user, having the same result as canceling
the login. In the event verification is unsuccessful, the
User Login Dialog can display the cause of failure and
prompt the user to retry. It can allow the user to retry
verification a predetermined number of times before
prompting that the login was unsuccessful and instructing
the user to contact an administrator.

[0051] The BSC Ul Alert/Alarm Report can include the
following fields: person ID number; Remote Monitoring
Device serial number; designation of "Alert" or "Alarm";
timestamp of Alert/Alarm generation; reason(s) for
Alert/Alarm generation (including Home Screen Status
Text message); timestamp of Alert/Alarm acknowledge-
ment; user ID number of authenticated Alert/Alarm ac-
knowledger; and action(s) taken in order to clear
Alert/Alarm, including any "Other" text.

BASE STATION: RADIO APPLIANCE

[0052] Asdescribedabove, the Base Station Radio Ap-
pliance (BSR) is a data transfer device. Its primary re-
sponsibility is to provide the data link between the Re-
mote Monitoring Devices and the BSC.

[0053] Inone embodiment, the BSR can have a single
omnidirectional antenna. It can be powered via its USB
connectiontothe BSC and can be on and fully functioning
as long as power is available. The BSR USB connection
can be a standard USB Target connection. The BSR may
be able to receive data from at least twenty (20) Remote
Monitoring Devices simultaneously. Additionally, the
BSR can provide a biometric fingerprint scanner that al-
lows for user authentication.

[0054] The BSR can be capable of generating an au-
dible sound with a frequency between 500Hz and
3.5KHz, and a sound pressure of at least 90dBA at a
distance of 10 centimeters. The BSR software can allow
for the activation/deactivation of the alarm as well as the
chirp function. However, the audible alarm should power-
up default to the "inactive" state and maintain its current
state until another alarm command is received or power
is lost. The BSR audible alarm "chirp" state can be a
repeated patter of ON for 250ms and OFF for 4750ms.
[0055] The BSR can send an Activate message and
Deactivate message to each individual detected Remote
Monitoring Device and can generate an audible chirp
alert when communication with any of the activated Re-
mote Monitoring Devices is lost or the data has lost in-
tegrity.
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REMOTE MONITORING DEVICE

[0056] Inone embodiment, the Remote Monitoring De-
vice includes a wrist strap, interface, keyhole, pulse ox-
imeter, speaker, cable, processor, wireless transceiver,
batter, and 3-axis accelerometer. FIGS. 3 through 8 il-
lustrate one embodiment of the Remote Monitoring De-
vice wherein the device can use, but is disconnected
from, an external pulse oximeter. FIGS. 9 through 13
illustrate one embodiment of the Remote Monitoring De-
vice wherein the device is connected to an external pulse
oximeter. FIGS. 14 and 15 illustrate one embodiment of
the Remote Monitoring Device wherein the pulse oxime-
ter is integrated into the wrist strap.

[0057] A rechargeable battery 802 that is removable
from the Remote Monitoring Device, as illustrated in FIG.
8, can power the Remote Monitoring Device. The Remote
Monitoring Device’s rechargeable battery 802 can be
protected against over-heating, charge current exceed-
ing the battery’s maximum charge rate, charge voltage
exceeding the battery’s maximum charge voltage, dis-
charge current exceeding the battery’s safe rate, and dis-
charge beyond the battery’s minimum discharge voltage.
With a full charge, the rechargeable battery 802 is intend-
ed to operate continuously, under nominal functional con-
ditions, for a minimum of 24 hours.

[0058] The Remote Monitoring Device can be detach-
able from its wrist strap 302, as illustrated in FIG. 6, and
the rechargeable battery 802 is removable when the Re-
mote Monitoring Device is detached from its wrist strap
302. Additionally, the wrist strap 302 is adjustablein order
to fit wearers’ wrists of varying circumferences. The wrist
strap 302 may be adjustable because itis made of a hook
and loop strap (for example, Velcro). In one embodiment,
the means for adjusting the wrist strap 302 are inside the
wrist-mounted enclosure 204, as illustrated in FIG. 6. The
end edge of the wrist strap 302 is concealed between
the cradle 304 and the transceiver module 306 to inhibit
removal by a person wearing the device. To remove the
wrist-mounted enclosure 204 from the wrist strap 302 of
the Wearer, the wrist-mounted enclosure 204 may re-
quire the use of a key. In one embodiment, the Remote
Monitoring Device’s pulse oximeter 902, which is a sen-
sor that detects SpO, levels and pulse, is a device that
can be affixed around any of the pinky, ring, middle, or
index fingers, as illustrated in FIGS. 9 through 13. As
illustrated in FIG. 6, the transceiver module 306 can con-
tain a socket 308 for the pulse oximeter cable 904 if the
pulse oximeter 902 is separate from the wrist-mounted
enclosure 204. In one embodiment, the pulse oximeter
1402 is in the wrist strap, as illustrated in FIG. 14, so no
separate device on the finger is necessary.

[0059] Inone embodiment, the Remote Monitoring De-
vice is configured as a ring-shaped device that can be
attached around a body part, such as, but not limited to,
a wrist, ankle, or waist, and includes a flexible circuit
board, processor coupled to a Bluetooth transmitter, and
a pule oximeter. The ring form of the Remote Monitoring
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Device can have arelay transceiver for receiving signals
from the Bluetooth transmitter and for relaying those sig-
nals to the Base Station. The relay transceiver can be
mounted on a Wearer or it can be mounted to a fixed
location within the Wearer’s cell or room.

[0060] The Remote Monitoring Device should have a
ruggedized design such that it is resistant to intentional
tampering and inadvertent damage, but its wrist-mount-
ed components can be light and weigh no more than 250
grams. The Remote Monitoring Device enclosure can be
constructed using polycarbonate, carbon-fiber, or other
plastic material of similar strength, and the Remote Mon-
itoring Device wrist strap can be constructed using poly-
urethane rubber or other material resistant to tearing and
with high tensile strength.

[0061] Inone embodiment,the Remote Monitoring De-
vice contains a pulse oximeter 902, 1402 that contains
an adhesive material that prevents rubbing or chafing of
the components against the skin and can provide dispos-
able adhesive sensor cable cover-ups in order to mini-
mize the risk of hand or wrist injury during normal use.
The pulse oximeter 902, 1402 can have a cable 904 that
is at least 8 inches long. The cable 904 transmits SpO,
and pulse rate data to the transceiver module 306 on the
Remote Monitoring Device. The Remote Monitoring De-
vice can display a human-readable serial number label,
which can be visible while the Remote Monitoring Device
is mounted and secured to the wrist strap.

[0062] The Remote Monitoring Device can conform to
fluid ingress rating of IPX6, can operate over an ambient
temperature range of 0 to 40 degrees Celsius, will not be
degraded by indefinite storage at ambient temperatures
ranging from -20 to +80 degrees Celsius, and can be
materially compatible with cleaning solutions of up to
90% isopropyl alcohol or 10% chlorine bleach. No part
of the Remote Monitoring Device that directly contacts a
Wearer’s skin will exceed 38 degrees Celsius.

[0063] The circuitry of the Remote Monitoring Device
isillustrated in FIG. 2. The pulse oximeter 902, 1402 con-
tains SpO, sensor electronics 202, receives power from
the wrist-mounted enclosure 204, and sends SpO, ana-
log data to the wrist-mounted enclosure 204. The circuitry
in the wrist-mounted enclosure 204 includes a pulse ox-
imeter electronics board 206 and a processing electron-
ics board 208. The pulse oximeter electronics board 206
sends digital SpO, data to the microprocessor 210, which
sends reset data to the pulse oximeter electronics board
206. The wrist-mounted enclosure 204 also contains a
battery, a high-gain antenna 212 and an accelerometer
214. The high-gain antenna 212 is connected to the RF
electronics 216 circuitry. The accelerometer 214 can
send information to the microprocessor 210. Within the
processing electronics board 208, there can be circuitry
for a microprocessor 210, power electronics 218, tamper
detection 220, alarm electronics 222, and RF electronics
216. The power electronics 218 can receive information
from the battery and can send information to the pulse
oximeter electronics board 206 and the microprocessor
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210. The tamper detection 220 can send information to
the microprocessor 210. The alarm electronics 222 can
receive information from the microprocessor 210. The
RF electronics 216 can send and receive baseband
Tx/Rx Data to and from the microprocessor 210. The
microprocessor 210 can send and receive information to
a debug/programming port 224.

[0064] The Remote Monitoring Device can optically
measure the blood oxygen saturation (SpO,) of the wear-
er with an accuracy of 1% or better using dominant wave-
lengths of 660nm = 10nm and 910 = 10nm. The Remote
Monitoring Device can also measure the heart rate of the
wearer with an accuracy of 3 beats-per-minute (BPM) or
better and can detect acceleration between 0 and =3 Gs
in any direction.

[0065] Inone embodiment, the Remote Monitoring De-
vice is capable of generating an audible alarm. The alarm
may have a sound pressure level of at least 90dBA at a
distance of 10cm and can alternate in frequency between
500Hz and 3.5KHz. The Remote Monitoring Device can
also provide an LED indicator capable of illuminating with
red, green or amber color.

[0066] The Remote Monitoring Device can communi-
cate in various ways. In one embodiment, it has an inter-
face to load or upgrade the device firmware and to load
the Remote Monitoring Device’s unique ID number. In
one embodiment, it can participate in a wireless commu-
nication network and can measure the received signal
strength of wireless signals received from the Base Sta-
tion. The Remote Monitoring Device may detect loss of
communication with the Base Station.

[0067] The Remote Monitoring Device can communi-
cate in other pathways, including the following: (i) locking
ring module communicating to fixed relay system, (ii)
locking ring module communication to releasable fixed
relay system on body, (iii) locking ring wirelessly com-
municating to cell station and satellites, (iv) adhesive film
that communicates wirelessly to a fixed or body relay
system.

[0068] The system receiving the relay, for purposes of
providing information known to be indicative of acute be-
havior changes, can utilize: a visual screen, audible
tones, video pictures, motion, charts, graphs, holograph-
ic projection and meters. This set of communication tools
could provide greater reliability and easier data interpre-
tation by remote monitor users. The system may also
include spoken word translation of interpretive data into
other languages.

[0069] The standard unit is designed to monitor and
communicate oxygen levels and pulse to a remote station
that can evaluate for problem conditions. However, in
another embodiment, the unit can include ability for the
wearer or monitoring party to communicate via the relay
system to each other (via text, audio, video, motion, light
display, etc.). Or such communication could be one-way.
For example, the remote monitoring party can access a
live video feed of the monitored party (whether through
the monitoring device or through a separate but linked
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video system).

[0070] The system can also be configured to transmit
to one single place that conducts remote monitoring and
then send notification of an incident to a predetermined
group or individuals for response (for example, via text
message or other alert).

[0071] The Remote Monitoring Device can permanent-
ly store a 32-bit, non-volatile, unique device ID number
that can be restricted from modification after it is provi-
sioned. The Remote Monitoring Device can retrieve
SpO, measurements from its pulse oximeter at least
once per second and pulse rate measurements from its
pulse oximeter at least once per second. The Remote
Monitoring Device can retrieve acceleration measure-
ments from its acceleration sensor at least once per sec-
ond.

[0072] Wearer motion is detected by a 3-axis acceler-
ometer in the Remote Monitoring Device unit. The raw
accelerometer data is smoothed and averaged and sent
to the Base Station as part of the periodic status updates.
The Base Station application monitors the received ac-
celerometer information and enters alert status if the re-
ceived value falls below a user-specified threshold for a
user-specified amount of time.

[0073] In an exemplary embodiment, the accelerome-
ter in the Remote Monitoring Device runs continuously,
measuring the absolute acceleration in three orthogonal
axes (X, Y, and Z) approximately 5 times per second.
Once per second, the Remote Monitoring Device proc-
essor reads the most recent absolute X, Y, and Z accel-
eration values from the accelerometer (X_Raw, Y_Raw,
Z_Raw). The Remote Monitoring Device processor cal-
culates the absolute value of the change in acceleration
for each axis from the previous second (X_Delta,
Y_Delta, Z_Delta). The previous value for each axis is
initially set to 0 when the Remote Monitoring Device is
first powered on. This delta operation nullifies the con-
stant gravitational acceleration.

[0074] Continuing in the same example, if any of the
computed delta values is smaller than a specified noise
floor of approximately 16 milli-G, then that value is set to
0. The Remote Monitoring Device processor calculates
the Root Mean Square (RMS) magnitude of the three
acceleration values: RMSDelta = square_root
(X_Delta**2 + Y_Delta**2 + Z_Delta). It then uses an
exponential infinite impulse response filter to compute a
running average of the RMSDelta acceleration: AvgDelta
= RMSDelta*FILTER_FACTOR + AvgDelta*(1-FILTER
FACTOR). The FILTER_FACTOR used depends on
whether RMSDelta is less than or greater than the current
AvgDelta: If RMSDelta > AvgDelta, FILTER_FACTOR =
0.97, else FILTER_FACTOR=0.03.

[0075] When the Base Station sends a
STATUS_REQUEST message to the Remote Monitor-
ing Device, the Remote Monitoring Device processor in-
cludes the current AvgDelta as the motion value in the
STATUS_RESPONSE message to the Base Station,
and resets the AvgDelta value to 0. Thus, the Base Sta-
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tion receives a filtered value representing a weighted av-
erage magnitude of acceleration since the previous
STATUS_REQUEST.

[0076] When the Base Station receives a
STATUS_RESPONSE message, it compares the re-
ceived motion value to a user-configured threshold (e.g.,
50 milli-G). If the motion value for a wearer is below the
threshold, a motion flag is set. If the value is above the
threshold, the flag is cleared. If a wearer's motion flag
remains set for a user-configured time (e.g., 5 minutes),
the Base Station puts that Wearer in the low motion alert
state.

[0077] Some embodiments implement the alarm on
the Remote Monitoring Device and others implement the
alarm in the Base Station. The alarm could also be im-
plemented on both the Remote Monitoring Device and
the Base Station. Regardless ofimplementation location,
each Wearer is given baseline vital signs and the algo-
rithm for each vital sign creating a warning is as follows:
will alarm when no motion is detected and the pulse ex-
ceeds 125% of resting pulse for 30 seconds; will alarm
when no motion is detected and the pulse is 70% of rest-
ing pulse for 30 seconds; will alarm when blood oxygen
level is 80% of the baseline reading.

[0078] Each Remote Monitoring Device is associated
with a unique identifier that is stored on the device and
in the database along with biometric authentication data
such as, but not limited to, fingerprint, facial photograph,
iris, etc.

[0079] Upon application of power, the Remote Moni-
toring Device will be inactive and will verify the integrity
of its internal firmware. When the Base Station has de-
activated the Remote Monitoring Device, the software
can place all sensors in their low-power/standby modes.
[0080] The Remote Monitoring Device can communi-
cate in various ways. When communicating, it can detect
the presence of up to 3 bit errors in received data. Some
of the data objects the Remote Monitoring Device can
communicate to the Base Station via the wireless net-
work include, but are not limited to, device ID number,
device pulse oximeter status, wearer's current SpO,,
Wearer’s current pulse rate, Wearer's current level of
physical activity, device current battery state of charge,
device current tamper switch activation state, and wire-
less network most-recent received signal strength value.
During normal use (i.e., non-alert/alarm), the Remote
Monitoring Device may transmit data to the Base Station
at 10-second intervals +/100ms. During an alert/alarm
event, the Remote Monitoring Device can transmit data
to the Base Station at 1-second intervals +/- 100ms.
[0081] The Remote Monitoring Device can receive the
following commands from the Base Station: activate; de-
activate; alarm; chirp; and silence. Following receipt of
an "Activate" command from the Base Station, the Re-
mote Monitoring Device can perform required measure-
ment and data communication functions. Following re-
ceipt of a "De-Activate" command from the Base Station,
the Remote Monitoring Device will cease performing
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measurement and data communication functions. Fol-
lowing receipt of an "Alarm" command from the Base
Station, the Remote Monitoring Device can emit a con-
stant audible alarm. Following receipt of a "Chirp" com-
mand from the Base Station, the Remote Monitoring De-
vice can emit an intermittent audible "chirp" alert at 7.9-
second intervals for 100ms. If no data is received from
the Base Station for at least 10 seconds, the Remote
Monitoring Device can emit an audible "chirp" alert at 7.9-
second intervals for 100ms. When the Remote Monitor-
ing Device is not transmitting data to the Base Station,
the software can place the Remote Monitoring Device
radio into its low-power/standby mode.

[0082] While the exemplary systems elsewhere de-
scribed allows for rapid identification of a monitored party
(via the number of the Remote Monitoring Device), the
monitored party may not be the typical location (cell).
Rather, the party may be incapacitated in another loca-
tion. Thus, in another embodiment, the Remote Monitor-
ing Device could provide location information of the mon-
itored party. Location could be determined through (a)
WiFi or other RF-based indoor triangulation, (b) GPS, (c)
proximity sensor (which sensor is the party near) or other
wireless communication that allows for location verifica-
tion. The location function can be enhanced with the use
of a local alert or alarm (for example, on the Remote
Monitoring Device) such that a caregiver could find the
party by sound.

EXAMPLES OF USE

[0083] This section provides brief descriptions of the
use cases for various scenarios encountered in the op-
eration of, and communication between, the Base Station
and Remote Monitoring Device. Some steps in the vari-
ous processes identify potential conditions for changing
the state of the Remote Monitoring Device LED indicator.
Not all of these states may be implemented.

[0084] Intheinitial system setup, the BSC and all other
devices are not configured and are powered off. To start
the setup, the Admin connects the BSR to the BSC USB
port and powers on BSC and waits for the operating sys-
tem to boot. Next, the Admin logs in to the operating
system account and Admin installs and launches the dis-
closed software application. The Admin then configures
the Admin and other user accounts. Finally, the software
application begins sequencing through time slots (ex: 25
slots, nominally 800mSec each), and, during each unas-
signed time slot (all at this point), the software application
sends a multicast discover message searching for de-
vices. At the end of the initial system setup, the BSC and
BSR are powered on, the application is running, and no
devices are activated or available for activation. FIG. 18
illustrates the information the Admin can enter when
launching the disclosed software application for the first
time.

[0085] Inthe clean system power down stage, the BSC
is initially configured and powered on, and other devices
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are in various states. To start the power down, the user
logs into the BSC and requests all active devices to enter
the inactive state. However, the application remembers
which devices were active. Next, the user exits the ap-
plication and powers down the BSC, which, in turn, pow-
ers down the BSR. As a result of the clean system power
down, the BSC is powered off and all other devices are
in an inactive or off state.

[0086] When discovering a newly powered on Remote
Monitoring Device, the initial conditions are that the BSC
and BSR are powered on, the software application is run-
ning, at least one unassigned time slot is available, and
the device being powered on may or may not already be
in the BSC list of "visible" devices.

[0087] Toinitiate the discovery of a newly powered on
Remote Monitoring Device, the user inserts a battery into
the device. The device then performs POST and enters
a discoverable state. If POST passes, the device enters
LED_STATE1 and the deviceradio is on full time listening
for multicast DISCOVER command or a COMMAND or
STATUS_REQUEST command directed to the device’s
ID. If POST fails, the device enters LED_STATEZ2. Then,
the BSC eventually sends a DISCOVER command. The
device waits a random delay (50-200mSec) and then re-
sponds with a DISCOVER_RESPONSE message. Next,
the BSC receives a DISCOVER_RESPONSE message
and compares the device’s ID with known devices in the
device list. If the device ID is not found in the list, the BSC
assigns the device to the current timeslot with a request-
ed state of Inactive. If the device ID is found in list, the
BSC updates the time stamp and sets the requested de-
vice state to the state specified in the list. Next, the BSC
sends a COMMAND message to the responding device,
telling it (i) its requested state (inactive or active), (ii) the
time to the next scheduled message (nominally 20 sec),
and (iii) how long to listen for a message before declaring
a host communication failure. The device then receives
this COMMAND message and shuts off its radio and
sleeps until just before the next scheduled message time.
The device is in LED_STATES3 if it is inactive or
LED_STATEA4 if it is active.

[0088] As a result of discovering a newly powered on
Remote Monitoring Device, the device is registered in
the BSC device list, as illustrated in FIG. 26, itis assigned
a communication time slot, it is in the desired state, and
itis in a sleep/wake cycle while waiting for the next mes-
sage from the base station.

[0089] When updating the status of an active or inac-
tive Remote Monitoring Device, the initial conditions of
the system are that the BSC and BSR are powered on,
the software application is running, and at least one time
slotis assigned to a device with a current state of inactive
or active.

[0090] To initiate the status update of an active or in-
active Remote Monitoring Device, the user running the
software application GUI selects an active or inactive de-
vice from the list and sets the requested state (ex: active,
inactive, off). The application’s time slot scheduler then

10

15

20

25

30

35

40

45

50

55

1"

comes to the time slot assigned to the inactive device,
checks the obtains desired state of the device from the
device list, and sends a COMMAND to the device spec-
ifying the desired state and next communication time.
The device then receives the COMMAND message. If
the desired state is off, the device shuts off its radio and
sleeps until unlocked/locked. If the desired state is active
or inactive, the device shuts off its radio and sleeps until
just before the next scheduled message time. While the
device is inactive, itis in LED_STATE3. While the device
is active, itis in LED_STATE4. While the device is off, it
is in LED_STATEO. As a result of updating the status of
an active or inactive Remote Monitoring Device, the de-
vice changes to the desired state.

[0091] When obtaining the status from an active de-
vice, the initial conditions are that the BSC and BSR are
powered on, the software application is running, and at
least one time slot is assigned to a device with a current
state of active.

[0092] To obtain the status of an active device, the de-
vice will wake up just prior to scheduled time slot and
turn on its radio to listen for a message from the Base
Station. At this point in time, the device is in
LED_STATES. The software application’s time slot
scheduler comes to the time slot assigned to the active
device, sends a STATUS_REQUEST, and collects sta-
tus parameters. The active device receives a
STATUS_REQUEST, collects status parameters, and
responds with a STATUS_RESPONSE message. Then,
the software application performs assessment algo-
rithms on the parameters, sets a local audible alarm
based on the results from the algorithm, and determines
the desired device state. The software application then
sends a COMMAND message to the active device with
the desired device state (ex: inactive, active, chirp, alarm)
and the next communication time. The device then re-
ceives the COMMAND message and shuts off its radio
and sleeps until just before the next scheduled message
time. At this point, if the device’s state is inactive, active,
or chirp, it is in LED_STATES3. If the device’s state is
alarm, itis in LED STATESG. As a result of obtaining the
status from an active device, the device is in the desired
state based on the status assessment algorithm.
[0093] When the device loses communication with the
Base Station, the initial conditions are that the BSC and
BSR are powered on, the software application is running,
and at least one time slot is assigned to a device with a
current state of active or inactive.

[0094] Ifthe device loses communication with the Base
Station, the device discovers this after it wakes up just
prior to scheduled slot time, turns on its radio to listen for
a message from the Base Station (device is in
LED_STATES), receives no message at the assigned
time, keeps its radio on and continues to listen for a mes-
sage, and takes appropriate action depending on wheth-
er the device is active or inactive. If the device is active
and if no message is received within a previously spec-
ified timeout, the device puts its alarm in
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ALARM_STATE_NO_COMM, continues to keep its ra-
dio on and listen for a message, and, when a message
is received, it silences the alarm and resumes normal
operation. If the device is inactive and if no message is
received within a previously specified timeout, the device
enters the off state (i.e., LED_STATEDOQ), and remains in
the off state until unlocked/locked or the battery is re-
moved/replaced. At this point, the process continues as
though a newly powered on Remote Monitoring Device
is being discovered.

[0095] When there is an unplanned BSC power down,
the initial conditions are that the BSC and BSR are pow-
ered on, the software application is running, and at least
one time slot is assigned to a device with a current state
of active. If the BSC then shuts off without following the
clean system power down procedure, the process con-
tinues as though the device lost communication with the
Base Station for all active and inactive devices. As a re-
sult, the BSC and BSR are powered off, all previously
inactive devices are off, and all active devices indicate a
loss of communication.

[0096] When the system powers up, the initial condi-
tions are that the BSC is configured, but powered off, and
all other devices are in various states (off, inactive, ac-
tive). To power the system up, the user powers on the
BSC, which powers on the BSR, waits for the operating
system to boot, and logs into the operating system ac-
count. The software application will start up automatically
and restore devices to their previously saved state (i.e.,
active or inactive). The software application then begins
sequencing through timeslots. For each unassigned time
slot, the software application will send a DISCOVER mul-
ticast and, if a DISCOVER_RESPONSE is received, the
software application will continue as though the process
of discovering a newly powered on Remote Monitoring
Device is occurring and system is at the step where the
BSC compares the device ID with known devices in its
list. If no response is received, the software application
will continue to the next time slot. For each assigned time
slot, the software application will attempt to send a
STATUS_REQUEST to the device if it was previously
active. If the device was previously inactive, the software
application will attempt to send a COMMAND to the de-
vice. As a result, the BSR and BSR are powered on and
the software application is running and trying to DISCOV-
ER or communicate with devices.

[0097] When the Base Station software application
stops running or the BSC reboots, the initial conditions
are that the BSC and BSR are powered on and the soft-
ware application is running. If the software application
quits running for any reason or if the BSC reboots or
halts, the BSC and BSR remain powered on. After a time
period, the BSR detects a loss of communication with
the BSC and sets its audible alarm to
ALARM_STATE_NO_COMM. The BSR continues to in-
dicate loss of communication until a message is received
from the BSC. At that point, the process continues for all
active and inactive devices as though the device lost
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communication with the Base Station. When the Base
Station software application stops running or the BSC
reboots, the result is that the software application is not
running and that the BSR and active devices are indicat-
ing a communication loss.

[0098] When the user is restarting the software appli-
cation or the computer is recovering after a BSC reboot,
the initial conditions are that the software application is
stopped or the BSC is halted or rebooting. If the BSC is
halted or rebooting, the user performs action necessary
to restart the operating system and logs into the user’s
operating system account. The software application
starts automatically. The BSR detects resumption of
communication with the BSC and it silences the local
alarm. At that point, the process continues as though the
system is powering up and the software application is
restoring a previously saved list of visible devices. As a
result, the BSC and BSR are powered on, and the soft-
ware application is running and trying to DISCOVER or
communicate with device.

BATTERY CHARGER

[0099] In one embodiment, the Battery Charger can
accept a 120VAC/60Hz power input, a 240VAC/50Hz
power input, and an IEC 60230 Type C14 grounded re-
ceptacle power input. The Battery Charger can provide
an interface to load or upgrade the device firmware.
[0100] The Battery Charger can charge at least six (6)
Remote Monitoring Device batteries simultaneously at a
constant current when the battery voltage is below the
battery’s constant-voltage threshold. When the battery
reaches its constant-voltage threshold, the Battery
Charger will switch to charging inserted batteries at a
constant voltage. It will terminate battery charging when
charge current drops below the battery’s charge-termi-
nation current during constant-voltage charging. It can
determine the state-of-charge of all inserted batteries by
communicating with agas gauge IC builtinto each battery
pack. In one embodiment, the Battery Charger may only
allow insertion of Remote Monitoring Device batteries.
[0101] The Battery Charger may provide an LED indi-
cator for each battery-charging receptacle, wherein the
LED indicators are individually capable of illuminating
with red, green or amber color to indicate the status of
the charge. The Battery Charger indicators can be posi-
tioned adjacent to their associated battery-charging re-
ceptacle, such that the planar distance to any other re-
ceptacle is far enough away to make it obvious that the
indicator is associated with its corresponding receptacle.
[0102] Uponinsertion of a battery, the Battery Charger
will initiate charging of the battery, but will discontinue
charging of any battery whose charge rate exceeds the
maximum permissible charge rate for 2 seconds or more.
Upon removal of a battery from a charging receptacle,
the Battery Charger will disable charging by the associ-
ated receptacle.

[0103] Upon application of power, the Battery Charger
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will disable charging by all battery charging receptacles
and, if batteries are inserted in any battery charging re-
ceptacles, the Battery Charger can indicate a charging
error on these receptacles. Further, the Battery Charger
may display a test pattern on all LEDs simultaneously by
cyclingall LEDs through the colorsred, amber, and green
for one (1) second each.

[0104] Upon removal of a battery from a charging re-
ceptacle, or if no battery is inserted in a battery charging
receptacle, the Battery Charger can extinguish the LED
indicator associated with that receptacle. During battery
charging, the Battery Charger may illuminate the recep-
tacle’s associated LED to a constant amber color. After
completion of battery charging, the Battery Charger may
illuminate the receptacle’s associated LED to a constant
green color. Ifa charging error occurs, the Battery Charg-
er may illuminate the affected receptacle’s associated
LED red, flashing at 1Hz with a 50% duty cycle.

[0105] In some embodiments, the system includes lo-
calized re-charging on the Remote Monitoring Device.
For example, the device could be recharged through ki-
netic motion, body heat, or solar energy.

[0106] The disclosed invention involves technology
that uses a computing system. FIG. 17 is a schematic
block diagram of an example computing system 1700.
The invention includes at least one computing device
1702. In some embodiments the computing system fur-
ther includes a communication network 1704 and one or
more additional computing devices 1706 (such as a serv-
er).

[0107] Computing device 1702 can be, for example,
located in a place of business or can be a computing
device located in a prison or psychiatric ward or hospital.
In some embodiments, computing device 1702 is a mo-
bile device. Computing device 1702 can be a stand-alone
computing device or a networked computing device that
communicates with one or more other computing devices
1706 across a network 1704. The additional computing
device(s) 1706 can be, for example, located remotely
from the first computing device 1702, but configured for
data communication with the first computing device 1702
across a network 1704.

[0108] Insome examples, the computing devices 1702
and 1706 include at least one processor or processing
unit 1708 and system memory 1712. The processor 1708
is a device configured to process a set of instructions. In
some embodiments, system memory 1712 may be a
component of processor 1708; in other embodiments
system memory is separate from the processor. Depend-
ing on the exact configuration and type of computing de-
vice, the system memory 1712 may be volatile (such as
RAM), non-volatile (such as ROM, flash memory, etc.)
or some combination of the two. System memory 1712
typically includes an operating system 1718 suitable for
controlling the operation of the computing device, such
as the Linux operating system. The system memory 1712
may also include one or more software applications 1714
and may include program data 1716.
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[0109] The computing device may have additional fea-
tures or functionality. For example, the device may also
include additional data storage devices 1710 (removable
and/or non-removable) such as, for example, magnetic
disks, optical disks, or tape. Computer storage media
1710 may include volatile and nonvolatile, removable and
non-removable media implemented in any method or
technology for storage of information, such as computer
readable instructions, data structures, program modules,
or other data. System memory, removable storage, and
non-removable storage are all examples of computer
storage media. Computer storage media includes, but is
not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile
disks (DVD) or other optical storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used
to store the desired information and which can be ac-
cessed by the computing device. An example of compu-
ter storage media is non-transitory media.

[0110] In some examples, one or more of the comput-
ing devices 1702,1706 can be located in a confinement
institution. In other examples, the computing device can
be a personal computing device that is networked to allow
the user to access the present invention at a remote lo-
cation, such as in a user’s home, office or other location.
In some embodiments, the computing device 1702 is a
smartphone, tablet, laptop computer, personal digital as-
sistant, or other mobile computing device. In some em-
bodiments the invention is stored as data instructions for
a smart phone application. A network 1704 facilitates
communication between the computing device 1702 and
one or more servers, such as an additional computing
device 1706, that host the system. The network 1704
may be a wide variety of different types of electronic com-
munication networks. For example, the network may be
a wide-area network, such as the Internet, a local-area
network, a metropolitan-area network, or another type of
electronic communication network. The network may in-
clude wired and/or wireless data links. A variety of com-
munications protocols may be used in the network in-
cluding, but not limited to, Wi-Fi, Ethernet, Transport
Control Protocol (TCP), Internet Protocol (IP), Hypertext
Transfer Protocol (HTTP), SOAP, remote procedure call
protocols, and/or other types of communications proto-
cols.

[0111] Insomeexamples, the additional computing de-
vice 1706 is a Web server. In this example, the first com-
puting device 1702 includes a Web browser that com-
municates with the Web server to request and retrieve
data. The data is then displayed to the user, such as by
using a Web browser software application. In some em-
bodiments, the various operations, methods, and rules
disclosed herein are implemented by instructions stored
in memory. When the instructions are executed by the
processor of one or more of the computing devices 1702
and 1706, the instructions cause the processor to per-
form one or more of the operations or methods disclosed
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herein. Examples of operations include sending and re-
ceiving messages to and from a Remote Monitoring De-
vice; performing assessment algorithms on collected
Wearer data; sending an action command to a Remote
Monitoring Device; and other operations.

[0112] The various embodiments described above are
provided by way of illustration only and should not be
construed to limit the claims attached hereto. Those
skilled in the art will readily recognize various modifica-
tions and changes that may be made without following
the example embodiments and applications illustrated
and described herein and without departing from the true
spirit and scope of the following claims.

Claims

1. Anapparatus comprising a wearable device, where-
in the wearable device includes:

sensing means, removably attachable to the
body of a person, for sensing change in a phys-
ical body condition;

detection means, responsive to the sensing
means, for determining whether the person is
experiencing an emergency medical condition;
and

means, responsive to the detection means, for
transmitting a signal indicative of the detected
emergency medical condition.

2. The apparatus of claim 1, wherein the sensing
means includes a finger-mountable pulse oximeter.

3. The apparatus of claim 1, wherein the wearable de-
vice is removably attachable due to a strap that at-
taches the apparatus to the body of the person.

4. The apparatus of claim 3, wherein the sensing
means includes a pulse oximeter located on the in-
side of the strap.

5. The apparatus of claim 1, wherein the sensing
means is also securably attachable to the body of a
person.

6. The apparatus of claim 1, wherein the change in a
physical body condition is a blood-related parame-
ter.

7. The apparatus of claim 1, wherein the change in a
physical body condition is body movement.

8. The apparatus of claim 7, wherein the sensing
means for sensing change in the person’s body

movement includes an accelerometer.

9. The apparatus of claim 1, wherein the sensing
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means includes a circuit-board enclosure having a
cavity containing a removable battery, wherein the
enclosure is in engagement with a cradle for con-
tacting a wrist of a person; and an adjustable strap
for encircling the wrist, the strap having a first and
second portion sandwiched between the battery and
a portion of the cradle, with one of the portions being
an end portion of the strap.

The apparatus of claim 1, further comprising a base
station for bidirectional wireless communication with
the wearable device.

The apparatus of claim 10, wherein biometric infor-
mation for the person experiencing an emergency
medical condition is inputted into the base station.

The apparatus of claim 11, wherein the biometric
information inputted into the base station is baseline
pulse data for use in determining whether the person
is experiencing an emergency medical condition.

The apparatus of claim 1, wherein each wearable
device is configured as a ring, including a flexible
circuit board supporting a processor coupled to a
Bluetooth transmitter and a pulse-oximeter.

The apparatus of claim 13, further comprising arelay
transceiver for receiving signals from the Bluetooth
transmitter and relaying them to a base station, op-
tionally the relay transceiver is mounted to the per-
son or to a fixed location within a space containing
the person.

A emergency alarm apparatus that notifies a person
about another person’s injury when an injury detec-
tion means detects aninjury, wherein said apparatus
comprises:

an injury detection means;

an emergency alarm apparatus; and

an inquiry means for inquiring, when said injury
detection means detects an injury, whether said
emergency alarm apparatus should make a no-
tification about the injury,

wherein said inquiry means inquires whether
said emergency alarm apparatus should make
a notification about the injury by sending data
collected by said injury detection means to said
base station, wherein said base station deter-
mines if changes to said data have met a mini-
mum threshold required for notification, and
wherein said base station determines whether
to send a command to said emergency alarm
apparatus commanding said emergency alarm
apparatus to make a notification;

optionally said data collected is blood oxygen
level data, heart rate data and/or acceleration
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data;
optionally said notification is an audible notifica-
tion.
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